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1. TACIIOPT ITPOT'PAMMBbBI YYEBHOM JUCIIUILIUHBI
MJIK.03.02 Be3onacHocTh QYHKIMOHNPOBAHUS HH()OPMANIMOHHBIX CHCTEM

1.1. ObaacTh NpUMeHeHHus1 IPOTrPaMMBbI

Pabouas mporpamma y4eOHON AMCUMIUIMHBI SBISETCS YaCThIO 00pa30BaTeIbHON MPOTrpPaMMBbI B
coorBeTcTBUM ¢ PI'OC no cneunansHocT 09.02.02 KoMIbloTEpHBIE CETH.

Pabouas mporpamMma y4eOHON TUCHMIUIMHBI MOXET OBITh HCIOJIB30BaHA B JIOTIOJIHUTEIBHOM
npodeccuoHalbHOM — 0Opa3oBaHMK (B NpOrpaMMax — TOBBIMICHUS — KBaTU(PHUKAIMA |
MEPEnoAroTOBKH) M MPO(eCCHOHATFHON MOATOTOBKE IO CMEKHBIM CIIEUAIIBHOCTSIM.

1.2. Mecro AMCHMILVIMHBI B CTPYKTYpPe OCHOBHON NMpPo(ecCHOHAILHOI 00pa3oBaTe/IbHOM
NPOrpamMMbI:

udp qucuummuzel no yuebnomy miany: MJIK.03.02.

JlucumrinHa sSBIISIETCSl 4acThio npodeccruonanbHoro moxayist [IM.03 Dkcrryarausi 00beKTOB
ceTeBoil HHPPACTPYKTYphI yueOHoro tiana no cneruanbaocTe CI1O 09.02.02 — KommnbtoTepHbIe
cetu. Hampasnena Ha popMHpOBaHUE CIEAYIOMIMX OOIIUX U MPO(HECCHOHAIBHBIX KOMITETECHIIUHI:
OK1, OK2, OK3, OK4, OKS35, OK6, OK7, OK8, OK9, IIK 3.1, IIK 3.2, [IK 3.3, I1K 3.4, IIK 3.5,
IIK 3.6.

1.3. Lean u 3axa4n JUCHUILIMHBI — TPeOOBAHMS K Pe3y/IbTATAM OCBOCHUSI COACPKAHUSA
AUCHUILINHBI

C umenpl0  OBNAJACHHWS  YKa3aHHBIM  BHJOM  MNPOQECCHOHANBHOW  JCATENbHOCTH U
COOTBETCTBYIOIIUMH TPO(PECCHOHATBHBIMA KOMIETCHUIUSAMHI OOYYaroIUiCcsl B XOJ€ OCBOCHUS
M/K.03.02 nomxkeH:

yMeThb:

- BBINOJIHATE MOHHUTOPUHI W aHaiu3 pabOThl JIOKAJBHOMW CETH C TMOMOIIBI0 MPOTrPaMMHO-
anmnapaTHbIX CPE/CTB;

- HCHOJB30BAaTh CXEMbl IIOCI€aBAPHIHOTO BOCCTAHOBIEHHS pPabOTOCIIOCOOHOCTH CETH,
HKCIUTyaTHPOBATh TEXHUYECKHE CPECTBA CETEBOM MH(PACTPYKTYPHI;

- OCYILLECTBIISITh JUArHOCTUKY U TOMCK HEMCIIPABHOCTEW TEXHUUECKUX CPEACTB;

- BBINOJIHATH JAEHUCTBUS 110 YCTPAHEHUIO HEUCIPABHOCTEM B YaCTH, KACAIOLICHCS MOJIHOMOYMM
TEXHHKA;

- TECTUPOBATh Ka0EJIM U KOMMYHUKAIIMOHHBIE YCTPOMCTBA;

- BBITIOJIHATH 3aMEHY PACXOAHBIX MaTEPHUATIOB M MEJIKUI PEMOHT nepudepuitHoro 000py10BaHus;
- IPaBUIILHO O(hOPMIIATH TEXHUYECKYIO TOKYMEHTAIIHIO;

- HaOMro1aTh 32 TPaUKOM, BHITIOIHATH ONEpaIH PEe3ePBHOIO KOMUPOBAHUS M BOCCTAHOBJICHUS
JTaHHBIX;

- yCTaHaBJIMBATh, TECTHPOBATH M SKCIUTyaTHPOBATh HH(POPMALMOHHBIE CHCTEMBI, COTJIACHO
TEXHUYECKOH TOKYMEHTAllMU, 00eCIeunBaTh AHTUBUPYCHYIO 3aIUTY;

3HATh:

- APXUTEKTYPY U QYHKIIMH CUCTEM YIIPABIICHUS CETSIMH, CTAaHJAPThI CUCTEM YIIPABIICHHS,

- 33/1a4M YIIPABICHHS: aHAIN3 IPOU3BOIUTEILHOCTH U HAaJIS)KHOCTH, yIIpaBlieHHe 6€3011aCHOCTHIO,
yueT Tpaduka, yrnpasiieHHe KOHPUTYpaAIHCH;

- CpeCTBa MOHUTOPHHIA U aHAJIN3a JIOKAJIBHBIX CETEH;

- KJacCU(MKALMIO PpEerjaMeHTOB, TMOPSAOK TEXHHYECKUX OCMOTPOB, TPOBEPOK U
npodumaKTHIecKux pador;



- IpaBHJIa SKCIUTyaTalluu TEXHUYECKUX CPEACTB CETEBO MH(MPACTPYKTYPHI;

- pacIIMpeHue CTPYKTYpPbI, METO/AbI M CPEACTBAa TUArHOCTUKU HEUCIPABHOCTEH TEXHMYECKHX
CPEICTB U CETEBOU CTPYKTYPBI;

- METOJbl YCTPAHEHUs] HEHCIPABHOCTEH B TEXHMYECKHX CPEACTBAX, CXEMBI IOCIEaBapUiHOTO
BOCCTAQHOBJICHHS PAaOOTOCHOCOOHOCTH CETH, TEXHHYECKYI0 M TPOEKTHYIO JIOKYMEHTAIMIO,
CTIOCOOBI PE3EPBHOIO KOMMPOBAHUS TaHHBIX, TPUHIUIIBI pAOOTH XPAHUJIHIL TaHHBIX;

- OCHOBHBIC TMOHATHS WH(POPMAIMOHHBIX CHCTEM, KU3HCHHBIN LUKJ, MpoOIeMbl 0OecredeHus
TEXHOJIOTHUECKOW 0e30MacHOCTH HMH()POPMALMOHHBIX CUCTEM, TpPeOOBaHUS K apXUTEKTYpe
MHPOPMALIMOHHBIX CHCTEM W HX KOMIIOHEHTaM sl oOecrneueHHst  O€30MaCHOCTH
(YHKIMOHMPOBAHUS, ONEPATUBHBIE METOJbI IMOBBIIICHUS O€30MaCHOCTH (YHKIIMOHHUPOBAHUS
MIPOTPaMMHBIX CPEACTB U 0a3 JaHHBIX;

- OCHOBHBIE TPEOOBAHMUS K CPEICTBAM M BHJIaM TECTUPOBAHUS JIJIs ONIPEICIICHUS TEXHOIOTMYECKON
6e301macHOCTH UH(POPMALIMOHHBIX CHCTEM.

UMeTh NMPAKTHYECKHIl ONbIT:

- o0CITy)XKMBaHUS CETeBOW MH(PPACTPYKTYphI, BOCCTAHOBIICHUSI PaOOTOCIIOCOOHOCTH CETH IMOCIIe
cOos;

- YNAJEHHOTO AJMUHUCTPUPOBAHMS UM BOCCTAHOBJIEHUS pabOTOCHOCOOHOCTH  CETeBOU
UHPPACTPYKTYPBHI;

- opraHm3auuu OecrnepeOoitHON paboOTHl CHCTEMBI IO PE3EPBHOMY KOMHUPOBAHHIO U
BOCCTAHOBJICHHIO HH(POPMAIIHH;

- TOJ/ICP’KKH TIOJIb30BaTENIel CETH, HACTPOMKHM almapaTHOrO M MPOTrPaMMHOrO OOecTedeHus
ceTeBOil HH(PPACTPYKTYPHI.

[Iporiecc wW3ydeHus: AMCUMIUIMHBI HAmpaBieH Ha (HOPMUPOBAHHE 3JIEMEHTOB CJIEIYIOIINX
komnereHui B coorserctBun ¢ I'OC CIIO u OIIOII CIIO no naHHOM crienuanbHOCTH:

a) oomux (OK):

OK 1. IloHumarp CyIHOCTh U COLMANBHYIO 3HAUMMOCTh CBOEH Oyymieit npodeccun, mposiBiiTh
K HEM yCTOMYMBBIN HHTEPEC.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO AEATEIBHOCTb, BHIOUPATH THUIIOBBIE METOMBI M CIIOCOOBI
BBITOJIHEHUS! TPO()ECCHOHANIBHBIX 3a/1a4, OLIEHUBATh UX 3()(HEKTUBHOCTH M KaYECTBO.

OK 3. [IpuHumarh peleHus B CTaHJIAPTHBIX M HECTAHJAPTHBIX CUTYyalUsX U HECTH 3a HMX
OTBETCTBEHHOCTb.

OK 4. OcymuiecTBisATh HOUCK U UCTIOJIB30BAHNE UHPOPMALIUU, HEOOXOTUMOM 1151 3P HEKTUBHOTO
BBITOJIHEHUS TPO(ECCHOHANIBHBIX 3a/1a4, TPO(PECCUOHATBHOTO M JMYHOCTHOTO Pa3BUTHSI.

OK 5. Mcnonb3oBaTh MHPOPMALMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH B MPO(HECCHOHATEHON
JESITEIBHOCTH.

OK 6. PaGoTtath B KOJUIEKTHBE U B KOMaH/Ie, 3()(HeKTHBHO 00IIATHCS C KOJIJIETaMH, pyKOBOJICTBOM,
NOTPEOUTENIMHU.

OK 7. bpatb Ha ce0st OTBETCTBEHHOCTb 3a pabOTy YIEHOB KOMaH bl (IO JYMHEHHBIX ), 33 pe3yIbTaT
BBIITOJIHCHM S 3aJaHUMN.

OK 8. CamocTosATenbHO ONpeneNiiaTh 3ala4d Npo(ecCHOHATBHOTO M JMYHOCTHOTO Pa3BUTHIL,
3aHUMAaTbCA CaMO00pa30BaHUEM, OCO3HAHHO IJIAHMPOBATH MOBBIIICHHE KBATU(DHUKAIHH.

OK 9. OpueHTHpOBaThCS B YCIOBUSX YacTOH CMEHBI TEXHOJIOTHH B MPOQPECCHOHATHHON
JESTEIIbHOCTH.

0) npogeccnonanbubix (IK):

1K 3.1. YcranaBimMBaTh, HACTPAUBaATh, IKCIUTYaTUPOBATh M 00CITY)KMBATh TEXHUUECKUE U
IIPOrpaMMHO-AMIAapPaTHbIE CPEJCTBA KOMIIbIOTEPHBIX CETEM.

1K 3.2. [IpoBouTh npounakTudeckue padboTel Ha 00bEKTaX CETEBOM MH(PACTPYKTYPHI U
paboYmX CTaHIIHSIX.

1K 3.3. OkcrmyaTanus CeTeBbIX KOHPHUTYpaIHid.



[1K 3.4. YyacTBOBaTh B pa3pabOTKe CXEM MOCICaBAPUIHOTO BOCCTAHOBICHUS
paboTOCTIOCOOHOCTH KOMIBIOTEPHOW CETH, BHIIIOIHATH BOCCTAHOBIICHHE U PE3EPBHOE
KOMUPOBaHWE UHPOPMAITUH.

1K 3.5. Opranu30oBbIBaTh MHBEHTAPHU3AIMIO TEXHUIECKUX CPEJICTB CETEBOM MHPPACTPYKTYPHI,
OCYIIECTBIISATH KOHTPOJIb 000PYIOBAHHUS TIOCIIE €T0 PEMOHTA.

1K 3.6. BbIMONHATE 3aMEeHY pacXOJHBIX MaTEPHUAIOB U MEJIKUI PEMOHT nepudepritHoro
000pyI0BaHUs, ONPEACIATh yCTapeBIlee 000PyA0BaHIE U POTPAMMHBIE CPEICTBA CETEBOM
UHPPACTPYKTYPHI.

1.4. PexomMeHayeMoe KOJIMYE€CTBO YaCOB HA OCBOCHHME NIPOrPAMMBI AN CHMIIJIMHbI:
MaKCUMaJIbHOU y4eOHOM Harpy3ku oOydatomierocs 260 4acoB, B TOM 4HCIIE:

00s13aTeNbHOM ayTUTOPHOU y4eOHOI Harpy3ku oOyyarorierocs 175 4acos;
CaMOCTOSTENILHOM paboThl 0Oy4Jaromierocs 81 gac.

2. CTPYKTYPA U COJAEP)KAHUE YUYEBHOM JUCIUILINHBI
2.1. O06beM yueOHOI JMCIUIIJIMHBI M BUABI Y4e0HO# padoThl

Buj yueOHoii padoThI O0bem yacoB

MakcumajibHas yyeOHasi HAarpy3ka (Bcero) 260
O0s3aTesibHAs1 Ay IMTOPHAsA yueOHas1 Harpy3Ka (Bcero) 175
B TOM YHCIIE:

JIEKIIUOHHBIE 3aHATUS 65
n1abopaToOpHBIC 3aHATHS -
IIPAKTUYECKHE 3aHSTHSI 90
KOHTPOJIbHBIE pabOTHI -
KypcoBasi pabota (mpoekT) (eciiv npeyCMOTPEHO) 20
KOHCYJIbTallUs 4
CamocrosiTesibHas paboTa o0y4aronierocsi (Bcero) 81
B TOM YHCIIE:

pedepar 13
JOMaInTHss paborta 13

[TpomesxkyTouHas arTecTanus B popme: IK3aMeH B 8 ceMecTpe




2.2. TemaTn4yecKuii IUVIaH U coepKaHUE Y4eOHOM TN CHUIITTUHbBI

MAK.03.02 bezonacHoCTh QYHKIHOHUPOBAHUA MH(OPMANMOHHLIX CHCTEM

HaumenoBanue
pas3jiesoB
T SY— Copep:xanue y4ueGHOro MaTepuaJa, 1adopaTopHblie padoThl H MPaAKTHYECKHE O6bem | Vposens
monyas (IIM), 3aHAITHS, CAMOCTOSITeIbHAs padoTa o0y4yaromuxcs, Kypcopasi padora (IpoeKr) qacos | ocpoenmst
(eciu npedycmomperul)
MeKANCHUITHHAPHBIX
kypcoB (MJIK) u Trem
1 2 4 5
M/IK 03.02. be3onacHOCTh (PYyHKIMOHMPOBAHUS HHPOPMALMOHHBIX CHCTEM 260
Paznen 6. 3ammra nesTenbHOCTH HHPOPMAITMOHHBIX CUCTEM

Conepxanue 48

1 ITonsiTHe HAIMOHAJILHOI 0€30IMaCHOCTH. 2 2,3
WuTepecs! 1 yrpo3bl B 00J1aCTH HAIMOHAIBHOM Oe3omacHocTH. BinsiHue
poreccoB HHGpOpMATH3AINH 00IIECTBA HA COCTABIISIFOIINE HAIMOHALHOM
0€30IaCHOCTH U MX COIep)KaHUe.

2 | MudopmannonHas 0e30MaACHOCTH B CHCTeMe HAIIMOHAJIbHOM 0€30I1aCHOCTH 4 2,3
Poccuiickoit @enepanuu.
OcCHOBHBIE TOHATHSI, 00IIEMETOI0JIOTMYECKIE TPUHIIUIIBI 00eCTIeYeHNUS

Tema 6.1 OcnoBbl MH(pOPMALMOHHON Ge30macHOCTU. HalMoHanbHbIe MHTEPECH B MHPOPMAIIMOHHOM
HH(pOpMATHOHHOI chepe. VicTouHUKH U coJiepKaHUe YyIpo3 B MHGOPMAIMOHHOH cdepe.
OezomacHocTH 3 | I'ocynapcTBeHHasi MHGOpMalMOHHAS NOJMTHKA. 4 1,2,3

OcCHOBHBIE TIOJI0KEHHUS TOCYAAPCTBEHHON NH(POPMAIIMOHHOH TTOJIUTHKU
Poccuiickoit ®enepanuu. llepBoouepenHbie MEPONIPUATHS 110 PeAIU3aLUN
rOCYJapCTBEHHOH MOJIMTHKHU oOecrieueHusi HHYOpMaIMOHHON 0€30MacHOCTH.

4 | Undopmanus - HauboJIee LIEeHHBIH pecypc COBPEeMEHHOI0 0011ecTBA. 2 2,3
[TonsaTue «uHpOpMaMOHHBIH pecypey. Kiacchl nHGOpMaMOHHBIX PECYpPCOB.

5 | lIpobaembl MH(pOPMALIMOHHOI BOHHBI. 2 2,3
HudopmanmonHoe opysxue u ero knaccudukamys. MapopmannonHas BoiiHa.

6 | IIpodsembl nH(poOpManHOHHOI Oe30nacHOCTH B cepe rocyIapcTBEHHOI0 U 4 2,3

MYHUIMIIAJTBHOI'O YIIDABJICHUSA.




WudopmanroHHble mporecchl B chepe rocyJapCTBEHHOTO U MYHUITUITAIBHOTO
ynpasieHus. Buasl uHpopmannu 1 nHOPMAIMOHHBIX pecypcoB B chepe TMY.
Cocrosinue U nepcrnekTuBbl nHbopmatuzanuu chepsl IMY.

7 | HHdopMannoHHBIE CHCTEMBbI. 4 2,3
Oo6ume nonoxenus. Mudopmanus kak npoaykt. MHpopMalMoHHbIE YCITyTH.
VicTouHukH KOHPHUIESHIIMATbHON HH(OpMaIK B MHPOPMAIIMOHHBIX CHCTEMAaX.
8 | Meroabl 1 Mo/iesIN OLIeHKH ySI3BUMOCTH HH(OpMAaILNH. 2 2,3
OMIUpUYECKUN TOAXO0/T K OLIEHKE YSA3BUMOCTH HHPopManuu. Cucrema ¢ MOoJIHbIM
nepekpbiTueM. IlpakTudeckas peanusanus MOJCIN «yrpo3a - 3alUTay
IIpakTnyeckue 3aHATHSA
1. | YcranoBka nporpammel Ethereal u moaroroska k 3axBary. 4
2. | Ilonw3oBarenbckuii uHTEpdeEiic mporpammsl Ethereal. @uibTp oTobpaskeHus 4 2,3
rakeroB. [Touck kaapos.
3. | Boigenenue kimodeBbIx kaapoB. CoxpaHeHHEe JaHHbIX 3axBara. [ledars 4 2,3
uHpopmanuu. [IpocMoTp Kajipa B OTJEILHOM OKHE.
. | Anamus npotokosioB Ethernet u ARP. 4 2,3
5. | Ananus npotokosnos [P u ICMP. 4 2,3
6. | Anamus nporokona TCP 4 2,3
Copep:xanne 56
1 | OcHOBHbIE NOHATHS M AHAJIU3 YTPO3 MH(POPMALMOHHOH 6€e30MaCHOCTH. 4 2,3
OcHOBHBIE TOHATHS 3aLUTH HHOOPMAIMK U HHPOPMAITMOHHOW OE€30MaCHOCTH.
AHanu3 yrpo3 HHGOPMaIMOHHOM 0€30MacCHOCTH.
2 | IIpobaembl HH(pOPMALIMOHHOM 0€30IIACHOCTH ceTeil. 4 2,3
Tema 6.2. TipoGJiemb ]63Be;[eHI/1e B c(;:éeBon MH(POPMALMOHHBIH 0§l\éeH. AHanus YIpo3  ceTeBoi
uHGOPMAHOHHOI e3onacHoctu. ObecneueHue HHPOPMAIMOHHOM O€30IIaCHOCTH CETEH. - :
6e30MaCHOCTH 3 | [HoauTnka 06€30MACHOCTH. ,3
OcCHOBHbIE TIOHATHUA TOJUTUKU  OE€30IIaCHOCTH. CrpykTypa NOJIUTHKHA
0€30I1aCHOCTH OpTraHU3aIUH.
4 | Cranpaptbl HHGOPMALMOHHOI 0€301aCHOCTH. 2 2,3

Posnb crangapToB HHGOPMALIMOHHOM Ge30macHOCTH. MeXyHapOAHbIE CTaHIAPThI
uH(pOpMaIMOHHON Oe30omacHOCTH. OTEeYeCTBEHHbIE CTaHAAPThl 0€30I1aCHOCTH
MH(OPMAIMOHHBIX TEXHOJIOTHH




HpaKanecRne 3aHATHUA

1 | Cucrema aHanmm3a pUCKOB MPOBEPKH MOJIUTHKU HH()OPMAITMOHHON 06€3011acCHOCTH 4 2,3
TPEINPUSTHSL.
2 | Oramnbl ceTeBoit ataku. McceienoBaHue CETeBOM TOIMOJIOTUH. 6 2,3
3 | OOHapyxeHHEe JOCTYIHBIX CETEBbIX CIyX0. BblsBIeHHE YSA3BUMBIX MECT 4 2,3
aTaKkyemol cucreMmbl. Peanuzanuu atak. BeisiBineHue ataku Ha npotokos SMB.
CamocrosiTesibHast pabora 30 2,3
CucremaTudeckasi mpopadOTKa KOHCIIEKTOB 3aHSATUH, Y4eOHOU U CrieIUaIbHON
TEXHUYECKOH JTUTEePaTyphl IO KOHTPOJIBHBIM BOIIPOCAM.
[ToxroroBka k 1a60paTOPHO-MPAKTHUIECKUM padOTaM C UCIOIH30BAHUEM METOINYECKUX
pexoMeHaanui mpenoaasarensd, o(opMieHHE JabopaTOPHO-NPAKTHUECKUX pPadorT,
OTYETOB U NOJArOTOBKA K MX 3amuTe. [loaroroBka MHAMBUAYaIbHOIO 3aJJaHUS 110 TEME
«CrannapTsl ”HGOPMAITMOHHON 0€30MTaCHOCTHY
Copep:xanne 22
1 | IIpuHumMnbl KpunTorpaduyecko 3aluThl HH(POPMALUH. 4 2,3
OcHOBHBIE TIOHATHS KpUNTOTpaguuecKoi 3amuThl nHpopManuu. CUMMETpUYHbIE
KpUNTOCHCTEMBI MH(pOBaHUS. ACUMMETPUYHBIE KPUITOCHUCTEMBI HIHM(PPOBAHMUS.
KomOuHupoBaHHass KpunTocucTeMa MHU(PpPOBaHUA. ONEKTpOHHas wuudposas
NOJNUCh U PYHKIHMS XOUIMPOBAHUSI.
2 | Kpunrtorpaguieckue aJropuTmabi. 2 2,3
Tema 6.3. TexHo10rMu Knaccudukanus kpunrorpaguueckux aaroputMoB. CHUMMETPUYHBIE alTOPUTMBI
3AIMTHI JAHHBIX mudpoBaHusi. ACUMMETPUYHBIC KPUIITOAITOPUTMBI.
3 | TexHosoruu ayTeHTH(PUKALMH. 4 2,3
AyTeHTH(UKAIMS, aBTOPU3ALKS ¥ aJMUHUCTPUPOBAHHE ACHCTBUI MOJIb30BATEIICH.
Mertoapl ayteHTH(UKAUK, wucnoib3yromue mapoan u  PIN-xomsl. Crporas
ayreHTu(duKanus. buomerpuueckas ayTeHTU(UKAIUS TT0JIb30BaTEs.
IIpakTnyeckue 3aHATHSA
1 Wzyuenue crannapra kpunrorpadudeckoit 3amutel AES (Advanced Encryption 6 2,3
Standart).
2 N3ydeHne 0TeueCTBEHHBIX CTAHIAPTOB XAI-PYHKIIMH U TUGPOBOI MOIITUCH 6 2,3
Conepxanue 66
1 | O6ecnieueHue 6€30MACHOCTH ONMEPAIMOHHBIX CHCTEM. 2 2,3




Tema 6.4. TexHoaornu
3AIUTHI MEKCETEBOr0
00MeHA JAHHBIMU

OC.

[Tpobnemsr obecnieuenus: 6ezomacHoctd OC. ApPXUTEKTYpa MOJCHCTEMBI 3aIIUTHI

TexHo0rnu MexKkceTeBbIX IKPAHOB.

@DyHKIIUN MEXKCETEBBIX 3KpaHOB. OCOOEHHOCTH (PYHKIIMOHUPOBAHUS MEKCETEBBIX
HKPAHOB HA PA3NUYHBIX YpoBHAX Monenu OSI. Cxembl ceTeBoii 3aluThl Ha 6aze
MD.

2,3

OCHOBBI TEXHOJIOTHH BUPTYAJIBLHBIX 3alIMIIeHHBIX ceTeil VPN.

KoHuenuus nocrpoeHust BUpTyalbHbIX 3aluileHHbIX ceTell VPN. VPN-pemenus
JUISL TIOCTPOEHUS 3alIMIIEHHBIX ceTel. [J0CTOMHCTBA TPUMEHEHUS TEXHOJIOTHIA
VPN.

2,3

3ammuTa HAa KAHAJILHOM H C€aHCOBOM YPOBHSIX.

[TpoTokonbl popMUpOBaHUS 3aIIUIIEHHBIX KAHATIOB HA KAHATHHOM YPOBHE.
[TpoTokosbl HopMUPOBAHUS 3ANTUIICHHBIX KAHATIOB HA CEAHCOBOM YPOBHE.
3amuTa 6€CIPOBOIHBIX CETEH.

2,3

3amura Ha ceTeBoM ypoBHe - nporoko IPSEC.
ApxutexTypa cpeacts 6e3zonacHoctd [PSec. 3amuTa nepejaBaeMbIX JaHHBIX C

OcobenHoctu peanuzanuu cpenacts [PSec.

nomouisto npotokosoB AH u ESP. Ilpotokon ynpasnenus kpuntoxitouamu [KE.

2,3

IIpa

KTUYCCKUC 3aHATUA

KoMmoHeHThI MexkceTeBOro 3kpasa. [loauruka MekceTeBOro 3KpaHupOBaHUS.
Apxurekrypa MO. IIpumep peanuzanuu noauTuku M3.

2,3

IIpumenenne MO Ha ocHOBE 1BYJJOMHOTO y3ia. [Ipumenenne MO Ha ocHOBe
¢uipTpytomero Mapuipytusaropa. [Ipumenenrne MO Ha OCHOBE SKpaHUPYIOLIETO
y31a

2,3

[IpuMeHeHne TeXHOJIOTHH TPAHCIISIIMU CETEBBIX aJIPECOB. 3aJauM, periacMbie
VPN. TynnenupoBanue B VPN. YpoBHU 3alIUIIIEHHBIX KAHAJIOB. 3alllUTa JAHHBIX
Ha KaHAJIbHOM YPOBHE.

2,3

Opranuszanus VPN cpenctBamu npotokosna PPTP. 3amura 1aHHbIX Ha ceTeBOM
YPOBHE

2,3

Opranmzanust VPN cpenctBamu C3U VipNet. Mcnonb3oBanue npotokona IPSec
qutst 3anuThl ceredd. Opranuzanusi VPN cpenctBamu C3U StrongNet

2,3

6.

Opranuzanust VPN cpencrBamu npotokona SSL B Windows Server

2,3

CamocrosiTesibHas padoTa

28

2,3




Cucrematnueckass npopadOTKa KOHCIIEKTOB 3aHSTHH,
TEXHUYECKOH JuTepaTypsl (Mo BompocaMm K maparpadam, riaBaM y4eOHBIX MOCOOMH,

COCTaBJICHHBIM HpenonaBaTeneM).

[ToaroroBka K J1abOpaTOPHO-MIPAKTUIECKUM padOTaM C UCTIOIB30BAHUEM METOIUYCCKHIX

pexoMeHaauui mpenoaasarensd, oGopMieHHE Jab0paTOPHO-NPAKTHUECKUX padorT,

OTYCTOB M IIOAIOTOBKA K UX 3alIIMTC.

3ammTa aBTOPCKHUX Mpas. [loAroToBKa MHAMBHUyadbHOTO 3a1aHus 10 Teme «[Ipobiembl

obecnieuenus 6e3onacHocTr OC. ApXUTEKTypa mojacucTeMsl 3auuTbl OC».
[TonroToBKa Mpe3eHTaIMK [0 KPUITOTPAPHH.

y4eOHOM U cHeluaibHOU

Copep:xanne 44
1 | AHa/Iu3 3alIMIIIEHHOCTH ¥ 00Hapy KeHHue aTaK. 2 2,3
Konuenmus aganTuBHOTO ynpaBieHus: 6€30MacHOCThI0. TexXHOIOorus aHan3a
3anMIeHHOCTH. TexXHOomorun oOHapyKeHHs aTak.
2 | 3amuTa oT BUpPYcOoB. MeToabI yIPABJIeHHSI CPeACTBAMH CeTeBOil 3 2,3
0e30MacHOCTH.
KomMiproTepHbie BUPYChI U ITPOOJIEMBI aHTUBUPYCHOM 3alUThl. AHTUBUPYCHbIE
IIpOrpaMMbl U KOMILIEKCHL. [TocTpoeHne cucteMbl aHTUBUPYCHON 3aIlIUThI
Tema 6.5. TexXHOJIOTHU KOPIOPATUBHOMN CETH. 3a/1a4¥l YIIPABIICHUSI CUCTEMON CETEBOW OE30MMaCHOCTH.
o0Hapy:KeHHUs ApXHUTEKTypa ynpaBlIeHUs] CPEJICTBAMH CETEBON 0E30MaCHOCTH.
BTOp)KeHI/Iﬁ HpaKanecmle 3aHATHUSA
1. | CurHatypHblii aHAJIN3 ¥ O0HAPY’KeHHe AaHOMAJINH 6 2,3
2. | O0HapysKeHHe B peajilbHOM BpPeMeHH U OTJIOKeHHbIH aHaIu3. JIoKaibHbIE U 4 2,3
CEeTeBbIE CUCTEMbI OOHAPYKEHUS aTaK
3. | Pacnpenesnennble cucTeMbl 00HapyskeHus aTak. CucremMa 0OHapy>KEHUs aTak 6 2,3
Snort.
CamocrosiTesibHass paboTa 23 2,3
[IpumepHas TemaTHKa BHEAY JUTOPHON CaMOCTOSITENIbHOM pabOThI:
CayxOb1 katanoros. [loaroroBka HHAMBHYaIBHOTO 33/1aHUS 110 TEME «AYITUT
nHPOPMALMOHHOM 0€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM).
Koncyabranuu 4
Oo0s3aTesqibHAsI Ay IUTOPHAsA YueOHasi HArpy3Ka 110 KypcoBoii padoTte (IIPoeKTy) . 20 2,3
Bceero 260




Buympu kascoozo pasoena ykaszwvisaiomcs coomseemcmsyrowue memul. 11o Kaxcoou meme onucviéaemcs cooepiscanue yyeono2o mamepuana (8
OUOAKMUYeCKUX eOUHUYax), HaAUMeHOBAHUsl HeoOXOOUMBIX 1AOOPAMOPHLIX pabOm U NPAKMUYECKUX 3aAHAMUL (OMOeIbHO N0 KANCOOMY 8Udy),
KOHMPOIbHBIX pabom, a maxdHce NpuMepHas memMamurka camocmoamenvHou pabomul. Ecau npedycmompenst Kypcogvle pabomul (npoexmul) no
oucyuniure, onucvlgaemcs npumepnas memamura. Obvem 4acoe onpeodensemcs no Kaxcoou no3uyuu cmoaoya 3 (ommeyeno 36e300ukou *). Yposenw
0C80€HUs NPOCMABNAEMCA HANPOMUSE OUOAKMUYECKUX eOUHUY 8 Cmoibye 4 (ommeyueno 08yms 36e300ukamu **).

na xapakmepucmuku yposHs 0C80eHUs Y4eOH020 Mamepuand UCnoIb3yIomces ciedyiouue 0003HAYeHUL:

1. — o3Hakomumenvuwvill (Y3HABAHUE paHee U3YUEeHHbIX 00EeKMOo8s, CEOUCMS),

2. — penpoOyKmusHulil (8bIN0IHEHUE 0essMelbHOCMU N0 00pA3yy, UHCMPYKYUU UTU NOO PYKOBOOCEOM)

3. — IPOOYKMUBHUbLIL (NIAHUPOBAHUE U CAMOCTOAMENbHOE BbINOJHEHUE 0esIMeNbHOCU, peuleHue NPOOIeMHbIX 3a0aY)



3. YCJIOBUSA PEAJIM3AIIUU ITPOT'PAMMBI TIMCHUTIJINHBI

3.1. TpedoBaHusi K MUHUMAJbHOMY MAaTepHAJbHO-TEXHHYECKOMY 00ecleYeHn 0
Peanuzanus mporpaMMbl AUCUUIUIMHBI TPeOyeT HATMYHMS JTaODOPaTOPHH MPOTPAMMHO-aNapaTHOM
3alIUThl 0OBEKTOB CETEBOM MHPPACTPYKTYPHI
OobopynoBanmue:
Kommekt yueOHOM Mebenu (16 mocagouHbIX MECT)
[TepconanpHbIi KOMIBIOTEP 0Oy4aromerocs (10 mit.)
NurepaktuBHas nocka SMART Board SBM680 (nmuaronans 77")
MynsTumeauiiasiii npoexktop SMART V30
CereBoe obopynoBanue: kommyrtarop D-Link DES-3200-28/ME
JInueH3MOoHHOE MPOrpaMMHOe obecriedeHue:
Microsoft Windows 10 Professional 64-bit
(10 munen3uit WinPro 10 RUS Upgrd OLP NL Acdmce
Toprossiii nocpennuk: OO0 "Komnakt" Homep 3aka3a Toprosoro nocpegnuka: MM216912
Jlara 3aka3za: 2017-06-16
Kon nunensun: 68589678 Ponurensckas nporpamma: OPEN 98645580ZZE1906)
Kaspersky Endpoint Security 10 qns Windows
(Kaspersky Endpoint Security myist 6usneca - Pacimpennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License
No munienzun: 1096-181214-111355-563-621
Cpox ucnons3oBanus [10: ¢ 2018-12-14 no 2021-03-02
[TocraBmuk (pecemtep): BENEF.IT benegut, OOO)
ACKOH KOMITAC-3D V12 YHuBepcuteTckas JULEH3Us ¢ OMOIMOTeKaMH U PUIIOKEHUSIMH
(JIuensunonnoe cornamenue Kx-10-01408 ot 03.12.2010 r. Kon-Bo komwii: 50
Kittou annapathHoii 3amutel HASP HL Net 50 v2 ID 1579998279)
Smart Notebook 17 (muimeH3ust B KOMIUIEKTE ¢ UHTEPAKTUBHOM JIOCKOIA)
CBo0oHOe nporpaMMHoe o0ecrieyeHune:
Libre Office 5.4
Oracle VM VirtualBox
Microsoft Visual Studio Community 2017
Python 3.4
Maxima 5.3.7
Scilab 4.1.2
Cisco Packet Tracer
Pascal ABC.NET
3.2. UndopmanuonHoe odecnieyeHne 00yueHusl.

OcHOBHbIE HCTOYHHKH:
1.Kosanes, /I.B. Undopmannonnas 6e3onacHocTs : yuebHoe nocoodue : [16+] / [1.B. Kosanes,
E.A. boraanosa ; KOxublit Gpenepanbublii yHuBepcuTeT. — PocToB-Ha-/lony : KOxHbII
denepanpHbIil yHUBEpcUTeT, 2016. — 74 c. : cxeMm., Ta0I., wi. — PexumM ocTyna: mo moJImucKe. —
URL: https://biblioclub.ru/index.php?page=book&id=493175 (mara obpamenus: 01.09.2020). —
bubnuorp. B kH. — ISBN 978-5-9275-2364-1. — TekcT : 37€KTPOHHBIMH.

JlonoJiHuTeIbHbIe HCTOYHUKH:
1. Ilpoxymes, S.E. Mndopmanmonnas 6e3onacHocTs : npaktukyM / S.E. IIpokymie. — CaHKT-
[etepOypr : UL "UnTepmennus”, 2018. — 288 c. : un. — Pexxum nocryna: no noanucke. — URL:
https://biblioclub.ru/index.php?page=book&id=482805 (mara obpamenus: 01.09.2020). —
bubnuorp.: c. 282-283. — ISBN 978-5-4383-0168-4. — TekcT : 3/1IeKTPOHHBII.
2. Moprysos, A.B. Uadopmanmonnas 6e30nacHoCTb : yaeOHO-MeToanyeckoe nocodue : [16+] /
A.B. Moprynos ; HoBocubupckuii rocy1apCTBEHHBII TEXHUYECKHI YHUBEPCUTET. —




HoBocubupck : HoBocubupckuii rocy1apcTBEHHBIN TeXHUYeCKuid yHuBepeuteT, 2019. — 83 c. :
niL., Tabin. — Pexxum nocryna: o moxmucke. — URL:
https://biblioclub.ru/index.php?page=book&id=576726 (mara obpamenus: 01.09.2020). —
bubnuorp.: c. 64. — ISBN 978-5-7782-3918-0. — TekcT : 3JIeKTPOHHBII.

IIporpammuoe obecnieuenne u UurepHeT-pecypceni:
1. OBC «YuuBepcuteTckas o6ubnuoreka onnaitn». — Pexxum mpoctyma: http://biblioclub.ru.
2. Ob6pa3oBarenbHblil moptai. Pexxum nocryna: Intuit.ru.
3. OBC IPRBooks/ - Pexxum noctyma: http://www.iprbookshop.ru/

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA JUCIIUITJIMHbI
KoHTpoisib ¥ OLleHKa pPe3ynbTaTOB OCBOCHUS JTUCLMILIMHBI OCYIIECTBIISIETCS IMPENoaa-
BaTeJIeM B TPOLIECCE MPOBEACHUS MPAKTHYECKHUX 3aHATUH U Ta00paTOPHBIX pabOT, TECTUPOBAHMS,
a TaK)Ke BBIIIOJIHEHHUSI 00YYAIOIMMUCS MHANBHYaJIbHBIX 33JJAHUN, IPOCKTOB, HCCIIEOBAHUI.

PesyabTaTsl 00ydyeHusi no yueonoii | Popmupyembie OuneHo4HBbIE CpeICTBA 110
AUCHHUILINHE KOMIIeTeHIIUH AUCHUILINHE

HMeTh IPAKTHYECKHH ONBIT: IIK 3.1, I1IK 3.2, Bonpocs! 11 3x3ameHa

- 00CITy’)KUBaHUS CETEBOM IIK 3.3, 1IK 3.4, Tect

uHpPacTpyKTyphl, Boccranosinenust | I1K 3.5, T1K 3.6.
paboTOCIIOCOOHOCTH CETH MOCIIEe
cOos;

- YIaJI€HHOTO aJIMUHUCTPUPOBAHUS U
BOCCTAHOBJICHHS
paboTOCIIOCOOHOCTH CETEBOM
UHPPACTPYKTYPBHI;

- opranu3anuu OecriepeboitHOM
paboThI CUCTEMBI 110 PE3EPBHOMY
KOIIMPOBAHUIO U BOCCTAHOBJICHUIO
uHpOpMaINH;

- IOJIICPIKKH TTOJIb30BATENEH CeTH,
HaCTPOMKU aIlapaTHOro 1
MIPOrpaMMHOT0 00€ecTIeUeHUs
CeTeBOil HH(PPACTPYKTYPBHI.

yMeTh:

- BBITMIOJIHATH MOHUTOPHHT U aHAJIU3
paboThI JTOKAILHOM CETH C TIOMOIIIBIO
IPOTPaMMHO-aINapaTHBIX CPECTB;
- CTOJIB30BATH CXEMBI
[OCJI€aBaPUINHOTIO BOCCTAHOBJICHHUS
paboTOCIIOCOOHOCTH CETH,
HKCIUTyaTHPOBATh TEXHUYECKHE
CpeACTBa CeTeBOI MH(PACTPYKTYPHI;
- OCYHIECTBIIATh AUATHOCTHKY U
ITIOMCK HEUCIIPABHOCTEH
TEXHUYECKUX CPEJICTB;

- BBITIOJIHATH JACHCTBUS 110
YCTPAHEHHIO HEUCIIPABHOCTEW B
YaCcTH, Kacaromeicsl MOTHOMOYHH
TEXHUKA;

- TECTUPOBATh Kabenu u
KOMMYHHUKAIIMOHHBIE YCTPOHCTBA;




- BBITMIOJIHATB 3aMEHY PaCXOIHBIX
MaTepUaIoB U MEJIKUN PEMOHT
nepudepuitHOro 000PyIOBAHMUS;

- IPaBHIILHO O(hOPMIIATH
TEXHUYECKYIO IOKYMEHTAIIUIO;

- HaOmoAaTh 3a TpaUKOM,
BBITOJIHATH OTNEPAIIUH PE3ECPBHOTO
KOIIMPOBAHHUS M BOCCTAHOBIICHUS
JTAHHBIX;

- yCTaHaBJIMBATh, TECTUPOBATH U
HKCILTyaTHPOBATh MH(OPMAIIOHHBIE
CHCTEMBI, COITIACHO TEXHUYECKON
JTOKyMEHTAIH, 00ECTIeYBAaTh
aHTUBUPYCHYIO 3aLIHTY;

3HATh:

- APXUTEKTYPY U QYHKIIMH CUCTEM
yTpaBJICHUS CETAMH, CTAaHIAPTHI
CHCTEM YIPaBIICHHUS;

- 3aJ1a4M YTIpaBIICHUS: aHAJIN3
MIPOU3BOIUTEIILHOCTH U
HA/IKHOCTH, yTIpaBIICHUE
0e30macHOCThI0, yueT Tpaduka,
yTnpaBiieHue KOH(pUTypanuei;

- CpeCTBAa MOHUTOPUHTA M aHAJIN3A
JIOKAJIbHBIX CETEH;

- KJTaCCH(PMKALIMIO PETJIAMEHTOB,
MOPSI0K TEXHUYECKUX OCMOTPOB,
MIPOBEPOK M MPODUITAKTUIECKIX
pabor;

- IpaBHJIa SKCIUTyaTalluu
TEXHUYECKUX CPEJICTB CETEBOU
UHPPACTPYKTYPBHI;

- pacuIMpeHe CTPYKTYPbl, METOIbI U
CpeACTBa AUArHOCTUKH
HEHCIPAaBHOCTEN TEXHUYECKHX
CPEICTB U CETEBOU CTPYKTYPBI;

- METOJIbl YCTPaHEHHS
HEHUCIIPAaBHOCTEH B TEXHUUECKUX
CpeACTBAaX, CXEMBI MTOCIICaBApUITHOTO
BOCCTAQHOBJICHHS
paboTOCIIOCOOHOCTH CETH,
TEXHUYECKYIO M IPOEKTHYIO
JOKYMEHTAIUIO0, CIIOCOOBI
PE3EpBHOTO KOMUPOBAHUS JAHHBIX,
MIPUHIUIBI paOOTHI XPAHUITHIL]
JTAHHBIX;

- OCHOBHBIC TIOHATHSA
MH(POPMAIIMOHHBIX CHCTEM,
KU3HEHHBIN ITUKII, IPOOIEMbI
o0ecreyeHns: TeXHOJIOTHUECKOM
0e30macHOCTH HH(POPMALIMOHHBIX
CHCTEM, TPeOOBAHHUS K apXUTEKType




MH()OPMAIIMOHHBIX CUCTEM M UX
KOMITOHEHTaM JUIsi 00eCTIeHeHHsI
0e3omacHOCTH (PYHKIIMOHUPOBAHUS,
OIIEPATHBHBIC METO/IbI IIOBBIICHHS
6e30nmacHOCTH ()YHKIIMOHHUPOBAHHUS
MPOTPaMMHBIX CPEICTB U 0a3
JaHHBIX;

- OCHOBHBIE TPeOOBaHUsI K CPEACTBAM
Y BHJIAM TECTUPOBAHUS IS
OIPEICTICHUS TEXHOJIOTHYECKOI
0e301macHOCTH HH(POPMALIMOHHBIX
CHCTEM.




