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MNPOI'PAMMA NPOU3BOJCTBEHHOM MPAKTHUKM III1.03.01
o cnennanbHOcTH 09.02.02 KoMmnbroTepHbIE ceTH

PazpaboTtuuk:
npenoaasarens nHetutyTa CIIO Jlayxun B.B.



Conepxanue

1 | ITaciopt mporpaMMbl POU3BOICTBEHHOM MPAKTUKU

2 | IIponsBoacTBEHHAsI MPAKTHKA O MPO(HECCHOHATEHBIM MOIYJIISIM

3 | MarepuanbHO-TEXHHYECKOE 00eCTIeYeHHE TPOU3BOJICTBEHHOM MPAKTHKH

I. MACIIOPT MPOTPAMMBI ITPOU3BOJCTBEHHOM TPAKTUKH

1. Ob6s1acTh NPpUMEHEHHs POrPaAMMBbI

[Tporpamma npou3BOICTBEHHOM MPAKTHKH SBISETCS YaCThIO OCHOBHOM NMpo(decCHoHaNbHOM
obpazoBarenbHO porpamMmbl B cooTBeTcTBHH ¢ PI'OC CIIO no cnernmansaoctu 09.02.02
KommnsrorepHsie cetu

B YaCTH OCBOCHUS KBATU(UKALIMIA:

TEXHUK 110 KOMIIBIOTEPHBIM CETAM

Y OCHOBHBIX BUOB IMpodeccrnoHabHoi nesrenprocta (BIT):

AKCIUTyaTausi 00bEKTOB CETEBON MHPPACTPYKTYPbI

2. Hesin npou3BOACTBEeHHOI NPAKTHKHU: POpMUPOBaHUE Y 00YHAIOLINXCS TPO(PECCHOHATBHBIX
KOMIIETEHIIUH B YCJIOBUSAX PEabHOIO IPOU3BO/ICTBA.

3. TpeGoBaHusi K pe3yJibTaTaM NPOU3BOACTBEHHON NMPAKTUKH
B pesynbrare mpoxoxaeHus Mporu3BOACTBeHHON npakTuku 1o BIT/l oOyuatommiicst 1omKeH
OCBOUTB:!

BIIJA [TpodeccronanbHbIE KOMIIETCHIIUT

keI aTAL OOBEKTOB 11y 3 1 [K 3.2., TIK 3.3., K 3.4., TIK 3.5., TIK 3.6.
CeTeBOI MH(PPACTPYKTYPHI

4. ®opMBI KOHTPOJIS:
MIPOM3BOJICTBEHHAS IPAKTUKA — AU PepeHInpOBaHHBIN 3a4eT.

5. KoJiM4ecTBO 4acOB Ha OCBOEHHE MPOTrPaMMbI y4eOHOi/TIPON3BOICTBEHHOH MPAKTHKH
Bcero 5 veneinn /180 yacos

II. IPOU3BOJACTBEHHAS IPAKTUKA 11O IPO®PECCUOHAJIBHOMY MOJAYJIIO
IIM.03 «Oxkcrutyarainusi 00bEKTOB CETEBOM HHPPACTPYKTYPHI»

1. Pe3yJbTaThl 0CBOCHHS IPOrPpaMMbl IPOM3BOICTBEHHOH NPAKTHKH
Pe3ynbraToM OCBOEHUS POTpaMMbl IPOM3BOJICTBEHHOM MPAKTUKU SBISIOTCS C(HOPMUPOBAHHBIC
npodecCHOHATBLHBIE KOMIIETCHIINH:

Kog HaunmenoBanue npodeccnoHaabHON KOMIETEHIUN
K 3.1 YcranaBiIMBaTh, HACTPAUBATh, YKCIUTYaTUPOBATh U OOCITYKUBAaTh TEXHUYECKHE U
" mporpamMMHO-amnmnapaTHbIE CPEICTBA KOMIIBIOTEPHBIX CETEH.
K 3.2 [TpoBonuTh NpoduIakTHIECKE paboThl Ha 00BEKTaX CETEBOM MHPPACTPYKTYPHI U

paboYmX CTaHIIHSIX.
[IK 3.3. | Dkcmuyaraius CETeBbIX KOHPUTYPALIUH.

VYdyacTBOoBaTh B  pa3pabOTKe CXEMbI IOCICaBAPUIHOTO  BOCCTAHOBIICHUS
[IK 3.4. | paboTocrnocoOHOCTH KOMITBIOTEPHOM CETH, BBINOJHATH BOCCTAHOBICHUE U
pe3epBHOE KOMMMPOBaHKE HHPOPMAITUH.

OpFaHI/IBOBBIBaTB HWHBCHTAapHU3aluO TCXHUYCCKUX CpCACTB CEeTeBOI

IK 3.5.
UHPPACTPYKTYPHI, OCYIIECTBISATH KOHTPOJIb 000PYA0BaHHS [TOCTIE €0 PEMOHTA.



BBINONMHATE 3aMEHY pacXOJHBIX MaTEPHUAIOB U MEJIKUI PEMOHT nepudepuitHoro
[1K 3.6. |o0GopynoBaHUs, ONPEISIATh YCTapeBIlee 000PYyI0BaHUE U TPOTPAMMHEIE
CpeAcTBa CeTeBOi MH(PACTPYKTYPHI.



2. Copep:kaHue NPOM3BOACTBEHHON NMPAKTUKH

HpOI/ISBO)lCTBeHHaH npaRTmcal

[Tpodunaktuyeckne paboThl B 00BEKTAX CETEBOU HHPPACTPYKTYPHI.
CTpyKTypa cUCTeMbI YIPABJICHHUS, apXUTEKTypa CUCTEMbI YIIPABICHHUS.
Pa6ora ¢ nporokoramu SNMP; CMIP; TMN; LNMP; ANMP.
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Hcnonb30BaHne akTUBHOTO O0OPYIOBAHUS CETH.
Hcnonb30BaHre MacCHBHOTO 000PYOBAHUS CETH. KonuenrpupoBaHHasi.
3anoJIHEHUE TEXHUYECKON JOKYMEHTAIUH.
PaGora no co3nanuio, peJaKTUPOBAHUIO, YIATICHUIO MOJIb30BaTElNeH B ba3zb! npakTuku:
K DOMAIN. ITAO «Enenruapoarperary;
[Mpodunaktuyeckue paboThl B 00bEKTaX CETEBONH UHPPACTPYKTYPHIL. 30 2.3 OO0O«ATuH>T».
3.1 YKTYp )
CtpyKTypa CUCTEMBI YIPABJICHHUS, APXUTEKTYPa CUCTEMbI YIIPABJICHHUS.
Pa6ora ¢ npotokonamu SNMP; CMIP; TMN; LNMP; ANMP.
PaGora ¢ cepBepom, uTeHHE TOI0B, paboTa HaJ OITHOKAMHU
VY naneHHoe aIMUHUCTPUPOBAHUE CEPBEPA C PAOOUUX CTAHIIUI, TPOTPAMMBbI
JUIsl YJTaJI€HHOTO JI0CTyMa.
Hcnonb30BaHne akTUBHOTO O0OPYIOBAHUS CETH. KonuenrpupoBaHHasi.
Hcnonb30BaHre NacCHBHOTO 000PYIOBaHUS CETH.
3anojaHeHUE TEXHUUECKOHN T0KyMEHTALNH. ba3bl npakTuku:
[IK | PabGota o co3manuto, peqakTHPOBAHUIO, yIAJICHHUIO TIOJIh30BaTENICH B 30 23 [TAO «Eneurunpoarperar;
3.2. | DOMAIN. ’ 00O «AuTuH>1».

! Moka3zaTtenun ocsoeHus MK NponucbIBatOTCA B C/ly4ae OTCYTCTBMA NPOM3BOACTBEHHOM NPaKTUKM o MM,




PaGora ¢ cepBepom, uTeHHE TOIOB, paboTa HaJ OITHOKAMHU
VY naneHHoe aqMUHUCTPUPOBAHUE CEpBepa C pabOYMX CTaHIIHHA, TPOrPAMMBI
JUIS yIaJICHHOTO JIOCTYTIA.

. PaboTa ¢ xabenbHBIMHU CKaHEpPaMHU U TECTEPaMH.
. Pabota ¢ 0a3aMu TaHHBIX, CO3MaHUE TAOIMUI], BHECCHUE JAHHBIX B TaOJHUIIBI,

pPENAKTHPOBAHUE JIAHHBIX TAOJIHII.

IK
3.3.

Pabora ¢ 0a3aMu TaHHBIX, CO3IaHUE TAOIHUI], BHECEHUE JAHHBIX B TAOJUILIBI,
pelaKTUpOBaHKUE JAHHBIX TaOJIHII.
Co3znanue njaaHa BOCCTaHOBIICHUS CETH.
PazpaboTka (QyHKIMOHAIBHBIX CXEM JJIEMEHTOB aBTOMAaTHU3WPOBAHHOMN
CHCTEMBI 3aIlIUTHI HHPOPMALIUH.
AHanu3 BXOJSIIEro u ucxoasuero tpaduka. Kontpons yreuku
KOH(UICHINATEHOW HH(DOPMAIIHH.
Hactpoiika IPSec 1 VPN. Hactpolika MeXcCeTeBbIX 3KpaHOB.
Hacrpoiika 3amuTsl 6€CIIPOBOIHBIX CETEH C TTOMOIIBIO CHCTEM
mmdpoBanus.

7. YcTaHOBKa M HACTPOMKA CUCTEMbI OOHAPY)KEHHUs aTak Snort.

30

2.3

KoHuenrpupoBaHHasi.

ba3bl npakTuku:
I[TAO «Eneurunpoarperar;
000 «Ai#TuHot».

IK
3.4.

Pabota ¢ kabenbHBIMU CKaHEPAMHU U TECTEPAMH.
Pabora ¢ 0a3aMu TaHHBIX, CO3IaHUE TAOIHUI], BHECEHUE JAHHBIX B TAOJUIIBI,
pelaKkTUpOBaHKE JAHHBIX TaOJIHII.
Co3pnaHue miuaHa BOCCTAaHOBIICHHSI CETH.
PazpaboTka (QyHKIMOHAIBHBIX CXEM JJIEMEHTOB aBTOMAaTHU3WPOBAHHOMN
CHCTEMBI 3aIIUTHI HPOPMALIUH.
AHanu3 BXOJSIIEro u ucxoasuero tpaduka. Kontpons yreukn
KOH(UICHINATEHOW HH(DOPMALIHH.
Hactpoiika IPSec 1 VPN. Hactpolika MeXCeTeBbIX 3KpaHOB.
Hacrpoiika 3amuTsl 6€CIIPOBOIHBIX CETEH C TTIOMOIIBIO CHCTEM
mmdpoBaHus.

8. VYcraHOBKa M HACTPOHKa CHCTEMbI OOHAPYKEHHs aTak Snort.

30

2.3

KoHuenrpupoBaHHasi.

ba3zbl npakTuku:
I[TAO «Eneurunpoarperar;
000 «Ai#TuH>t».

IK
3.5.

Pabota ¢ kabenbHBIMU CKaHEPAMHU U TECTEPAMH.

Pabora ¢ 0a3aMu TaHHBIX, CO3IaHUE TAOIHUI], BHECEHUE JAHHBIX B TAOJUILIBI,
pEIAKTHPOBAHUE TAHHBIX TAOJIHII.

Co3iaHue miaHa BOCCTaHOBJICHHUS CETH.

30

2.3

KoHuentpupoBaHHasi.

ba3bl npakTuku:
[TAO «Eneurunpoarperar;
000 «Ai#TuH>t».




PazpaboTka (QyHKIMOHANIBHBIX CXEM JJIEMEHTOB aBTOMAaTHU3WPOBAHHOMN
CHCTEMBI 3aIIUTHI HPOPMALIUH.
AHanu3 BXOJSIIEero u ucxoasuiero tpaduka. Kontpons yreuku
KOH(UICHINATEHOW HH(DOPMAIIHH.
Hactpoiika IPSec 1 VPN. Hactpolika MeXcCeTeBbIX 3KpaHOB.
Hactpoiika 3amuTsl 6€CIIPOBOIHBIX CETEH C TTIOMOIIBIO CHCTEM
mmdpoBanus.

8. VYcraHOBKa M HACTPOWKA CHCTEMbI OOHAPYKEHHsI aTak Snort.

Pabota ¢ kabenbHBIMU CKaHEPAMHU U TECTEPAMH.

Pabora ¢ 0a3aMu TaHHBIX, CO3aHUE TAOIHUI], BHECEHUE JAHHBIX B TAOJUIIBI,
pelaKTUpOBaHKE JAHHBIX TaOJIHII.

Co3znanue njaaHa BOCCTaHOBJIEHUS CETH.

PazpaboTka (QyHKIMOHAIBHBIX CXEM JJIEMEHTOB aBTOMAaTHU3WPOBAHHOMN
[1IK | cucremsl 3aUTHl HHPOPMALIUH.

3.6. | Ananu3 BXozsiero u ucxoasauero tpaduka. Kontpons yreuku
KOH(UICHINATEHOW HH(DOPMAIIHH.

Hactpoiika IPSec 1 VPN. Hactpolika MeXcCeTeBbIX 3KpaHOB.

Hacrpoiika 3amuTsl 6€CIIPOBOIHBIX CETEH C TIOMOIIBIO CHCTEM
mmdpoBanus.

YcraHoBKa M HACTPOWKa CUCTEMBI OOHApYKEHUsI aTak Snort.

KoHuenrpupoBaHHasi.

ba3bl npakTuku:
ITAO «Eneuruapoarperary;
30 2.3 000 «AiTuHs1».

3anoHAIOTCS CTOIOIBI COOTBETCTBYIONIEH NpakTUKU. O0BEeM 4acoB ONpPEeessieTCs M0 KaKA0H MO3UIUH CTOJIOOB 4 1iu 9. YpOoBEeHb OCBOCHUS
MPOCTABISICTCS HAIIPOTUB KAXI0TO BHJA JIEATEILHOCTH B cTonouax 6 uimu 10.

J1s XapaKTepUCTUKY YPOBHS OCBOCHHS BUJIa pab0T MCHONB3YIOTCS CIEAYIONINE 0003HAYCHHUS:

2 - penpoyKTUBHBIN (BBINOIHEHHUE JEATEIBHOCTH 110 00pa3ily, MHCTPYKIUHU WJIU TI0J PyKOBOJICTBOM);

3 — MpOAYKTUBHBIN (MIJITAHUPOBAHUE U CAMOCTOSTEIILHOE BHITOJIHEHHUE JCSITEIBHOCTH, PEIICHUE MTPOOIEMHBIX 3a/1a4).




III. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHUE ITPOW3BOJICTBEHHOM
ITPAKTUKHU

ObecnieunBaeTcs B paMKax MPOU3BOICTBA, SBISAIONIETOCS 0a301 MPOBEICHUS MPAKTHKH.
baszoii mpousBoacTBeHHoN npakTuky sBisercs [TAO «Enenrunpoarperam u OO0 «AinTuHa1».



