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1.IMACTIOPT PABOYEM ITPOT' PAMMBbI ITIPO®ECCHUOHAJIBHOI'O MOJYJIS

IIM.03 «Qkcmryaranusi 00beKTOB ceTeBOH HH(PPACTPYKTypPbD»
1.1. O01acTh NpUMEHEHHUs IPOrPaAMMBbI

Pabouass mporpamma yueOHON TUCHUIUIMHBI SBISIETCSI YacThIO OCHOBHOHM Mpo(ecCHOHambHOM
oOpasoBarensHOi mporpammbl B cooTBeTcTBUH ¢ PI'OC mo cnemmansroctu CIIO 09.02.02
Kommeiotepusie cetu. Ilpomecc wu3yueHHs AUCUMIUIMHBI HampaBieH Ha (OPMHPOBAHHE
aneMeHTOB caenyromux komneteHui B cooretctBun ¢ GI'OC CIIO u OITOII CIIO no nanHoit
CIEIMAJIBHOCTH:

IIK 3.1. YcranaBnuBaTh, HacTpauBaTh, dKCILUTyaTUPOBaTh U 00CIy>)KMBaThb TEXHUYECKHE U IIPO-
IpaMMHO-aINapaTHbIE CPEACTBA KOMIIBIOTEPHBIX CETEH.

[IK 3.2. TIpoBoauts npoduIaKkTUIecKue padoThl HA 0O0OBEKTAX CETEBOW MH(PACTPYKTYpHI U pa-
004X CTaHITHSIX.

1K 3.3. BBIMOJTHATH IKCILTyaTalUI0 CETEBBIX KOH(PUTYPAIIHIA.

I1K 3.4. YyacTBOBaTh B pa3paboTKe CXEM IOCIeaBapuitHOIO BOCCTaHOBIIECHHS PabOTOCIIOCOOHO-
CTH KOMIIBIOTEPHON CETH, BBIIOJIHATH BOCCTAHOBJICHHE M PE3EPBHOE KOMUPOBaHHE MHQOpMa-
1107078

I1K 3.5. Opranu3oBbIBaTh MHBEHTAPU3ALUIO0 TEXHUYECKUX CPEACTB CETEBOM MH(PACTPYKTYpHI,
OCYIIECTBIISATH KOHTPOJIb 000PY/IOBAHMUS TIOCIIE €r0 PEMOHTA.

1K 3.6. BeInoaHsTh 3aMeHy pacXoJIHBIX MaTEePHUaIOB U MEIKUN PEMOHT nepudepuitHoro odbopy-
JIOBaHUs, ONPENeNATh ycTapeBliee 00OpyJOBaHUE W MPOrpaMMHBIE CpelICTBa ceTeBOW HH(ppa-
CTPYKTYpBHI.

Pabouass mporpamMma y4eOHON IUCIHMIIMHBI MOXET OBITh HCIOJb30BaHA B JOMOJHUTEIHHOM
npodecCHOHAIBHOM ~ 00pa3oBaHMK (B HpOrpaMMax  MOBBILEHUS  KBATU(PHUKALIUKA |
NEPEnOATrOTOBKH) M MPO(HECCHOHATBHOM MOATOTOBKE MO CMEXHBIM CHEIIMATIBHOCTSIM.

1.2. Hean u 32524 npogeccnoHaIbHOr0 MOAYJIA

C umenpl0  OBNAJCHHUA  YKa3aHHBIM  BHJAOM  NpO(ecCHOHATIbHON  JEATEIBHOCTH U
COOTBETCTBYIOIIMMHU TNPO(EeCCHOHATBHBIMI KOMIETEHIMSIMA OOY4YaIOLIHICS B XOJE€ OCBOCHUS
IIM nosmxeH:

HMeTh NPAKTHYECKUH OMNBIT:

- 00cmyXHMBaHUS CETeBOM MH(PaACTPYKTYphl, BOCCTAHOBICHHUS PabOTOCIIOCOOHOCTH CETH IOCIIe
cOos;

- YAANeHHOTO AaJMHMHUCTPUPOBAHHMS W BOCCTAHOBJECHHS pPabOTOCIOCOOHOCTH  CETEBOU
UHPPACTPYKTYPHI;

- opraHu3auuu OecriepeOOHHONW pPabOThI CHUCTEMBI IO PE3EPBHOMY KOMUPOBAHHUIO U
BOCCTAHOBIICHHIO HH(OpMAIINH;

- TOJJICP’KKM TIOJIB30BaTEIe CeTH, HACTPOWKM ammapaTrHOro U MpPOTrPaMMHOTO OOECTIeYEeHUs
ceTeBOil MH(MPACTPYKTYPHI.

yMeThb:

- BBINOJIHATH MOHHUTOPMHT M aHaiu3 paboThl JIOKAJbHOH CETH C MOMOIIBI0 MPOTPAMMHO-
anmnapaTHbIX CPENCTB;

- HCHOJNB30BaTh CXEMbl IOCICABAPUIHOTO BOCCTAHOBJIEHUS pPabOTOCIOCOOHOCTH CETH,
HKCIUTYyaTHPOBATh TEXHUYECKHE CPEICTBA CETEBOM MH(PACTPYKTYPHI;

- OCYILECTBIIATh IUAarHOCTUKY U MIOMCK HEUCIIPABHOCTEN TEXHUUECKUX CPENICTB;

- BBINOJIHATH JACHUCTBUS 10 YCTPAHEHUIO HEUCIIPABHOCTEW B YACTH, KACAKOLIEHCS MOJHOMOYMM
TEXHUKA;

- TECTHPOBATH KaOeJIn 1 KOMMYHHUKALIMOHHBIC YCTPOHCTBA;

- BBITIOJIHATH 3aMEHY PACXOIHBIX MAaTepUAJIOB U MEJIKHI PEMOHT nepuepuiiHOro 000py10BaHus;



- IPaBUIILHO O()OPMIIATH TEXHHUYECKYIO TOKYMEHTAIHUIO;
- HaOMroAaTh 3a Tpa(uKOM, BBIOIHITH ONEPALUU PE3EPBHOTO KOMMPOBAHHS U BOCCTAHOBJICHUS
JTAHHBIX;
- YCTaHaBIMBaTh, TECTUPOBATb M SKCIUIyaTHPOBATh HH(POPMAIMOHHBIE CHUCTEMBI, COTJIACHO
TEXHUYECKOW JOKyMEHTAINH, 00€CTIeYnBaTh aHTUBUPYCHYIO 3aIHUTY;
3HATh:
- APXUTEKTYPy U (PYHKIIUH CUCTEM YNPABICHUS CETIMH, CTAHIAPThI CUCTEM YIIPABICHHUS;
- 3aJauyd  YOpPaBICHMSA: aAHAJIW3 MPOU3BOJUTEIBHOCTH M  HAACKHOCTH, YIpPaBJICHUE
0€301acHOCTbhIO, yUeT TpaduKa, yrnpaBieHle KOHPUTrypannei;
- CpeICTBa MOHUTOPHHIA U aHATN3a JIOKAJIbHBIX CETEH;
- KJacCH()MKAlUIO  PpEerIaMeHTOB, TMOPSAJOK TEXHHYECKHX OCMOTPOB, TPOBEPOK U
npoUIaKTHIECKUX padoT;
- IpaBHJIa SKCIUTyaTallMd TEXHUUECKUX CPEJICTB CETEBOW HHPPACTPYKTYPHI;
- pacmMpeHue CTPYKTYpPbl, METOJbl U CPEICTBA JUATHOCTHKH HEHUCIPABHOCTEH TEXHUYECKHX
CPEICTB U CETEBOU CTPYKTYPHI,
- METOZABI YCTPaHEHHs] HEUCIPABHOCTEH B TEXHHMUYECKUX CPEICTBAX, CXEMBI IOCII€aBAPUHHOTO
BOCCTAHOBJICHHSI PaOOTOCIOCOOHOCTH CETH, TEXHMYECKYI0 M TPOEKTHYIO JOKYMEHTAIMIO,
CI0cOOBI Pe3ePBHOTO KOMTMPOBAHMS JAHHBIX, IPHHLIUIIBI PA0OTHI XPaHHUJIHIL TaHHBIX;
- OCHOBHBIC MOHATUS MH()OPMAIIMOHHBIX CHUCTEM, JKU3HEHHBIH IMKI, MPOOIEMBbI 00EeCTIeUeHHUs
TEXHOJOTMYECKON 0e30macHoCTH HMH(OPMAIIMOHHBIX CHCTEM, TpPeOOBAaHUS K AapXUTEKType
MHPOPMALIMOHHBIX ~CHCTEM W HMX KOMIIOHGHTaM Juia oOecredeHuss O0e30MacHOCTH
(YHKIMOHUPOBAHMS, OINEPATHBHBIC METOMAbI MOBBIIMIEHUS 0€30MacHOCTH (PYHKIIMOHHUPOBAHUS
MIPOTPAaMMHBIX CPE/ICTB U 0a3 JaHHBIX;
- OCHOBHbIE TpeOOBaHHMS K CpEACTBAM M BUAAM TECTHPOBAHUS Uil  ONpENEICHUs
TEXHOJOTMYECKON 0€30MacHOCTH HHPOPMAITUOHHBIX CUCTEM.

1.3. PekoMeHyeMoe KOJIMYECTBO 4YaCOB

PexomeHryeMoe KOTMYECTBO YacOB HAa OCBOEHHE MPO(ECCHOHATBHOTO MOIYNs Bcero — 914, B
TOM YHCJIE:

MakcHMajbHasg ydeOHas  Harpy3ka oOydwaromerocss — 590 9acoB, B KOTOPYIO
BKJTIOUCHBI:

- o0s13arenbHas ayIuTOpHas yueOHas Harpy3ka — 405 4acos;

- camocTosATenbHas paboTa obyuaromerocs — 185 gacos;

- yueOHasl ¥ IPOU3BOJICTBEHHAS TPAKTUKHU — 324 yaca.

1.4. ®opMBbI KOHTPOJIA M OLlCHUBAHMA dJ1eMeHTOB [IM

PopMa KOHTPOJISI M OLlCHUBAHHUS
aement [IM . IIpomexxyTounast | Jk3aMeH No
Texyuinii KOHTpOIbL
aTrecTanus IIM
1 2 3 4

M/K.03.01 [TpoBepka ycnemHocTu BbIo- | Juddepenirpoa
Okcmtyaranus HEHHS TPAKTUYECKHUX padoT, HHBIN 3a4eT, 7
OOBEKTOB  CETEBOM | KOHTPOJIBbHBIE PAOOTHI ceMecTp
UHPPACTPYKTYPHI
MJIK.03.02 [IpoBepka ycmemHocTn BbINOJ- | KypcoBas pabora,
bezonacHocTb HEHHS TPAKTUYECKHUX padoT, 7 cemecTp.
(YHKIMOHUPOBAHUS | KOHTPOJIBbHBIE pabOThI Ok3ameH, 8
MH(POPMALIMOHHBIX CEMECTp
CUCTEM
VI1.03.01 VYuebnas | Teoperndeckue aokiansl mo te- | Auddepenunpona
[IpaKTUKA Mam, TecT. Habmozenue u oneH- | HHbIH 3a4er, 6

Ka IpU BBINOJIHEHUM PA0OT Ha | CEMECTP




y4eOHOW MpakTUKe. DKCIepTHAs
OILICHKA OTYETA 10 MPAKTHUKE.

[111.03.01 HaGmonenue u onienka nipu Bel- | Jluddepennmpona
IIpon3BojacTBEHHass | MMOJIHEHUU pabOT HA IPOU3BO- HHBIN 3a4eT, 7

MPaKTUKA (1o | cTBEHHOM MpaKTUKE. DKCIIEPTHAsL | CEMECTP

popuITIo OLIEHKa OTYETa 0 MPaKTUKE.

CIEIUATIBLHOCTH)

[IM.3.0K Dx3amen 8 cemecTp
KBaJIM(UKAITMOHHBII

2. PE3VJIBTATBI OCBOEHUSA TPO®ECCHUOHAJIBHOI'O MO VYJIA

Pesynbrarom ocBoeHUs: Mpo(eCCHOHATBHOTO MOIYNS SIBISIETCSI OBIAJCHHE OOYyYarOIIUMUCS
BHUJIOM MPO(ECCHOHATHLHONU JEATEIBHOCTH — OPTraHW3alyds MEPONPUSTHH, HANPaBICHHBIX Ha
(hopMUpOBaHUE MEMEHTOB Cleayronux komrnerennuid B coorserctBun ¢ ®I'OC CITO u OIIOIT
CIIO mo nmaHHOU cnenuaibHOCTH, B ToM yuciie npodeccrnoHanbHbiME (1K) u o6mmmu (OK)

KOMITETEHIIUSIMU:

Kon HaumeHnoBaHue pe3yabrara o0yueHust

IIK 3.1 VYcranaBnuBaTh, HaCTPauBaTh, FKCIUTYyaTUPOBATh U 00CITYKHUBATh
TEXHUYECKUE U MPOrpaMMHO-aNapaTHbIE CPEICTBA KOMIIBIOTEPHBIX
CETEM.

IIK 3.2 [TpoBomuTh mpoduIaKTHUECKue padoThl Ha O0BEKTaX ceTeBO HH(pa-
CTPYKTYPBI U pa0OYHMX CTAHIHUSX.

11K 3.3 BBINONTHATE SKCIUTyaTaIMIO CETEBBIX KOH(UTYpAIHil.

[IK 3.4 Y4acTBoBaTh B pa3paboTKe CXEM MOCIIeaBapUHOTO BOCCTAHOBIICHHS pa-
60TOCIIOCOOHOCTH KOMIBIOTEPHOW CETH, BBINOIHATH BOCCTAHOBJICHUE U
pe3epBHOE KOMTMPOBaHKE HHMOPMAITUH.

IIK 3.5 Opranu3oBbIBaTh MHBEHTAPU3ALIMIO TEXHUUECKUX CPEACTB CETEBOI
MHPPACTPYKTYPHI, OCYIIECTBIATH KOHTPOIb 000PYAOBAHUS ITOCIIE €TO
pPEMOHTA.

IIK 3.6 BhINONHATE 3aMEeHy pacXxoJHBIX MaTepHaliOB U MEJKUI PEeMOHT nepude-
puifHOTO 000pYIOBaHMUs, ONPEAETATh yCcTapeBiiee 000pyJ0BaHUE U MPO-
IpaMMHBIE CPEJICTBA CETeBOU MHPPACTPYKTYPHI.

OK1 [ToHuMaTh CyIIHOCTh U COIMANBHYIO 3HAYMMOCTh CBOEH OymyIiei
npodeccuu, NposBIATh K HEH YCTOHYMBBIN HHTEpeEC.

OK 2 OpraHu3oBbIBaTh COOCTBEHHYIO JIEATEIILHOCTD, OMPEACIIATh METOIBI
penreHus mpodeccHOHANBHBIX 3a/1a4, OIIEHUBATh X YPPEKTUBHOCTH U
Ka4yeCTBO.

OK3 OneHuBaTh pUCKU M IPUHUMATD PELLIEHUS B HECTAHAAPTHBIX CUTYALIUAX.

OK 4 Ocy1ecTBIATh NOUCK, aHATN3 U OILICHKY HH(OopMaIiy, He0OX0MMOM
JUIsl TOCTAHOBKH U PELICHUs TPO(PEeCCHOHATBHBIX 3a/1a4,
po(heCCHOHAIIEHOTO ¥ IMYHOCTHOTO PA3BUTHSI.

OK5 Hcnonp3oBate HH(POPMAITMOHHO-KOMMYHHUKAIIHOHHBIE TEXHOJIOTUH B

poecCHOHATLHOM IS TEIIBHOCTH.




OK 6 PaboTaTh B KOJIJIEKTHBE U B KOMaHA€, 3PPEKTUBHO 0OIIATHCS C
KOJIJIETaMH, PYKOBOJICTBOM, MOTPEOUTEIISIMHU.

OK 7 Bparb Ha cebs OTBETCTBEHHOCTHh 3a PadOTy 4WICHOB KOMaHABI (TIOAYH-
HEHHBIX), 32 PE3YJIbTAT BBIIOJIHEHUS 3aIaHUM.

OK 8 CamocToATeNbHO ONpeAeATh 3a/1a4i TPOPEeCCHOHATBHOTO U
JMYHOCTHOTO Pa3BUTHUS, 3aHUMATHCSI CaMOOOPa30BaHUEM, OCO3HAHHO
IUIAHUPOBATh MOBBIIICHUE KBAIN(UKAIIUH.

OK9 OpureHTHPOBATHCS B YCIOBHIX YaCTOW CMEHBI TEXHOJIOTHH B IIpodeccro-

HaJIbHOU JIEITEIbHOCTH.




3. CTPYKTYPA U COAEP/KAHME IIM
3.1. TemaTnuyeckuii J1aH NPO(ecCHOHATBLHOT0 MOAYJISI

O0beM BpeMeHH, OTBEIEHHbIN HA 0CBOEHHE
MpakTuka
MEKIHCIUIITHHAPHOTO Kypca (KypcoB)
CamocrosiTe/ibHAA
Obsi3aTesibHast
padora YueOnas, |IIpousBoacTBenHas,
Bce ayuTOpHAasi yueoHasi
Kon o0y4aromerocst 4acoB 4acoB
ro | Harpy3kKa ody4aromerocsi
npogeccuo- HaumeHoBaHus pa3aeioB npodec- ua-
HAJIbHBIX KOM- CHOHAJIBHOT0 MOIYJIfA OB B T.Y.
neTeHuui NpaKTHYEeCKHUe,
Bcero, | mabopaTopHble
4acoB 3aHATHS,
TeopeTHYecKoe
00yuyeHue, 4acoB
1 2 3 4 5 6 7 8
MK 3.1-3.6 |MJK.03.01 Dkcrnyaraust 00bEKTOB 330 230 100
ceTeBOil MHPPACTPYKTYPHI 734 144
MJIK.03.02 BezonacHOCTh (GyHKITHO- 260 175 81
HUPOBaHUS WH()OPMAIIMOHHBIX CHCTEM
I111.03.01 IlpousBoacTBeHHas 180 180
NMPAaKTUKA, 9aCOB (ecu
npeoycmMompena umo2o8ast
(KOHYeHmpupo8anHas) npaKkmuka)
Bceero: | 914 | 590 | 405 181 144 180
3.2. Conep:xanue o0yueHusi Mo y4eOHOM JMCUMILINHE
HaumeHnoBanue Conep:xanue y4eGHOr0 MaTepuasa, JjabopaTtopubie padoThbl U NPaAKTHYECKHUE O6uem | Voosens
pa3ziesioB 3aHSITHS, CAMOCTOSITEJIbHASL padoTa 00y4aIIUXCcsl, KypcoBasi padora (IpoeKT) 4ACOB ocll)soelmﬂ
npo¢eccCHOHAIBLHOI0 (ecu npedycmompenni)




monyJs (IIM),
MEKIUCHUTITHHAPHBIX
kypcoB (MIK) u Tem

1 2 4 5

M/IK.03.01 Oxcnuyatanusi 00beKTOB ceTeBOil HHPPACTPYKTYPHI 330

Pasznen 1. YCTaHOBKa, IKCIIyaTalnuga U oﬁcﬂymnnaﬂne TEXHUYCCKUX U MPOrpaMMHO-aNIIAPAaTHLBIX CPEACTB KOMIIBIOTCPHBIX ceTei

Lemn wu 3anmaum, CTpyKTypa mpodeccruoHaibHOoro Momyna. [locienoBarenbHOCTD 2 1,2,3
OCBOGHHSI TPO(PECCHOHATBHBIX KOMIIETCHIIMHA IO MOAayiro. TpeboBaHHS K YpPOBHIO
IIpEBAPUTEIIbHBIX 3HAaHUW M yMeHMH. KpaTkas XapakTepuUCTHKa OCHOBHBIX DA3ZciiOB

Beenenue N o
moxyns. Ilopsmok um Qopma mnpoBeneHHs] 3aHATHH, HCHONB30BAaHHE OCHOBHOH U
JIONIOJIHUTENBHOM JUTeparypbl. PexoMeHAauuMu 1O OpraHu3alvu CamMOCTOSITEIbHON
paboThI CTY/ICHTOB MPU U3YYESHUH MOJTYJISL.
Coaep:xanue 52
1 | ®usnyeckre aceKThl IKCIUTyaTalllH. 4 2,3
@du3nyeckoe BMELIATENbCTBO B HMH(PPACTPYKTYpPY CETH; aKTUBHOE M IMACCHBHOE
ceTeBoe 000pyI0BaHKE: KaOCIbHbBIE KaHAIbI, KaOelb, MaT4-NaHeld, PO3ETKH.
2 | Jlornueckne (MHGOPMALMOHHBIE) ACIEKTHI IKCILIyaTalliHu. 4 2,3
Hecankunonuposannoe I10 (B TOM 4uciie ceTeBoe); mapa3uTHasi Harpy3Ka.
Tema 1.1. 3 | Pacuupsiemocth cetn. MacmTadupyemMocThb CeTH. 4 1,2,3
JKCILTyaTalus JloGaBneHne OTAENBHBIX JJIIEMEHTOB CeTH (TO0JNb30Baresei, KOMIIBIOTEPOB,
TEeXHHUYECKHX CPeICTB NPWIOKEHUH, Ciayx0); HapallMBaHWE [UIMHBI CETMEHTOB CETH; 3aMeHa
ceTeBoOi CYIIECTBYIOIIEH anmapaTypsl (Ha 0ojiee MOIIHY0). YBEITHYCHNE KOJTUYECTBA Y3JI0B
HHPPACTPYKTYPHI CEeTH; YBEIMUEHHUE MPOTSHKEHHOCTH CBSA3EH MKy 0ObEKTaMH CETH.
4 | TexHnuyeckasi ¥ NPOEKTHASA JOKYMEHTALUsI. 4 2,3
[TaciopT TEXHHUYECKHUX YCTPOMCTB; PYKOBOJACTBO IO 3KCIulyaranuu; dusnyeckas
KapTa BCEU CETH; JIOTMUECKAsl CXEMa KOMIIBIOTEPHOU CETH
IIpakTyeckune 3aHATHS
1 | Ilonnepskka mosp30BaTeNe CETH. 4 2,3
Co3nanue momb3oBareneil B domain, pegakTHpoBaHUE Moib3oBareneil B domain,
CO3JJaHMEe MapoJisi Mojb3oBaTeseM B domain, cOo3aHUe TPYNN M paclpeneleHue




noJjp30Batenei no rpynmnaM B domain.

2 | Hactpoiika npas gocTyna. 4 2,3
3 | OdopmieHne TEXHUYECKON TOKYMEHTAIINH, TPaBHiia 0(hOPMIICHHUS TOKYMEHTOB. 4 2,3
4 | Hacrpoiika anmapaTHOTo ¥ MPOrpaMMHOTO 00€CTICUeHUS CETH. 4 2,3
Hacrtpoiika ceTeBoil KapTbl, UMs KOMIIbIOTepa, paboyast Tpymia, BBEJICHHE
KoMnbloTepa B domain.
CamocrosiTeqbHas pabdora
Cuctemarnueckass TpopabOTKa KOHCIIEKTOB 3aHATUH, Y4eOHOH U CIeHualIbHOU 20 2,3
TEXHUYECKOW JIUTEPATypbl B COOTBETCTBUU C KOHTPOJIbHBIMU BOIIPOCAMH.
IToaroroBka cooOuieHni M Tpe3eHTanui no Temam: «Pusnueckas HHpacTpyKTypay,
«Jlornueckast uHppacTpykrypa», «CeTeBble MOAKIIOUEHUS, MPOTOKOJIBI, apecarus,
CUCTeMa UMEH», «ABTOMATHYECKOE Ha3Ha4YeHUE YacTHhIX [P-anpecosy, «Pa3duenue Ha
IOJCETH
Paznea 2. [IpoBeaenue npoguiaakTHYecKUX padoT Ha 00beKTax ceTeBOil HHPPACTPYKTYPHI U Ppa60YNX CTAHUMAX
Coaep:xanue 52
1 | Knaccupukanusi periaMeHTOB TeXHMYECKMX OCMOTPOB, TeXHHYeCKHe 4 2,3
O0CMOTPBI 00bEKTOB ceTeBO MHPPACTPYKTYpPbI
KoMmnekc  OpraHum3allMOHHO-TEXHUYECKHX  MEpONPUSATUM;  BBISIBICEHUE U
CBOEBpPEMEHHAs 3aMEHA JIEMEHTOB HHPPACTPYKTYPBI.
Tema 2.1 2 | IIpoBepka 00beKTOB ceTeBOil HHQPPACTPYKTYPbl H HNpoduIaKTHYECKHEe 4 2,3
[Mpoduinakruyeckue paGoTsI
padoThI [TpoBepka (pu3MUECKUX KOMIIOHEHTOB; MPOBEpPKA JAOKYMEHTAIlMU U TpPeOOBaHUM;
MIPOBEPKA CIHMCKAa COBMECTUMOT0 000PYIOBaHMSL.
3 | IIpoBeneHue perysipHoOro pe3epBUpPOBaHUS 4 2,3
OO6cayxuBanue (U3NYECKHX KOMIIOHEHTOB; KOHTPOJIb COCTOSHHSI armapaTHOro
o0ecredeHus; OpraHu3alysl yIaJleHHOTO OMOBEIICHUSI.
IIpakTnyeckune 3aHATHS
1 | BoimosiHeHMEe MOHUTOPMHIa M aHaiau3a pabOThl JIOKAIbHOM CETH C IOMOUIbIO 4 2,3




IIPOrPaMMHBIX CPEACTB.

2 | Okcmmyatanusi TEXHHYECKHX CPEACTB CETeBOM HWHQPACTPYKTYpbl (IIPHUHTEPHI, 4 2,3
KOMITIBIOTEPBI, CEPBEPBI, KOMMYTAIIMOHHOE 000PY/10BaHHE)

3 | Yopasnenue oOummu cBoricTBamu [P-mapmipytuszanum 4 2,3

4 | ABTopu3anus NOAKIIOUEHUH YIaJ€HHOIO 10CTYTIA. 4 2,3

5 | Okcmmyatanusi TEXHHYECKHX CPEACTB CETeBOM HWHQPACTPYKTYpbl (IIPHUHTEPHI, 4 2,3
KOMITIBIOTEPBI, CEPBEPBI, KOMMYTAILIMOHHOE 000PY/I0BaHUE)

CamocrosTeqbHas pabdora
Cuctemarnueckass TpopabOTKa KOHCIIEKTOB 3aHATUH, Y4eOHOW U CIeUualIbHOU 20 1,2,3
TEXHUYECKOW  JIUTEpaTypbl B  COOTBETCTBUM C  KOHTPOJBbHBIMU  BOIPOCAMH.
CaMoCTOATENbHOE U3YyUEHHUE TONIOJHUTENBHBIX Pa3/€I0B:
TEXHUYECKHUE PEITIAMEHTHI, BUABI JOKYMEHTOB JJIsl TEXHUYECKHX OCMOTPOB, METOABI U
NPUHIUIBL  MPOBEPKH  PA3IUYHOTO  OOOPYJOBaHUS, METOAbl  PEe3epPBUPOBAHUS,
IPOTpaMMBbI JUIS Pe3epBUPOBAHMUS MH(POPMAIUH,; YIAJICHHBIH JOCTYN MO TenedoHHOMH
JMHUH;
Kontponbnas padora 2

Pa3gen 3. Jxkcniryaranus ceTeBbIX KOHPUTrypanui

Coaep:xanue 50

1 | ApxurekTypa cucrembl ynpabjieHus. CTPyKTypa cHCTeMbl YIIPpaBJIeHUS. 4 2,3
Apxurektypa B koHuenuuu TMN;  [eHTpajauM30BaHHOE  YIPABICHUE;
JELIEHTPAJIM30BAHHOE YIIPaBJICHHUE.

2 | YpoBHH ynpaBieHHsA 4 2,3

Tema 3.1 Ynpasienue MHoroypoBHeBast apxuTekTypa ympasienus TMN: Ou3HecoM; yCIyramu; CeThlo;
CeTHMH 9JIECMCHTAMH CETH; YPOBCHb 3JIEMCHTOB CCTH.

3 | Ob6aacTu ynpaBJ/ieHHus. 4 2,3
Ob6nactu yIpaBICHUS ommnOKamu; KOH(UTYypaIuei; JIOCTYIIOM;
ITPOU3BOAMTEIBLHOCTHIO; 0€30I1aCHOCTHIO.

4 | IIpoTokosbl ynpaBJieHHs. 4 2,3

SNMP; CMIP; TMN; LNMP; ANMP.




5 | Ynpasiienue orkazamu. 4 2,3
BrrsiBiienue, ornpeneneHie U yCTpaHEHUE MOCIEACTBUN cO0EB U 0TKa30B B paborte
CETH.
6 | Yuer paborsl ceTH. YnpaBieHue KoHGuUrypaunmei. 4 2,3
Perucrpanus, ynpasieHME MCIOJIB3YEMBIMU peCcypcaMH U YCTPONCTBaMH;
KOH(UTYypUpOBaHHE KOMIIOHEHTOB CETH, CETEBBbIC aapeca M UACHTU(HUKATOPHI,
yIpaBJI€HHUE NTapaMeTPaMU CETEBBIX ONEPALIMOHHBIX CUCTEM.
7 | YnpasJjieHHe NPOU3BOANTEIbHOCTBHIO, 0€30IACHOCTBIO CeTH. 6 2,3
CrarucTtka paboThl CETH B peaJlbHOM BPEMEHH, MUHUMHU3ALUHN 3aTOPOB M Y3KHX
MECT, BBISBICHUS CKJIQIBIBAIOIIMXCS TEHICHLUMN M IUIAHUPOBAHUS PECYpPCOB IS
Oynymux Hyxa; KoHTpomb [n0CTyna, COXpaHEHHWE LEJIOCTHOCTH JAHHBIX U
KYpHAJIMPOBAHUE.
IIpakTHyeckue 3aHATHSA
1 | Ananus ceteBoro Tpaduka cpenctsamu CereBoro Mouutopa. OCHOBHEIE CBEJICHUS 4 2,3
0 CETEBOM MOHUTOpE. 3anuch JaHHbIX cpeacTBaMu CeTeBoro MOHUTOpA
2 | Ycrpanenue Henonaaok ¢ nomotnsio Ping u PathPing. 4 2,3
Junarnoctuka cetu u Netdiag
3 | YianeHHoe aAIMUHUCTPUPOBAHUE 4 2,3
4 | BoccranoBieHnue paboTocriocoOOHOCTH CeTEBOM HHPPACTPYKTYPHI. 4 2,3
5 | ABTopu3zaius NOAKIIOYEHUH YIaJ€HHOTO JI0CTyna 4 2,3
Conep:xanue 62
1 | Ananu3aTropbl IPOTOKOJIOB 4 2,3
Tema 3.2 Cpencrea [TporpamMMHbIe WM anmapaTHO-IPOTPAMMHBIE CUCTEMBbI, (YHKIIMH MOHUTOPUHTA,
MOHHTOPHHT2 1 aHayu3 Tpaduka B CEeTAX.
AHATH32 TOKATBHBIX 2 | OGopynoBaHue 1Jisl AMATHOCTUKH U cepTH(PUKANMT Ka0eJbHBIX CHCTEM 4 2,3
ceTeii CeteBble MOHUTOPBI, TPUOOPHI AJIs cCepTH(PUKALNU KaOEIbHBIX CUCTEM, KaOeIbHbIE
CKaHEPbI U TECTEPHI.
3 | DkcnepTHbIE CHCTEMBI 4 2,3

BoisiBieHMe TpPUYMH  AHOMAJIBHOW pPabOTBl  CceTed; BO3MOXKHBIE CIIOCOOBI
IPUBEJICHUS CETU B pab0TOCIOCOOHOE COCTOSIHUE.




4 | BcTtpoeHHbIe cCTeMbl JUATHOCTHKH M ynpasJjieHusl. CeTeBble MOHUTOPBI 6 2,3
Cpennsisi ”HTEHCUBHOCTD 00IIero Tpaduka cetu, CpeaHssi ”HTEHCUBHOCTD MOTOKA
MAKETOB C ONPENIETICHHBIM THIIOM OIIMOKH.
[IporpaMMHO-anmapaTHbli  MOAYJIb, YCTAHOBJIECHHBIH B KOMMYHHMKAllHOHHOE
00opy/10BaHKE, MPOrPAMMHBII MOJTYJIb, BCTPOCHHBIH B ONIEPALIMOHHBIC CUCTEMBI.
IIpakTnyeckune 3aHATHS
1 | Bxnaaka. Cers yrunutel. Qucneruep 3amau. Mcnons3zoBanue koHconu. IIponsso- 4 2,3
JUTEIBHOCTD.
2 | MoHHMTOpHHT CeTeBOro Tpaduka ¢ mOMOIbI0 YTHINTHI Netstat 4 2,3
3 | TectupoBanue kabeneil. TecTupoBaHue KOMMYTAIIMOHHOTO 000PYI0BaHUS 4 2,3
4 | OcHOBHBbIE CBE/ICHHUS O MOJIMTUKAX YJAJIE€HHOI'O 10CTyIa 4 2,3
5 | YcrpaneHue Henoa 0K MpU MOAKIFOUECHUAX YIAIEHHOTO JOCTya 4 2,3
6 | Peanmsamus nporenyp 6€30MacHOTO aIMUHUCTPUPOBAHUS CETH 4 2,3
CamocrosiTeqbHas padora
IIpumepHas TeMaTHKAa BHeayANTOPHOH CaAaMOCTOSAATEJBLHOM pPadoThI N0 NOATOTOBKE 20 2,3
C000IIeHUIT U TPe3eHTaIUIi:
OcHOBHBbIE CBEICHUS O MOJIUTHUKAX yJaJE€HHOIO JOCTYIA.
YcTpaHeHue Henosaa 0K Ipy MOAKIIOUEHUAX YAAJIEHHOTO TOCTyIa.
Peanuszanus npouenyp 6€300acHOrO aAMUHUCTPUPOBAHUS CETH.
Pa3gen 4. Cxembl nocjieaBapuitHOr0 BOCCTAHOBJICHHUS Pad0TOCIIOCOOHOCTH KOMIIbIOTEPHON ceTH
Coaep:xanue 24
1 | Pe3epBHOe KONMpOBaHHE JAHHBIX 4 2,3
2 | XpaHuwiuig JaHHBIX 4 2,3
i1 [Tpuntunsl paboTel XpaHwiunl JaHHBIX. [IpuHUOMOB mocTpoeHus. OCHOBHBIE
Tema 4.1 Xpanenne KOMITOHEHTBI XpaHWJINIIA TAHHBIX
unpopmauun 3 | TexnoJsorum ynpasJjenus nupopmanueii. OLAP-Texnonorus 4 2,3
IIpakTyeckune 3aHATHS
1 | Onepanuu 1o pe3epBHOMY KOIIMPOBAHUIO JaHHBIX; ONIEPALIMU 10 BOCCTAHOBIICHUIO 4 2,3

JTAHHBIX.




2 | Opranu3zanuu 1o 6ecrepedoiHON paboTe CHCTEMEI 110 Pe3epPBHOMY KOITUPOBAHUIO 4 2,3
3 | BoccranoBnenue uHpOpMaIu 4 2,3
Coaep:xanue 40
1 | [IpuHIunsl MJIaHUPOBAHHUS BOCCTAHOBIEHHS PAaOOTOCIIOCOOHOCTH CETH NpHU 4 2,3
AaBapUIHON CUTyalUU.
JlonymieHnuss Tpu  pa3pabOTKE CXeMbl IOCIEaBapHUIHOTO BOCCTAHOBJICHHS.
OcHoBHBIE TpeOOBaHUS K TMOJUTHKE OpPraHU3alMU CXEMbl MOCIeaBapUHHOTO
BOCCTAHOBJICHHS.
2 | Opranuzanus paboT 10 BOCCTAHOBJIECHUIO ()YHKIIMOHUPOBAHHS CUCTEMBI 4 2,3
[Tnan BOoCCTaHOBICHUS CUCTEMBI
[Topsimox yBemOMIJICHHSI O YpPE3BBIYAMHBIX COOBITHSX. AKTHBauus. Bo3Bpar k
HOPMaJIbHOMY ()YHKIIMOHUPOBAHHIO CHCTEMBI.
Tema 4.2 Cxema nociie | [IpakTu4ecKue 3aHATHS
aBapuiHOT
PHUHOTO 1 | BoccranoBnenue paboTocrnocobHoCcTH ceTu nocie coos. PazpaboTka miana Boc- 4 2,3
BOCCTAHOBJIEHHUS CTAHOBIICHIISL.
2 | Ucnonb3oBaHue cxeMy IOCIIE aBApUHHOTO BOCCTAHOBIJIEHHUS CETH. 4 2,3
3 | Bo3Bpar k HOpMaIbHOMY (DYHKIITHOHUPOBAHUIO CUCTEMBI 2 2,3
CamocrosiTesibHass pabora
IIpumepHasi TeMaTHKa BHeayIMTOPHOI CaMOCTOSATeJIbHOM padoThI: 20 2,3
IToBTOpEHNE MPOMIEHHOIO MaTEpHAIIa,
W3zyuenne yrunutel Acronis, u3yueHue 0e30macHoi 30HbI Acronis,
Co3nanue KOHTPOJIBHOM TOYKH BOCCTAHOBJICHUS C MTOMOIIBIO ACronis;
Co3nanue 0a3bl JaHHBIX HA IPUMEPE yUEOHOM IpyIIbI;
Pa3zpaboTka 1uiaHa BOCCTaHOBJIEHHUS PaOOTOCIOCOOHOCTH CETH Ha NpUMEpe OIHOMN
B3ATOW OpPraHU3alUu
Kontpoabhas padora 2

Pa3zzen 5. 3ameHa pacXoIHbIX MATEPUAJIOB U MeJIKHii peMOHT nepugepuiiHoro o00py10BaHusl, onpeaeleHle yCTapeBIIero

000py10BaHMS M NIPOTPAMMHBIX CPE/ICTB CeTeBOil HHPPACTPYKTYPbI




Coaepxanue 48
1 | IlpuHuunel  jgokanmu3anuu — HeucrpaBHocTed.  KoHTposibHO-M3MepuTeNnbHas 4 2,3
annaparypa. CepBUCHbIE IUIaTbl M KOMIUIEKCHL. IIporpaMMHbIe cpencTBa
JMarHOCTHUKHU.
2 | Homenkmatypa #  0OCOOGHHOCTH paboTBl  TecTnporpamMM. JlmarHoctuka 4 2,3
HEHCIPABHOCTEMN CPEACTB CETEBbIX KOMMYHMKALIH.
3 | KouTpons GyHKIMOHMPOBAHMS anmapaTHO-IPOrPaMMHBIX KOMIUIEKCOB. JlelcTBus 4 2,3
npu He paboTaromiell cetd, Mpu MeIeHHOW ceTu. JleiicTBus mpu HE CTaOMIBHO
paboTaroreii ceru.
IIpakTyeckune 3aHATHSA
1 PaGora  KOHTPONBHO-W3MEPUTEILHON  ammaparypbl.  3aMeHa  PacXOTHBIX 4 2,3
Tema 5.1. JluarnocTuka MaTepHaoB
HeHCNPaBHOCTeH 2 | Menkuii pemoHT mnepudepuitHoro obopynoBanus. [Iporpammnas auarHocTHka 4 2,3
TEXHHYECKHUX CPEACTB U HEucnpaBHOCTEN. AnnaparHas JUarHOCTHUKA HEMCIIPABHOCTEM.
CeTeBOil CTPYKTYPBI 3 | Ilouck HeUCHpaBHOCTEN TEXHMUECKUX CPEACTB. DBblllonHEHHE JEHCTBUN 1O 4 2,3
YCTPaHEHUIO HEMCIPABHOCTEN. YCTaHOBKA MPOrPaMMHOI0 00€CIeUeHUs
4 |Ilouck HeucmpaBHOCTEH 1O MPHUHLMIY JIOKAJU3alUM  HEUCIPABHOCTEN 2 2,3
KOHKpPETHOTO 00OpynoBaHus; M3y4uTh W MOHATH NPUHIMI PaOOTHl HOBBIX
KOHTPOJIbHO-U3MEPUTENIbHBIX allapaToB.
CamocrosiTesibHass pabora
CamocrosiTesibHas padoTa 00y4yaromuxcs no pasaeny S: 20 1,2,3
Cuctemaruueckasi popaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOH U CrIeualIbHON TEeXHU-
YeCKO# uTepaTypsl (110 BoIpocaM K naparpadam, riaBam yaeOHbIX TOCOOUH, cocTaB-
JIEHHBIM IIPETIOABATEIIEM).
[ToxroroBka K 1a00paTOPHO-NIPAKTHYECKUM pabOTaM C HCMOIB30BAHUEM METOINYECKUX
peKoMeHanui npenoaasares, opopMmiIeHne 1ad0paTOPHO-NIPAKTUYECKUX PadoT, OT4e-
TOB M IIOJITOTOBKA K UX 3aIIUTE.
Bcero no MJIK.03.01 330
M/IK 03.02. be3onacHocTh (PyHKIIMOHUPOBAHUSI HH(POPMALIMOHHBIX CHCTEM 260




Paznen 6. 3amuTa nesTenbHOCTH HHPOPMAITMOHHBIX CUCTEM

Tema 6.1 OcHOBEI
HH(pOpMALMOHHOMH
0e30macHOCTH

Conepxanue

48

1

IMousiTHe HAIIMOHAJIBLHO 0€30MACHOCTH.

WuTepecs! ¥ yrpo3sl B 00JacTH HAIMOHAIBHON Oe3omacHoCTH. BiusHue
MIPOLIECCOB MHPOPMATHU3AIMH OOIIECTBA HA COCTABIISIFOIINE HAIMOHAILHOM
0€30IaCHOCTH M MX COJICP KaHHE.

2,3

HNudopmanuonHas 6e301aCHOCTh B CHCTeMe HALIMOHAJILHOI 0e3011acCHOCTH
Poccuiickoii ®enepauuu.

OcHOBHBIE TIOHATHS, OOMIEMETOIOIOTUIESCKHE IPUHIIUTIBI 00€CTICUCHIUS
nH(popMaImoHHOH O6e3onmacHocTH. HarmoHansHbIe HHTEPECH B HHPOPMAIIHOHHOM
ctepe. Vctounnku u conepkanne yrpo3 B uHGOpManmoHHoH cdepe.

2,3

T'ocynapcTBennasi nHpopMaUMOHHAS MOJUTHKA.

OCHOBHbBIE TIOJIOKEHHS TOCYIaPCTBEHHON HH()OPMAIIMOHHOHN TTOJIMTHKA
Poccuiickon ®@enepanuu. IlepBoodepeiHbie MEPONIPUATHUS 110 peATU3ALUN
rOCY/IApCTBEHHOH MOJIMTHKH oOecrieueHusi HH()OpMaIMOHHOM 0e301acHOCTH.

1,2,3

Nudopmanus - Hando/1ee HeHHBIH pecypc COBPEeMEHHOI0 001iecTBa.
[TonsaTue «uHPpOpMaMOHHBIN pecypcy. Kimacchl HHPOPMAIIMOHHBIX PECYPCOB.

2,3

IIpoGiemMbl HHPOPMALMOHHON BOMHBI.
Wudopmanmonnoe opyxkue u ero kinaccudukanus. MnpopmannonHas BoiHa.

2,3

IIpoGiemMbl nH(pOpMALMOHHOI 6e30macHOCTH B cepe rocyiapcTBeHHOI0 U

MYHUIMIAJTBHOTO YIIPaBJIEHM.

WudopmanimonHbie IpoIiecchl B chepe rocynapcTBEHHOTO U MyHHUITUIIATEHOTO
ynpasieHus. Buasl uHpopmarm 1 ”HPOPMAMOHHBIX pecypcoB B chepe IMY.
CocrosiHue U IepcrneKTUBbI HHGopMaTu3auu chepsl [MY.

2,3

HNudopmaniuoHHbIE CHCTEMBI.
Oo6ume nonoxenus. Uupopmanus kak npoaykrt. MHPpopMamoHHbIE YCITyTH.
VcTounuku KoHGHISHIIMATbHON HH(pOpMaIK B ”HPOPMAITMOHHBIX CUCTEMAaX.

2,3

MeTonabl 1 MoJeJIN OLIEeHKH YSI3BMMOCTH MH(opmanuu.
OMOUPUYECKHUI MOIX0A K OIIEHKE YS3BUMOCTH MHpopManuu. Cuctema ¢ moJHbIM
nepekpbiTeM. [IpakTuueckas peaau3anus MOJENIN «YIpo3a - 3alluTay

2,3

HpaKaneCKne 3aHATHUSA

1.

YcranoBka nporpammbl  Ethereal u moaroroBka k 3axsary.




2. | Ilonb3oBarensckuii uatepgeiic nporpammsl Ethereal. ®unstp oroOpakeHus 4 2,3
rakeToB. ITouck kaapos.
3. | Boigenenue kimoueBbix KajpoB. CoxpaHeHHe JaHHBIX 3axBara. [leuars 4 2,3
nHopmanuu. [IpocMoTp Kajapa B OTAETHHOM OKHE.
. | Anamus npotokonoB Ethernet u ARP. 4 2,3
5. | Ananus nporokosos [P u ICMP. 4 2,3
6. | Ananus nporokoina TCP 4 2,3
Coaepxanue 56
1 | OcHOBHBIC NOHATHA M AHAJIN3 YTPO3 HHPOPMALMOHHOI 0e30MacCHOCTH. 4 2,3
OcHOBHBIE TOHATHS 3aLUTH HH(OpMAIMK ¥ UH()OPMAIIMOHHOHN 0€301MacHOCTH.
Ananu3 yrpo3 nHGOpMaLMOHHOM O€30MTaCHOCTH.
2 | IIpobnembl nHGPOPMALMOHHOI 0€30NIACHOCTH CceTel. 4 2,3
BBenenne B cereBoil WMHGPOPMALMOHHBIM OOMEH.  AHajIM3 yYrpo3 CETeBOU
6e3omacHocT. O0ecneueHne NHPOPMAIIMOHHOM OE30MACHOCTH CETEH.
3 | IlosmuTHKA 0€30IACHOCTH. 2 2,3
OCHOBHBIC ~TIOHSATHS TOJUTHKH  OE€30MacHOCTH. CtpykTypa THOJIMTUKA
0€301MacCHOCTH OpraHU3alINH.
Tema 6.2. ITpodaemsl | 4 | CrangapThl HH(GOPMAIHOHHOI 0€30MACHOCTH. 2 2,3
nHGpoOpMaALHOHHOI Ponb cranmaproB nHpopManMoHHOM Ge30macHOCTH. MeXIyHapOoIHbIe CTaHaPThI
OezomacHocTH nHpOpPMaLMOHHOM Oe30macHOCTH. OTedecTBEHHBIE CTaHapThl 0€30MaCHOCTH
MH(OPMALIMOHHBIX TEXHOJIOTUI
IIpakTHyeckue 3aHATHA
1 | Cucrema aHanm3a puCKOB MPOBEPKH MOJIUTUKUA HHPOPMAITMOHHON O€30MaCHOCTH 4 2,3
TPEINPUSTHSL.
2 | Dramnbl ceTeBoii araku. McciemoBanye cETeBOi TOIOIOTHH. 6 2,3
3 | OOHapyxeHHE JOCTYIHBIX CETEBbIX CHyX0. BbIsiBIeHHE YI3BUMBIX MECT 4 2,3
arakyeMoil cucremsl. Peanuzanuu arak. BelisiBaeHue ataku Ha npotokoi SMB.
CamocrosiTesibHass pabora
Cucrtemarnueckasi mpopaboTKa KOHCIIEKTOB 3aHIATUH, y4eOHOH U CrIeIIMaIbHON 30 2,3




TEXHUYECKOU JIUTEPATYPHI 110 KOHTPOJIBHBIM BOIIPOCAM.

Ilon

T'OTOBKa K JIa60paTOpHO-HpaKTI/I‘-IeCKI/IM pa60TaM C HUCIIOJIb30BAHUECM MCTOJNYCCKUX

peKkoMeHaanmii mpernonasatens, odopmieHue Tab0PATOPHO-MIPAKTHYECKUX PadoT,
OTYETOB U MOJATOTOBKA K WX 3amure. [{oAroToBKa MHAUBHIyaIbHOTO 33aHUS 110 TEME «
Crangaptel HHOOPMAITMOHHON 0€30MTACHOCTI

Copep:xanne 22
1 | lIpyHOMNBbI KPpUNTOrpaduyYecKoi 3alMThI HH(POPMALMH. 4 2,3
OcHOBHBIE TIOHATHS KpUnTorpapuueckon 3amutel nHpopmanuu. CUMMETpUYHBIE
KPUNTOCHCTEMBI MIH(PPOBaHUS. ACUMMETPUYHBIE KPUITOCUCTEMBI ITU(PPOBAHUS.
KomOuHupoBaHHas KpunTtocucrema mmmdpoBanus. OieKTpoHHass mudpoas
NOAMUCH M (PYHKIMSI XOUTMPOBAHUSI.
2 | Kpunrorpaguieckue aJropuTmsl. 2 2,3
Tema 6.3. TexXHOTOTMH Knaccudukamus kpunrorpadpuyeckux anropuTMoB. CHMMETPUYHBIE aJTOPUTMBI
3allUThI JAHHBIX HIH(l)pOBaHI/ISI. ACI/IMMeTpI/ILIHBIe KpHUIITOAJITOPHUTMBIL.
3 | TexHoJiorumM ayTeHTH(PHKALHH. 4 2,3
AyTteHTU(UKAIMS,  aBTOpHU3aLUs U aJMUHHCTPUPOBAaHUE  JEHCTBUI
nojb3oBateneil. MeTonsl ayTeHTH(HUKALNU, UCToNb3ytome napoian U PIN-komsl.
Crporas ayrentudukanus. buomerpuueckas ayTeHTU(DHUKAIMS [10TIH30BATENS.
IIpakTnyeckue 3aHATHSA
1 Wzyuenne crannapra kpunrtorpapudeckoii 3ammtel AES (Advanced Encryption 6 2,3
Standart).
2 | 3yyeHHe OTEUECTBEHHBIX CTAHJAPTOB XAII-(QYHKIUU U HU(PPOBON NOATIUCH 6 2,3
Coaepxanue 66
1 | ObGecneyenne 6€30MaACHOCTH ONEPANMOHHBIX CHCTEM. 2 2,3
Tema 6.4. Texxonornu [Tpo6nembl obecrieuenus 6ezomacHoctd OC. ApPXUTEKTYpa MOACHCTEMBI 3ALIUTHI
3alMThI MEKCETEBOro OcC.
o0MeHa TaHHBIMH 2 | TexHOJIOTHM MeKCETEBbIX IKPAHOB. 4 2,3

@DyHKIIUN MEXKCETEBBIX 3KpaHOB. OcOOEHHOCTH (PYyHKIIMOHUPOBAHHS MEKCETEBBIX
9KpaHOB Ha Pa3iIUyHbIX YpoBHsX Moaenu OSI. CxeMbl ceTeBol 3aMThHI Ha Oa3e
MD.




OCHOBBI TeXHOJIOTHHM BHPTYAJbHBIX 3a1IMIIeHHBIX ceTed VPN.

Konnennus nocrpoeHust BUpTyanbHbIX 3aluieHHbIX ceTtel VPN. VPN-pemenns
JUISL TIOCTPOCHHMS 3AIMIIEHHBIX ceTel. JIOCTOMHCTBA MPUMEHEHHUS TEXHOJIOTHI
VPN.

2,3

3amuTa Ha KAHAJIBHOM U CEAHCOBOM YPOBHSIX.

[TpoTokosnsl popMupoOBaHHS 3aLTUIICHHBIX KAaHAJIIOB Ha KAHAJIbHOM YPOBHE.
[TpoTtokoinsl popMHupOBaHHSI 3AIMUIIICHHBIX KAHAIOB HA CEAHCOBOM yYPOBHE.
3amura 0€CIIPOBOJIHBIX CETEH.

2,3

3amura Ha ceTeBoM ypoBHe - nporokoJ IPSEC.

Apxutextypa cpeact 6e3onacHoctu IPSec. 3anura nepegaBaeMbIX JaHHBIX C
nomouibto nporokosioB AH u ESP. [Iporokon ynpasienust kpunroxmouamu [KE.
OcobenHoctu peanmsanmu cpencts [PSec.

2,3

[IpakTrueckue 3aHATHS

1

KomMmnoneHTs! MexceTeBoro skpana. [lonntrnka MexceTeBoro 3KpaHupoBaHus.
Apxurekrypa MO. Ilpumep peanuzanuu noauTuku MO.

2,3

2.

IIpumenenne MO Ha ocHOBe ABYOMHOTO y3ia. [Ipumenenne MO Ha ocHOBe
¢upTpyromero Mapuipytusaropa. Ilpumenenne MD Ha 0CHOBE SKPaHUPYIOIIETO
y31a

2,3

IIpuMeHeHne TEXHOIOTUN TPAHCIISIUHU CETEBBIX aIPECOB. 3aJauu, periacMble
VPN. Tynnenuposanue B VPN. YpoBHM 3allMIIEHHBIX KAHAJIOB. 3aIIUTa JaHHBIX
Ha KaHAJIbHOM YPOBHE.

2,3

Opranmzanus VPN cpeactBamu nporokosia PPTP. 3amura naHHbIX Ha ceTeBOM
YPOBHE

2,3

Opranmzanust VPN cpencrsamu C3U VipNet. McnonszoBanue nporokoina [PSec
qutst 3anuThl cetei. Opranuszanus VPN cpencteamu C3U StrongNet

2,3

6.

Opranmzanust VPN cpencrBamu nporoxona SSL B Windows Server

2,3

CamocrosTenbHas padora

Cucremarnueckas mpopadOTKa KOHCIIEKTOB 3aHATHHA, Y4eOHOH U CHelualbHOMN
TEXHUYECKOW JUTEpaTypsl (IO BompocaM K maparpadam, riaBaM y4eOHBIX MOCOOUH,
COCTaBIICHHBIM IPETIOABATEIIEM).

28

2,3




[ToaroroBka K 1a00paTOpHO-MPAKTUIECKUM paboTaM ¢ UCIOIB30BAHUEM METOTUYECKHUX
peKOMEHJaMi Tpenonasareis, o(opMIIeHHEe J1a0opaTOPHO-IPAKTHUECKUX PadoT,
OTYETOB U MOATOTOBKA K UX 3alllUTE.

3ammra aBTopcKux npas. [lonaroroBka HHANBUAYaNbHOTO 3a1aHus 10 Teme «[Ipobiaembr

obecrieuenust Oe3omacuoctu  OC. Apxutektypa mnoacuctembl 3ammTbhl  OCy.
[ToaroroBka mpe3eHTaluy 10 KPUOTOTpaduH.
Conepxanue 44
1 | AHa/Iu3 3alIUMIIIEeHHOCTH U O0HApY/KeHHe aTaK. 2 2,3
KoHnenmus aganTHBHOTO yHpaBieHus: 0€30MacHOCThI0. TeXHOMOrus aHanmu3a
3alIMIIEHHOCTH. TeXHOIOTUN 0OHAPYKEHHsI aTak.
2 | 3amuTa ot BUpYcoB. MeToAbI YIpaBJIeHHs CPeCTBAMH CeTeBOM 3 2,3
0e30IacHOCTH.
KomnbroTepHbie BUPYCHI U TIPOOIEMbl aHTUBUPYCHOW 3aIIUTHL. AHTUBHUPYCHBIE
IIpOrpaMMbl U KOMILIEKCHL. ITocTpoenne cucteMbl aHTUBUPYCHOM 3alllUThI
Tema 6.5. TexHOIOr MM KOPIOPAaTUBHOM CeTH. 3a/1a4u YIpaBICHHUS CUCTEMOM CeTeBON 0€30MacHOCTH.
00HApyKeHUs ApPXUTEKTypa YIIPaBICHHS CPEACTBAMHU CETEBOM OE30MIACHOCTH.
BTOpKeHMii IIpakTHyeckune 3aHATHSA
1. | CurHatypHblii aHAJIM3 H O0HApYKeHHe AHOMAJIUH 6 2,3
2. | O6HapyxeHHe B peajlbHOM BpeMeHHU M OTJI0KeHHbIN aHaau3. JlokanpHble 1 4 2,3
CETEBbIC CUCTEMbI OOHAPYKEHHSI aTaK
3. | Pacnpenesiennble cucTeMbl 00Hapy:keHus aTak. Cuctema oOHapyKEHHUS aTak 6 2,3
Snort.
CamocTosTenbHas padora 2,3
IIpumepHas TemaTrka BHEAyIUTOPHOU CaMOCTOSATENbHON pabOThI: 23 2,3
Cayx0b! karanoros. [lonroToBka MHAMBUAYAIbHOTO 3aJJaHUS 110 TEME «AyIUT
MH(POPMALIMOHHOW 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM.
Koncynsranuu 4
O0s3arenbHAs ayIMTOPHAs yueOHasi HAarpy3Ka 10 KypcoBoii padorte (IpoeKTy) . 20 2,3
Bcero mo MJIK.03.02 260




Y4yeOHas npakTuKa 144 1,2,3
Buasbi pador:

1 YcTpaneHue napasuTUPYIOLEH Harpy3Ky B CETH.

2. [TocTpoenue Gpuzndeckor KapThl IOKATHHON CETH.

3. PerniaMeHThI TEXHUYECKMX OCMOTPOB.

4 MOHHUTOPUHT U aHAJIHM3 CETU C MMOMOIIBIO0 TPOTPAMMHBIX M allapaTHBIX CPENICTB

5 VYrpasienue 06JacTIMU CeTH: OMMOKaMH, KOH(UTYpaLuei, J0CTYIIOM, POU3BOAUTEILHOCTHIO, 6€30MacHO-

CTBIO.

6. OtcnexxuBanue pabOThI CETH.

7. Pabota ¢ cepepom. KoHTpounb gocTtymna, coxpaHeHHe [EIOCTHOCTH JaHHBIX U KYPHAJTUPOBAHHUE.

8. VYnaneHHoe aIMUHUCTPUPOBAHKE pabOUNX CTAHIIMI C cepBepa

9. Ananu3 Tpaduka ceTH.

10.  Pabota co BCTPOCHHBIMH CKaHEpaMH TUArHOCTUKU U YIPABJICHUS.

11. BoccraHnosienue cetu nocie coos.

12.  Hcnonp3oBaHue B pabOTe KOHTPOJIBHO-U3MEPUTEIBHON anmnaparypbl, CEpBUCHBIX ILIAT, KOMILJICKCOB.

13. Pa3pabotka anroputma u naTepdeiica mporpaMMel aHaIM3a HHHOPMAITMOHHBIX PUCKOB U €€ TECTUPOBAHHUE.

14.  Pa3paboTka MoJMTHK 0€30MaCHOCTH U BHEAPEHHUE UX B ONIEPAIIHOHHBIC CHCTEMBI.

15.  Ilposepka mail u web Tpaduka Ha Hanmuue BpenoHocHOro 110 ¢ MOMOIIbI0 AaHTUBUPYCHBIX CPENICTB.

16. ApxuBanus 1 BocctanopneHue kiodeit B Windows Server (PKI).

IIpousBoacTBeHHass NpakTHKA (10 NPOG U0 ClennaJbHOCTH) 180 1,2,3

Buasbi pador:

O NN RN =

Hcnonp3oBaHnE aKTUBHOTO 00OPYA0BaHUS CETH.

Hcnonp30BaHNe MACCHBHOTO 000PYAOBaHHS CETH.

3aroyHeHNEe TEXHUYECKON TOKYMEHTALIHH.

Pabora no co3ganuio, pe1akTUPOBAHUIO, yAAJICHHUO moNib3oBaTeneir B DOMAIN.
[Tpodunakruueckue paboThl B 00bEKTaX CETEBON MH(PPACTPYKTYPHI.

CrpyKTypa CUCTEMBI YIIPaBIECHUS, ApXUTEKTYpPa CUCTEMbI YIIPABICHUSI.

Pa6ora ¢ nporokonamu SNMP; CMIP; TMN; LNMP; ANMP.

Pabora ¢ cepBepoM, uTeHHE TOJIOB, paboTa HaJl OIIMOKAMU




9 VYrnaneHHOe aJIMHHUCTPUPOBAHUE cepBepa ¢ pabounX CTaHIUK, MPOTPaMMBbI JJIsl yAAJIEHHOTO JOCTYTIA.

10.  Pabora c kaOelbHBIMU CKAaHEPAMHU U TECTEPAMHU.

1. PaGora ¢ 6a3amu TaHHBIX, CO37]aHKE TAOIUI], BHECEHUE JIAHHBIX B TAOIHIIBI, pSAAKTHPOBAHHE TAHHBIX Ta0-
JIMIL.

12. Co3znanue njaaHa BOCCTaHOBIIEHUS CETH.

13.  Pa3paboTka QyHKIIMOHAIBHBIX CXEM 3JIEMEHTOB aBTOMATU3UPOBAHHON CHCTEMBI 3aIIUTHI HHPOPMAIUH.

14.  Ananu3 BXozsmiero u ucxonsuiero tpapuka. KoHTponb yreukn koH(pUIeHINATBHON HH(pOpMaLny.

15.  Hacrpoiika IPSec u VPN. Hactpolika MexXceTeBbIX 3KpaHOB.

16.  Hacrpoiika 3amuThl 6€CIIpOBOJHBIX CETEH C MOMOIIBIO CUCTEM MIM(pPOBaHUS.

17. YcTaHOBKA M HACTPOIKa CUCTEMbI OOHApyKEHUs arak Snort.

JK3aMeH KBAIUPUKATMOHHBII




4. YCJIOBUA PEAJINBALIINA TPOPECCHOHAJIBHOT'O MOAYJIA

4.1. Tpeﬁonaﬂnﬂ K MUHUMQJIBHOMY MAaT¢PUAJIBbHO-TEXHUYECCKOMY o0ecneyeHn1o

Peanuzanus mporpaMMbl MOIYJIsl IPEATIONATaeT HAJTHMYHUE:

JlaGoparopuu 3KcIuTyaTai 00bEKTOB CETEBOM MHPPACTPYKTYPHI:

OobopynoBanue:

Komrnekt yuebnoit mebenu (16 mocaouHbIX MECT)

IlepconanbHblil KOMIIBIOTEP 0OyUatomierocs (10 wr.)

Wutepaktusaas nocka SMART Board SBM680 (nuaronans 77")

Mynsrumenuiineiii npoekrop SMART V30

CereBoe obopynoBanue: kommyrtarop D-Link DES-3200-28/ME

JInueH3MoHHOE MPOrpaMMHOe obecriedeHue:

Microsoft Windows 10 Professional 64-bit

(10 munensuit WinPro 10 RUS Upgrd OLP NL Acdmc

Toproseiii nocpeanuk: OOO "Komnakr" Homep 3akaza ToproBoro mnocpennuka: MM216912
Jara 3akaza: 2017-06-16

Kon nunensun: 68589678 Poautenbckas nporpamma: OPEN 98645580ZZE1906)
Kaspersky Endpoint Security 10 mns Windows

(Kaspersky Endpoint Security nnst Ousneca - Pacmmpenssiii Russian Edition. 250-499 Node 2
year Educational Renewal License

No munensun: 1096-181214-111355-563-621

Cpox ucnonb3oBanus [10: ¢ 2018-12-14 go 2021-03-02

[MocraBmwk (pecemtep): BENEF.IT benegut, OO0O)

ACKOH KOMITAC-3D V12 YHuBepcuTeTcKas JUIEH3Us ¢ ONOIMOTeKaMHU U MPHIIOKESHUAMHU
(JIuensnonnoe cornamenue Kx-10-01408 ot 03.12.2010 r. Kon-Bo xomuii: 50

Kitou anmmaparnoii 3ammtel HASP HL Net 50 v2 ID 1579998279)

Smart Notebook 17 (muieH3ust B KOMIUIEKTE ¢ UHTEPAKTUBHOM JI0CKOA)

CBo0oHOe nporpaMMHoe o0ecrieyeHune:

Libre Office 5.4

Oracle VM VirtualBox

Microsoft Visual Studio Community 2017

Python 3.4

Maxima 5.3.7

Scilab 4.1.2

Cisco Packet Tracer

Pascal ABC.NET

JlaGoparopuu nporpaMMHO-aNIapaTHON 3aIUThl 00bEKTOB CETEBON MHPACTPYKTYPHI:
OobopynoBanmue:

Kommutekt yueOHoi mebenu (16 mocagouHbIX MECT)

IlepconanbHblil KOMIIBIOTEP 0OyUatomierocs (10 wr.)

WNurepakruHas nocka SMART Board SBM680 (nuaronans 77")

Mynsrumenuiineiii npoekrop SMART V30

CereBoe obopynoBanue: kommyrtarop D-Link DES-3200-28/ME

JInueH3MoHHOE MPOrpaMMHOe obecriedeHue:

Microsoft Windows 10 Professional 64-bit

(10 munensuit WinPro 10 RUS Upgrd OLP NL Acdmc

Toproseiii nocpeanuk: OOO "Komnakr" Homep 3akaza ToproBoro mnocpennuka: MM216912
Jara 3akaza: 2017-06-16

Kon nunensun: 68589678 Pogutenbckas mporpamma: OPEN 98645580ZZE1906)
Kaspersky Endpoint Security 10 mns Windows



(Kaspersky Endpoint Security nnst Ousneca - Pacmmpenssiii Russian Edition. 250-499 Node 2
year Educational Renewal License
No nunensun: 1096-181214-111355-563-621
Cpox ucnonb3oBanus [10: ¢ 2018-12-14 go 2021-03-02
[Mocrasmk (pecemtep): BENEF.IT benegut, OO0O)
ACKOH KOMITAC-3D V12 YHuBepcuTeTcKas JIULEH3Us ¢ ONOIMOTeKaMU U MPHIIOKESHUSAMHU
(JIunenzuonnoe cornamenne Kk-10-01408 ot 03.12.2010 1. Kon-Bo kormii: 50
Kitou anmmaparnoii 3ammtel HASP HL Net 50 v2 ID 1579998279)
Smart Notebook 17 (muieH3ust B KOMIUIEKTE ¢ UHTEPAKTUBHOM JI0CKOA)
CBo0oHOe nporpaMMHoe o0ecrieyeHue:
Libre Office 5.4
Oracle VM VirtualBox
Microsoft Visual Studio Community 2017
Python 3.4
Maxima 5.3.7
Scilab 4.1.2
Cisco Packet Tracer
Pascal ABC.NET

4.2. UndopmannonHoe obecrnevyeHue 00yueHust
[lepeuenr pexkoMeHAyeMbIX Yy4yeOHBIX wW31aHUH, HHTEepHET-pecypcoB, HAOMOIHUTEIBHOM
JUTEPATYPHI.

OCHOBHbIE HCTOYHUKH:

1. Hazapos, A. B. Dkcrryaranust 00beKTOB ceTeBOM MH(PACTPYKTYypHl : yueOHHK / A.B.
Hazapos, A.H. Enransrues, B.I1. Mensaukos. - Mocksa : KYPC ; UHOPA-M, 2020. — 360 c.
— (Cpennee npodeccuoHabHOe oOpazoBanue). - ISBN 978-5-906923-06-6. - Tekcer :
anekTpoHHbIi. - URL: https://znanium.com/catalog/product/1071722 (nata obparieHus:
01.09.2020). — Pesxum poctyna: 1o NOANUCKe.

2.Kosanes, [1.B. MadopmanronHas 6e3omacHocTh : yueOHoe mocobue : [16+] / [I.B. Kosanes,
E.A. bornanosa ; FOxHbIii (enepanbubiii yHuBepcuTeT. — PoctoB-Ha-J{ony : KOxHBIH
denepanbHblil yHUBEpCUTET, 2016. — 74 ¢. : cxeMm., Tabm., wi. — PexxuM goctyna: 1mo moamucke. —
URL.: https://biblioclub.ru/index.php?page=book&id=493175 (mara obpamenus: 01.09.2020). —
bubnuorp. B kH. — ISBN 978-5-9275-2364-1. — TekcT : 31€KTPOHHBIMN.

JlonoTHUTeIbHbIe HCTOYHUKH:
1. IMaptsika, T. JI. Undopmannonnas 6e3onacHocTs : yueonoe nocobdue / T.JI. Ilapreika, 1.U.
[TorioB. — 5-e u3n., nepepad. u gon. — Mocksa : DOPYM : UHOPA-M, 2021. — 432 c. —
(Cpennee npodeccuonansHoe oopazoBanue). - ISBN 978-5-00091-473-1. - Texcer :
anexTpoHHbIi. - URL: https://znanium.com/catalog/product/1189328 (nara oOparieHus:
01.09.2020). — Pexxum poctyna: 1o NOoANUCKe.
2. [Ipokymes, S.E. Undopmanmonnas 6e3onacHocTs : npaktukym / S.E. I[Tpokymes. — CaHKT-
[etepOypr : UL "Unrepmenus”, 2018. — 288 c. : wi. — Pexxum noctyna: mo noanucke. — URL:
https://biblioclub.ru/index.php?page=book&id=482805 (mara obpamenus: 01.09.2020). —
bubnuorp.: c. 282-283. — ISBN 978-5-4383-0168-4. — TeKcT : 2E€KTPOHHBIH.
3. Moprynos, A.B. Unpopmannonnas 6e30nacHOCTb : yueOHO-MeToandeckoe nocodue : [16+] /
A.B. MopryHos ; HoBocubupckuii rocy1apcTBEHHbIN TEXHUUECKUI YHUBEPCUTET. —
HoBocubupck : HoBocubupckuii rocyaapcTBeHHBINH TeXHUUECKUN yHuBepeuTet, 2019. — 83 c. :
WL, Tabn. — Pexxum noctyna: mo noamnucke. — URL:
https://biblioclub.ru/index.php?page=book&id=576726 (mara obpamenus: 01.09.2020). —
bubmuorp.: c. 64. — ISBN 978-5-7782-3918-0. — TeKcT : 3E€KTPOHHBII.




IIporpammuoe obecneuenue u UnTepHeT-pecypcebi:

1. OBC «YHuBepcurerckast Oubmuoreka onnaiuy. — Pexxum pocryma: http://biblioclub.ru/.
2. O6pasoBatenbHblil mopran. Pexxum nocryna: Intuit.ru.
3. Kuuru o MH(POPMALIMOHHBIM TEXHOJIOTHSIM. Pexum J0CTyna:

http://www.books.everonit.ru.
4.3. O0mue TpeGoBaHNs K OPraHnu3anuu 00pa3oBaTeJIbHOIO NMpolecca

Nzyuenno npohecCHOHAIBHOTO MOIYIIS «DKCILTyaTalusi 0ObEKTOB CETEBOM MH(PACTPYKTYPHI»
MPEIIECTBYET OCBOCHHUE CIEAYIOUIMX Y4eOHBIX AMCUUIUIMH 001enpodeccnoHaIbHOro MUKIa:
«upopmannonnsie TexHomorun», « Texauueckue cpeacrsa uHpopmarnzanum», «OCHOBBI T€O-
pun uHGOpManuu», «TexHonmornn (QpU3MUECKOro YpPOBHS INEpeladyd JaHHBIX», «APXUTEKTypa
anmapaTHbIX CpeACTB», «OneparoHHbIe CUCTEMbI», «OCHOBBI MPOrpaMMUpPOBaHHA U 0a3 JaH-
HBIX», «MeTposiorusi, CTanAapTH3aus, CePTUPHUKAIMS U TEXHUYECKOE peryanupoBanuey, «Pabdo-
Ta B 0UCHBIX MaKkeTax», « L {uppossie cucrembl nepeaayn JaHHBIXY.

IIpoBeneHne NpPaKTUYECKUX 3aHATUH OCYIIECTBISETCS B  CIELUATIbHO O0OpYIOBaHHOMN
KOMIBIOTEPHON ayIUTOPHH, OCBOCHHME BCEX IUCIMIUIMH MOJIHOCTBHIO oOecrieunBaeTcs yueOHOM
JUTEPaTypOr. YCIEUIHOCTh TEOPETUYECKOTO OOYYEHHUS! W BBIOJHEHUS NMPAKTHUECKUX 3aHATHH
KOHTPOJIUPYETCSI TIOCPEACTBOM TEKYILETO M IMPOMEKYTOUHOI'O KOHTPOJISI, BKJIIOYAIOIIEr0, B TOM
qrcie, TECTUPOBAHUE, 3AIIUTY MPAKTUYECKUX PadOT, MOATOTOBKY TEMAaTHYECKUX COOOIIECHUN H
Mpe3eHTalNii, HalMCaHue U 3alIuTy pedepara.

YyeOHasi MpakTUKa MO MOIYJIIO IMPOXOMUT IOCie HM3yueHus: teopermdeckord yvactu MJIK B
KoMIbIOTepHBIX Jaboparopusix EI'Y um.M.A. bynuna.

Opzanuzayus yueoHoll u NPOU3600CMEEHHON NPAKMUKU (RO npoduio cneyuaibHocmu):

1) yuebnaa npakmuka

[enn y4eOHOM MPAKTHKHU SIBISIOTCS 3aKPEIUICHUE TEOPETUYCCKUX 3HAHHWM TMONYyYEHHBIX TPHU
M3y4YeHUH NMpodeccuoHaIbHBIX MOIyIel. i OCBOGHUS yYalIMMUCS BUAOB MPOGECCHOHAIBHOM
JEeSATENLHOCTH, (OPMHUPOBAHMS OOIMMUX M TPOPECCUOHANBHBIX KOMIIETCHIIMM, a TakkKe s
npuoOpeTeHus: HEeoOXOAWMBIX YMEHHUH M OIBbITa NMPAKTHYECKOH paboThl MO CHEUUATbHOCTH
MPOBOAATCA y4eOHbIE MPAaKTUKU. [IpakTuka MMeeT Lenbl0 KOMIUICKCHOE OCBOCHHUE YYallUuMHCS
BCEX BUOB NPOQeCCHOHATEHON AEATEIBHOCTH MO CHeHaIbHOCTH/ podeccun.

VYueOHass mNpakTHKa HampaBlieHa Ha (OPMHUPOBAHHE Yy  CTYACHTOB  IPAKTHYECKUX
npoeCCHOHANBHBIX YMEHHH, MPUOOpPETeHHE TNEePBOHAYAIBHOTO IPAKTHYECKOTO OIBITAa IO
OCHOBHBIM BHJaM TPO(PECCHOHATBLHON JESITEeIbHOCTH, a TaKkkKe Ha OCBOCHHE paboueit
npodeccum.

3amayamMu  y4yeOHOW  MPAKTUKH  SBISIFOTCS: —  NPUBUTHE  CTYACHTaM  TEPBHYHBIX
npoeCCHOHAIIBHBIX YMEHUH MO W30paHHOW CIEUMANbHOCTH; — MOATOTOBKA CTYACHTOB K
OCO3HAHHOMY ¥ YIIYOJICHHOMY U3yY€HHUIO OOMIePOPECCUOHATBHBIX M  CHEIHAIBHBIX
JTMCLUUIUIMH; — pa3BUTHE MPO(ECCHOHATBHOTO MBIIUICHUS;, — MPHOOPETEHUE NPAKTHUECKUX
YMEHUI M HaBBIKOB [0 BHJAM JEATEIBHOCTH, — IIOATOTOBKA OyIylIero coenuagnucra K
CaMOCTOSITENIBHOM TPYOBOW AEATEIbHOCTH; — M3yYEHHE M OCBOCHME IPOIPAMMHBIX CHCTEM,
MAaKETOB MPUKJIATHBIX TPOTrPaMM.

VYyeOHasi TpakTHKa MPOBOAMTCS Ha 0aze ydeOHOro 3aBenmeHus. Jlns mpoBeneHus ydeOHOU
MPAaKTUKK HEOOX0MMa KOMIIbIOTEpHast Jaboparopusi.

2) npou3eoocmeennan npaKmuxa

[lenpr0 MOPOU3BOACTBEHHOW TMPAKTUKH SBIIKOTCS 3aKPEIUICHHE TEOPETUYECKUX 3HAHMM
MOJTyYEHHBIX TIPU U3yYCHUHU PO(ECCHOHAIBHBIX MOTYJICH.

IIpon3BoAcCTBEHHAs MpaKTUKa IMPOXOAUT B OpraHu3auusax ropona. O0s3aTeabHbIM YCIOBHUEM
JIOTMyCKa K MPOU3BOJICTBEHHOM MpakTHKe B pamkax [IM siBisieTcst ycrienHoe ocBoeHue yueOHOM
MPAKTUKY JIJIs1 TIOJTYUYCHUS IIEPBUYHBIX MPO(PECCHOHATHLHBIX HABBIKOB.



B mpouecce oOydeHHsT HCHOIB3YIOTCS pPA3JIMYHbIE BHUJBI AKTHBHBIX W WH(MOPMALMOHHO-
KOMMYHHKAIITMOHHBIX TEXHOJIOTHIA.
4.4. KagpoBoe o0ecneueHue 00pa3oBaTeibHOI0 mpouecca

TpeOoBanus k kKBaTUQUKALUM NEJATOrHYeCKUX KaJApoB, o0ecneYHBAKIIUX 00yYeHHe IO
MEKIUCHUIUVINHAPHOMY KYpcCy (KypcaMm): HaJM4M€ CPEIHEro CHELUAJIbHOTO WJIM BBICIIETO
WH)XEHEPHOTO WJIM BBICIIETO MEAarornueckoro 00pa3oBaHusi, COOTBETCTBYIOIIETO IPOQHITIO.

TpeOoBanus k KBaupUKALNU NeJArOrM4ecKUX KaJAPoB, OCYLIEeCTBIAIOMNX PYKOBOACTBO
NPAKTHKOIi: BBICIIEE TEIArornyeckoe 0O0pa3oBaHHE, COOTBETCTBYIOIIErO MPOPHII0 MOIYJIs
«DKcmryaranysi 00beKTOB CETeBOM MH(MPACTPYKTYPBI» M crieluaabHOCTH «KommbroTepHbIe ce-

TH».

5. KOHTPOJIb 1 OHEHKA PE3VJIBTATOB IIM

OcBoeHHbIe
npogeccuoHaJIbLHbIE PesyabTarbl 00yueHust OuenouHble cpeacTea
KOMIIETeH LM )
DKcneprHas OLICHKA
pe3yJIbTaTOB  JIESTEIILHOCTH
® HAaCTpauBaHWE CETH C BbI- | O0yYaOMIUXCS B IpoIecce
COKOW CKOPOCTBIO M TOYHO- | 0CBOEGHMSI 00pa30BaTEIbLHON
CTBIO; MIPOTrpaMMBbIL:
® COCTaBJIICHME PEKOMEHJA- | - Ha MIPAKTUYECKUX
Ui 1O TOBBIIIEHUIO PadOTO- | 3aHATHIX;
IIK 3.1. VYcraHaBIuBath, . P ’
CIIOCOOHOCTH CETH; - pu BBIIIOJTHEHUU
HaCcTpauBaTb,  JKCILUIyaTUPO-
® yMEHHUE BBIOMpPATh TEXHO- | CUTyallUOHHBIX 33/1a4;
BaTh U OOCITy’)KUBAaTh TEXHUYE-
JIOTUYECKOE o0opynoBaHus | - npu BBITIOJTHEHUH
CKHE u IIPOrpaMMHO- .
JUIsl HACTPOMKHU CETH; OTIpeeNIEHHBIX BUJOB paboT
anmapaTHble CPEJICTBA KOMIIb- o
o ® YyMCHHC paccuuThiBaTh | HIPOU3BOACTBCHHOU
IOTEPHBIX CETEH. . )
BpeMs1 HACTPOMKHU CETH; MPaKTUKH;

® yMEHHE TPaMOTHO O(OpPM-
JSITh TEXHOJIOTHYECKYIO JIOKY-

- KOHTPOJIbHBIE PAaOOTHI MO
Temam MJIK;

MEHTAIINIO; - npu MMPOBCACHNU

e obecriedenne uH(MOpMaiy- | KOHTPOJIBHBIX pabor,

OHHOM 0€30IIaCHOCTH CETEH. 3a4C€TOB,  OK3dMCHOB  IIO
MEXTUCIUTUTHHAPHBIM
Kypcam.

® YMCHHC AHAJIM3UPOBATH 3KCHepTHaSI OLICHKA

CBOICTBA CETH HCXOISI U3 €€
CiTy)keOHOTO Ha3HAYCHUS;

PE3YJILTATOB ACATCIILHOCTH
o0ydJarommxcsi B Mpolecce

® COCTAaBJICHHUEC PEKOMEH/A- | OCBOEHMs 00pa30BaTeIbHON
MU 110 MOBBIIIEHUIO TEXHOJIO- | IPOrpaMMBbl:
IIK 3.2. IIpoBomuth mpodu- | THIHOCTH CETH, - Ha MPaKTUYECKUX
JAKTUYECKUE PabOTHl HA 00B- | ® BBIOJIHEHHE MOHHTOPHHTA | 3aHSTHUSX,
€KTaX CeTeBOM WH(PACTPYK- | © yMEHHE aHaJIU3UpOBaTh pa- | - npu BBITIOJTHCHAH
TYpbI ¥ pab0OYHX CTAHIIHSIX. 00Ty JIOKaJTbHOW CETU C MOMO- | CUTYaI[MOHHBIX 3a]1a4;
LIbIO POTPAMMHBIX CPEICTB; | - npu BBITIOJTHCHAH
e odopmIeHHe TeXHOJOruye- | OMPENSICHHBIX BHIOB PadoT
CKOM JIOKYMEHTALINH; MPOU3BOJICTBEHHOM
® BBIBJIICHUE YA3BUMbBIX MECT | IIPAKTHKH;

aTaKyeMOM CUCTEMBI;
e o0ecrieueHHe 3alUThl JaH-

- KOHTPOJIbHBIE PAaOOTHI MO
Temam MJIK;




[IK 3.3. Dkcrutyatanus certe-
BBIX KOH(pUTYpanuii.

HBIX - npu MIPOBEIACHUH
® TOYHOCTH M  CKOpPOCTH | KOHTPOJBHBIX pabor,
HACTPOWKHU CETH; 3a4€TOB, OK3aMEHOB MO
e KauyeCTBO aHaiW3a CBOMCTB | MCKIMCIMINIMHAPHBIM
CETH, MCXO/s U3 ee CiIy)keOHO- | KypcaM.

r0 Ha3HAYCHMUS;

® TOYHOCTh WM TPAMOTHOCTH

odopmiieHus TEXHOJIOTUYEe-

CKOM JJOKYMEHTAIUU.

® YMCHMC aHAJIU3UPOBATH PaA- | DkcriepTHAs OIleHKa

LIMOHATBHOCTH BBIOOpA ceTe-
BBIX KOH(pUTYpanuii;

® yMEHHUE BBIOMPATh CIIOCOOBI
HaCTPOWKHU;

® BBHISIBJICHUE, ONPE/ICICHUE U
yCTpaHEHHE MOCIEICTBUI cOO-
€B M OTKa30B B paboTe CeTH;

® BOCCTaHOBJIEHUE pabOTO-
CIOCOOHOCTH ceTeBOW MH(]pa-
CTPYKTYDHI,

® TOYHOCTH U CKOPOCTb
HaCTPOMKU CETH;

® KauecTBO aHAJIM3Aa U pally-
OHAJBHOCTH BHIOOpPA CETEBBIX

PE3YJILTATOB ACATCIILHOCTH
o0ydJarommxcsi B Mpolecce
OCBOCHHS 00pa30BaTEIILHOMN

MIPOrPAMMBI:
- Ha MPAKTUYECKUX
3aHATHSX;

- npu BBITIOJTHEHUH
CUTYyalMOHHBIX 33]1a4;

- pu BBITIOJTHEHUH
OTIPE/ICTICHHBIX BUIOB PaboT
MPOU3BOJICTBEHHOM
MPaKTUKH;

- KOHTPOJIbHBIE Pa0OOTHI MO
Temam MJIK;

[IK 3.4. YyacTtBOBaThH B pa3pa-
00TKE CXEMBI MociieaBapuitHO-
O BOCCTAaHOBJICHUS PaboOTo-
CIOCOOHOCTH KOMITBIOTEPHOM
CETH, BBINOJHATh BOCCTaHOB-
JICHUE U PEe3epBHOE KOMUPOBA-
HUE UH(POPMAIIHH.

KOH(UTypaIui; - nopu OpOBCACHUN
e BBIOOD CIIOCOOOB HacTpoii- | KOHTPOJIBbHBIX pabor,
KU ¥ TEXHOJIOTHYECKH rpamoT- | 3a9€TOB,  5K3aMCHOB  TIO
HOE Ha3HaueHHe TexHojoruye- | MEKIMCIUINIMHAPHBIM
CKOH 0a3bl Kypcam.

DKcneprHas OLICHKA

® YyMEHUE BHIOMpATH MU HC-
M0JIb30BaTh TMAKEThl TPUKIIA-
HBIX MPOrpamMM JUIsd pa3padoT-
KA KOHCTPYKTOPCKOW  JIOKY-
MEHTAIlMd U MPOCKTUPOBAHUS
TEXHOJIOTUYECKUX TPOIECCOB;
® YMCHHE OpraHM30BBIBAThH
Oecriepeboiinyt0 paboTy cu-
CTeMBl 1O PE3EPBHOMY KOIIH-
POBaHHIO;

® BOCCTAaHOBJIEHHE  PaboOTO-
CIIOCOOHOCTH CETH;

e mocie cOos BBIOOP M HC-
MOJIb30BAHUE  TAKETOB  IIPH-
KJIaJHBIX I[POTpaMM ISl pas-
pabOTKH KOHCTPYKTOPCKOH J10-
KyMEHTAllMK W MPOCKTUPOBA-
HUSI TEXHOJIOTMYECKUX MPO-
LIECCOB

PE3YJILTATOB ACATCIILHOCTH
o0ydJarommxcsi B Mpolecce
OCBOCHHS 00pa30BaTEIbHOMN
[IPOrPaMMBI:

- Ha MPAKTUYECKUX
3aHATHSX;

- npu BBITIOJTHEHUH
CUTYyallMOHHBIX 33]1a4;

- npu BBITIOJTHEHUH
OTIPE/ICTICHHBIX BUIOB paboT
MPOU3BOJICTBEHHOM
MPaKTUKH;

- KOHTPOJIbHBIE Pa0OOTHI MO
Temam MJIK;

[IK 3.5. Opranu3oBbiBaTh WH-

® yMEHUE BHIOUpATH M HC-

- npu IPOBEICHUH
KOHTPOJIBHBIX paoor,
3a4eTOB, HK3aMEHOB  IIO
MEXTUCIUIIITHHAPHBIM
Kypcam.

DKcneprHas OLICHKA




BEHTApU3AIMIO  TEXHUYECKHUX
CpEeACTB CeTeBOI MHPPACTPYK-
TYpBl, OCYILIECTBIATH  KOH-
TPOJIb O0OPYZOBaHUS TIOCIE
€ro PeMOHTA.

MOJIb30BaTh TAKEThl TPHUKIAJ-
HBIX MPOrpamMM JUIsd pa3padoT-
KU KOHCTPYKTOPCKOH JOKY-
MEHTALUU U TPOEKTUPOBAHHS
TEXHOJIOTHUECKUX MPOIIECCOB;
e odopMIICHHE TEXHUYCCKOU
JOKyMEHTaIUH;

e BHIOOp W HCIOJIB30BaHUE
MAaKeTOB  MPHUKIATHBIX  MPO-
rpamMm Ui pa3pabOTKH KOH-
CTPYKTOPCKOW JOKYMEHTAIUU
U TPOEKTUPOBAHMUSA TEXHOJIO-
THYECKUX MTPOIECCOB

PE3YJILTATOB ACATCIILHOCTH
oOydJarommxcsi B Mpolecce
OCBOCHHS 00pa30BaTEeILHOMN

MIPOrPAMMBI:
- Ha MPAKTUYECKUX
3aHATHSX;

- npu BBITIOJTHEHUH
CUTYallMOHHBIX 33]1a4;

- pu BBITIOJTHEHUH
OTIPE/ICTICHHBIX BUIOB PaboT
MPOU3BOJICTBEHHOM
MPaKTUKH;

- KOHTPOJIbHBIE PaOOTHI MO
temam MJIK;

e yMmeHue paborarth C KOH-
TPOJIbHO-U3MEPUTEIbHON  all-

- npu POBEICHUH
KOHTPOJIBHBIX paoor,
3a4eTOB, HK3aMEHOB  IIO
MEXTUCIUIIITHHAPHBIM
Kypcam.

DKcneprHas OLICHKA

PE3YJILTATOB ACATCIILHOCTH
o0ydJarommxcsi B Mpolecce
OCBOCHHS 00pa30BaTEeIIbHOMN

apaTypoi; IPOrPaMMBI:
® YyMEHHE OCYIIECTBIATH 3a- | - Ha MPaKTUYECKUX
[IK 3.6. BeImonHsTh 3aMeHy | MEHY PACXOIHBIX MAaTCPUAJIOB; | 3aHSATHUSX,
pacxXoJHBIX MaTEpUAIOB U | ® yYMEHHE MPOU3BOAMUTH all- | - npu BBITTOJTHEHUH
MeIKuil peMOHT mnepudepuil- | mapaTHyr0 ¥ NPOrPaMMHYIO | CUTYallMOHHBIX 3aJa4;
HOTO 000pYyAOBaHMS, ONpeae- | AMArHOCTHKY HEHCIIPABHOCTEH; | - npu BBITTOJTHEHUH
JIATh YCTApCBLICC 060py1[013a- ® yCTpaHEHHE HCHUCIIPAaBHO- OIPCACIICHHBIX BUIOB pa60T
HUE U MPOTrPAMMHBIE CPEJCTBA | CTEi; MIPOU3BO/ICTBEHHOM
CeTeBON HH(PACTPYKTYPBI. e BBIOOp W UCHONb30BaHUE | PAKTHUKH,
[AKETOB  MPUKJIAAHBIX 1po- | -~ KOHTPOJIBHBIC paborsl 10
rpaMMm s paspaboTku koH- | Temam MJIK;
CTPYKTOPCKOM JTOKYMEHTaUuH | ~ Hpu HIPOBEACHUH
A TPOEKTUPOBAHUSA TEXHOJO- | KOHTPOIBHBIX pabor,
TAYECKUX IIPOLIECCOB 3a4€TOB, OK3aMCHOB 10
MEXKIUCIUTIIMHAPHBIM
Kypcam.
OcBoeHHbIe 001IHE OueHouyHbIE
Pe3yabrarsl 00y4yeHust
KOMIIETEHIUM) cpeacTBa
OK 1. ITonumarh CymHOCTb U CO- | ® yuacTHe B paboTe HAay4HO- | DKCIEPTHAs OLEHKA
LMAJIbHYI0 3HAYUMOCTh CBOEH Oy- | CTylaeHYeCKHUX OOIIECTB, pe3yJIbTaToB
nymer mpodeccuu, TPOSBIATH K | o BBICTYIUICHHSI Ha HAay4yHO- | ACATCIBbHOCTH

HEW yCTOWYMBBIN MHTEPEC.

® yyacTue BO
NEeATEIbHOCTH

Oymymieit

CBSI3aHHOU

MPAKTUYECKUX KOH(PEPEHIHSIX,
BHEYPOYHOU

oOy4Jaronmxcs B
NPOLIECCE OCBOCHHUS
¢ | oOpa3oBarenbHOI
[IPOrPaMMBI:




npodeccueii/cnenuaibHOCThI0
(KOHKYpCHI TTPO(ECCHOHAIBHOTO
MacTEepCTBa, BBICTABKU U T.II.)

® BBHICOKHE HOKa3aTenu
IIPOU3BOICTBEHHOU
JeSITeTbHOCTH
OK 2. Opranu3oBEIBaTh | ©  BEIOOP u NpUMEHECHUE
COOCTBEHHYIO JEATENILHOCTD, | METONOB M CIOCOOOB PEIIEHUS
BBIOMPATh THIIOBBIE METOABl M | NPO(ECCHOHATBHBIX 3aja4,
CTIOCO0BI BBINOJIHEHHUS | oneHKa uX S(QPEKTHBHOCTH U
npo¢eCCUOHATBHBIX 3aJa4, | KauyecTna

OLIEHUBATh HMX S(PPEKTUBHOCTH M
Ka4yeCTBO.

OK 3. Ilpunumarb peuieHusi B
CTaHJAPTHBIX M HECTaHJAPTHBIX
CHUTyallUiX M HECTH 3a HHX
OTBETCTBEHHOCTb.

e aHaiu3 MNpodhecCHOHATBHBIX
CUTyaluu;

¢ PCHICHUC CTaHJapPTHBIX u
HECTaHAAPTHBIX
npodeccHoHaIBHBIX 3a]1a4

OK 4. OcymiecTBasiTh MOUCK U UC-
M0JIb30BaHKE MH(POpPMAIUH, HE00-
XOAUMOM 117151 3PPEKTUBHOTO BBI-

¢ >pdeKTHBHBII HOUCK
HeoOXonuMon H(POpMAIIH;

® JCIOJB30BAHME PA3IUYHBIX
IIOJIHCHUA HpO(i)eCCI/IOHaJILHLIX 3a- HUCTOYHHUKOB, BKJIFOUad
a4, NpO(ECCHOHANBHOTO U JIMY- | 3IeKTPOHHBIE TpPH  H3YYEHHH
HOCTHOT'O pa3BUTHA. TEOPETHUUYECKOr0 Marepuana |
IIPOXOXKICHUU Ppa3IUYHbIX
JTaIlOB IIPOU3BOICTBEHHOU
IIPAKTHKH.

OK 5. Hcnonb3oBaTh HH(pOpMa-
[IUOHHO-KOMMYHHUKAIIHOHHBIE
TEXHOJIOTHH B MPO(pECCHOHATLHON
JeSITeTbHOCTH.

® UCHOJb30BaHUE B y4eOHOW U
npodeccuoHaNbHON
JESTEILHOCTH Pa3INYHBIX BUIOB
MPOrpaMMHOTO OOecIieYeHus, B
TOM YHCJE CHEUUATBHOTO, IMPH
opopMIIeHUH ¥ TPE3CHTAIUU
BCEX BHJIOB Pa0OT.

OK 6. PaboTaTh B KOJUICKTHUBE U B
KoMaHze, 3PGEKTUBHO OOMIATHCS
C KOJUIEraMH, PYKOBOJCTBOM, IIO-
TPEeOUTEISIMH.

B3aUMOJICUCTBUE:

¢ 00y4aroImuMucs Ipu
MIPOBEJICHUH JISTIOBBIX UTP,
BBITIOJTHCHUH KOJUIEKTUBHBIX
3a/1aHuit (IIPOEKTOB),

C MperoiaBaTeIsiIMU, MacTEpaMu
B X0/ 00yUYeHHS,

C MOTPEOUTENAMHU U KOJUIETAMHU B
XOZI€ TPOU3BOACTBEHHOMN
MIPAKTHKU

OK 7. bpatp Ha ce0s OTBETCTBEH-
HOCThH 32 PabOTy YJICHOB KOMaHbI
(MOQYMHEHHBIX), 32 PE3YyJIbTaT BbI-
MOJIHEHHUS 3aJIaHUM.

CaMOaHaJIN3 U KOPPEKIIHs
pE3yaBTaTOB COOCTBEHHOM
JEeSATEIbHOCTHU TIPU BBHINOJTHEHUN
KOJIJIEKTUBHBIX 3aJaHUN
(IpoeKToB),

-Ha MPaKTUYECKUX
3aHSATHUSIX

( mpu peuieHUU
CHTYallMOHHBIX 3a/1a4,
[IPU yYaCTHU B
JICJIOBBIX UTPax: MpU
MOJITOTOBKE |
yYacTHU B
CEeMHHapax, MpH
MOJITOTOBKE
pedeparos, T0KIaI0B
U T.J.)

- IIPY BBITMIOJIHEHUH
paboT HA pa3IMYHBIX
aTanax
MPOU3BOJICTBEHHOM
MPAKTUKH.
Habmronenue 3a
JESITeIbHOCTHIO
oOyyJaromierocs B
IpoIecce OCBOCHUS
o0Opa3oBarenbHON
IPOrpaMMBbl




OTBETCTBEHHOCTbH 3a PE3yJIbTaT
BBIIIOJIHEHUS 3aJIaHUH.

OK 8. CamocrosTenbHo ormnpee-
JATHh 3a7jaud MPO(ECCHOHATBLHOTO
U JIMYHOCTHOTO PA3BUTHS, 3aHU-
MaThCcsd €caMoOOpa3oBaHUEM, OCO-
3HAaHHO TUIAHUPOBATh IMOBBIIICHNE
KBaJTM(PHUKALIH.

IUTAHUPOBAHME U KAUE€CTBEHHOE
BBITTOJIHEHHE 3aJJaHUI JIJIsT
CaMOCTOSITENIbHON pabOTHI TIPU
U3YYEHUU TEOPETUUYECKOTO
MaTepuaia U IpoXoXACHUN
Pa3IMYHBIX ATAIOB
IIPOU3BOICTBEHHOM IPAKTHKU ;
OIIpE/IENICHUE TAIOB U
cofiepaHus paOOThI IO
peanuszanuu camooOpa3oBaHUs

OK 9. OpueHTtupoBaTthcsi B ycCIo-
BUSIX YAaCTOM CMEHBI TEXHOJIOTUH B
npoecCHOHATLHON  JIeATeIbHO-
CTH.

ajlanTanys K M3MEHSIOINUMCS
yCIIOBUSIM TIPO(heCCHOHAITBHOMN
NeSITeIbHOCTH;

NposiBIIeHHE MPO(HECCHOHATBHOM
MaHEBPEHHOCTH MpHU
MIPOXOXKJICHUH PA3TUIHBIX
3TaIoOB NPOU3BOACTBEHHOMN
MIPAKTHKU




