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1. IACITIOPT IMIPOI'PAMMBI YYEBHOM JUCHUITIUHBI
MJK.02.02 IIporpaMmmHoe obecrniedyeHe KOMIbIOTEPHBIX ceTeil

1.1. Ob6aacTh NpMMeHeHUs1 IPOrPaMMBbl

Pabouas mporpamma y4yeOHOW AMCHMIUIMHBI SBISETCS 4YacTbi0 OOpa30BaTEIbHOM IMPOrpaMMbl B
cootBeTcTBUM ¢ PI'OC no cnenuansHocTr 09.02.06 CeTeBoe U CUCTEMHOE aAMUHUCTPUPOBAHUE.

Pabouas nporpamma y4yeOHOW AMCHUUIUIMHBI MOXET OBITh HCIOJb30BAHA B JIOMOJIHUTEIHLHOM
npodeccHoHaTbHOM 00pa30oBaHMU (B MPOTpaMMax IOBBIIICHUS KBATM(UKAIMN W TIEPETIOATOTOBKH) W
npogeccuoHaIbHOM MOATOTOBKE 110 CMEXHBIM CIIELHUATIBHOCTSIM.

o MecTo AMCUMIUIMHBI B CTPYKType OCHOBHOl mNpo(eccHOHAJILHOI 00pa3oBaTebHOI
NPOrpaMMBbl:

Mudp nucuummuzel no yuebHomy miany: MJIK.02.02.

JucuumuinHa sBisieTcs: yacTeio npodeccruonansHoro Moaynist 1IM.02 yueOGHOro miaHa mo crenuagabHOCTH
CIIO 09.02.06 CereBoe u cucTteMHOEe afMUHUCTpupoBaHue. HampaBieHa Ha GopMmupoBaHHUE CIEIYHOIIMX
obmmx u npodeccuonanpubix kommnereHmii: OK 01., OK 02., OK 03., OK 04., OK 05., OK 06., OK 07., OK
08.,0K 09.,0K 10.,,0OK 11., 1K 2.1., I1IK 2.2, TIK 2.3., [IK 2.4.

1.3. Ile1u ¥ 3a1a44 AMCHUILUIMHBI — TPeGOBAHMA K Pe3y/JbTaTaM OCBOCHHS COAEPKAHUS JHCIUIIIMHBI
Lenbro OBIaCHUST YKa3aHHBIM BHIOM IPO(ECCHOHANTBHON IESITEIbHOCTH U COOTBETCTBYIOIMMU
npoecCuOHaTbHBIMU KOMIIETEHIIMSIME 00y4Jaromuiics B xoqe ocBoenus MJIK.02.01 sBnsiercs
(dopMHpOBaHNE MPAKTHYECKOTO OTBITA U YCTOWYHMBHIX HABBIKOB!

UMeTh MPaKTHYeCKHIl ONbIT:

- YCTaHOBKE, HACTPOWKE U COMPOBOKACHUH, KOHTPOJIE HCIIOIB30BAHUS CEPBEPa U padOYMX CTAHIHNA JJIs
6e3omacHoi nepenaun HHPOPMALIUK.

yMeThb:

- aIMMHUCTPUPOBATh JIOKAJIbHBIE BBIYUCIUTEIbHBIE CETH;

- IPUHUMATH MEPHI 110 YCTPAHEHUIO BO3MOXKHBIX COOEB;

- obecnieunBaTh 3alUTY IPU MOAKIIOYCHUN K HHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHOHK ceTn "MHTepHeTt".
3HATH:

- OCHOBHbIE HallpaBJICHUs aJMUHUCTPUPOBAHHS KOMIIBIOTEPHBIX CETEH;

- YTHIUTHI, QYHKIMH, YJAIEHHOE YIIPABICHHE CEPBEPOM;

- TEXHOJIOTHIO 0€30I1aCHOCTH, MPOTOKOJIOB aBTOPHU3AIMU, KOH(PUICHIINAIBHOCTU U 0€3011aCHOCTH NPH
paboTe ¢ ceTeBbIMU pECypCamH.

[Iponiecc u3yyeHus AUCLUILIMHBI HANpaBieH Ha (POPMUPOBAHHUE DJIEMEHTOB CIIEAYIOUIMX KOMIETEHIUH B
cootBercTBUU ¢ ®PI'OC CIIO u OIIOII CIIO no naHHOM cHeNUaIbHOCTH:

a) oomux (OK):

OK 01. BsiOupats criocoOsI perieHus 3a1a4 npodeccuoHaIbHOM AeSITEIBHOCTH, TPUMEHUTEIIBHO K
pa3InYHBIM KOHTEKCTaM.

OK 02. OcymiecTBasTh HOUCK, aHAIU3 U UHTEPIPETALNI0 HHPOPMAIIUU, HEOOXOIUMOM JIJ1s1 BBITTOJIHEHUS
3a7a4 NpoeCcCUOHATBHOM 1A TETbHOCTH.

OK 03. IlnanupoBaTh U peain30BbIBaTh COOCTBEHHOE MPO(eccOHaIbHOE U TMYHOCTHOE Pa3BUTHE.

OK 04. PaboTath B KOJUIEKTUBE U KOMaH 1€, 3(p(PEeKTHBHO B3aMMOIEHCTBOBATh C KOJIJIETaMH, PYKOBOJICTBOM,
KJIMEHTaMH.

OK 05. Ocy1iecTBiATh YCTHYIO U MUCbMEHHYIO0 KOMMYHHKAIIMIO HA TOCYAAPCTBEHHOM $SI3bIKE C YUETOM
0COOEHHOCTEH COMMATBHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 06. ITposBiATE Tpa’kAaHCKO-MIATPUOTUYECKYIO MO3ULIMIO, IEMOHCTPUPOBATh OCO3HAHHOE MOBEICHUE HA
OCHOBE TPATUIIMOHHBIX O0MICYETIOBEYECKIX [IEHHOCTEH, MPUMEHSATh CTaHAapPThl aHTUKOPPYIIIHOHHOTO
HOBEJICHUSI.

OK 07. ConelicTBOBaTh COXpaHEHHUIO OKPYKAIOIIEH Cpelibl, pecypcocOepexeHmto, 3PpPeKTUBHO
JIeCTBOBATh B UPE3BBIYAIHBIX CUTYalIUsX.



OK 08. Mcnonb3oBath cpeacTBa GU3MUecKoi KyJIbTyphl 17151 COXpaHEHHUS M YKPEIUICHHUS 3/I0pPOBbS B
nporiecce Mpo(ecCHOHANBHON AeSITeTPHOCTH U TIOAJIEPKAHNUS HE00X0IMMOTO YPOBHS (hPU3NIECKOM
MOJITOTOBJIEHHOCTH.

OK 09. Hcnonb3oBaTh HHOOPMAIIHOHHBIE TEXHOJIOTUH B MPO()ECCHOHATLHON AEATEIbHOCTH.

OK 10. [Toxwp30Batbest mpodecCHOHATBHON IOKYMEHTAIUEH Ha TOCYJaPCTBEHHOM M MHOCTPAHHOM SI3bIKAX.
OK 11. Mcnonbs3oBaTh 3HaHUS 10 (PUHAHCOBOW TPaMOTHOCTH, IJIAHUPOBATH MPEATPUHUMATEIECKYIO
NesITeNIbHOCTD B MpodeccuoHallbHOM cdepe.

0) npogeccnonanbubix (IK):

[1K 2.1. AAMUHUCTpUPOBAThH JIOKAIbHBIE BBIYUCIUTENbHBIE CETH U IPUHUMAThH MEPHI 10 YCTPAHEHUIO
BO3MOXKHBIX COOEB.

[1K 2.2. AAMUHUCTPUPOBATH CETEBbIE PECYpPChl B MH(DOPMALIMOHHBIX CHCTEMAaX.

[IK 2.3. O6ecrieunBaTh cOOp JaHHBIX ISl AHATN3a UCTIOIB30BAHUS M (PYHKIIMOHUPOBAHUS TPOTPAMMHO-
TEXHUYECKUX CPEACTB KOMITBIOTEPHBIX CETEH.

[1K 2.4. B3anMoeicTBOBaTh CO CIIEIUAIMCTAMU CMEKHOTO TPOQIISI IPH pa3paboTKe METOIOB, CPEJICTB U
TEXHOJIOTHI MPUMEHEHHSI 00bEKTOB MPO(eCCHOHATBEHOM e TEIIbHOCTH.

a. Pexomenayemoe KoJIMYECTBO YACOB HA OCBOEHHE MPOIrPaAMMbI JIUCIUNIUHBI:
MaKCHUMaJbHON yueOHOI Harpy3ku oOydaromierocsi 226 4yacoB, B TOM YHUCIIE:

00s13aTeIPHON ay TMTOPHOM y4eOHOM Harpy3ku oOydaromierocs: 168 4acos;

CaMOCTOSITEIILHOM paboThl 0OyJaromierocs 44 4acos;

KOHCYJIbTAIINH 2 Yaca;

IPOMEXYTOUHOM arrecTanuu 12 yacos.



2. CTPYKTYPA U COAEPKAHUE YYEBHOU JUCIHUATIIAHBI

2.1. O0beM y4eOHOM TUCHUIIMHBI U BUAbI YU€OHOI padoThl

Buj yueOHoii padoThl

O0beM yacoB

MaxkcumaabHasi yueOHasi HArpy3Ka (Bcero) 226
O6s13aTesibHASL ayIUTOPHAs y4eOHAasi HATPY3Ka (Bcero) 168
B TOM YHCIIE:

JICKITMOHHBIE 3aHATHUS 84
J1a00paTOPHBIE 3aHITHS 84
MPAKTHYECKUE 3aHATHUS -
KOHTPOJIbHbIE pabOThI -
KypcoBas paboTa (IpoekT) (eciiu IpeayCMOTPEHO) -
KOHCYJIbTAIIUU 2
CamocrosiTesibHasi padoTa o0yualonierocs (Bcero) 44
B TOM YHCIIE:

pedepar

JIOMaIHssl paboTta

ITpomexxyTounast arrectanus B hopme: 3x3aMeH (7 ceMecTp) 12




2.2. TemaTn4yecKuil IVIAH U CoAepPKAHNE YUEOHOH TUCHUIJINHBI

MJK.02.02 IIporpammHoe obecniedeHre KOMIIbIOTEPHBIX ceTeil



HaumenoBanue
pasaeJioB
npo¢eccHoHAIBLHOI0
moayJsa (ITM),

MEKAUCHUIITHHAPHBIX

kypcoB (M/IK) u Tem

Coaeprxanue yueOHOTo MaTepuaJa, 1a00paTopHbie padoThl U IPAKTHYECKHE
3aHATHS, CAMOCTOSITe/IbHAs padoTa 00y4awImuxcs, KypcoBasi padora (IIpoeKT)

(eciu npedycmomperul)

Oo0BeM
4acoB

Yposennb
OCBOCHHUA

1

2

M/K.02.02. ITlporpammHoe o0ecnieyeHre KOMIIbIOTEPHBIX ceTel

226

Conep:xanue

42

1

Ouenka u onpeesieHne NApaMeTPOB pa3BepThiBaHus KiueHTCKuXx OC

O030p KHU3HEHHOTO MUKJIA KIMEHTCKUX KOMIBIOTEpOB mpenmpustus. OleHka
000py/I0BaHHS W TOTOBHOCTH HH(PPACTPYKTYPHI K Pa3BEPTHIBAHUIO KIUEHTCKHUX
OC. O630p MeronoB pasBepThiBaHus KineHTCkuXx OC B cpene opraHU3aIlHH.
TexHOMOTUH JUIEH3UMOHHOM AaKTUBAIlMU JJIS KIMEHTCKUX KOMIIBIOTEPOB B
opranmzanuu. [lnanupoBanue crpateruu paszpepThiBanusa kiaueHtckux OC. Coop
JTaHHBIX 00 nHppacTpykType. Peannsanus penieHus TUICH3NOHHON aKTHBAIIH

1,2

IliaHnpoBaHMe cTpaTeruy ynpasJeHus o0pa3amMu

00630p hopmaror obpaza Windows. O630p cpenctB ynpasienus: oopaszamu (Image
Management). OueHka OwusHec-TpeOOBaHMN JUIi  TOJJICPKKH  CTPaTeTUU
yTpaBJIeHUs] 00pa3zamMHu.

1,2

Peasm3anus 0e30MacHOCTH KIHEHTCKHX CHCTEM

Peanuzanus ueHTpaan3oBaHHOIO pemieHus no OezomacHocTH kKiaueHTckux OC.
[InanupoBanne u peanuzauus BitLocker. [lnanupoBanme wu peanuzanus
mmdposanus ¢ nomouisto EFS. Hacrtpoiika Oe3onmacHoctu kimeHtckux OC ¢
IOMOIBIO TPyNnnoBoil monutuku. Hactpoiika mmdpoBanus Tucka ¢ MOMOIIBIO
BitLocker. Peanuzamms pemenus ueHTpanu3oBaHHoro ympasieHusi EFS.
Peanm3anus penieHus sl BoccTaHOBJIeHUs (haiioB, 3anmieHHbix EFS.

1,2

3axBar u ynpasjeHue oopazamu kianeHTckux OC

0630p Windows ADK. Ynpasnenue cpenoii npenycranoBku Windows (Windows
PE). Co3znanue ucxomnoro oopasa ¢ momorisio Windows SIM u Sysprep. 3axBaT u
00CITy’)KHBaHHIO 3TAJIOHHOTO 00pa3a. HacTpoiika u yrpasneHue ciyx00i
pasBepteiBanms Windows (Windows Deployment Services). Hactpoiika Windows
PE. YcTaHoBKka 3TaJOHHOT'O KOMITBIOTEPA C TOMOIIbIO (aiina oTBeToB. O6paboTKa
ATAJIOHHOTO KOMIIbIOTEpa ¢ IoMomIsio Sysprep. Co3nanue (aitia 0TBETOB ¢
nomotipio Windows SIM. YcraHoBKa 3TaTOHHOTO KOMIIBIOTEPA C TTIOMOIIIBIO
daiina orBeToB. OOpabOTKa 3TAIOHHOTO KOMIIBIOTEPA C TTIOMOIIBIO Sysprep.
Services [lnanupoBanue cpeasl Windows Deployment Services. YcraHoBka u
HacTpoiika cepsepHoil ponn WDS. 3axBar sTanonHoro o0pasa ¢ nomorusio WDS.
Pa3BepThiBanue 00pasa ¢ momorpio WDS

1,2

IlnanupoBaHue U peaju3anus MUTPANMH MOJIb30BATEIbCKON Cpebl
00630p crioco60B MUTpAITUU TIOJTB30BATENLCKOM cpeibl. [I1annpoBaHe MUTpalun
MOJIb30BaTENBCKOM cpeibl ¢ moMonpio USMT. Murpanust cocTosiHust

1,2




Brympu kasicoozo pazdena ykaszviearomcsi coomeemcmeyrowue membvl. 1o Kaxcoou meme onucvieaemcs cooepicanue yuebOHo2o mamepuand (8
OUOAKMUYEeCKUX eOUHUYAX), HAUMEHOBAHUSL HEe0OX0OUMbIX NAOOPAMOPHLIX paboOm U NPAKMUYECKUX 3aHAMUL (OMOENbHO NO  KANCOOMY 6Udy),
KOHMPOLHBIX pAOOM, a MAK’Cce NPUMEPHAsL MeMamuKa camocmosmenvhol pabomwl. Ecau npedycmompenvl Kypcosvie pabomsl (npoekmot) no oucyu-
nauHe, onucvieaemcs npumepras memamuxa. Obvem yacos onpedensiemcs no Kaxcoou nouyuu cmoadoya 3 (ommeueno 3eezdouxoi *). Ypoesenv
0CBOCHUSI NPOCMABIAEMCS HANPOMUSE OUOAKMUYECKUX eOUHUY 68 cmoioye 4 (ommeueno 08yms 36e300ukamu **),

Jna xapakmepucmuku yposHs 0c80eHUs Y4eOH020 Mamepuaid UCnoIb3yIOmcs ciedyiouue 0003HAYeHUL:

1. — o3nakomumenvuwiil (V3HasaHUe paHee U3y4eHHbIX 00bEKMOo8, COUCME);

2. — penpooyKmueHbulil (6bINOIHEHUE 0esIMEeNbHOCIU NO 00pa3yy, UHCMPYKYUU UTU NOO PYKOBOOCHBOM)

3. — npoOdyKmueHblil (NIAHUPOBAHUE U CAMOCMOSMENbHOE GbINOTIHEHUE 0esTMeNlbHOCIU, PeuleHIe NPOOIEMHbIX 3A0ay)



3. YCJIOBUSA PEAJIM3ALIUU ITPOI'PAMMBbI TN CHUTIJIMHBI

3.1. TpeGoBaHus K MUHMMAJIBLHOMY MAaTEPUAJIbHO-TEXHUYECKOMY 00ecnedeHn 0
Peanuzanust mporpaMMbl AMCHUIUIMHBL TpeOyeT Hamuyus JabopaToOpHu MTPOTPaMMHOTO OOeCTieUeHHS
KOMITBIOTEPHBIX CETeH, MPOrpaMMHUPOBaHUs U 0a3 JaHHBIX
Oo6opynoBanue:

Komrmiekt yueOHoi Mebenu (6 mocalouHbIX MECT)

YuebHo-naboparopHslii creHa «KoprnopaTuBHbIe KOMITBIOTEPHBIE CETH» B COCTABE:
— Opanamayasp Cisco ASA 5505 (2 mr.);

— kommyTarop Cisco Catalyst 3560 WS-C3560V2-24TS-S;

— xommyTartop Cisco Catalyst 2960 WS-C2960-8TC-S (2 mr.);

— xkommyTtarop Cisco SF110D-05 (2 mr.);

— mapupytuzaTtop 6ecnpoBoHoi Cisco E1200 (2 mir.).

[lepconanbHbli KOMIBIOTEP OOy4aromerocs (4 mr.)

WNuTtepaktuBHas gocka Smart Board M600

MynbTumeauitabii npoextop Smart V30

JIuieH3M0HHOE MPOrpaMMHOe o0ecnedeHue:

Smart Notebook 17 (sumeH3ust B KOMIIEKTE ¢ HHTEPAKTUBHOM TOCKOIA)
CBo00IHOE MpOrpaMMHoOe odecrneyeHme:

Hac Bcex mepcoHalbHBIX KOMITBIOTEpaX yCTaHOBIEHa omnepanuoHHas cuctemMa Debian GNU/Linux c
KOMILJIEKTOM CBOOOTHO pacnpoctpansemoro [10

3.2. UuopmanmonHoe odecnevyeHue 00ydeHus.
OcHOBHbIE HICTOYHUKHU:
1. Ceicoes, D.B. AnMuUHHCTpHUpPOBaHNE KOMITBIOTEPHBIX ceTell: yueOHoe mocooue / 3.B. Cricoes, A.B.
Tepexos, E.B. Bypuiea; Tam00Bckuii rocy1apCTBEHHbIN TEXHUYECKUI YHUBEPCUTET. — TaMOOB:
TamOoBCKHMii rocyapcTBeHHbIN TexHnueckuii yausepeurtet (TI'TY), 2017. — 80 c.: wi. — Pexxum pocrtyna:
no noamnucke. — URL: https:/biblioclub.ru/index.php?page=book&id=499414 (nata oOpatieHus:
01.09.2020). — bubauorp. B kH. — ISBN 978-5-8265-1802-1. — TekcT: 371€KTPOHHBIN.

JlonoHUTeIbHbIE HCTOYHUKH:
1. Hemunos, JI.H. OCHOBBI 3KCIUTyaTaliii KOMIBIOTEPHBIX ceTel: yueOHUK s 6akanaspos : [16+] / JLH.
JemunoB. — Mocksa : [Ipomereit, 2019. — 799 c. : uin., Tabn., cxem. — PesxxumM 1ocTyma: 1mo moamnucke. —
URL: https://biblioclub.ru/index.php?page=book&id=576033 (mata obpamienus: 01.09.2020). — bubauorp.:
c. 750 - 752. —ISBN 978-5-907100-01-5. — TekcTt : 2Me€KTpOHHBIMN.

IIporpammHuoe o6ecnnieuenne u UHTepHeT-pecypcehl:
1. OBC «YuuBepcuTeTcKas oubnroreka ornaita». — Pexxum pocryma: http://biblioclub.ru.
2. O6pazoBarenbHbIN opTai. Pexxum noctyna: Intuit.ru.
3. OBC IPRBooks/ - Pexxum nocryna: http://www.iprbookshop.ru/

4. KOHTPOJIb 1 OHEHKA PE3VJIBTATOB OCBOEHUSA JUCIUITJIMHBbI
KoHTponp M OLlCHKa pe3ynbraTOB OCBOCHHS AMCLMILIMHBI OCYIIECTBISETCS NPENoJaBaTeieM B
IpoIecce TMPOBEACHUS MPAKTUYECKUX 3aHATHH UM J1a0OpaTOpHBIX paboOT, TECTUPOBAHMSA, a TaKXKe
BBINOJIHEHHs 00Y4arOIMMKCS] MHAUBUIYAIbHBIX 331aHUH, TPOEKTOB, UCCIIEIOBAHUM.

OueHo4YHbIE
N ®opmupyemble
Pe3yabTarbl 00yueHusi mo yueOHOMH JTHCHHUILIMHE cpeAcTBa MO
KOMITeTeHIIUH
AUCHUIJIMHE
HMeTh IPAKTHYECKHH ONbIT: IIK 2.1 Bomnpocsr s
- YCTaHOBKE, HACTpOMKE M CONpOBOXAEeHUH, KoHTpoje | [TK 2.2 JK3aMEHa
WCIONb30BaHUsl cepBepa MW paboumx cranmmii ans | [IK 2.3. Tewmsl pedepaTon
6e3omacHoOM nepenayr HHPOPMAIIHH. [IK 2.4. Tect
yMeTh:
- AIMUHUCTPUPOBATH JIOKAIbHBIC BHIYUCIIUTEILHBIE CETH;
- IPUHUMATh MEPBI [0 YCTPAHEHUIO BO3ZMOXKHBIX COOEB;



https://biblioclub.ru/index.php?page=book&id=576033
https://biblioclub.ru/index.php?page=book&id=499414

- obecredynBaTh 3alIUTy TMpH MOAKIIOYEHUH K HH-
(hopManMOHHO-TEIEKOMMYHHUKAITMOHHOU ceTn "MHTepHeT".
3HATh:

- OCHOBHBIE HaIpaBJIEHUS aJIMMHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CETEH;

- YTHIHTHI, (QYHKIMH, YJAJIEHHOE YIIPaBICHUE CEPBEPOM;

- TEXHOJIOTHIO 0e30MacHOCTH, MPOTOKOJIOB AaBTOPU3ALIUHU,
KOH(UICHIMATLHOCTH UM 0€30mMacHOCTH Tpu  paboTe ¢
CETEBBIMH pecypcami.
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