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I. TACIIOPT ITIPOT'PAMMBI ITPOU3BOJCTBEHHOM ITPAKTUKH

1. Ob61acTh NpUMEHEHHUs NPOTrPAMMBbI

[TporpamMma npoM3BOICTBEHHOM MPAKTUKH SIBIISICTCS YaCThI0 OCHOBHOM MPO(hecCHOHATLHON
obpazoBarenbHOI TporpaMmMbl B cootBeTcTBHH ¢ @T'OC CIIO mo cnenmansHocTH 09.02.06
«CeTeBoe U CHCTEMHOE aIMUHUCTPUPOBAHUEY

B 9aCTH OCBOCHHUS KBATA(DHUKAIIHIA:

CeTeBOi U CUCTEMHBIN aIMUHUCTPATOD

¥ OCHOBHBIX BHJIOB npodeccronanbHoi aesrensHoctr (BITJ):

Brinonnenne paboT 10 HOPOEKTUPOBAHHUIO CETEBOH MHGPACTPYKTYDPHI, OPraHM3aIisg CETEBOrO
AIMUHMCTPUPOBAHUS, DKCILIyaTaIs 00bEKTOB CETEBOM MH(PPACTPYKTYPHI.

2. lenu npou3BOACTBEHHOM NMPAKTHKU: (OPMUPOBAHKE Yy 00ydaromMXCsl Ipo(ecCUOHATbHBIX
KOMIIETEHIIUH B YCIOBUAX PEAILHOIO MPOU3BOCTBA.

3. TpeGoBaHus K pe3yJbTaTaM NPOU3BOACTBCHHON NPAKTHKH
B pe3ynbraTe npoxoxxaeHus Npou3BoACTBeHHON npakTuku 1o BII/] oOyyaromumiics 1omxeH
OCBOUTB!

BII/] [TpodeccnoHabHBIE KOMITETCHITHH
DKcrutyatanust 00beKTOB CETEBOM
UHPPACTPYKTYPHI

MK 3.1, 11K 3.2, TIK 3.3, [IK 3.4., IIK 3.5, TIK 3.6.

4. ®opMBbI KOHTPOJIS:
IIPOM3BOJICTBEHHAs IPAKTUKA — O PepeHIINPOBAHHBIN 3a4eT.

5. Kosiu4ecTBO 4acoB HA OCBOEHHE NMPOrpaMMbl Y4eOHOH/MIPOU3BOACTBEHHOH NMPAKTUKH
Bcero 5 nenens /180 wacon

I1. MTPOU3BOACTBEHHAS ITPAKTHUKA IO IPO®ECCHOHAJIIBHOMY MOAYJIIO
IIM.03 «Dxcruryaramnusi 00bEKTOB CeTeBOM MHPPACTPYKTYPHI»

1. Pe3yabTaThl 0CBOCHUS MPOrPaAMMbI IPOU3BOICTBEHHOI NMPAKTHUKH
PesynbraToM 0CBOEHHS POTrPaMMBbl IPOU3BOJCTBEHHON MPAKTHKH SABISIOTCS CPOPMUPOBAHHBIE
poheccuoHaIbHbIE KOMIETEHIINH:

Kon HaumenoBanue npodeccnoHanbHOM KOMIETEHITHH
K 3.1, 'Y cranaBinvMBaTh, HACTPaWBaTh, SKCIUTYaTUPOBATh U o6cn3i>i<HBaTL TEXHUYECKUE U
[IpOrpaMMHO-aINapaTHbIE CPEACTBA KOMITBIOTEPHBIX CETEH.
K 3.2. [IpoBoauTh npoduiakTuyeckue paboThl Ha 00BEKTaX CEeTeBOM HMHEGPACTPYKTYpPHI

1 pabOYnX CTAHITUSX.

[IK 3.3.  [Dkcruryaranusi CeTeBbIX KOH(PHUTYpaIHii.

VaacTBoBaTh B pa3pabOTKe CXEMBl IIOCICaBAPUHHOIO  BOCCTAHOBJICHHS
K 3.4. |paboTOCIOCOOHOCTH KOMITBIOTEPHOM CETH, BBINOJIHATH BOCCTAHOBIICHHE H
[pe3epBHOE KONMPOBaHUE NH(OpMALIUL.




Opranu3oBbIBaTh MHBEHTApU3alMI0  TEXHUYECKHX CpEeICTB CeTeBOM

IK 3.5.
MH(PPACTPYKTYPbI, OCYIIECTBIATH KOHTPOJIb 000pyI0BaHUS MOCJIE €r0 PEMOHTA.
BBITTOTHATE 3aMEHY PacXOIHBIX MAaTEPHAIOB U MEITKUA PEMOHT NEpUPEPHITHOTO
I[IK 3.6. |oGopynoBaHus, ONpEENATh yCTapeBIiee 000pyJOBaHUE U POTpaMMHBIE

CpelICTBa CETEBON MHPPACTPYKTYPHI.




2. CoaeprxkaHnue NPOU3BOJICTBEHHOI NMPAKTHKH

ITpou3BoaCTBEHHAS] MPAKTHKA'

Buawbi pador,
o0ecreynBaOIINX
¢opmupoBanue IK
O0bem yacon
YpoBeHb 0CBOEHUS
dopMaT NPAKTHUKH
(paccpenoTo4eHo/KOH
HEHTPUPOBAHHO) C
yKa3zaHueM 6a3bl
NPaKTUHKHU
IHoka3zaresnn
noonoavua TTK

8
Hcnonp3oBaHue aKTUBHOTO 000PYA0BaHUS CETH.
Hcnonp30Banre nacCUBHOrO0 000PYI0BaHUSI CETH. KonuentpupoBanHas.
3aroJHeHNE TEXHUUECKOW JOKYMEHTAIUH.
Pabora no co3znanuio, peakTUPOBAHUIO, YIAICHHUIO 110JIb30BaTeNeH B bazbI mpakTHKH:
DOMAIN. ITAO «Eneuruapoarperar;
[Ipodunaktuyeckue paboTbl B 00bEKTaX CETEBONH HHPPACTPYKTYPHI. O0O0«A#TuH>™.
CTpyKTypa cUCTeMbI YIPABICHHUS, apXUTEKTYpa CUCTEMbI YIIPABJICHHUSI.
Pa6ota ¢ npotoxonamu SNMP; CMIP; TMN; LNMP; ANMP.
Pabora ¢ cepBepom, yTeHHE rojioB, padoTa HaJl OLIMOKaMHU
VY naneHHoe afIMUHUCTPUPOBAHUE CEpBEpa C pabOUYMX CTAHIMM, TPOrPaMMBbI
JUIsl YJAJIGHHOT'O IOCTYyIA.
Hcnonb30BaHre akTUBHOTO 00OPYI0OBAaHUS CETH. KoHueHntpupoBaHHasi.
Hcnonp3oBanue maccCMBHOIO 00OPYOBaHUS CETH.
3aroTHeHNe TEXHUUECKOW TIOKYMEHTAITUH. bazbl mpakTHKH:
Pabora 1o co3aaHuio, peAakKTUPOBAHUIO, YAAJICHUIO MOJIb30BaTeNIeH B ITAO «Eneurunpoarperat;
DOMAIN. 000 «AnTuH>1».
[Ipodunaktudeckue paboThl B 00bEKTaX CETEBON HHPPACTPYKTYPHI.
CTpyKTypa CHCTEMBI YIIPaBJICHHUS, apXUTEKTYPa CUCTEMBI YIIPABJICHHUS.
Pabota ¢ nporokonamu SNMP; CMIP; TMN; LNMP; ANMP.
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! NokasaTtenn ocsoeHus MK NponucbIBaloTca B Cayyae OTCYTCTBUA NPOU3BOACTBEHHOM NpaKkTMKK no MM,




PaGora ¢ cepBepom, uTeHHE TOIOB, paboTa HaJ OIMIHOKAMH

Y naneHHoe aJMHHUCTPUPOBAHHE CEpBepa ¢ padOYHMX CTAHIIHHA, TPOTPAMMBI
JUTSL YAAJIEHHOTO JTOCTYTIA.

Pabota c kabenpbHBIMH CKaHEPAMH U TECTEPAMH.

Pabora ¢ 0a3aMu TaHHBIX, CO3IaHUE TAOIMI], BHECEHUE JAHHBIX B TaOIHUIIbI,
pelakTUpOBaHKE JAHHBIX TaOJIHIL.

Pabora ¢ 0azaMu TaHHBIX, CO3IaHUE TAOJIMI], BHECEHUE JAHHBIX B TaOIHUIIbI,
peAaKTHpOBaHUE TaHHBIX TaOJIHII.
Coznanue miaHa BOCCTAaHOBJICHUS CETH.
Pa3pabotka (GyHKIMOHAIBHBIX CXEM JJIEMEHTOB aBTOMAaTHU3MPOBAHHON
CUCTEMBI 3alIUTHl HHPOPMAITHIH.
AHanu3 BXOJIIEro U ucxopsiero tpaduka. Kontponas yreuku
KOH(QUACHIIMATHLHOU NH()OPMAIINH.
Hactpoiika IPSec u VPN. Hactpolika MeKCETEeBbIX SKPaHOB.
Hacrpoiika 3amuTsl O€CIIpOBOHBIX CETEN C IOMOIIBIO CUCTEM
muGpoBaHUSL.

7. YcraHOBKa M HACTPOWKA CHCTEMBI OOHAPYKEHUS aTak Snort.

KonnenrpupoBanHasi.

ba3zbl mpakTuKu:
I[TAO «Eneuruapoarperary;
000 «AunTuH»>1».

PaGora ¢ kabenbHBIMH CKaHEpaMH U TECTEPAMHU.
Pabora ¢ 0azaMu TaHHBIX, CO3/IaHUE TAOJIMI], BHECEHUE JAHHBIX B TaOIHUIIbI,
peIaKTUPOBAHKE TAHHBIX TAOJIHII.
Coznanue miaHa BOCCTAaHOBJICHUS CETH.
Pa3pabotka (GyHKIIMOHANBHBIX CXEM DJJIEMEHTOB aBTOMAaTH3MPOBAHHON
CUCTEMBI 3aIUTH HHPOPMAITHIH.
AHanu3 BXOJIIero U ucxopsimero tpaduka. Kontpons yreuku
KOHQUACHIIMATHLHOU WH()OPMAIIHH.
Hactpoiika IPSec u VPN. Hactpolika MeKCETeBBIX SKPaHOB.
Hactpoiika 3amuTsl 6eCTIpOBOIHBIX CETEH € IOMOIIBIO CUCTEM
G poBaHUSL.
8. YcTaHOBKa M HACTPOWKA CUCTEMbI OOHAPYKEHHUs aTak Snort.

KoHnenrpupoBaHHasi.

ba3bl npakTHku:
ITAO «Eneuruapoarperary;
000 «AnTuH>1».

PaGora ¢ xkabenbHBIMH CKaHEpaMH U TeCTEPaAMHU.

Pabora ¢ 0azaMu TaHHBIX, CO3/IaHUE TAOIHI], BHECEHUE JAHHBIX B TaOIHUIIbI,
peIaKTUPOBaHHUE TAHHBIX TAOJHII.

Co3nanue 1miaHa BOCCTAaHOBIICHHS CETH.

Pa3paboTka (YHKIMOHAIBHBIX CXEM 3JEMEHTOB aBTOMATH3WPOBAHHOM

KoHueHnTpupoBaHHas.

ba3bl mpakTHku:
I[TAO «Eneuruapoarperaty;
000 «AuTuHosT».




CUCTEMBI 3alUTHl HHPOPMAITHIH.
AHanu3 BXOJIIEro U ucxopsimero tpaduka. Kontponas yreuku
KOHQUACHIIMATHLHOU HH(OPMALIUH.
Hactpoiika IPSec u VPN. Hactpolika MeKCEeTeBbIX SKPaHOB.
HacTpoiika 3anmThel 6€CIPOBOAHBIX CETEH C MOMOIIBIO CUCTEM
G poBaHUsL.
8. YcraHOBKa M HACTpPOWKa CUCTEMbl OOHAPYKEHHI aTak Snort.
PaGora ¢ xabenbHBIMH CKaHEpaMH U TECTEPAMHU.
Pabora ¢ 0a3zaMu TaHHBIX, CO3IaHUE TAOJIMI], BHECEHUE JAHHBIX B TaOIHUIIbI,
peAaKTHpOBaHUE TaHHBIX TaOJIHII.
Coznanue miaHa BOCCTAHOBJICHUS CETH.
Pa3pabotka (GyHKIMOHANBHBIX CXEM JJIEMEHTOB aBTOMAaTHU3MPOBAHHON
CUCTEMBI 3alIUTHl HHPOPMAITIH.
AHanu3 BXOJIIero U ucxopsimero tpaduka. Kontpons yreuku
KOH(QUACHIIMATHLHOU HH()OPMAIINH.
Hactpoiika IPSec u VPN. Hactpolika MeKCETEeBbIX SKPaHOB.
Hactpoiika 3amuTsl O€CIIpOBOJHBIX CETEH € IOMOIIBIO CUCTEM
G poBaHUSL.
YcTaHOBKa ¥ HACTPOHKA CUCTeMbl OOHAPYKEHHsI aTak Snort.

KonuenrpupoBaHHasi.

ba3bl npakTHKy:
I[TAO «Eneuruapoarperaty;
000 «AlTuH>1».

3arnmoHAIOTCS CTOJOIBI COOTBETCTBYOIIEH MpakTHKU. OObEeM 4acoB OMPEACSICTCS 0 KaXI0H MO3UIUU CTOJIOIOB 4 min 9. YPOBEHb OCBOCHHS
MPOCTAaBJISACTCS HAPOTUB KaXI0T0 BHIA JCATEIBHOCTH B CTOJIOaX 6 mmn 10.

JLiist XapaKTePUCTHKU YPOBHS OCBOCHHMSI BIJIa PA0OT MCIIONIB3YIOTCS CHACYIONINE 0003HAYCHUS:

2 - penpoayKTUBHBIN (BBIMOJHEHUE NEITEIILHOCTH IO 00pasily, HHCTPYKIIMH UITH 10T PYKOBOJCTBOM);

3 — NpOAYKTUBHBIN (IUTAHUPOBAHHUE U CAMOCTOSITENILHOE BBIIIOJIHEHUE JIEATEIbHOCTH, PELIEHUE TPOOJIEMHBIX 33]1a4).




III. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHUE MPOU3BOJACTBEHHON
INPAKTUKH

ObecrieunBaeTcsi B paMKax MPOU3BOCTBA, SBISIONIETOCS 02301 IPOBEICHUSI MPAKTUKH.
bazoii npousBoacTBenHoi npaktuku sasisiercsa [IAO «Eneuruapoarperat u OOO «AitTuH1y.
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