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1. MACIHOPT IPOI'PAMMBI YYEBHOU JUCHUIIIINHBI
MAK.01.02 Opranusanusi, PUHUMIIBI NOCTPOeHUsI M PYHKIUMOHUPOBAHUS

KOMIILIOTEPHBIX ceTel

1.1. O0JacTh NpUMEHeHUs! IPOrPaMMbI

PaGouas mporpamMma y4ueOHOW TUCUUIUIMHBI SBJISETCS YacThi0 00pa30BaTENIbHON MPOTpaMMbl B
cootBeTrctBUE ¢ DPI'OC 1o cmemmansHOcTH 09.02.06 — CeTeBoe H  CHUCTEMHOC
aJIMHHHACTPHPOBAHHUE.

PaGouast mporpamma yueOHOW AUCHIUIUIMHBI MOXET OBITh HCIIOJIb30BaHA B JIOMOJHUTEIHLHOM
npodeccuoHanbHOM  00pa3oBaHuMM (B MpOorpaMMax  MOBBIMIEHUS  KBaTUpUKAUUU U
MEPETIOATOTOBKH) U TIPO(ECCHOHATHHON MOATOTOBKE MO0 CMEXHBIM CHEIIHATEHOCTSIM.

1.2. MecTo AMCOMILVIMHBI B CTPYKTYpe OCHOBHOI Npog)ecCHOHAILHON 00pa3oBaTeIbHOM
NPOrpamMMBbl:
Mudp aqucuumuineb o yuebnomy miany: MJIK.01.02.
JucrunmHa sBisieTcss 4acThio mpodeccronanbHoro moxyns [IM.01 yueGHOro miana 1o
cnenmansHocT CIIO 09.02.06 — CeTteBoe u cucTeMHOE aaMUHUCTpUpoBaHue. HampasneHna Ha
dhopmupoBaHne cleayronmx oomux u npodeccnoHanpbHbix kommerenmuii: OK 1, OK 2, OK 3,
OK4,0K 5,0K6,0K7,0K8,0K9, 0K 10,0K 11, IIK 1.1, I[IK 1.2, IIK 1.3, TIK 1.4, IIK 1.5.
1.3. lesn ¥ 3a1a4M JMCUMILVIMHBI — TPEOOBAHMS K Pe3y/IbTaTaM O0CBOCHHUS COJAEpP:KaHUsA
AUCHHUILIMHBI

C nenplo OBIAJEHMS yKa3aHHBIM BUJOM  NPOQECCHOHANIbHOM  JIEATENbHOCTH U
COOTBETCTBYIOLIMMH NMPO(HECCHOHAIBHBIMUA KOMIETEHIMSIMU OOYYaIOLIMiics B XO/I€ OCBOCHHS
M/K.01.02 nomxen:
yMeThb:
MIPOEKTHUPOBATH JIOKAJIbHYIO CETh;
BBIOMPAThH CETEBBIE TOMOJIOTHH;
paccuuThIBaTh OCHOBHbIE MTApaMETPhI JIOKAJIbHOU CETH;
YUTATh TEXHUYECKYIO U MPOEKTHYIO TOKYMEHTAIUIO [0 OPraHU3allui CETMEHTOB CETH;
MPUMEHATDH aJITOPUTMBI MOMCKA KpaTyalIiero myTH;
IUIAHUPOBATh CTPYKTYPY CETHU C IMOMOIIBIO rpada ¢ ONTUMAIIBHBIM PACIIOIOKEHUEM Y3IIOB;
HCIOJIb30BaTh MaTeMAaTUYECKUH anmnapaT TeopuH rpados;
KOHTPOJIMPOBATh COOTBETCTBUE pa3padaThIBAEMOI0 MPOEKTa TEXHUUECKONW JJOKYMEHTAINH;
HacTpauBath mpotokos TCP/IP u ucnonb3oBaTh BCTPOCHHBIE YTHIIUTHI ONIEPALIMOHHON CUCTEMBI
JUIsL AUATHOCTUKU PabOTOCTIOCOOHOCTH CETH;
HCIOJIb30BaTh MHOTO(YHKIIMOHAIBHbBIE MPUOOPHI U IPOrpaMMHbBIE CPEICTBA MOHUTOPUHT A,
IIPOrPaMMHO-AINAPATHBIE CPEACTBA TEXHUUECKOTO KOHTPOJIS;
MCIOJIb30BaTh TEXHUYECKYIO JIUTEPATypy U HH(OOPMALIMOHHO-CIIPABOYHBIE CUCTEMBI JIJISl 3aMEHBI
(momcKa aHAJIOTOB) YCTAPEBILIET0 000PYy10BaHUS;
3HATh:
o0I1IMe MPUHIIMITBI TOCTPOCHUS CeTe;
CEeTEBbIE TOIOJIOTUH;
MHOTOypoBHEBYIO Mozenb OSI;
TpeOOBaHUS K KOMIIBIOTEPHBIM CETSIM;
aApPXUTEKTYPY MPOTOKOJIOB;
CTaHJIapTU3AIUIO CETEN;



3Tanbl IPOEKTUPOBAHUS CETEBOU NHAPACTPYKTYPHI;

TpeOOBaHUS K CETeBON 0€30MaCHOCTH;

OpraHU3aIMI0 PadOT MO BBOY B IKCILTyaTaIlMI0 0OBEKTOB M CETMEHTOB KOMITBIOTEPHBIX CETEH;
BEPOSITHOCTHBIC U CTOXAaCTUYECKHUE MPOIIECCHI, JIEMEHTHI TEOPHH MacCOBOTO OOCITY)KUBAHHSI,
OCHOBHBIE COOTHOIIIEHUSI TEOPHH OUYepeICi, OCHOBHBIE MOHATHS TeOpHUn rpados;

ANITOPUTMBI TTOMCKA KpaTyalIiero myTH,

OCHOBHBIE MTPOOJIEMBI CHHTE3a rpadoB aTak;

MOCTPOEHUE aJIEKBATHOU MOJIEIIH;

CUCTEMBI TOIMOJIOTHYECKOTO aHAIN3a 3aIUIIEHHOCTH KOMIIBIOTEPHOU CETH;

aApXUTEKTYPy CKaHepa 0€30MacHOCTH;

9KCIEPTHBIE CUCTEMBI,

0a30BbIC MIPOTOKOJIBI M TEXHOJIOTUH JIOKAIBHBIX CETEH;

MPUHIUIIBI TOCTPOECHUSI BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

OCHOBBI TTPOCKTUPOBAHMS JIOKAJIBHBIX CETEH, OECITPOBOIHBIC JIOKAJIbHBIE CETH;

CTaHJIAPTHI Kabenel, OCHOBHBIC BUIbI KOMMYHHKAITHOHHBIX YCTPOMCTB, TEPMUHBI, TOHSTHSI,
CTaHAAPTHI ¥ THUTOBBIC AJIEMEHTHI CTPYKTYPHUPOBAHHOW KaOEITHHOW CUCTEMBI: MOHTAX,
TECTUPOBAHUE;

CpelICTBa TECTUPOBAHUS U aHAJIN3A;

MIpOrpaMMHO-aNMNapaTHhIE CPEICTBA TEXHUYECKOT'O KOHTPOJIS;

OCHOBBI JJUaTHOCTHKH >KECTKUX JIUCKOB;

OCHOBBI U TIOPSIZIOK pe3epBHOTO KomupoBanus nHpopmamnuu, RAID TexHomoruu, XpaHuiuiina
JIAHHBIX.

HMeTh NPAKTUYECKHUI ONBIT:

MIPOCKTUPOBAHUS APXUTEKTYPHI JTOKATHHOW CETH B COOTBETCTBUHU C IMTOCTABJICHHOW 3aa4ei;
YCTaHOBKH U HACTPOMKHU CETEBBIX MPOTOKOJIOB U CETEBOTO 000PYAOBaHHUS B COOTBETCTBUH C
KOHKPETHOM 3a/1auen;

BBIOOPA TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPEJICTB TP OPTaHU3AINH MPOIIECCa UCCIICIOBAHUS
00BEKTOB CETeBOM MHPPACTPYKTYPHI;

obecrniedeHus 1ENOCTHOCTH pe3epBUPOBaHUS HH(OpMaIMy, UCTIOIb30BaHUS VPN;

YCTAaHOBKH M OOHOBJICHHSI CETEBOTO TIPOTPAMMHOTO 00ECIIeUCHUS;

MOHUTOPUHTA TPOU3BOJAUTEIILHOCTU CEPBEPA U MPOTOKOJIUPOBAHUS CUCTEMHBIX M CETEBBIX
COOBITHI;

UCIIONIb30BaHUs CIEIIUALHOTO MPOTPAMMHOT0 00eCTIeYeHHS TSI MOACTUPOBAHNUS,
MIPOCKTUPOBAHUS U TECTHPOBAHUS KOMITBIOTEPHBIX CETEH;

odopMIIeHUsI TEXHUYECKOU TOKYMEHTAIUH;

[Iporecc n3ydeHust TUCIMILIMHBI HAITPaBJICH HA (OPMUPOBAHUE HIIEMEHTOB CIICTYIOIITUX
komieTeHIui B cooTBeTcTBHH ¢ PI'OC CIIO m OIIOII CIIO mo manHOM cenHalbHOCTH:

a) oommx (OK):

OK 1. Bsibupats crocoOsl pemieHus 3a1a4 npodeccuoHanbHON AesITeNbHOCTH, TPUMEHUTEIHHO
K pa3InYHBIM KOHTEKCTaM.

OK 2. OcymiecTBisTh TMOWCK, aHAIM3 W HMHTEpHpEeTanuio HHpopMamuu, HEOOXOAUMOH IS
BBITIOJTHEHUSI 33/1a4 PO eCCUOHATBHON AeSITENbHOCTH.

OK 3. IlmanupoBaTh U pealM30BBIBATH COOCTBEHHOE MPO(PECCHOHAIBHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4. PabortaTh B KOJUIEKTHBE M KOMaHJE, 3(pPeKTUBHO B3aMMOEICTBOBATH C KOJUIETamH,
PYKOBOJCTBOM, KJIMEHTAMHU.

OK 5. OcymiecTBisiTh YCTHYIO M MUCbMEHHYIO KOMMYHMKAIIMIO Ha TOCYJapCTBEHHOM SI3BIKE C
y4eTOM 0COOEHHOCTEH COLMAIBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. IlposBisATE rpakIaHCKO-IIATPUOTHYECKYIO IO3HUIHI0, JEMOHCTPHUPOBATh OCO3HAHHOE
MIOBEJICHHE HAa OCHOBE TPAJMIIMOHHBIX OOIIEYETOBEUECKUX IIEHHOCTEH, MPUMEHATh CTAaHAapThI
AHTUKOPPYIILIMOHHOTO NTOBE/ICHUS.



OK 7. CopmelicTBOBaTh COXpPaHEHUIO OKpYXarolleil cpensl, pecypcocOepexennto, 3pPpeKTuBHO
JEHCTBOBATh B UPE3BBIYANHBIX CUTyalUsX.

OK 8. Hcnonb30BaTh cpencTBa PU3MUECKON KyJIbTYpHI U1l COXPAHEHHUS U YKPEIUICHHS 310POBbs
B Ipouecce NpodhecCHOHATbHOW JEATENbHOCTH M MOJJAEPKaHUS HEO0OXOIUMOro YpPOBHS
(u3MUecKoil MoArOTOBICHHOCTH.

OK 9. Ucnonb3oBath HHGOPMALIMOHHBIE TEXHOJIOTUU B IPO(ECCUOHATILHON e TENbHOCTH.

OK 10. Ilonb3oBarbcsi mpodecCHOHATbHON JOKyMEHTAllMeld Ha TOCYJapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX.

OK 11. Hcnonb3oBaTh 3HaHUS 1O  (UHAHCOBOM  TIPaMOTHOCTH,  IUJIAHUPOBATh
MPEANPUHUMATEIIbCKYIO ACATEIPHOCTD B MPO(heCcCHuOHATBHOU cdepe.

6) npogeccnonanbubix (IIK):

1K 1.1. BBIMONHATS NPOEKTHPOBAaHNE KAOCIBbHOW CTPYKTYPbI KOMITBIOTEPHOM CETH.

I1K 1.2. OcyuiecTBiasTh BEIOOP TEXHOIOTHH, HHCTPYMEHTAIBHBIX CPEJCTB U CPEACTB
BBIUUCIIUTEILHON TEXHUKH MIPH OpTaHU3allMH Mpoliecca pa3paboTKU U UCCIIEI0BAaHUS 0OBEKTOB
npodeccuoHaNbHOM e TEIbHOCTH.

1K 1.3. ObecnieunBaTh 3aUTY HHPOPMALIMHU B CETH C UCIIOIB30BaHUEM ITPOrPaMMHO-
anmapaTHbIX CPEJICTB.

IIK 1.4. IlpuHuMaTh yyacTHe B IPUEMO-CAATOUYHBIX UCIIBITAHUAX KOMIIBIOTEPHBIX CETEH U
CeTeBOro 000PYAOBaHUS PA3IMYHOTO YPOBHS U B OLIEHKE KaueCcTBa U SKOHOMHUYECKON

3G PEKTUBHOCTH CETEBON TOMOJIOTHH.

[IK 1.5. Beinoassts TpeOoBaHUS HOPMATUBHO-TEXHUYECKOM TOKyMEHTAllUU, UMETh OIBIT
oopMiIeHUs TPOEKTHOM TOKYMEHTAIUH.

1.4. PexomeHayeMoe KOJMYeCTBO YaCOB HA OCBOEHHE MPOTrPAMMBbI IMCHUTIMHBI:
MaKcHUMaJbHOU yueOHOU Harpy3ku oOydaromierocs 162 yaca, B TOM 4ucie:
00s13aTeNbHON ayJUTOPHON yueOHOM Harpy3ku odydaromierocst 120 yacos;
CaMOCTOATENLHOM paboThI 0Oyuatomerocs 34 Jaca.
Koncynpranus 2 yaca



2. CTPYKTYPA U COAEP)KAHUE YYEGHOU JUCHUTLJIAHBI
2.1. O6beM yueOHOI JMCHUITIMHBI M BH/IbI Y4eOHOMH padoThl

Bun yue6Hoii paGoThI

O0BeM yacoB

MaxkcuMaJibHasi ydeOHasi HAarpy3Ka (Bcero) 162
Oos3aTenbHasi ayIUTOPHAs yuyeOHas HArpy3Ka (Bcero) 120
B TOM YHCIIE!

JIEKIIMOHHBIE 3aHATHS 60
J1a00paTOPHBIC 3aHATHUS 60
MIPAaKTHUECKHE 3aHATHS -
KOHTPOJIBHBIE PaOOTHI -
KypcoBas pabora (poeKT) (eciu MpeyCMOTPEHO) -
KOHCYJIbTalUsl 2
CamocrosiTesibHAasi pa6oTa o0y4yawmuierocsi (Bcero) 34
B TOM YHCIIE!

Cucremarnueckass mnpopabOTKa KOHCIIEKTOB 3aHATHH, yd4eOHOH M CHENMaTbHOM TEXHHYECKOH 18
murepatypel (o BompocaM K maparpadamM, TIjaBaM Y4eOHBIX IOCOOMH, COCTaBJICHHBIM
IIpernoiaBaTesieM).

KoHcnekTupoBanue TekcTa, pabdoOTa cO CIOBapsIMH M CIIPABOYHHKAMH, O3HAKOMIICHHE C 8
HOPMAaTHBHBIMH  JOKYMEHTaMH, Yy4eOHO-HCCIEAoBaTeNbCKass paboTa TPH CaMOM  HIMPOKOM
ucnoab3oBanuu Murtepnera u npyrux I'T-rexnonoruit

IMoaroroBka Kk saboOpaTOpHBIM ¥ MNPAKTHYECKUM padOTaM C WCIOJIb30BAHHEM METOANYECKHX 8
peKOMEHIaIMi IpenoaasaTelss, odopmiieHHe J1a00paTOPHO-NIPAKTHUECKUX paboT, OTYETOB H
MIOJI'OTOBKA K MX 3aIUTE.

[TpomexxyTouHas arrecranus B popme: 3k3aMeH B 4 cemecTpe 6




2.2. TemaTn4yecKkuii IJIaH U COePKAHHUE Y4eOHOM TN CHUIITUHBI

MIAK.01.02. Opranu3anus, IPMHIHANLI NOCTPOeHN M GVHKIIMOHUPOBAHUSA KOMIILIOTEPHLIX ceTel

HaumenoBanue
pa3aesioB H TeM

Conep:kanue y4ye0HOIro MaTepuaJia,

JadopaTopHbie pa0oThbl M MPAKTHYECKHE 3AHATHS, CAMOCTOSITe/IbHAs yueOHas padoTa

00y4yauuxcsi, KypcoBasi padbora (poeKT) (eciu npedycmompennvt)

O0BéM
yacoB

YpoBeHnb
OCBOEHUS

1

2

3

4

Paznen 2.
Opranuzauus,
NPUHIHUIBI
MOCTPOEHUs U
¢dyHkuuonnpoBan
ust
KOMIILIOTEPHBIX
cereil

120

MJIK.01.02.
Opranuzanusi,
NPUHIHUIBI
MOCTPOCHUS U
¢GyHKUMOHMPOBAH
us
KOMIILIOTEPHBIX
cereil

120

Tema 2.1.
Mapumpyruzauu
U
KOMMYTaIusl.
Macmradbuposa
HHe ceTeil

Cooepicanue

1

BBenenue B MaciirabupoBanue cerei

Peanm3zamus npoekra cetu. [Ipoekt nepapxuueckoit cetu. Pacmmpenue cetu. BeiOop ceTeBbIX
ycTpoiicTB. KomMyTannonHoe ob6opyaoBanue. MapiipyTH3aTopsl. Y IpaBIsioNnue
YCTPOMCTBA.

2,3

N30b1TOuHOCTE LAN

[TonsTust mporokosna spanning-tree. [Ipennasnauenue nporokona spanning-tree. [IpuHimn
pabotel STP. Tunsl npotokosnoB STP. Hactpoiika nporokona STP. Hactpoiika PVST+.
Hacrpoiika Rapid PVST+. [Ipo0aemsl HacTpoiiku STP.

2,3




3 | ArperupoBaHHue KaHaJIOB 4 2,3

OcHOBHbIE IOHATHUS arperupoBaHusl KaHalIOB. ArpernupoBanue kanajioB. [Ipunuun paboTsl

EtherChannel. Hactpoiika arperupoBanus kananaoB. Hactpoiika EtherChannel. ITpoBepka,

MOKMCK W yCTpaHeHHue Henoaaok B padbote EtherChannel
4 | BecnpoBO/JHbIE JIOKAJIbHbIE CETH 6 2,3

KoHnnernmuu 6ecripoBoiHOM cBsi3u. BBeneHue B 6ecripoBoiHYI0 CBsi3b. KOMIIOHEHTHI ceTei

WLAN. Tononoruu cereit WLAN 802.11. I[Tpunuumns! paboTsl 6€cripOBOIHON JIOKAIBHOM

cetu. Ctpykrypa kaapa 802.11. ®dyHKImoHupoBaHue OECIIPOBOIHON CBS3U. YTIPABJICHHE

KaHasamu. be3onacHoCTh GecrIpOBOIHBIX JIOKAJIBHBIX ceTei. YTposbl i ceteid WLAN.

O6ecneuyenue 6e3omacHocty WLAN. HacTpolika 6ecipoOBOAHBIX JIOKAJIBHBIX CETEH.

Hacrpoiika 6ecripoBoiHOro Mapmipytuzaropa. Hactpoiika 6ecpoBoHBIX KIUEHTOB. [lonck

Y yCTpaHEHHE HemnonaIokK B padote cereir WLAN.
5 | Hacrpoiika u ycTrpanenue HenoJsiagok B padore OSPF nuis ognoii o61actu 6 2,3

Pactmpennsie napamerpsl mpotokona OSPF ans onHoit o6nactu. Mapuipytusanus Ha

ypoBHsiX pacnpenenenus u sjapa. OSPF B ceTsix ¢ MHOXECTBEHHBIM JOCTYIIOM.

PacnpocTtpanenue mapiipyTa no ymonuanuto. Touynast HacTpoiika untepdeiicos OSPF.

3amuTa OSPF. Ycrpanenne Henonanok peanmsanuu nporokosna OSPF mist ogaoM 06nacty.

Cocransromue mpoleaypsl Moucka U ycTpaHeHus Heronanok B padbore OSPF s ogHoi

obnactu. [Touck u yctpanenue Henonagok B Mmapupytusanun OSPEFv2 niis onHoit obnactu.

ITouck u yctpanenne Henonaaok B OSPFv3 mist oqHoM o6mactu
6 | OSPF pas HeckoJbLKHX 00J1acTeid 6 2,3

[Mpunamun pabotet OSPF mist Heckonbkux obnacteit. Haznauenne OSPF ans Heckonbkux

obmacreit. [Tpunmun padots! maketoB LSA B OSPF mnis Heckonbkux obmacteid. Tabnuia

MmapuipyTuzanuu 1 tinsl MappytoB OSPF. Hacrpoiika OSPF i Heckoabkux o0nacteid.

Hactpoiika OSPF mns meckonpkux obnacreir. O0nenunenne mapmpyroB OSPF. IIposepka

OSPF m1s1 HECKOIBKUX 00IaCTEN.
B mom uucne npakmuueckux 3anamuii u 1a60pamopHsxX padoom 30
1 | Pa3BepThiBaHHE KOMMYTHPYEMOMW CETU C PE3EPBHBIMU KaHAJIaMU 2 2,3
2 | Hactpotika Rapid PVST+, PortFast u BPDU Guard 1 2,3
3 | Hacrpoiika npotokosa GLBP 1 2,3
4 | OnpeneneHre TUTIOBBIX OMMOOK KoHburyparuu STP 1 2,3
5 | Hactpoiika EtherChannel 2 2,3
6 | [Touck u yctpanenue Hernonaaok B padbore EtherChannel 2 2,3
7 | ArpernpoBaHre KaHAJIOB 2 2,3




8

Hactpoiika 6ecrmpoBOIHOTO MapIIPyTH3aTOPA M KIMEHTA

2,3

9

Hacrpoiika 6a3zoBoro nporokona OSPFv2 nns oxHol obnactu

2,3

10

Hactpoiika OSPFv2 B ceTu MHOKECTBEHHOIO JOCTyNa

2,3

11

Hactpoiika pacuupensbix pyakuuit OSPFv2

2,3

12

[Touck u yctpanenue Hernoznanok B padote ocHOBHBIX MpoTokosioB OSPFv2 u OSPFv3 nus
OJTHOH obJ1acTu

NN (N | —

23

13

[Touck u ycTpaHeHHe HEMoIaI0K B paboTe ycoBepiieHCcTBOBaHHOTO npotokosnia OSPFv2 s
0JTHOH o0J1acTH

\S]

2,3

14

Biianenre HaBpIKaM¥ TIOMCKA M YCTpaHeHUs Henonanok B pabore OSPF

2,3

15

Hactpotika OSPFv2 st HECKOIBKUX o0JiacTeit

2,3

16

Hactpoiika OSPFv3 m1st HECKOJIBKUX 00IacTeit

2,3

17

[owuck n ycrpanenune Hernona ok B padbore OSPFv2 u OSPFv3 nist HeckoJbKuX obacTeit

NS RE ORI \ORY S

2,3

Tema 2.2.
Coeannenue
ceTei.

Cooeporcanue

1

[oakouenne K rja1006aabLHON ceTH

O0630p TexHosorui rinodanbHOI cetu. Llenb co3nanus rinodanbHbIX ceTel. [IpuHimn paboTsl
rio0anbHOM cet. Boibop TexHonoruu rnodansHol cet. CepBHUCH TTTO0ANTBHON CETH.
WudpacTpyKkTypbl 4acTHBIX IT100aNbHBIX ceTeil. MHpacTpykTypa 00mie10cTynHOM
JI00ATEHOM ceTH. BRIOOp CEpBHCOB TII00ATHLHON CETH.

2,3

CoennHeHHE «TOYKA-TOYKA»

O0630p nocae10BaTENbHOIO COETUHEHHS «TOUKa-TOUKa». CBSI3b MO MOCIEA0BATEILHOMY
kanaiy. Mnkancymsiuus HDLC. [punnun pabots! nporokoina PPP. IIpeumymectsa
npotokoia PPP. LCP u NCP. Ceancwet PPP. Hacrtpoiika nmporokona PPP. Hactpoiika
npotokona PPP. Ayrentudukanus PPP. Otnanka coenunenuit WAN. Otnanka PPP.

2,3

PemieHusi LIMPOKOMOJIOCHOIO 10CTYIA

VY nanéunas paborta. [IpeumymiectBa ynanénHoi pabotsl. buznec-tpeboBanus s
yAIEHHBIX paO0oTHUKOB. CpaBHEHHE PEIICHUH MIMPOKOIOIOCHOTO noctymna. Kadens. DSL.
BecnipoBoiHBIE IIMPOKOTIOIOCHBIE CeTH. BBIOOp peleHnit MupoKOnoJIOCHOTO I0CTYTIA.
HacTtpoiika noakmouenuit XDSL. O630p PPPoE. Hactpoiika PPPoE.

2.3

3ammrTa Me:kQUINATBHON CBA3M

Cetu VPN. Ocnogs ceteti VPN. Tumsl ceteit VPN. Tynnenun GRE mexny oobekTamu.
OcnoBel GRE. Hactpoiika tynneneit GRE. O6mue cBenenus o6 [Psec. 3ammra nporokomna
IP. CtpykTypa nporokona IPsec. ¥ nanéunsiit noctyn. Pemenust VPN niist ynanéunoro
noctyna. Cetn VPN ynanénHoro goctymna ¢ ucnosibzoBanueM IPsec.

2,3




5 | MonuTtopunr Cern 6 2,3
Syslog. [Tpuntun padotsr Syslog. Hactpoiika Syslog. SNMP. ITpunamun padotst SNMP.
Hactpoiika SNMP. NetFlow. [Tpunmun padotsr NetFlow. Hactpoiika NetFlow. [IpoBepka
Moenel Tpaduka.
6 | Oraaaka ceTn 6 23
[louck n ycTpaHeHne HeNoJaaJA0K C UCIOIb30BAHUEM CUCTEMHOr0 noaxona. Jlokymenranus
o cetu. [Iporenypa nmorcka u ycTpaHeHUs HETONAI0K. M30s1ust TpoGIeMBI ¢ ITOMOIIBIO
MHOTOYpOBHEBBIX Mozelel. Otnaaka cetu. CpeacTBa NOMCKA U yCTPAHEHUs HEMOJIaA0K.
CuMnOTOMBI M IPUYKHBI OTIAJKU ceTd. [Iouck U ycTpaHeHue HemoJaokK cBs3u B ceTsix [P.
B mom uucne npaxmuyeckux 3anamuil u 1a00pamopHsix padom 30
1 | Hacrpoiika 6azoBoro PPP c ayrenTudukanmei 2 23
2 | Ornanka 6a3zoBoro PPP c ayrentuduxarmeit 2 2,3
3 | Ilposepka PPP 2 2,3
4 | Hactpolika mapuipytuzaTopa B kauecte kiaueHTa PPPoE st mogkmtouenus DSL 2 2,3
5 | Hactpoiika TyHHenss VPN GRE no cxeme «Touka-To4ka 2 2,3
6 | Pa3paboTka TEXHHYECKOTO OOCITYKHBAHHSI CETH 2 2,3
7 | Hactpoiika Syslog u NTP 2 2,3
8 | M3yueHue nporpaMMHOro obecredyeHust 1jsi MOHUTOPUHTA CETH 2 23
9 | Hactpoiika SNMP 2 2,3
10 | Coop n ananm3 nanabix NetFlow 2 2.3
11 | MacTpyMEHTapuii CETEeBOr0 aIMUHUCTPATOPA JIUIsl HAOTIOACHHUS 2 2,3
12 | C6oii B paboTe ceTH 2 2,3
13 | Pa3paboTka TOKyMEHTAIIUU 2 2,3
IIpumepHasi TeMaTHKa CaMOCTOSITEIbHON y4eOHOH padoThI: 34
1. Cucremarndeckas mpopaboTKa KOHCIIEKTOB 3aHIATHH, YIeOHOH U ClIeHabHON TEXHHYECKON JINTEpaTyPhIL.
2. KOHCH@KTI/IpOBaHI/IC TCKCTAa, pa60Ta CO CJIOBApsAMH M CIPaBOYHUKaMM, O3HAKOMJIEHHUEC C HOPMaTUBHBIMUA JOKYMEHTAMH, y‘IC6HO—
HccienoBaTenbekas pabora pyu caMoM IIMPOKOM HcIoib30BaHnu MHTepHeTa u apyrux IT-TexHonoruid.
3. IlpoextHble hopMBI pabOTHI, MOATOTOBKA COOOMICHUH K BHICTYIICHUIO HA CEMHHApaxX M KOH(epeHINsIX; TOAT0TOBKa pedepaTos,
JOKJIaaO0B.
4. HOZ[I‘OTOBKa K J'IaGOpaTOpHI)IM " MMPAKTUYCCKUM pa60TaM C UCIIOJIb30BAHUECM MCTOJHYCCKUX peKOMeH}IaHI/Iﬁ npenoaaBarteis, O(l)OpMJ'IeHI/Ie
J'Ia60paTOpHO—HpaKTI/I‘ICCKI/IX pa60T, OTYETOB U IIOArOTOBKA K UX 3alIUTC.
IIpome:xkyTouHasi arTecTanus 6

Bcero
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Brympu kascooeo pasoena ykazviearomcs coomeemcmsylowjue memol. 1lo xaxcooi meme onucviéaemcs cooepicanue yiebHo2o mamepuanda (8
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUSL HEO0OX0OUMbIX NAOOPAMOPHLIX padOOm U NPAKMUYECKUX 3aHAMUL (OMOeIbHO NO KadHCOOMY 6UdY),
KOHMPOJbHBIX pabom, a maxdxice NPUMepHAas memMamuka camocmoamenvHou pabomol. Eciu npedycmompensi Kypcosvie pabomul (npoekmsi) no
oucyuniune, onucvigaemcs npumepnas memamuxa. Odvem uacoe onpedensemcs No Kaxcoou No3uyuu cmonoya 3 (ommeueHo 36e300uxou *).
Yposenv oceoenus npocmasnsaemcs Hanpomug OUOAKMUYECKUx eOuHUuYy 6 cmooye 4 (ommeuerno 08yms 36e300uxkamu **).

s xapakmepucmuku yposHs 0C80eHUsl Y4eOH020 Mamepuaila UCNOab3YIOMCs Cledyrouue 0003HAYeHUs.:

1. — o3nakomumenvHulll (V3Hasauue paree u3y4eHHblX 00bEKmMo8, CeOUCms);

2. — penpoOyKmueHblil (8bINOJHEeHUE 0esTMENbHOCMU N0 00PaA3yy, UHCMPYKYUU UIU NOO PYKOBOOCHBOM)

3. — NPOOYKMUBHUbIU (NIAHUPOBAHUE U CAMOCMOAMENbHOE 8bINONHEHUE 0eAMeNbHOCMIU, peuleHue NPoOIeMHbIX 3a0at)



3. YCJIOBUA PEAJIMBALIUU ITPOT'PAMMBI IMCHUIIJIMHBI
3.1. TpeGoBaHus K MUHUMAJIbLHOMY MATePHAIBHO-TEXHUYECKOMY 00ecIeYeHHI0
Peanuzanus nporpaMMbl AUCHUIUIMHBI TpeOyeTCs HAIW4IKs 1a00paTOpUK OpraHu3aliy U
MIPUHIUIIOB TIOCTPOCHUST KOMITBIOTEPHBIX CHCTEM
OobopynoBanme:
KommuiexT yueOHoit meGenu (16 mocagouHbIX MecT)
[TepconanbHbIi KOMIBbIOTEp 00y4aromerocs (13 mT.)
[lepconanbHbIi KOMIbIOTEP MpenogaBaTens (1 mr.)
DKpaH Ui IpoeKTopa HanoibHbIH Projecta (mmpuna 160 cm)
Mynsrumenniiasiii mpoektop Epson EB-X8
CeteBoe 000pyiOBaHUE:
kommyTtarop D-Link DES-1228 24 nopra, kommyTtatop COMPEX DS2216 16 nopTtos,
o3 [P-renedonuu Cisco SPAS000 8 mopToB,
6 meaunakonseptepoB D-Link DMC-920R
JInneH3noHHOe MporpaMMHoe odecreyeHue:
Microsoft Windows 7
(14 nmuuen3uit WinPro 7 RUS Upgrd OLP NL Acdmc
Toprossiit nocpennuk: Softline Jlara 3aka3za: 2010-10-27
Kop munensun: 47592665 Pogurensckas nporpamma: OPEN 67582704Z7ZE1210)
Microsoft Office 2007 Professional
(9 muuenswmii OfficeProPlus 2007 RUS OLP NL Acdmc
Toprossiii nocpenauk: OOO Pankom [lara 3akaza: 2007-12-04
JInnensus: 43136305 Poaurensckas nporpamma: OPEN 63126856ZZE0912;
5 nmunensuii OfficeProPlus 2007 RUS OLP NL Acdmc
Toproseriit nocpeguuk: OOO Pankom Jlara 3aka3za: 2008-09-19
Kon JInniensun: 44544996 Pomutenbckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 mis Windows
(Kaspersky Endpoint Security nnsousneca - Paciumpennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License
Ne nmunensun: 1096-181214-111355-563-621
Cpoxk ucnonb3oBanus [10: ¢ 2018-12-14 o 2021-03-02
[TocraBuuk (pecemiep): BENEF.IT benegput, OOO)
ACKOH KOMITAC-3D V12 YHuBepcuTeTcKas JUIEH3MUs ¢ OMOIMOTeKaMU U MPHIIOKEHUSIMU
(JInuensunonnoe cornamenue Kk-10-01408 ot 03.12.2010 r. Kon-Bo komuii: 50
Kirou anmapatnoit 3ammtsl HASP HL Net 50 v2 ID 1579998279)
CBo0oHOE IporpaMMHoOe olecreyeHme:
Libre Office 5.4
Oracle VM VirtualBox
Microsoft Visual C++ 2008 Express Edition
Microsoft Visual C# 2008 Express Edition
Microsoft Visual Basic 2008 Express Edition
Python 3.4
Maxima 5.3.7
Pascal ABC.NET

3.2. UupopmannoHHoe obecnieueHne 00yyeHusl.

OcCHOBHBbIE€ MICTOYHUKHU:
1. Kosran, H.M. Kommnsiorepusie cetu : ydeOnoe mocobue : [16+] / H.M. Kosran. —
Munck : PUIIO, 2019. — 180 c. : un., tabn. — Pexum gocryma: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book view_red&book 1d=599948 (mara  oOparmieHus:
16.03.2022). — buGnuorp. B kH. — ISBN 978-985-503-947-2. — TeKCT : 31€KTPOHHBIH.



https://biblioclub.ru/index.php?page=book_view_red&book_id=599948

JlonoJIHUTEeTIbHbIE UCTOYHUKH:

1. Jubpos, M. B. KommnbioTepHbie ceTu U TeleKOMMYyHHUKauu. MapmipyTtuszanus B 1P-
cersax B 2 u. Yacte | : yueOHMK M MPAKTHKYM Ui CPEeTHETo NpodheccHoHaIbHOro 00pa3oBaHus /
M. B. lubpoB. — Mocksa : MUznarensctBo Opaiit, 2020. — 333 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Tekcr : anextponusiii / ObC KOpaiit [caliT]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/1 (nara obpamenus: 16.03.2022).

2. CeTu ¥ TeIeKOMMYHHUKAIIUU : y4eOHUK U mpakTuKyMm uid By3oB / K. E. Camyiinos [u
ap.]; mox pemakmueit K. E. CamyitnoBa, U. A. llamumosa, JI. C. KynsboBa. — Mockaa :
NznarensctBo HOpaiit, 2020. — 363 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-00949-
1. — Texcr : anekrponnslii // OBC FOpaiir [caiit]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/1 (nara oopamenus: 16.03.2022).

IIporpammuoe odecnieuenne u Murepuer-pecypcebi:
1. OBC «YHuBepcutetckas 6ubnnoTeka onnaitH». — Pexxum mpoctyna: http://biblioclub.ru.
2. ObpazoBarenbHbIi TOpTai. Pexxum goctyna: Intuit.ru.
3. OBC IPRBooks/ - Pexum noctyna: http://www.iprbookshop.ru/

4. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHUSA JUCHUIIJINHbI

KOHTpOJ'IB 1 OLCHKa pe?;y.]'IBTaTOB OCBOCHUA IUCHUITJINHBI OCYHIeCTBJ'ISIeTCSI npenogla-
BaTelleM B TpOIeCCe TMPOBEACHHS NPAKTUYECKUX 3aHATHUA H J1TaDOpaTOpHBIX padoT,
TGCTHpOBaHI/ISI, a TAKXC BBIITOJITHCHUA 06y‘—IaIOH_[I/IMI/ICSI I/IH)II/IBI/I}IyaJ'IBHI)IX SallaHI/If/'I, HpOGKTOB,
HCCIICIOBAHUIM.

Pe3yabTatbl 00yueHus: o yueOHoi dopmupyembie OueHo4yHbIe CpeICTBA 110
JUCHUIIIHHE KOMIIETEHINH JAMCHHUIIIMHE
yMeThb: OK 1, OK 2, OK 3, | Kommiekt 3aJaHui U1
— IPOEKTUPOBATH JIOKAIBHYIO OK 4, OK 5, OK 6, | rectupoBaHus
CETh; OK 7, OK 8, OK 9, | Bompocs k sx3aMeHy

OK 10, OK 11, IIK
1.1, IIK 1.2, TIK 1.3,
IIK 1.4, TIK 1.5.

- BBIOMPATH CETEBBIC
TOIOJIOTUH;

- pacCUMTHIBATH OCHOBHBIE
napameTpbl JOKaJIbHOU CETH;

- YUTATh TEXHUYECKYIO U
MIPOEKTHYIO JOKYMEHTAIIHIO IO
OpraHM3alMM CETMEHTOB CETH;

- MPUMEHSTH AJTOPUTMBI
MMOMCKAa KpaTyaluiero myTH;

- IUIAaHUPOBATH CTPYKTYPY CETH
C TIOMOIIBI0 Tpada ¢ ONMTUMAIILHBIM
PacroI0KEHUEM Y3II0B;

- HCII0JIb30BATh
MaTeMaTUYeCKHI anmnapar TeOpUH
rpados;

- KOHTPOJINPOBATH
COOTBETCTBHE pa3padaThIBAEMOro
MIPOEKTa TEXHUYECKOU
JIOKyMEHTAIUU;

- HACTpauBaTh MIPOTOKOI
TCP/IP u ucnonb30BaTh BCTPOCHHBIC
YTHJINTBI ONIEPALIMOHHON CUCTEMBI
JUISl TUarHOCTUKHU
paboTOCIIOCOOHOCTH CETH,



https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
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https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1

- UCIIOJIb30BaTh
MHOTO(YHKIIMOHAJIbHbIE TIPUOOPHI U
IpOrpaMMHBIE CPECTBA
MOHHUTOPHHTA,

- IpOrpaMMHO-aIapaTHbIE
CpeAcTBa TEXHUYECKOTO KOHTPOJIS;
— UCTIOJIb30BaTh TEXHUYECKYIO
JUTEpATypy U UHPOPMALMOHHO-
CIPaBOYHBIE CHCTEMBI JIJISl 3AMEHBI
(ToucKa aHAJIOTOB) yCTapEBIIIETO
00opyToBaHUs;

3HATH:

- 00IIMe TPUHIIMITBI TOCTPOSHHUS
ceTel;

- CeTeBbIE TOIMOJIOTUH;

- MHOTOYpPOBHEBYIO MOZIEITh
OSI;

- TpeOOBaHUS K KOMITBIOTEPHBIM
CeTsM;

- apXUTEKTYpy MPOTOKOJIOB;

- CTaHJAPTHU3ALMIO CETeH;

- 3TaIlbl IPOSKTUPOBAHUS
CeTeBOM MHPPACTPYKTYPHI;

- TpeOOBaHUS K CETEeBOU
0€e30IacHOCTH;

- OpraHu3aIuio padboT Mo BBOIY
B AKCIUTyaTaIi0 OOBEKTOB U
CETMEHTOB KOMITBIOTEPHBIX CETEHl;

- BEPOSITHOCTHBIE U
CTOXaCTHUYECKHUE MPOLECCHI,
AJIEMEHTHI TEOPHUH MACCOBOTO
00CITy’)KUBaHMsI, OCHOBHbBIE
COOTHOIICHHS TECOPHH OUEpPeICH,
OCHOBHBIE ITOHSATHUS TEOPUU TpadoB;
- QJITOPUTMBI ITOUCKA
KpaT4yaiuiero nyTy;

— OCHOBHBIE IPOOJIEMBI CHHTE32
rpadoB aTak;

- MIOCTPOECHUE aJICKBATHOU
MO/IEIIH;

- CHCTEMBI TOIIOJIOTUYECKOTO
aHaJIM3a 3allUIIEeHHOCTH
KOMITBIOTEPHOU CETH;

- aApXUTEKTypy CKaHepa
0C30I1acCHOCTH;

- 9KCHEPTHBIE CUCTEMBI;

- 6a30BbIe TPOTOKOJIBI U
TEXHOJIOTUH JIOKAJIbHBIX CETeH;

- HPUHLMIIBI TOCTPOEHUS
BBICOKOCKOPOCTHBIX JIOKaJIbHbIX
ceTel;




- OCHOBBI IPOSKTHUPOBAHUS
JIOKAJIbHBIX CeTel, OeCpOBOIHbIE
JIOKAJIbHBIE CeTH;

- CTaHJapTHI Kabemei,
OCHOBHBIE BH/IbIl KOMMYHUKAIIHOHHBIX
YCTPOWCTB, TEPMUHBI, IOHSATHUS,
CTaHJIAPThI ¥ TUIIOBBIE AIIEMEHTHI
CTPYKTYpPHUPOBAHHOM KaOEIbHOM
CUCTEMBI: MOHTaX, TECTUPOBAHUE;
- CpeICTBA TECTUPOBAHUS U
aHaJIn3a;

- pOrpaMMHO-aIapaTHble
CpelCcTBa TEXHUYECKOT'O KOHTPOJIS;
- OCHOBBI TUATHOCTUKH KECTKUX
TIVICKOB;

- OCHOBBI U MOPSIIOK
PE3epPBHOTO KOMUPOBAHUS
unpopmanuu, RAID TexHonoruu,
XpaHWIHILA TaHHBIX.

HMeTh MPAKTUYECKHUI ONBIT:

- MPOCKTUPOBAHMS
aApPXUTEKTYPHI JOKAILHOM CETH B
COOTBETCTBHUU C MTOCTABICHHOMN
3ajauei;

- YCTaHOBKH U HaCTPOUKHU
CETEBBIX MPOTOKOJIOB U CETEBOTO
000py/I0BaHUSI B COOTBETCTBHH C
KOHKPETHOM 3a7aueil;

- BbIOOpA TEXHOJIOTHH,
WHCTPYMEHTAJIBHBIX CPEJICTB MPHU
OpraHM3aIiy mpoiecca
uccaea0BaHusl 00bEKTOB CETEBOM
UHGPACTPYKTYPHL;

- obecrieyeHus 1eI0CTHOCTU
pe3epBUPOBAaHUS MHPOPMAIIHH,
ncnonb3oBanus VPN,

- YCTaHOBKU U OOHOBJICHUSI
CETEeBOI0 MPOrPAMMHOTO
obecrieueHus;

- MOHHUTOPUHTA
MIPOU3BOAUTEIILHOCTHU CEpBEpa 1
MIPOTOKOJIUPOBAHUS CUCTEMHBIX U
CETEBBIX COOBITHI;

- WCITOJIb30BAHUS CIICIIUATIEHOTO
MPOrPaMMHOTO OOecTieueHus AJis
MOJICJIUPOBAHUS, TPOCKTUPOBAHUS 1
TECTHUPOBAHUS KOMIIBIOTEPHBIX CETEH;
- 0 OpMIICHHUSI TEXHUIECKOM
JOKYMEHTAIIH;
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