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1. IACIIOPT PABOYEM ITPOT'PAMMBbI TIPO®ECCHOHAJIBHOI'O MOIYJIA

IIM.01 «Bpino/iHeHHe padoT 10 NPOEKTHPOBAHHUIO CeTeBOH MH(PPACTPYKTYpPbD)

1.1. O0nacTh NPpUMEHEHUS MPOrPaMMBbI

Pabouass mporpamma mnpodeccCHOHATBHOTO  MOIYIIS SBISIETCS  YacThl0  OCHOBHOM
npodeccroHallbHONW 00pa3oBaTenbHOM nporpaMmMel B cootBeTcTBHH ¢ PI'OC no cnenuanbHOCTH
CIIO 09.02.06 «CereBo€ U CHCTEMHOE aJIMUHUCTPUPOBAHME» M COOTBETCTBYIOLIUX
npodeccroHanbHbIXx komnetreHnui (11K):

[IK 1.1. BEIIOTHATH MPOSKTHPOBAHUE KAOCITHLHOW CTPYKTYPHI KOMIIBIOTEPHOH CETH.

1K 1.2. OcymiecTBasiTh BEIOOpP TEXHOIOTUH, MHCTPYMEHTAJIBHBIX CPE/ICTB U CPEJICTB BbI-
YHUCIUTEIBHON TEXHUKU TIPU OpTaHU3aIMK Mpoliecca pa3paboTKH U UCCIIeI0OBaHUS OOBEKTOB
podeCCHOHATIBHOMN 1A TENTbHOCTH.

[IK 1.3. ObecnieunBath 3amUTy HHPOPMALIUU B CETH C UCTIOIH30BAHUEM MPOTPAMMHO-
annapaTHbIX CPE/ICTB.

[IK 1.4. ITpuHrMaTh yyacTHe B IPUEMO-CAATOUYHBIX UCIIBITAHUSAX KOMIBIOTEPHBIX CETEH
U CeTeBOro 000py10BaHMs PA3IMUYHOTO YPOBHS U B OLIEHKE Ka4eCTBA U IKOHOMHUYECKON I dek-
TUBHOCTHU CE€TE€BOU TOIOJIOTHUU.

1K 1.5. BeinonssATe TpeOOBaHNS HOPMATUBHO-TEXHUYECKOM TOKYMEHTALUHU, UMETh ONbBIT
oopMIIeHNS IPOEKTHOM TOKYMEHTAIUH.

PaGouas nmporpaMMa y4yeOHOM  JUCHMIIZIMHBI ~MOXET OBbITh  HCIOJb30BaHA B
JOTIOJTHUTEIBHOM MPO(eCcCHOHAIBHOM 00pa30BaHUM (B MPOTpaMMax IOBBIIICHHUS KBAJTHU(PUKAIIUN
U TEPETOoAroTOBKN) U NPO(PEeCCUOHATBHON MOATOTOBKE 110 CMEXHBIM CIIELUAIBHOCTSM.

1.2. Leas u 3axa4n npoecCHOHATHHOTO MOTYJIsI

C menpl0 OBIAJCHUS YKa3aHHBIM BHIOM TPO(ECCHOHAIBHON JeATENbHOCTH U
COOTBETCTBYIOIIMMHU TPO(PECCHOHANTHHBIMA KOMIETCHITUSAMU OOYUYaOIIMIACSI B XOJ€ OCBOCHUS
IIM pomxeH:

UMeTh MPAKTHYECKHUI ONBIT:

- MPOEKTUPOBAHUS APXUTEKTYPbI JOKAJIbHOW CETH B COOTBETCTBUU C MOCTABJICHHOM
3ajayecii;

- YCTAaHOBKH M HACTPOWKHU CETEBBIX MPOTOKOJIOB U CETEBOTO 00OPYIOBAHUSI B COOT-
BETCTBUM C KOHKPETHOM 3a/1auei;

- BBIOOPA TEXHOJIOTHH, MHCTPYMEHTAILHBIX CPEJICTB TIPHU OpTaHU3aI|H MpoIiecca
HCCIIEI0BaHMUS O0BEKTOB CETeBON MH(PPACTPYKTYPHI;

- obecrniedeHus 1eIOCTHOCTH pe3epBUpPOBaHUS HH(DOpMaIUU, UCTIOIb30BaHUS VPN;

- YCTAaHOBKH M OOHOBJICHHSI CETEBOTO MPOTPAMMHOT0 00ECIICUCHHS,

- MOHHUTOPHWHIA MPOU3BOAUTEIBLHOCTH CEPBEPA U MPOTOKOJUPOBAHUS CUCTEMHBIX U
CETEBBIX COOBITHI;

- WCIIOJIb30BaHHUS CIIEIIMAIEHOTO MPOTPAMMHOT0 00€CTICUeHHUs JIJIsl MOJIEITUPOBa-
HUSI, IPOCKTUPOBAHUS U TECTUPOBAHUS KOMIBIOTEPHBIX CETEH;

- odopMIIeHUsI TEXHUYECKOU TOKYMEHTAIUH;

yMeTh:

- MPOEKTUPOBATH JJOKAJIBbHYIO CETh;

- BBIOMpATH CETEBBIE TOMOJIOTUH;

- paccUnuTHIBATH OCHOBHBIE MMAPAMETPHI JTOKAJIBHOW CETH;

- YUTATh TEXHUYECKYIO M MPOEKTHYIO TOKYMEHTAITMIO 110 OpPTraHU3aIH CETMEHTOB
CeTH;

- MIPUMEHSTH aJTOPUTMBI MIOMCKA KpaTUyanIlero myTH;



- IUITAHUPOBATh CTPYKTYPY CETH C MOMOMIBIO Irpad)a ¢ ONTUMAIBHBIM PACIOokKe-
HUEM Y3JIOB;

- HCIOJIb30BaTh MaTeMAaTUYECKUI anmnapaT Teopuu rpados;

- KOHTPOJIMPOBATh COOTBETCTBHE pa3padaThIBAEMOro MPOEKTa TEXHUUECKON
JOKYMEHTAIIH;

- HacTtpauBath potokosl TCP/IP u ucnonb3oBaTh BCTPOCHHbBIE YTHUIIUTHI ONEPAlIU-
OHHOM CHCTEMBI ISl IMATHOCTUKU PabOTOCIIOCOOHOCTH CETH;

- HCIOJIb30BaTh MHOTO(YHKIIMOHAJIbHBIE PUOOPHI U IPOTpaMMHBIE CPEJICTBA
MOHHMTOPHHTA;

- IIPOrPaMMHO-AINAPATHBIE CPEACTBA TEXHUUECKOTO KOHTPOJIS;

- UCTIOJIb30BaTh TEXHUYECKYIO JTUTEPATYPy U HH(POPMAITMOHHO-CIIPAaBOYHBIE CH-
CTEMBI U1 3aMEHBI (ITOMCKA aHAJIOTOB) yCTapeBLIEr0 000py10BaHHUS;

3HATh:

- oO11Ke MPUHIIMITBI TOCTPOEHUS CeTEeH;

- CETEBBIE TOIOJIOTHN;

- MHOTOypoBHEBYIO Mozenb OSI;

- TpeOOBaHUS K KOMIIBIOTEPHBIM CETSIM;

- aApXUTEKTYPY MPOTOKOJIOB;

- CTaHJIAPTU3ALMIO CETEH;

- 3Tarbl MPOSKTUPOBAHUS CETEBOI MHPPACTPYKTYPHI;

— TpeOOBaHUs K CeTeBON 0€30MaCHOCTH;

- OpraHM3alMIo padoT MO BBOY B AKCILTyaTallui0 00BEKTOB M CETMEHTOB KOMITBIO-
TEpPHBIX CETEH;

- BEPOSITHOCTHBIE M CTOXaCTUYECKHE MPOIIECCHI, 3JIEMEHTHI TEOPUH MAaCCOBOIO 00-
CITy’KUBAHMsI, OCHOBHBIE COOTHOLIEHHUSI TEOPUU OUYepesiel, OCHOBHBIE MOHATHS TEOpUH IrpadoB;

- JITOPUTMBI IOUCKA KpaTYalIlero myTH;

- OCHOBHBIE ITPOOJIEMBI CHHTE3a TpadoB aTak;

— MOCTPOEHUE aJICKBATHOW MOJIEIIH;

- CHCTEMBI TOIOJIOTHUYECKOr0 aHAJIN3a 3alIUILEHHOCTH KOMIIBIOTEPHOM CETH;

- apXMUTEKTypy CKaHepa 0e30MacHOCTH;

- AKCIIEPTHBIE CUCTEMBI;

- 0a30Bbl€ POTOKOJIBI U TEXHOJOTUH JIOKAJIbHBIX CETEH;

- IIPUHIIAIIBI IOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

- OCHOBBI MIPOEKTUPOBAHMS JIOKAJILHBIX CETEeH, OECIPOBO/HBIC JIOKAJLHBIC CETH;

- CTaHJapThl Kabesel, OCHOBHBIE BU/Ibl KOMMYHHMKAIIMOHHBIX YCTPOUCTB, TEPMUHBI,
MOHATHS, CTAaHJIAPThI U TUIIOBBIE 3JIEMEHTHI CTPYKTYPUPOBAHHON KaOEIbHOM CUCTEMBI: MOHTAX,
TECTUPOBAHMUE;

- CpeICTBa TECTUPOBAHHUSA U aHAIIN3A;

- IIPOrPaMMHO-AINAPATHBIE CPEACTBA TEXHUUECKOTO KOHTPOJIS;

- OCHOBBI TUaTHOCTHUKH JKECTKUX JHUCKOB;

- OCHOBBI ¥ TTOPSIOK pe3epBHOrO KonupoBanus nHpopmarmu, RAID texnonoruwy,
XPaHWINILA JaHHBIX.

1.3. PeKOMeﬂnyeMoe KOJIHUYI€CTBO 4YaCOB

PexomenryeMoe KOIMYECTBO YacOB Ha OCBOCHME NMPO(ecCHOHATBHOTO MOAYJS BCEro —
616, B TOM UHCIHE:
MaKcUMasbHas yuyeOHasi Harpyska oOyuaromerocst — 322 yaca, B KOTOPYIO BKJIIOUCHBI:
- o0s13aTenbHAs aymuTopHas yueOHast Harpy3ka — 248 4acos;
- camocTodATeNnbHas pabora oOydaromierocst — 58 4acos;



- yueOHasl ¥ IPOU3BOJICTBEHHAsT MPAKTHKHU — 288 4acos..

1.4. @opMBbI KOHTPOJIA U OLleHUBaHUA dj1eMenToB ITM

PopmMa KOHTPOJIS M OLlEHMBAHUA
daement [IM . IIpomexyTounast | Dx3aMeH no
Texkymmii KOHTPOJIL
aTrecranus IIM
1 2 3 4

MJK.01.01. 3amuTa J1abopaTopHbIX padoT, DK3aMeH
Komnerorephbie KOHTPOJIbHBIE Pa0OThI 3cemectp
ceTu
M/JK.01.02. Opra- 3ammura 1a00paTOpHBIX PadoT, DK3aMeH
HU3AIHs, IPUHIHIBI | KOHTPOJIbHBIE PabOTHI 4cemecTtp
MOCTPOCHUSA U
(YHKIMOHUPOBAHUS
KOMIIBIOTEPHBIX
ceren
VII.01.01. YyeOnast | Teoperndeckue MOKIAIbI TIO Huddepenunpona
MPaKTHKA Ka)X/I0l TeMe U OTBETHI Ha BCE HHBII 3a4eT 4

BONpockl Tecta. OTyeT no ceMecTp

y4eOHOW MPaKTHKE
II1.01.01. ITpowus- OTyeT Mo MPOU3BOACTBEHHOM Huddepennmpona
BOJICTBEHHAs IPAaK- | MIPAKTUKE HHBII 3a4eT 4
TuKa (1o npoduiko CEeMECTp
CHEIHATLHOCTH)
I[IM.01.9K. e- 4 cemecTp
MOHCTPAIIMOHHBIN
IK3aMeH

2. PE3YJIBTATBI OCBOEHUSA ITPO®ECCHOHAJIBHOI'O MOAYJIA

Pe3ynpraTom

OCBOCHHA HpO(beCCI/IOHaJ'IBHOFO MOOYJIA SABJISACTCA OBJIaJICHUC

o0y4JaroMMHCs BUAOM TNPO(ECCHOHATBHON NEeATETbHOCTH — OpraHu3alisl MEpOIpHUATHH,
HANpaBJIeHHBIX Ha ()OPMHUPOBAHUE SIIEMEHTOB CIEIYIONIMX KOMIETEHINH B COOTBETCTBHUHU C
@®I'OC CIIO u OIIOII CIIO mo maHHOW CHEUUANbHOCTH, B TOM YHCIE MPO(peCCHOHAIBHBIMU
(ITK) u obuumu (OK) koMmneTeHITUSAMU:

Kon HaumenoBanue pe3yjbrara 00yuyeHust

IK 1.1 BbInonHATE NpoeKTUpOBaHUE KaOEIbHON CTPYKTYPhl KOMIIBIOTEPHOMN
CETH.

I[IK 1.2 OcyuiecTBisATh BBIOOP TEXHOJIOIMHM, HHCTPYMEHTAIbHBIX CPEACTB U
CPEACTB BBIYMCIUTEIBHOM TEXHUKHM TPU OpraHM3alud Ipolecca
pa3paboOTKM ®  HCCIeNoBaHUS ~ OOBEKTOB  MPOQECCHOHAIBLHON
JeSITeIbHOCTH.

K 1.3 OO6ecneunBarh 3aUTY HHOOPMAIIMH B CETH C UCTIOJIB30BAaHUEM
IIPOrpaMMHO-AIIAPATHBIX CPEICTB.

11K 1.4 [IpuHHMMaTh ydacTHe B IPUEMO-CAATOYHBIX HCIIBITAHUAX




KOMIIBIOTEPHBIX CETEeH U CeTeBOro 000PYIOBAHUS PA3IUUYHOTO YPOBHS U
B OIIEHKE Ka4eCTBa U YKOHOMUYECKOHN 3PPEKTUBHOCTH CETEBOM
TOIIOJIOI'H.

K 1.5 BrimonssaTe TpeOoBaHNs HOPMATUBHO-TEXHHUYECKOW TOKYMEHTAIIUH,
UMETb ONBIT OPOPMIICHHS IPOSKTHOHN TOKYMEHTAIUH.

OK 1 BriOuparh crocoOsI perieHus 3a1a4 npoheCcCHOHaTbHOM TSI TeIIbHO-
CTH, IPUMEHUTEIBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK 2 Ocy1iecTBIATh NOUCK, aHAJIU3 U UHTEpPIpeTalnio HHpOpMaLuu, He00-
XOJMUMOM TSI BBITIONTHEHUS 3a/1a4 IPO(EeCCHOHATLHON IEATEIIbHOCTH

OK3 [TmanupoBaTh U peann3oBbIBaTh COOCTBEHHOE NMPO(dhecCHoHaIbHOE U
JIMYHOCTHOE Pa3BUTHE.

OK 4 PaGorath B Ko/JIEKTUBE U KOMaH[1e, 3(pPEKTUBHO B3aMOAECHCTBOBATH C
KOJUIETaMH, PYKOBOJICTBOM, KIIHEHTAMHU.

OK5 OcylecTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHHUKAIMIO Ha rocyaap-
CTBEHHOM $I3bIKE C Y4ETOM OCOOEHHOCTEH COLMAIBHOTO U KYJIBTYPHOI'O
KOHTEKCTA.

OK 6 [IposiBRATH rpa’kJaHCKO-NAaTPUOTUYECKYIO TIO3UIIMIO, IEMOHCTPUPOBATH
OCO3HAHHOE TOBEJICHNE Ha OCHOBE TPAJULIMOHHBIX 00Ie4eTI0BEYECKUX
LIEHHOCTEW, IPUMEHATh CTaHAAPThl aHTUKOPPYNLIMOHHOTO TIOBEIECHUSI.

OK 7 ConeiicTBOBaTh COXpaHEHUIO OKPYKAIOIIECH Cpelibl, pecypcocOepexe-
HUI0, 9()(HEKTUBHO CHCTBOBATh B YPE3BHIYAWHBIX CUTYAIHSIX.

OK 8 Hcnonb3oBaTh cpeactBa GU3NIECKON KYIBTYPBI 11 COXPAaHEHHUS U
YKPEIUICHUS 3710pOBBs B Mpolecce MpodhecCHoHaIbHOM eI TeIbHOCTH ’
o AepKaHusi HEOOX0IMMOTO YPOBHS (DU3HUECKOM MOITOTOBICHHOCTH.

OK9 Hcnonb30BaTh HHPOPMALMOHHBIE TEXHOIOTHUHU B TPO(ecCHoHaIbHON
NeSITeNIbHOCTH

OK 10 [Tonmb30oBaThCs MPOQeCcCUOHATBEHON JOKYMEHTAIINEH Ha TOCYIapCTBCH-
HOM U UHOCTPAHHOM SI3bIKaX.

OK 11 Hcnons3oBarh 3HaHMS 110 GPUHAHCOBOM IrPaMOTHOCTH, TUIAHUPOBATh

MPETPHHUMATENIBCKYIO JESTEIbHOCTh B PO ECCUOHAILHOM cdepe.




3.1. TemaTnuyeckuii u1aH NPohecCHOHATBHOTO MOAYJIsI

3. CTPYKTYPA U COAJEP/ KAHME IIM

O0bem BpeMeHH, OTBeIeHHbIH HA OCBOEHUE
IIpakTnka
MEKIUCHUINIMHAPHOIO Kypca (KypcoB)
Oos3aTesibHast ayAUTOPHAs
yueOHasi Harpy3Ka
Kon odyuawuerocst
npogeccuoH Bcero B T.4. CamocTosiTeJIbH
HaumeHnoBaHusi pa3nesoB
AJbHBIX 4acoB NpaKTHYeCKHe, asi pabora IIpoussoa-
npodeccHoOHATBHOI0 MOAYJIsA 6 YueOnas,
KOMIIETEeH L JadopaTopHbIe ooyvaruerocst CTBeHHasd,
. 4acoB
uii Bcero, 3aHATHS, 4acoB
4acoB TeopeTHYecKoe
o0yueHue, Kyp.
MPOEKT
4acoB
1 2 3 4 5 6 7 8
IIK 1.1 — | KomnbroTepHele ceTn 160 136 24
1.5 Opranu3zanus, IpUHIUIBI TIOCTPOCHUS 162 128 34
" 466 144
(YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX
ceTen
IIpousBoacTBEHHAsI NPAKTHKA, 144 144
Y4aCoOB (eciu npedycmompenda
Umo206as (KOHYEeHMpUpPOBaHHasL)
npaKmuka)
JeMOHCTPAIMOHHBIH JK3aMeH 6




Beero: | 616 322 | 250 58 144 144
3.2. Conep:xanue 00yueHusi Mo NpoheccuoHAILHOMY MOIY.TI0
HaumenoBanue Coneprkanue y4eOHOT0 MaTepuaJa, O0bém YpoBeHb
pa3aesioB U TeM JJabopaTopHbie padoThl M MPAKTHYECKHUE 3AHATHS, CAMOCTOsAITeJIbHAsI ydeOHasi padoTa 4acoB OCBOCHUSA
00y4aromuXxcsi, KypcoBasi padora (IpoeKT) (eciu npedycmompennvi)
1 2 3 4
Pazpmea 1. 128
KomnbrorepHbie
ceTH
M/IK.01.01. 128
Komnbrorepubie
ceTH
Tema 1.1. Coaep:xanue 32
Beenenue B 1 | KomnsrorepHsle cetn 2 1,2
ceTeBble CoBmecTHast paborta, VIHTEpHET U COBpPEMEHHBIE CETEBbIE TEXHOJOTMH — OOJIaCTh
TEeXHOJIOTHHU MIPUMEHEHHUs U Ha3HaueHue. Bunibl koMnbloTepHbIX ceTeil. [T1o0anbHble U JTOKaJbHBIE CETH.
OpHOpaHroBblE M KJIMEHT-CEPBEPHBIE ApXUTEKTYypbl. OCHOBHBIE KOMIIOHEHTBI CETEH,
ceTeBass cCpela U CETEeBblE YCTpOMCTBA. TEXHOJNOTMM MOAKIIOYEHHS K MHTepHer.
KonBeprentneie cetu. KauecTBo M HaaexHOCTh ceTed. OCHOBHbBIE NOHATHUS CETEBOU
Oe3omacHOCTH. TeHIEHIIMHN pa3BUTHS CETEH.
2 | KoHconpHBIN AOCTYI, yaalleHHBIH 10ocTyn ¢ noMolnkto Telnet u SSH, ucnons3oBanue nopra 2 2,3
AUX.
3 | CereBble NPOTOKOJIbI H KOMMYHHMKAIIUH 2 23

KomupoBanme wu mapameTrpbl cooOmeHus. CeTeBble TPOTOKONBL. BzammojeiicTBue
npotokonioB. Habop mporokonoB TCP/IP u mponecc oomeHna mpaHHbIMU. OpraHuzanud 10
crangapruzanuu: ISOC, IAB, IETF, IEEE, ISO. MuoroypoBuaeBsie Mmoaenu OSI u TCP/IP.
WNukancynsuus nanueix. [Ipotokonsubie Onoku naHubix (PDU). JlocTynm K JIOKaTbHBIM
pecypcam. CereBasi aapecauusi. MAC- u IP- agpeca. [octyn K ynaja€HHBIM pecypcam.




11111103 M0 YMOJIYAHUIO.

Ceresoii noctyn

[IpoTokonel U cTaHAapThl (puznyeckoro ypoBHs. CrocoObl MoaKIOUeHUs K ceTu. CeTeBble
untepdeiicusie matsl (NIC). Cpenbl nepenaun JaHHBIX U UX XapaKTEPUCTUKU: POITYCKHAs
CITIOCOOHOCTh, TPOU3BOIUTEIHLHOCTh. Buasl Memnbix ceteBbix kabeneit: UTP, STP,
KOAKCHAJIbHBIA. Pa3HOBUIHOCTH, OCOOCHHOCTH MPOKIAJAKHM M TECTHUPOBAHUS Kabesei.
CtpykTypa U OCOOEHHOCTHM MPOKJIAJKH OINTOBOJIOKOHHBIX Kabeineil. becrnpoBoaHbie
cpenctsa nepenaun qaHHbx. Crangapt Wi-Fi IEEE 802.11.

KananbHbIl ypOBeHb U €ro NOAYPOBHU: YipaBieHue jornyeckum kanajaoM (LLC) u
VYnpasnenue 1octynom k cpeze nepenaun 1anHbix MAC. Ctpykrypa Kajpa KaHaJIbHOTO
YPOBHS ¥ IPUHIUIIBI €ro popmupoBaHusi. CTaHIapThl KaHAJIBHOTO YpOBHA. Du3ndeckas u
JIOTMYECKas TOMOJIOT U CETH. TOMOIOTUN «TOUKA-TOUKAY, «3BE3/1a», KIIOJIHOCBA3aHHASD,
«xonblieBash». [lomyaynnekcHas ¥ MOJHOMYIUIEKCHAs niepeaya faHnHbIX. OcoOeHHOCTH
kajgpoB LAN, WAN, Ethernet, PPP, 802.11.

2,3

Cetesnble TexHosornu Ethernet

CewmeiicTBo cereBbix TexHonoruit Ethernet. [Tpunnun pabotsr Ethernet. Bzanmoneiictsue Ha
noxypoBHsix LLC u MAC. VYnpasnenue noctynoM K cpene nepemaun gaHHeIX (CSMA).
MAC-anpec: unentudukanus Ethernet. AtpuOytsl kaapa Ethernet. IIpencrasnenuss MAC-
agpecoB. OIHO- W MHOIOAJPECHOM, MIUPOKOBEIIATEILHON pacchulok. (CKBO3HOE
nonkiouenue, MAC- u [P-aapeca.

[Iporokon pazpemenus aapecoB (ARP): mpuHmmme! paboTel, ok B IPOIIECCE YIATICHHOTO
oOmena ganHbIMU. Tabmuuel ARP Ha ceTeBbIX ycTpoiicTBax. OCHOBHBIE HEAOCTATKH
nporokoia ARP - Harpy3ka Ha cpeny nepemnadu JTaHHBIX ¥ 0€301MacHOCTD.

OcHoBHas uHpopmanus o nmoprax kommyrtaropa. Tabmuma MAC-agpecoB KOMMyTaTopa.
Oynkus Auto-MDIX. Crioco6s1 nepechliku kaapa Ha kommyTtaTopax Cisco. bydepuzammst
namsITH Ha KommyTaropax. dukcupoBaHHas M MOAyJbHas KOH(UIypaluu KOMMYTaTOPOB.
CpaBHeHne kKomMMmyTanud ypoBHS 2 u ypoBHs. Texuomorust Cisco Express Forwarding.
Bupryanbnsiii uatepdeiic kommyraropa (SVI), Mapmpytuszupyemsiii nopt, EtherChannel
ypoBHs 3. KoHburypanys MapiipyTH3UpyeMoro mopra.

2,3

CeteBoii ypoBeHb
CeteBoii ypoBeHb B nporecce nepeaadyn aanHbiX. [Ipotokonsl cereBoro ypoBHs. OCHOBHBIC

2,3




xapakrepuctuku [P-mporokona. Crpykrypa makeroB IPv4 u IPv6. Ocobennoctu u
npeuMmyniecTBa  mporokoiga  Pv6.  Meroasl  MapumipyTu3audu - y3i10B.  TaOnuna
MapLIpyTH3aluu Y3JI0B M MaplipyTuszaropa ais nporokoioB IPv4 u IPv6. YcrpoiictBo
mapuipytusaropa — llpomeccop, mamsaTh, omepanuoHHas cucrtema. [logkimroueHue K
MapIIpyTHU3aTopy dYepe3 pa3inuyHble MopThl. HacTpolika WMCXONHBIX IapameTpoB,
uHTEepQeicoB, IUII03a [0 YMOIYAHUIO U IPYTUX XapaKTEePUCTHK MapLIpyTHU3aTOpa.

TpaHcnOPTHBIN YPOBEHb

Hasznauenue v 3a1aun TpaHCIOPTHOTO YPOBHS.

MynbTHIIIEKCHPOBAaHUE CEaHCOB CBA3U. Onucanue u cpaBHeHHe npoTokonoB TCP u UDP —
HAJGKHOCTh W MPOU3BOAMTEIHHOCTh, OONACTh NpPHUMEHEHHUs. Ajpecanus TMOPTOB U
cermentanuss TCP m UDP. O6men pmannsimu mo TCP. Ilpomeccet TCP  cepsepa.
VYcranoBnenne TCP-coeaunenuss u ero 3aBepiieHue. [IpuHIUIBI  «TPEXCTOPOHHETO
pykonoxkatus» TCP. Hanéxnocte m ynpaenenue mnorokoM TCP - IloarepxkaeHune
MOJIyYEHHS] CETMEHTOB, IOTEPS NAHHBIX M IOBTOPHas NEpeAaya, YIPaBICHHUE IMOTOKOM.
O6men nmanabpiMH ¢ ucnonb3oBanueM UDP. Tlpomeccst u 3ampockr UDP-cepsepa, UDP-
jararpaMmmbl, poueccsl UDP-knuenra. [punoxenus, ucnonsdyromue UDP u TCP.
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IP-agpecauus

Crpyxkrypa IPv4-anpecos. CereBas u y3noBas yactb [P-agpeca. [IpeobpazoBanue anpecos
MEXK]ly JBOMYHBIM U JECITEPUYHBIM IpeacTaBieHnemM. Macka noaceru [Pv4. CereBoii
azpec, aipec y3ia U IHUPOKoBeIaTeNbHbIi anpec cetu [Pv4. IlpucBoenue y3my
CTaTUYECKOTO U quHaMuueckoro IPv4-aapeca. MHoroaapecHas nepenava. [Iyonuuansie u
yactHble [Pv4-anpeca. [Pv4-anpeca cnenuansHoro Ha3HadeHus. [IpucBoenue IP-agpecos.
CoBMecTHOE UCTOJIb30BaHue MPOTOKOJIOB [Pv4 n IPv6: nBOIHONM CTEK, TYHHEIUPOBAHUE,
npeoOpaszoBanue. [Ipeacrasnenue [Pvo-anpecos. [IpaBuia cokparenus 3amnucu [Pvo-
anpecoB. MHAMBHIyaIbHBIN, TPYIIIIOBOM, MPOXU3BONIBHBIN TUIIEI [PV6-anpecoB. CTpyKTyphl
JIOKaJbHOTO U TNI00ATBHOTO MHAMBUAYANbHBIX [Pv6-anpeco. Ctarnyeckas u
TUHAMHAYecKask KOHPUryparuu nodaisHoro HHIuBHAyansHoro anpeca. [Ipomnecc EUI-64 u
CJly4aifHO CreHepUpOBaHHBIN HACHTUHUKATOp HHTEpderica.

ICMP-cepBucel. Ommmuus 1t mpotokosioB IPv4 u IPv6. Coobmenust ICMPvI6 «3ampoc
MapupyTusaropy», «OObsSBIECHHE OT MapIIPyTU3aTOpa», «3ampoc COCEOHEro y3lay H
«OO0bsiBIIeHHE COCEAHEro y3ia». TecTHUpOBaHHME CETH C TOMOUIbI0  3XO0-3alPOCOB.
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TpaccupoBka Mapmipyta. BpeMs TpoxoxIeHHs CUTHaJIa B TMPsSIMOM ©  OOpaTHOM
nanpasneHusx (RTT). Bpems xuznu (TTL) IPv4 u npenen nepexonos [Pv6.

Pasnenenne IP-cereii Ha moaceTn

CermenTanus IP-ceteil. OOMeH NaHHBIMH MEXIY mojaceTsiMu. [InaHupoBaHue ajnpecanuu B
noaceTsx. Pacuetnoie opMysbl 115 cerMeHTanuu cetu. PazdbueHne Ha MoAceTy Ha OCHOBE
TpeOOBaHUH y3J7I0B U ceTell, B COOTBETCTBUH ¢ TpeOoBaHUAMHU ceTeil. Onpenenenne Macku
nojceTH. Pa3bueHre Ha MOJCETH C MCIOJIb30BaHWEM MacKu nepeMmeHHol anuubl (VLSM).
bazoBas moznens U Ha3zHaueHue OnokoB aapecoB VLSM. IlnanupoBaHue aapecaryu CeTu.
Ocob6ennoctu mipoektupoBaHusi [Pv6-cetn. Pa3zbuenne Ha MOACETH C HCIONIB30BAHUEM
uaeHtudukaropa uaTEpdeiica.
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YpoBeHb NPUII0KEHU I

VYpoBeHb MPUIOKECHUH, YPOBEHb MPEACTABICHUS M CEaHCOBBIM YpoBeHb. IIpumepsl
pacnpoCTpaHEHHBIX MPUIOKEeHU. [IpoTOKONIBl YpOBHS NpuiiokeHri. OJIHOPAHTOBBIE CETH
(P2P). Mopnens tuna «kiaueHT-cepBepy». O630p nporokonoB HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomenubix uméH (DNS). ®opmar coobmienuit u uepapxust DNS. Ytunura
«nslookup». Cuyx6a DHCP. Ilporoxon mnepemaun ¢aiinoB (FTP). Ilpotoxon oOmena
omokamu cepBepHbIX coobmenuit (SMB). Konnernmuu «Bceoobemmommii  MHTEpHET»
BYOD. JlocTtaBka JaHHBIX 10 KOHBEPTE€HTHBIM CETSM.
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Co3nanmne u HACTPOIKA HEOOJIbILIOH KOMIILIOTEPHOI CeTH

[TnanupoBanue U co3nanue HEOOIBIIONW KOMIIBIOTEPHOM CETH: ONpPEACTICHUE KIFOUEBBIX
(hakTOpOB, BHIOOP TOIOJIOTUHU U CETEBBIX YCTPOICTB, BHIOOP M HACTPOKKA MPOTOKOJIOB,
CHCTEMBI ajipecaliii. Mepsl 0 00eCTIe4eHNI0 0€30aCHOCTH CETH. YSI3BUMOCTH U CETEBBIC
ataku. Pa3BeapiBarenbHbIe aTaku, Ataku goctyna, OTkas B oocimyxuBanuu (DoS-arakn).
PesepBHOE KOnMpoBaHKE, OOHOBIIEHUE U YCTAaHOBKA UCTIpaBiIeHU. MeKceTeBble SKpaHbI.
AyTteHTH(UKanus, aBTopu3aiusi 1 yuaért. Bkiatouenne nporokona SSH.

@aiioBble CHCTEMBI MapLIPYTU3aTOPOB M KOMMYTAaropoB. Pe3epBHOE KomMpoBaHHE U
BOCCTAHOBJICHHE C TIOMOIIBIO TEKCTOBBIX (haitioB, mpotokona TFTP, USB-nakornwurerns.
Berpoennbie  cimyxOb1  Mapmipytusanuu. [lommep:kka OecrpOBOAHBIX — MOJKITIOUSHUH.
Hactpoiika BCTpOEHHOr0 MapuipyTHU3aTopa.
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B mom uucne npakmuueckux 3auamuii u 1a60pamopHuix paoom
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1

CocraBnenue kapTbl ceTd IHTEpHET ¢ MOMOIIBIO YTHIIUT «ping» U «traceroute
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Co3znanue mpocTou CeTH: 2,3
. YcraHOBKa ceaHca KOHCOJIM C CETEBBIM 000PY0BaHUEM IIPU TOMOIIH ITPOrPaMMBbl
Tera Term;
. Coznanue cetu;
Hactpoiika OCHOBHBIX [TapaMeTPOB KOMMYTATOpa.
[TpocmoTp cereBoro Tpaduka ¢ nomolsko nporpammel Wireshark. 23
[TonkmrovueHre KOMITBIOTEPOB K CETH C TIOMOIIBI0 Ka0esel U 0eCIpOBOIHBIX aarTepoB: 2,3
. OnpeneneHue CETEBBIX YCTPOMCTB U KaHAJIOB CBSI3U;
. OGxuM ceTeBoro Kabers;
. [TpocMoOTp JaHHBIX 0 OECTIPOBOIHBIX U MPOBOIHBIX CETEBBIX aJlalTepax.
Nzyuenue Ethernet-texnonoruii: 2,3
. [IpocmoTp MAC-anpecoB ceTeBbIX YCTPOMICTB;
. Nzyuenue kaapos Ethernet ¢ momomisto nmporpammsl Wireshark;
. ITpocmotrp ARP ¢ nomomsto nporpammel Wireshark, nuarepdeiicoB koMmaHaHOM
ctpoku Windows u 10S;
. Hcnonb3oBanue nuntepdeiica komanano ctpoku 10S ¢ tabmumamu MAC-anpecoB
KOMMYTaropa.
[TocTpoenue cetu Ha 6a3e MapLIPyTU3ATOPA: 2,3
. [IpocmoTp Tabau MapUIpyTU3ALUH Y37I0B;
. N3yuenue ¢puznyueckux xapakTepUCTUK MapIIpyTU3aTOpPa;
. Co3znanue cetu, cocTosed 13 KOMMYTaTopa U MapIIpyTHU3aTopa.
W3y4eHne TpaHCIIOPTHOIO YPOBHS: 2,3
. HaGmonenue 3a mporeccoM TpEXCTOpOHHETO «pykomokatus» TCP ¢ momorbio
nporpammbl Wireshark;
. N3yuenne 3axBaueHHbIX faHHBIX DNS UDP ¢ nomonisto nporpammsl
Wireshark;
. N3yuenune 3axBaueHHBIX akeToB FTP u TFTP ¢ momompro nporpammer Wireshark.
Hactpoiika [P-anpecanumu: 23
. Hcnonp3oBanue kaiabKymaropa Windows B paboTe ¢ CeTEBBIMHU aJIpeCaMu;
. Konsepranus [Pv4-anpecoB B IBOMUHYIO CUCTEMY CUUCIICHUS;

J Omnpenenenue [IPv4/IPv6-anpecos;




. Hactpoiika [Pv6-anpecoB Ha ceTeBbIX yCTPOMCTBAX;

. TecTupoBaHne ceTEBOrO MOAKIIIOYEHUS C MOMOIIBIO0 KOMAaH «ping» u
«traceroutey.
9 | Cermenranus IP-cereit: 2,3
. N3yuenue kanpKylIaTOpOB MMOACETENH;
. Pacuér nmogcereit IPv4;
. Pasnenenune cereit ¢ pa3nu4HBIMUA TONOJOTHUAMM HA MOACETH;
. Pa3paboTka u BHEIpEHNE CXEMBI aJIpecaliuy pa3aeiéHHoi Ha moacetu [Pv4-ceru;
Pa3paboTka u BHeapeHHe cxembl aapecannn VLSM.
10 | [P-agpecarus: 2,3
. aHanu3 Tpaduka OJHOAIPECHON TIepeaayn, IIMPOKOBEIATeIbHOM U MHOTOAPEeCHON
PaCCBLIKH;
. HacTpoiika aapecauu [Pvo;
. npoBepka aapecanuu [Pv4 u IPv6;
. 0TpabOTKa KOMIUIEKCHBIX MTPAKTHUECKUX HABBIKOB.
11 | CermenTanus IP-cereii: 2,3
. OpraHM3aIlMs MOICETH IO Pa3IMYHBIM CLIEHAPHSIM;
. pa3paboTKa ¥ BHEAPEHUE CTPYKTYPHI afipecannn VLSM;
. BHEJIPEHUE CXEMBI aJIpecalliuu pa3ienéHnoi Ha noacetu [Pvo-cetu;
. 0TpaboOTKa KOMIUIEKCHBIX MTPAKTHYECKIX HABBIKOB.
12 | U3yueHne OCHOBHBIX CETEBBIX CITYXKO: 2,3
. Wzyuenne ¢pyHkunm oOMeHa gaiiaMu MexX Ty OMHOPAHTOBBIMU YCTPOHCTBAMU
onpeneneHue npeoodpaszoBanuii PAT; «M3yuenue npaBui padbotsl DNS;
. M3yuenue nportokosia FTP.
13 | ObecrieueHne OE€30MaCHOCTH CETH: 2.3
. Nzyuenue yrpo3 cereBoit 6€30MacHOCTH;
. JlocTym K ceTeBbIM ycTpoiicTBaMm 1o npotrokony SSH;
. ObecneyeHre 0€30IaCHOCTU CETEBBIX YCTPONCTB;
14 | AHanu3 KOMIBIOTEPHOUN CETH M HACTPOMKA MAPUIPYyTU3ATOPA: 2,3
. [TpoBepka 3anepKeK B Iepejadu CETEBBIX MAKETOB C MIOMOIIBIO YTHIUT «ping» U

«traceroute;




. Ucnonp3oBanue untepdeiica komanauou ctpoku (CLI) mist coopa cBeneHuit o cere-
BBIX YCTPOMICTBAX;

. VYnpasnenue ¢aitiaMmu KOHQUTypauy MapIIpyTU3aTOpa C OMOILBIO TPOrPAMMBbI
AMYJISLIMYA TEPMUHATA

. VYnpasnenue ¢aitiaMmu kKoH(Urypauu ycTpoicTB ¢ ucnonb3oBanueM TFTP, dem-
namaty 1 USB-Hakonurenei

. W3yueHue npoueayp BOCCTaHOBJIEHUS TapoJieH.
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BBenenue B kOMMyTHpYeMbIe CeTH
OObenuuéHHbIe ceTu. Mepapxus B KOMMYyTHpyeMoOii ceTH. Pollb KOMMYyTHpPYEeMBIX CeTeH.

KommyTupyemas cpena. JJunamuuaeckoe 3anonsenue tadiuisl MAC-afpecoB KoMMyTaTopa.

MeTtozb! IepechUIKH Ha KoMMyTaTope. KoMMmyTanus ¢ mpoMeXyTOYHBIM XpaHEHHEM.
CkBO3Hasi KOMMYTalHs.
KommyTanmonsslie qomensl. CHIKEHHE Ieperpy30K CeTH.
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OcHOBHBbIE KOHIIENIIUN U HACTPOHKA KOMMYTAIMU

OCHOBHBIE KOHLIETIIIMY U HACTPOIKa kKoMmyTanuu. [lepBoHavanbHast HACTpoOMKa
KOMMYTaToOpa ¥ BOCCTaHOBIIEHHUE MTOCIIe CHCTEMHOro c0osi. HacTpoiika nocrymna mis
0a3oBoro ymnpasieHus kommyTaropom ¢ [Pv4. JlymiekcHas cBs3b. HacTpoiika mopToB
KOMMYTaropa Ha GU3NIeCcKoM ypoBHE. DYHKITUS aBTOMATHICCKOTO OIPEICIICHUS THUTIA
kabens (Auto-MDIX). IIpoBepka HacTpoek nmopra kommyTaropa. [louck u ycrpanenue
npoOieM Ha ypOBHE JJOCTYIIa K CETH.

be3onacHoCcTh KOMMyTaTOpa. 3alMIIEHHBIN yaanéHHblil noctyn. Hacrpoiika SSH.
Pacnipoctpanénnsie yrpo3sl 6e301acHOCTH: nepenoiaHenue Tadbnunsl MAC-anpecos,
DHCP-ciiyunr, ucnons3oBanue yszsumocteid mpotokona CDP, Ataku Telnet u qp. Ayaut
U TIPaKTHYECKUE PEKOMEHIAINH 10 o0ecniedyeHnto 6e30macHoCTH cetu. be3omacHocTh
nopta kommyTtartopa. OrcnexxuBanue DHCP coobmienuit. @yHkius 6€301MacHOCTH MOpTa.
Bunpt 3ammter MAC-anpecoB. Pesxxumbl pearupoBaHusi Ha HapyleHHe 0€30MacHOCTH.
ITpoBepka u HacTpoiika moptoB. [Iporokon cereBoro Bpemeru (NTP).
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Bupryaabnsblie JokaabHble ceTH (VLAN)
Bupryansssle gokanbHble ceTd (VLAN) — knaccuukaiysi 1 OCHOBHbIE XapaKTEPUCTHKH.
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Tpanku BuptyasibHbIX ceteil. KoHTposb mupokoBenarenbHbIX JoMeHOB B ceTsix VLAN.
TerupoBanue kaapos Ethernet nns uaentuduxammuu cetu VLAN. Cetu native VLAN u
terupoBanne crannapra 802.1Q. Terupoanue ronocoBoit VLAN. Peanuzanun
BUPTYyaJIbHOM JIOKaJIbHOM ceTh. HazHauenne noptos cetsim VLAN. HacTpolika TpaHKOBBIX
kaHajoB. [IpoTokon auHaMuyeckoro co3nanus TpankoBoro kanaia (DTP). [Touck u
YCTpaHEHUE HETOJIAJOK B BUPTYAJIbHBIX JIOKAJIbHBIX CETAX U TPAHKOBBIX KaHajax.
[TpoGnemsr ¢ [P-agpecamueit cetn VLAN. HecoBmanenust pe:xxuMoOB TPAaHKOBOU CBSI3U.
[TpoextupoBanue u obecneyenue d6ezonacioctu VLAN: hopping, cnyuHr kommyTaropa,
araka c JBoiHbIM TerupoBanueM, Cetb PVLAN nepumerpa. [Ipaktudyeckre pekoMeH1aluu
110 IPOEKTUPOBAHMIO BUPTYaJIbHON JIOKAJILHOU CETH.

Konuenuus Mmapmpyruzanuu

Hacrpoiika mapupytusaropa. MexaHu3Mbl IepecblUIKU nakeToB. [logkmouenue u
HacTpoiika ycTpoiicTB. CBETOIMOIHBIE MHANKATOPHI HA MapIIpyTU3aTOpe. AKTUBALIUA U
HacTpolika [P-anpecanuu. [IpoBepka CBA3HOCTH CETEN C MPAMBIM ITOAKIIOUECHUEM.
[TpoBepka HacTpoek uHTepdelica. GunbTpalus BEIXOAHBIX JTaHHBIX KOMaH «showy.
KoMMyTanus nakeroB Mexy cersiMu. DyHKIMS KOMMyTallMM MapipyTU3aropa.
Mapmpytuzanus nmaketos. Onpezaenenne mytu. IIponecc npuHATHS penieHus o nepechUIke
nakeToB. Beibop ontumansHoro myTtH. [Iporokonsr RIP, OSPF, EIGRP. Pacnipenenenue
Harpy3ku. AiMUHUCTpHUpoBaHue pacctosiHue (AD) u Hage)xHOCTh MapuIpyTa. AHaJIN3
TaOJIMIl MapUIPYTU3ALUH — UICTOYHUK JAHHBIX, IPUHLIUIBI (POPMHPOBAHUE BO3ZMOXKHOCTH
HACTPOMKHU. 3anucy TaOIHIIbI MApUIPYTU3AINH JUISI CETEN C MPSMBIM MOAKIIOYEHUEM.
3aaHue CTaTUYECKUX MapIIpyTOB. [IpOTOKOIBI IMHAMUYECKON MapIIPyTH3aLUU CETEN
IPv4 u IPv6.
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Mapwmpyruzanus mexay VLAN

[Tpuntumnel pabotel MapmpyTu3anuu Mexay VLAN. Hacrpoiika MapmpyTuzanuu Ha 6aze
MapHIpyTU3aTOPOB C HECKOIBKUMHU (PU3NIECKUMU UHTEpdeiicaMu, ¢ UCTIOIb30BaHHEM
KOH(UTYypaIuu router-on-a-stick, uepe3 MHOrOypoBHEBbIH KoMMmyTaTop. [IpoGiemsl
mapipytuzaiun Mexy VLAN. IIpoBepka KoHGUTypari KOMMYTaTopa U HACTPOEK
MapipyTu3atopa. Henonaaku B pabore nnrepderica. Ommoku B IP-agpecax u mackax
nozacetu. Hactpoiika n pabora koMMyTanuu Ha 3-M ypoBHE. MapuipyTusanus Mexay
VLAN uepe3 BUpTyaJIbHbIE HHTEPHEHCH KOMMYTaTOpa, MapUIPyTH3UPYEMBbIE TTIOPTHI.

2,3




Henosnanku B HaCTpoKKax KOMMYTAaropa 3-ro YpOBHSI.

Crarnyeckasi MapIIpyTH3anHs

[Ipeumy1ecTBa 1 3aa4n CTaTUYECKON MAPIIPYTU3ALMK. TUIIBI CTATHYECKUX MAPLIPYTOB:
CTaHJAPTHBIM, 110 YMOJIYaHUIO, CyMMAapHBbIH, TuIaBaroui. HacTpolika craTnyeckux
MapuipytoB IPv4 u IPv6. Komanzaa «ip route». MapuipyT ciemyromero nepexosa.
Harmpsimy1o OAKIIFOUE€HHBIN CTaTUYeCKUN MapiipyT. [IoTHOCTBIO 3a1aHHBIN CTATUYECKUN
MapupyT. Hactpolika crarnyeckoro mapmpyra mo ymondanuro. Kiaccosas anpecanus.
Knaccosble macku noacetu. beckiiaccoBast mesxqoMeHHas mapupyTtusanus CIDR.
O0benuuenne MapipyToB. Opranuzamnus cynepceteit. Mcnons30Banne Macok MoACeTH
¢uxcuposanHoit amuHb! (FLSM). Macka noaceru nepemenHoi anunsl (VLSM).
Hacrpoiika CyMMapHBIX U IJIABAIOIIUX CTaTUYECKUX MapIpyToB. Pacu€T cymmapHoro
mapipyTta. O0beannenue ceteBbix aapecon [Pv4 u IPv6. [lonck u ycTpaHeHue Henoia 0k
B HACTPOMKAX CTATHYECKOr0 MaplIpyTa ¥ MApUIPyTa IO YMOJIYAHUIO.
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JIuHaMHYecKasi MapIIPyTH3aAUUS
[TpoTokombl TUHAMHYECKOM MapIIpyTHU3alluK — Ha3HAYeHHUE, TPUHLIUIIBI paOOThI U UCTOPUS
pa3ButHs. CpaBHEHHE THHAMHYECKON M CTaTUYeCKO MapipyTu3anuu. [IpuHIuns! paboTs
IIPOTOKOJIOB MAapIIPYTHU3ALMU: ITyCK TOCIe BKIIIOUeHUs nuTanus, CeteBoe 0OHapyX eHHe,
OOmen nanHbIMU MapuipyTu3auu, Obecneuenue cxogumoctu. Kimaccuduxanus
npotokosioB Mapuipytuzanuu. [Iporokonsl IGP u EGP. JluctaHiimoHHO-BEKTOPHBIE
npotokoisl RIP, IGRP. IIporokosnsl mapmpyTtusanuu no cocrosuuto kanaina OSPF u IS-IS.
KnaccoBble 1 OeckiiaccoBble POTOKOIBI MapIIPyTH3AUU. XapaKTEPUCTUKHU U METPUKHI
IIPOTOKOJIOB.
JuHamuueckasi TUCTaHIIMOHHO-BEKTOPHAs MapiipyTu3auus. JucTaHInmOHHO-BEKTOPHBIN
anropuT™. MexaHu3Mbl OTIPABKH U NOJIyYEHUs JaHHBIX MaplIpyTU3aLuY, pacuéTa
ONTHUMAJIbHBIX MyTel U J00aBIeHHsI MapIIPYTOB B TAOIHIly MapUIpyTH3AIHH, OOHAPYKEHUS
U pearupoBaHus Ha U3MEHEHUs B Tononoruu. Hacrpolika nporokona RIP: BkitoueHue
RIPv2, oTkimtoueHne aBTOMAaTHYECKOTO OObEIMHEHUSI, HACTPOIKA MTACCUBHBIX HHTEPPEICOB,
nepenaya Mapupyra o yMosrdasuo 1o ceru. Hacrpoiika nporokona RIPng. IIpouecc
MapIIpyTH3alluU 10 cocTossHUIO KaHaia. Hello mporokon. makeT coctosinus kanama (LSP).
JlaBuHHas pacchliika IAKETOB COCTOSTHUS KaHasia. JIaBMHHAs pacchbUIKa MAaKETOB COCTOSIHUS
kanana. Coznanue nepeBa kpardanmux myteid SPF. 2,3 Jlo6aBnenue mapmpytoB OSPF B
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Tabnuiy MapipyTu3anud. HemoctaTku mpoTOKOI0OB MapIIpyTH3AIUHU TI0 COCTOSTHUIO
KaHasa. Tabnuiia MapupyTU3auu. 3aucH ¢ MPSIMBIM MOJKITIOUEHUEM U YIAIEHHOMN CEeTH.
Junamuuecku nonydaembie MmapmpyThl [Pv4/6. Tlporiecc morcka mapuipyTa.

OSPF nais1 oxHol 00s1acTH

CewmeiictBo nporokonoB OSPF. Xapakrepructuku, npuHUIUIEI paboThl U KomnoHeHTsl OSPF.
Ocob6ennoctu OSPF ni1st onHOM M HecKoIbKUX oOnacTei. MaructpaiibHas 001acThb.
Nnkancynsauusa coobmenuit OSPF. Tunsl naketoB OSPF: maker npuserctsus (hello), maker
omucanus 6a3bl nanHbix (DBD), maket 3anpoca cocrosHus kanana (LSR), maker
oOHoBiieHus coctosiHus kaHaia (LSU). makeT moareepkaenus cocrosinus kanana (LSAck).
Oo6noBneHus cocrossHus kaHana. Paboune cocrosaus OSPF. Beinenennsiii (DR) u
pe3epBHBIN BbieneHHBIN MapipyTu3zarop (BDR). Cunxponnsanus 6a3 nanasix OSPF.
Hactpoiika OSPFVv2 nist onHoii oGnactu. Pesxxum KoHQUrypanuu uaeHTUPHUKATOPBI
MapipyTtusatopa. Mcnons3oBanue unrepdeiica loopback. Bxirouenne OSPF na
uHtepdeiicax. [llabnonnas macka. Komanna «network». Hactpoiika maccuBHBIX
untepdericoB. Popmyna pacuéra merpuku croumoctu OSPF. HacTpotika 3HaueHuii
NpOMyCKHOU criocoOHoCTH uHTEpdeiica. [IpoBepka coceHUX yCTPONUCTB, HACTPOEK
MPOTOKOJIA, JaHHBIX npouecca u apyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2 u
OSPFv3. Anpeca tuna link-local. Tonmonorust cetu OSPFv3. Hactpoiika unentuduxaropa
mapmipyTtuzatopa OSPFv3. Bxmouenne OSPFv3 na naTepdeiicax.

2,3

Cnucku konTpoas gocryna (ACL)

Crucku koHTposst nocryna (ACL). Ipuanun pa6otsr ACLcemuckoB. Tunsr ACL-ciickoB
Cisco st IPv4. [IpucBanBanue HomepoB 1 uMEH ACL-cickaMm. Pacyér mabnonHoi Macku
B ACL-cnnckax. PekoMeHnnanuu o co3ganuio u pasmenieHnto ACL-cnuckoB. Pazmenenne
cTaHAapTHBIX U pacmmupeHHbIXx ACL-cnucko. Hactpoiika ctannapraoro ACL-cnucka.
[Tpumenenune crangaptapix ACL-crinckoB Ha uHTepdeiicax. Kommentapuu k ACL-
cnuckam. [IpoBepka u penrakTupoBaHue cTaHIapTHBIX HyMepoBaHHbIX ACLcnuckoB. ACL-
craructuka. 3anmra noptoB VIY ¢ nomormbto crangaptaoro ACL-cnucka [Pv4.
CrpykTypa u HacTpoiika pacmupeHHbix ACL-ciuckoB st [IPv4. @unbsrpanus Tpaduka c
MCIOIb30BaHueEM paciupeHHbIX ACL-criuckoB.

[Touck u ycrpanenue Henonagok ACL-criuckoB. Pacnipoctpanénnsie ommbku ACL-
cruckoB. CpaBHenne ACL-cnmckoB st IPv4 u [Pv6. Hactpolika u mpoBepka ACL-

2,3




cruckoB mis IPv6.

10

IIporoxon DHCP

[Tporoxon DHCP. DHCPv4: 6a3oBas onepanus, popmar cooOmieHnid, COOOIIICHUS
oOHapyxeHus U npeiokeHus. Hactpoiika, mposepka u perpancisiuus npoctoro DHCPv4-
cepsepa. Hactpoiika mapuipytuzaropa B kauectee DHCPv4-knuenta. Hactpolika
mappyTtuzaropa kinacca SOHO. Iouck u ycTpaHeHre HENonaio0K B paboTe
mapurpytuzatopa DHCPv4. IIporokon DHCPv6. ABTromarnyeckast HacTpoiika ajgpeca 6e3
orcinexuBanus coctosHust (SLAAC). ITpuniun padorst SLAAC ¢ DHCPv6. DHCPvV6 ¢ u
6e3 otcnexuBanus cocrosiuus. [Ipoueccst DHCPv6. Hactpoiika mapuipyTtusaropa B
kauectse DHCPv6-cepepa u DHCPv6-knuenra. [louck u ycTpaHeHne HENoNa 0K B
pab6ore DHCPv6.

2,3

11

IIpeoGpa3oBanue cereBbIxX aapecoB IPv4

[IpeoOpazoBanue cereBbix aapecoB [Pv4. KonnenrtyanpHoe npeodpa3oBaHe CETEBBIX
anpecoB (NAT). Tepmunosnorus u npuHiumnsl padotsl NAT. ITpoctpancTBo yacTHbIX [Pv4-
anpecoB. CTaTHdeckoe U JUHAMUYECKOe TIpeoOpa3oBaHue ceTeBbiX aapecoB (NAT).
[Ipeo6pazoBanue aapecos noptoB (PAT). Cpasaenne NAT u PAT. TIpeumymiectsa u
Hegoctatku NAT. Ananu3 ctatudeckoro npeodpazoBanust NAT. [Tpuanmm paboTh
muHamuueckoro NAT Hacrpoiika u mposepka NAT, PAT. Ilepeaapecanus nopros.
Hactpoiika NAT u npotokona [Pv6.

[Towick u ycTpaHeHHe HemonaIoK B pabore NAT.

2,3

B mom uyucne npakmuyueckux 3auamuii u 1a60pamopHwvix pabom

32

1

Hacrpoiika kommyTaTopa:
. bazoBast HacTpoiika KOMMyTaTOpa;
. Hactpoiika napamMeTpoB 0€30aCHOCTH KOMMYTATopa.

2,3

Hacrpoiika 6e30macHOCTH KOMMYyTaTopa:

. Hactpoiika npotokona SSH;

. Hacrpoiika ¢pynakuuun Switch Port Security;

. [ouck u ycTpaHeHHe HEMONA0K B CUCTEMe 0€30MaCHOCTH OPTOB KOMMYTATOPa;
OTpaboTKa KOMIIEKCHBIX IPAKTUYECKUX HABBIKOB.

2,3

Kongwuryparus cereit VLAN:
. Kondurypanus cereit VLAN 1 TpaHKOBBIX KaHAJIOB,

2,3




. [Touck u yctpanenue Henonaaok B koHpurypanun VLAN;

. Peamusamus cucreMmsl 6e3omacuocTti cetd VLAN;
. Peanuzanus cereit VLAN 1151 cerMeHTalMM CeTeil NpeanpusaTUil Majioro u
cpenHero Ou3Heca.
4 | Hactpoiika MapuipyTu3aropa: 2 2,3
. Hcnonp3oBanue KoMaH bl traceroute 1j1si OOHApy>KEHUS CETH;
. JIoKyMEeHTHpOBaHUE CETH;
. Hacrpoiika unarepdeiicos IPv4 u IPv6;
. Hactpoiika u npoBepka HeOOBIION CETH;
WccnepoBanre MapuipyToB ¢ IPSIMBIM MOJAKITIOUEHUEM.
5 | Hacrpoiika mapuipyTusanuu: 2 2,3
. Cocrasnenue cxemsbl cetu IHTEpHET;
. Hacrpoiika 6a30BBIX MapaMeTpOB MapIIpyTH3ATOPa C IOMOIIBIO HHTEpdeiica Ko-
ManHO# cTpoku (CLI) cucremsr Cisco 10S;
. Hactpoiika 6a30BbIX mapameTpoB Mapmpytuzaropa ¢ nmomoiibio CCP.
6 | Mapmpytuzanus mexxay VLAN: 2 23
. Hacrpoiika mapmpytuzanuu mexxay VLAN ans kaxmoro unrepdeiica;
. Hactpoiika mapuipytuzanuu mexay VLAN Ha ocHoBe cranaapra 802.1Q u TpaH-
KOBOI'O KaHaJa;
. [Touck 1 ycTpaHeHHE HEMOJIAIOK B MapuipyTu3auu Mmexay cetsiMu VLAN.
7 | HacTpoiika cTaTH4eCKOM MaplIpyTU3aLHH: 2 2,3
. Hacrpoiika crarnueckux mapupyTtoB [Pv4/IPv6 o ymondanuio;
. Pa3zpabotka u peanmsanus cxemsl aapecaiuu [IPv4 ¢ ucnons3oBannem VLSM;
. Pacuér cymmapusix MmapuipytoB [Pv4 u [Pv6;
. [Touck u ycTpaHeHHe HENONMA0K cTaTHuecKux MapuipytoB [Pv4 u [Pv6.
8 | HacTpoiika nuHaMu4ecKoi MapupyTH3aluu: 2 2,3
. HccnenoBanne CXOIUMOCTH,
. CpaBHeHHE METOJIOB BbIOOpa MyTH B ipoTokoiax RIP.
9 | Hactpoiika npotokosioB RIPv2 u RIPng. 2 2,3
10 | Hacrpoiika mporokosioB OSPF: 2 2,3

. Hacrpoiika 6a3oBoro nporokosia OSPFv2 s ogHOM 001acTH;




. basoBas HacTpoiika npotokona OSPFv3 s onHol o6nacTy.

11 | 3ydenue MexaHM3MOB pabOThI CO CIMCKAMU KOHTPOJIS 1OCTYyTa: 2,3
. Harsnnoe npencrasnenue paborsl ACL-crincka;
. Hacrpoiika ctannaptasix ACL-cnuckos;
. Hacrpoiika ctannaptabix nMeHOoBaHHBIX ACL-CIUCKOB;
. Hacrpoiika ACL-cnincka ansa aunuiit VTY;
. Hactpoiika pacuimpennbix ACL-CIUCKOB 711 pa3JIMYHbIX CIIEHAPHEB;
. [Touck n ycrpanenue Hernonagok B padbore ACL-cIiCKOB;
. Hacrpoiika ACL-cninckoB [Pv6;
. OT1paboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
12 | Hactpoiika ACL-cnuckoB: 2,3
. Hactpoiika 1 npoBepka crangapTHbix ACL-ciickoB;
. Hacrpoiika u nposepka orpanuuenuid VTY;
. Hacrpoiika u nposepka pacmnperssix ACL-crnckos;
. [Touck u ycTpaHeHre Henonal0K B HacTpoiike u pazmerienuu ACL-
CIIUCKOB;
. Hacrpoiika u npoBepka ACL-cniuckoB asis [Pv6.
13 | U3yuenue nporokonoB DHCP: 23
. bazoBas nactpoiika DHCPv4 Ha mapuipyTtuszatope;
. basosas HacTpoiika DHCPv4 Ha koMmMyTarope;
. [owuck n ycrpanenue Hernonagok B padbore DHCPv4;
. Hacrpoiika cepsepa DHCPv6 6e3 oTcliie:knBaHusl COCTOSHUS U C OTCIICKUBAHUEM
COCTOSIHUS;
. [ouck u ycrpanenue Henonaaok B padore DHCPv6.
14 | U3yuenune nporokona DHCP: 2,3
. Hacrpoiixa nporokona DHCP ¢ momomipro komana Cisco 10S;
. OT1paboTKa KOMIUIEKCHBIX MPAKTUYECKUX HaBBIKOB.
15 | [IpeoOpazoBaHme CETEBBIX aAPECOB: 2,3
. Nzyuenue npuniuna padbotel NAT;
. Hacrpoiika ctatndeckoro u nunamMmuydeckoro NAT;

. Peanuzanusa crarmyeckoro u auHamudeckoro NAT;




. Hacrpoiika nepeaapecaruu nopToB Ha Mapuipytuszarope Linksys;

. [IpoBepka, MOUCK U yCTpaHEHUE HenoaoK KoHpurypanuii NAT;
. O1paboTKa KOMILJIEKCHBIX MPAKTUYECKHUX HABBIKOB.
16 | U3yuenue padotsl ¢ NAT u PAT: 2 2,3
. Hacrtpoiika quaamuyeckoro u cratndeckoro NAT;
. Hacrpoitka NAT-niyna ¢ neperpy3skoit u PAT;
. [Touck u ycTpaneHue Henonaaok koHdurypanuii NAT.
I[IpumepHasi TeMaTHKa cAMOCTOSITeIbHON y4eOHOMH padoThI: 24
1. Cucremarudeckas mpopabOTKa KOHCIIEKTOB 3aHSATHH, y4eOHOW 1 CIIeIIUAIbHOW TEXHUYECKOW JTUTEPATYPHI.
2. KoHcriektupoBaHue TeKkcTa, paboTa co CIIOBapsSIMH H CIPAaBOYHUKAMHM, O3HAKOMIJIEHHE C HOPMATUBHBIMH
JOKYMEHTaMH, yueOHO-HUCCIIeJ0BaTeNIbCKask padoTa MpU caMOM HIMPOKOM HMCIONb30BaHUK MHTEepHETa U IpyTrux
IT-TexHonorMi.
3. IIpoekTHbIe (OPMBI pabOTHI, IIOATOTOBKA COOOIIEHUH K BRICTYIUICHHIO HA CEMHHAPaX M KOHPEPEHIIHAX;
HOJrOTOBKa pedeparos, JOKIAI0B.
4. TloaroToBka K 1a00paTOPHBIM U MPAKTUYECKUM pabdOTaM € UCIOJIb30BAaHUEM METOAMYECKUX PEKOMEH AL
npenojanaressi, opopmieHHe 1a00paTOPHO-NIPAKTUYECKUX pabOT, OTUETOB M MOATOTOBKA K MX 3alLUTE.
IIpome:xxyTouHas arrecTanus 6
Bcero mo M/IK.01.01 160
Pa3pnen 2. Opra- 120
HM3a1us,
NPUHIHIBI NO-
CTPOCHUSA U
(pynkuuonupo-
BaHUSI KOMIIbIO-
TEPHBIX ceTel
M/K.01.02. 120
Opranuzanmus,
NPUHIMIBI NO-
CTPOCHUSA U

(pyHkuuoHupo-




BaHUS KOMIIbIO-
TEPHBIX CeTel

Tema 2.1.
Mapupyruzanu
AU
KOMMYTALMs.
Macwmradbupona
HHe ceTeill

Cooeporcanue

1

BBenenue B MmacmiradupoBanme cerei

Peanmuzamus npoekra cetu. [Ipoekt nepapxuueckoit cetu. Pacimmpenne cetu. Beidop
ceTeBbIX ycTporcTB. KoMMyTanmonHoe o0opynoBanue. MapuipyTu3aTtopsl. YIIpaBisioye
YCTPOMCTBA.

2,3

N30b1TOUHOCTH LAN

[TonsiTust mpotoxoina spanning-tree. [Ipennaznadenue npotokosa spanning-tree. [Ipuniun
pa6oter STP. Tumnbr npotokonoB STP. Hactpoiika nporoxona STP. Hactpoiika PVST+.
Hacrpoiika Rapid PVST+. IIpo6iembr HacTporiku STP.

2,3

ArperupoBaHue KaHAJI0B

OCHOBHBIE IOHSTHS arperupoBaHus KaHAIOB. ArperupoBanne kananoB. [IpuHoun paboTs
EtherChannel. HacTpoiika arperupoBanus kanaioB. Hacrpoiika EtherChannel. I1poBepka,
MTOMCK M yCTpaHeHHe Henoiaaok B padbote EtherChannel

2,3

BecnipoBoaHbIe JIOKAJBHbIE CETH

Konnenuuun 6ecnipoBoaHoii cBsa3u. BBeaeHue B 6ecripoBoiHyt0 cB3b. KOMIOHEHTHI ceTeit
WLAN. Tononoruu cereit WLAN 802.11. [Tpuniuns! paboTs! OeCIpOBOAHOM JTOKaTBHOK
cetu. CtpykTypa kaapa 802.11. dyHkuuoHpoBanue 0ECIPOBOAHOM CBA3U. YIIpaBlieHHE
KaHasiamMu. be3onacHOCTh O€CIIPOBOAHBIX JIOKABHBIX ceTei. Yrpo3sl 1yt ceteit WLAN.
Ob6ecneuenue 6e3omnacHoctd WLAN. Hactpoiika GecripoOBOAHBIX JIOKAJIBHBIX CETEH.
Hacrpoiika 6ecnipoBogHoro MapiipyTtuzatopa. Hactpoiika 6ecipoBoiHbIX KireHTOB. [Tonck
U YCTpaHeHHEe HemoaJok B pabote cereid WLAN.

2,3

Hacrtpoiika n yctpanenue HenoJiaaok B padore OSPF nis onnoii od1acTu
Pacmmpennsie napamerpsl nporokona OSPF it onHolt o6nactu. MapuipyTusanus Ha
ypoBHsX pacnpenesnenus u sapa. OSPF B ceTsiX ¢ MHOXKECTBEHHBIM JI0CTYIIOM.
Pacnpoctpanenue mapiuipyta rno ymonuanuto. Tounas Hactpoiika uarepdeiicos OSPF.
3ammra OSPF. Ycrpanenue nenonanok peanmsaiuu npotokona OSPF mis oqHoit obnactu.
Cocrapmstomye Npoueaypsl MoMcKa U ycTpaHeHus Henoia ok B padore OSPF st onHoi
obmnactu. Ilouck u ycrpanenue Henonanok B mapupytusauuu OSPFv2 nns ogHoit oGnactu.
[Touck u ycrpanenue Henonaaok B OSPFv3 st omgHoit ob6mactu

23




6 | OSPF ns HecKOJbKHX 00J1acTeii 6 2,3

[Tpunuun padoter OSPF ans Heckonbkux obnacteil. Hasnauenne OSPF 15 HecKombKuX

obnacteit. [Ipuanmn pa6otsl maketoB LSA B OSPF nnst neckonbkux obmacrteid. Tabmuma

Mmapuipytusanuu u Tunsl MapupytoB OSPF. Hactpoiika OSPF nis HeckonabKux o0nacTei.

Hactpoiika OSPF nyist Heckonbkux oOnacreit. O0benunenue mapuipytoB OSPFE. [Tposepka

OSPF ps Heckonbkux o0acTei.
B mom uucne npakmuyeckux 3anamuil u 1a60pamopHslx padom 30
1 | Pa3BepThiBaHNE KOMMYTHUPYEMOM CETH C pe3E€PBHBIMH KaHAJIaMHU 2 2,3
2 | Hactpotika Rapid PVST+, PortFast u BPDU Guard 1 2,3
3 | Hacrpoiika nporokona GLBP 1 2,3
4 | Onpenenenrie TUOBBIX OMMOOK KoHpuryparuu STP 1 2,3
5 | Hacrpoiika EtherChannel 2 2,3
6 | ITouck u yctpanenue Henonaaok B padore EtherChannel 2 2,3
7 | ArpernpoBaHue KaHaJIOB 2 2,3
8 | Hactpoiika 6ecipoBOIHOTO MapIIPyTH3aTOpa M KJIMSHTA 1 2,3
9 | Hactpotika 6a3oBoro nporokoia OSPFv2 nns omHo# o61acTi 2 2.3
10 | Hactpoiika OSPFv2 B ceTn MHOXECTBEHHOIO AOCTYMa 2 23
11 | Hactpoiika pacummpennbix ¢yHkimii OSPFv2 2 2,3
12 | ITouck u ycTpaHeHue Henonaaok B padbore ocHOBHbIX MpoTokosioB OSPFv2 u OSPFv3 mis 2 2,3

OJTHOM 006JacTH
13| Tlonck u ycTpaneHHe HEMOJIa0K B paboTe ycoBepiieHCTBOBaHHOTO TipoTokona OSPFv2 mis 2 2,3

OTHOM obnacTu
14| Branenne HaBbIKaMU TIOWCKA M YCTpaHEHHUs Heronanok B padbore OSPF 2 2,3
15| Hactpotika OSPFv2 st HeckobKuX obmacteit 2 2,3
16| Hactpotika OSPFv3 nst HeCKOJIBKUX 00acTei 2 2.3
17| Ilouck u yctpanenue Henosagok B padore OSPFv2 u OSPFv3 myist Heckonbkux obnacTen 2 2,3
Cooepircanue 30




Tema 2.2.
Coennnenne
ceTen.

1 | Hoakarouenue K rjio0ajJIbLHOM ceTH

0O0630p TexXHOIOTUH TN106ANBHOM ceTu. Llenb co3nanus rodanbHbIX ceTei. [IpuHIMN paboThI
p1o0anbHON cetr. Buibop TexHonmoruu nodanbHon cetu. CepBHUCHI IITO0AILHON CETH.
HUndpacTpyKTyphl YaCTHBIX NIOOANBHBIX ceTeli. UHdpacTpyKTypa 00IIe10CcTYIHOK
n100anpHOM ceTu. BuiOop cepBUCOB MIOOANLHOM CETH.

23

2 | CoenuHeHHE «TOYKA-TOUKA»

0630[2 IOCJICA0OBATCIBHOIO COCAMHEHNA KTOYKA-TOUYKA. CBsI3b 110 TOCJIC/IOBATEALHOMY

kanany. Makancynsauus HDLC. [punnun padotsl mpotokona PPP. [Ipeumymectra
nporokoisia PPP. LCP u NCP. Ceauncsl PPP. Hactpotika nporokosia PPP. Hactpoiika

nporokona PPP. Ayrentudukanus PPP. Otnanka coenunennit WAN. Otnanka PPP.

2,3

3 | Pemienusi HIMPOKOIOJIOCHOIO 10CTYIIA
Ynanéunas pabora. [Ipeumyniectsa ynanéHHoi paboTel. buzHec-TpeGoBaHUS IS
yIan€HHbBIX paboTHUKOB. CpaBHEHHE PEIIEHUHN MMPOKONOI0CcHOro nocTyma. Kabens. DSL.

becnpoBoaHble MHUPOKOTONOCHEIE ceTh. BBIOOP pelIeHnid MMPOKONOI0CHOTO IOCTYIIA.
Hacrpoiika nonkiaroyennii xDSL. O630p PPPoE. Hactpoiika PPPoE.

2,3

4 | 3amura MexpuINaAIbLHON CBSA3U

Cetrn VPN. OcHogel ceteit VPN. Tumebl cereii VPN. Tynnenu GRE mexity oObekTamu.
OcnoBbsl GRE. Hacrpoiika tynneneit GRE. O6mme cpenenus o0 [Psec. 3ammra npoTokosna
IP. Crpykrypa nporokona [Psec. Ynanéuneiit joctyn. Pemenns VPN s ynanénnoro
nocryna. Cerr VPN ynanénHoro gocryna ¢ ucnonb3oBanreM [Psec.

2,3

5 | Monutopunr Cetn

Syslog. ITpunmmn pa6otst Syslog. Hactpoiika Syslog. SNMP. ITpunimn pa6otet SNMP.
Hacrpoiika SNMP. NetFlow. [Ipunammn padotel NetFlow. Hactpotiika NetFlow. [IpoBepka
Mozenei Tpaduka.

2,3

6 | Otiagka cetn
[louck u ycTpaHeHHe HEMOJIAAO0K C UCTIOIB30BAHUEM CHCTEMHOTO moaxoaa. JJokyMeHTanus
o cerd. [Iporerypa moucka M yeTpaHeHus HEMOoIaa0K. M30aamust mpo0aeMbl ¢ HOMOIIBIO

MHOTI'OYPOBHEBBLIX MOJICICH. OTJ'IaQ!Ka CETH. C[!CZ!CTBa MNOUCKA U YCTPAHCHUA HETIOJIAIOK.
CUMIITOMBI U IIPUYWHBI OTIIAAKHN CCTH. Ilouck u YCTPAHCHUE HCIIOJIAAOK CBA3H B CETAX 1P.

2,3

B mom uucne npakmuyeckux 3anamuii u 1a60pamopHsix pabom

30

1 | HacTtpoiika 6a3oBoro PPP ¢ ayrentudukaiueit

2,3
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.1
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.1
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2 | Otnagka 6a3zoBoro PPP ¢ ayrenTudukamnmeit 2 2,3
3 | IIpoBepka PPP 2 2,3
4 | Hactpoiika Mapuipytu3aropa B kauectBe kiaueHta PPPoE nns nogkmrouenust DSL 2 2,3
5 | Hacrpoiika tynnenss VPN GRE no cxeMe «To4ka-TOUYKay 2 2,3
6 | Pa3zpaboTka TeXHMYECKOTO 0OCITYy)KHBaHUS CETH 2 2,3
7 | Hactpotika Syslog u NTP 2 2,3
8 | Mzyuenue nporpaMmMHoOro o0ecredeHus 1Jis MOHUTOPUHTA CeTU 2 2,3
9 | Hacrpoiika SNMP 2 2,3
10| C6op u ananu3 gaHHbix NetFlow 2 2,3
11 | MHCTpyMEHTapHil CETEBOTO aJIMHHUCTPATOPA JIsl HAOTIOICHMS 2 2,3
12| Cboii B pabore ceTH 2 23
13 | Pa3zpaboTka TOKyMEeHTAIIUU 2 2.3
I[IpumepHas TeMaTHKa caMOCTOSITeIbHON y4eOHOH padoThI: 34
5. Cucremaruueckas mpopaboTka KOHCTIEKTOB 3aHITHIA, y4eOHOU U CIeIMaTbHOW TEXHUYECKOUN TUTEPaTyPHI.
6. KoHcniekTrpoBaHue TeKcTa, paboTa co CIIOBapsSMHU M CIIPABOYHUKAMH, 03HAKOMJICHHE C HOPMATHBHBIMH
JIOKyMEHTaMHU, y4eOHO-HcCIIeoBaTeNNbckas paboTa mpyu caMOM ITUPOKOM UCTIOIb30BaHUH VIHTepHEeTa U APyTUx
IT-TexHoMOT M.
7. IlpoextHbie PopMBI PaOOTHI, MOATOTOBKA COOOIICHHI K BBICTYIICHUIO HA CEMUHApaX U KOH(PEPEHIIUIX;
MOJTOTOBKA pedepaToB, JOKIAI0B.
8. IloaroroBka K 1a00paTOPHBIM U MPAKTHUECKUM paboTaM C UCIOJIb30BAHUEM METOUYECKIX PEKOMEH AUl
npenoaasarens, opopmiieHue 1ad0opaTOPHO-MIPAKTHUECKHUX padoT, OTYETOB U MOJTOTOBKA K UX 3aIlUTE.
IIpomexkyTOouHAasi aTTeCTANUSA 6
Bcero mo MJIK.01.02 162
Y4yeOHas npakTHKa 144 2,3

Buawl pador:

y4acTue B IPOEKTUPOBAHUU CETEBON UHPPACTPYKTYPHL;
y4acTHe B OpraHU3ally CETEBOro aJIMUHUCTPUPOBAHUS;
AKCIUTyaTaIsi 00bEKTOB CETEBOM HHPPACTPYKTYPHI;
y4acTHe B YIPABIECHUU CETEBBIMU CEPBUCAMU;

y4acTHe B MOJICPHU3AINH CETEBOM MHPPACTPYKTYPHI.

Nk =




IIpou3BoacTBeHHAs MPAKTHKA pa3jesia
IIpumepHbIi epevyeHsb padoT:

1. yuactue B pa3pabOTKe METOAOB, CPEJICTB U TEXHOJIOTUI NPUMEHEHUSI 00BEKTOB MPOPECCUOHAIBHOM eATeIbHO-
CTH;

2. npoBeaeHHE MPOodUIAKTUUECKUX PabOT Ha 00BEKTaX CETEBON MHPPACTPYKTYpPHI U pabOUYMX CTAHIIMSIX;

3. yuacTue B MHBEHTapU3aLUU TEXHUYECKHX CPEACTB CETeBOI MH(PACTPYKTYpPhl, OCYIIECTBICHUE KOHTPOJIS MO-
CTYIHBILIETO U3 PEMOHTa 000PY10BaHMUS.

144

IIpomexyTouHas arTecTanus

Bcero

616




4. YCJIOBUA PEAJIN3ALIIUA TPOPECCUOHAJIBHOI'O MO YJIA

4.1. TpeGoBaHus1 K MUHUMAJIbLHOMY MAaTePHAJIbHO-TEXHMYECKOMY 00ecre4eHHuI0

Peanuzanus nporpaMmbl MOIYJIsl IPEATNONaraeT HaJlluue:

Jlaboparopuu opraHu3auy U TPUHIIUIIOB TIOCTPOCHUS KOMITBIOTEPHBIX CHCTEM

Oo6opynoBanmue:

KommuiexT yuebHoit Mmebenu (16 mocagouHbIX MECT)

[TepconanpHbBIN KOMIBIOTEP OOy4atomerocs (13 mrT.)

[lepconanbHbIi KOMIBIOTED Mpenoaasaresns (1 mr.)

DKpaH i1 TPOeKTopa HamoabHbIN Projecta (mupuHa 160 cm)

MynsTumenuiinelii mpoexkrop Epson EB-X8

CereBoe 00opynoBaHue:

xommyTarop D-Link DES-1228 24 nopta, kommytarop COMPEX DS2216 16 mopTos,

nutro3 [P-tenedonun Cisco SPAS000 8 moptos,

6 menuakonBeptepoB D-Link DMC-920R

JInueH3uoHHOE MPOrpaMMHoOe olecredeHne:

Microsoft Windows XP with SP3

(14 nmunenszuit WinPro 7 RUS Upgrd OLP NL Acdmce

Toproserit mocpennuk: Softline /lara 3akaza: 2010-10-27

Kon munensun: 47592665 Pogutenbckas nmporpamma: OPEN 67582704ZZE1210)

Microsoft Office 2007 Professional

(9 munenswmii OfficeProPlus 2007 RUS OLP NL Acdmc

Toproseiit nocpeguuk: OOO Pankom Jlara 3akaza: 2007-12-04

Jlunensus: 43136305 Poautennckast mporpamma: OPEN 63126856ZZE0912;

5 muuensuit OfficeProPlus 2007 RUS OLP NL Acdmc

Toproseiii nocpeanuk: OO0 Pagxom Jlara 3akaza: 2008-09-19

Kon JIuniensun: 44544996 Ponurensckas nporpamma: OPEN 63786020ZZE1004)

Kaspersky Endpoint Security 11 g Windows

(Kaspersky Endpoint Security qnsousHeca - Pacumpennstit Russian Edition. 250-499 Node 2
year Educational Renewal License

No munienzun: 1096-181214-111355-563-621

Cpok ucnonb3oBanus [10: ¢ 2018-12-14 no 2021-03-02

[ToctaBmuk (pecemiep): BENEF.IT benegut, OOO)

ACKOH KOMITAC-3D V12 YHuBepcuTeTcKas JIMIEH3Us ¢ OMOIMOTEKaMHU U TIPHIIOKSHUSIMHI

(JIunensuonnoe cornamenue Kk-10-01408 ot 03.12.2010 . Kon-Bo xomuid: 50

Kirou anmmaparnoit 3anmutet HASP HL Net 50 v2 ID 1579998279)

CBo0oHoe nporpaMMHoe o0ecriedyeHme:

Libre Office 5.4

Oracle VM VirtualBox

Microsoft Visual C++ 2008 Express Edition

Microsoft Visual C# 2008 Express Edition

Microsoft Visual Basic 2008 Express Edition

Python 3.4

Maxima 5.3.7

Pascal ABC.NET

Kabunera MaTeMaTnyecKux MPUHITUIIOB MOCTPOCHHUSI KOMITBIOTEPHBIX CETEH:

Oo6opynoBanue:

KommutekT yueOHoM Mebenu (16 mocaouHbIX MECT)

[TepconanbHbIil KOMITBIOTEp OOy4atomerocs (13 mT.)

[TepconanbHbIN KOMIBIOTED MpenoaaBatens (1 mT.)



DKpaH Ui IpoeKTopa HanoiabHbIN Projecta (mupuna 160 cm)

Mynsrumenuniinbeii npoektop Epson EB-X8

CereBoe o0opyaoBaHue:

kommyTarop D-Link DES-1228 24 nopra, kommytatop COMPEX DS2216 16 nopros,
nuto3 [P-renedonmnu Cisco SPA8000 § moptos,

6 meauaxonsepTepoB D-Link DMC-920R

JInneH3noHHOe MporpaMMHoe odecreyeHme:

Microsoft Windows XP with SP3

(14 nunenszuit WinPro 7 RUS Upgrd OLP NL Acdmce

Toproseiii mocpennuk: Softline Jlara 3akaza: 2010-10-27

Kop muuensun: 47592665 Ponurensckas nporpamma: OPEN 67582704ZZE1210)
Microsoft Office 2007 Professional

(9 muuenswmii OfficeProPlus 2007 RUS OLP NL Acdmc

Toprossii mocpennuk: OOO Pankom [lara 3akasa: 2007-12-04

JInuensus: 43136305 Ponurensckas nporpamma: OPEN 63126856ZZE0912;

5 nmunensuii OfficeProPlus 2007 RUS OLP NL Acdmc

Toproserii nocpeguuk: OOO Pankom [lara 3akasza: 2008-09-19

Kon JIuniensun: 44544996 Ponurensckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 ans Windows

(Kaspersky Endpoint Security ninsiéusneca - Pacumpennsiit Russian Edition. 250-499 Node 2

year Educational Renewal License
Ne nmunenzun: 1096-181214-111355-563-621
Cpox ucnonb3oBanus [10: ¢ 2018-12-14 no 2021-03-02
[ToctaBmuk (pecemiep): BENEF.IT benegput, OOO)

ACKOH KOMITAC-3D V12 YuuBepcuTeTcKas JULEH3Us ¢ OMOINOoTeKaMu U PUI0KEHUSIMH

(JInuensnonnoe cornamenne Kx-10-01408 ot 03.12.2010 . Kon-Bo xomuii: 50
Kitou anmapatsoit 3amutsl HASP HL Net 50 v2 ID 1579998279)
CBo0001HOE MpOrpaMMHoOe obecneyeHue:

Libre Office 5.4

Oracle VM VirtualBox

Microsoft Visual C++ 2008 Express Edition

Microsoft Visual C# 2008 Express Edition

Microsoft Visual Basic 2008 Express Edition

Python 3.4

Maxima 5.3.7

Pascal ABC.NET



4.2. UndopmannonHoe odecreyeHue 00ydeHust

[lepeueHp pekOMEHIyeMbIX Y4eOHBIX U3AaHui, WHTEepHET-pecypcoB, IOMOIHUTEIBHON
TUTEepaTyphl

OCHOBHEBIE€ HCTOYHHKH:
1. Kosran, H.M. Kommwioreprbie cetn : ydeOHoe mocobme : [16+] / H.M. Kosran. —
Mumuck : PUIIO, 2019. — 180 c. : un., Tabn. — Pexxum poctyna: mo moamucke. — URL:

https://biblioclub.ru/index.php?page=book view_red&book id=599948 (mara
obpamenus: 16.03.2022). — bubauorp. B kH. — ISBN 978-985-503-947-2. — Tekcr :
IEKTPOHHBIN.

2. CupnseB, H. . Teopus BeposTHOCTEH M MaTeMaTH4ecKas CTaTHCTHKA : YYEOHHK JUIs
cpenHero mpodeccronanpHoro obpazoanus / H. M. CumgasieB. — Mocksa
WznarensctBo FOpaiit, 2020. — 219 c¢. — (Ilpodeccuonansnoe obpazoBanue). — ISBN
978-5-534-04091-3. — Tekcr : oamekrponnbii // OBC IOpaiit [caiit]. — URL:

http://biblio-online.ru/bcode/450807 (nmata obpamenus: 01.09.2020).

JlonoJiIHUTEeIbHbIE€ HCTOYHUKH:

1. Jubpos, M. B. KommbloTepHble ceTH U TelleKOMMyHHUKanuu. Mapmpytuszanust B IP-
cesix B 2 4. Yacte 1 : yueOHHMK W TPAKTHKYM i1 CpelHero mpoecCrOHaIbHOTO
obpaszoBanus / M. B. JIlubpoB. — Mocksa : U3narensctBo FOpaiit, 2020. — 333 ¢. —
(ITpoeccuonanbuoe oOpazoBanue). — ISBN 978-5-534-04638-0. — Tekct
AIIEKTPOHHBIN /l 9BC Opaiit [caliT]. — URL:
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/1 (mara obpamenus: 16.03.2022).

2. CeTH M TelEKOMMYHHUKAIMM : y4eOHUK M npaktukyMm ais By3oB / K. E. Camyiinos [u
np.] ; mox penakmueit K. E. Camyitnosa, U. A. lllanumosa, JI. C. Kymsi6oBa. — Mockaa :
WznarensctBo FOpaiit, 2020. — 363 c¢. — (Bricuiee oopazoBanue). — ISBN 978-5-534-
00949-1. — Texkct : anekrponnbii / DBC HOpaiit [caiit]. — URL: https://biblio-
online.ru/viewer/seti-i-telekommunikacii-450234#page/1 (mata  oOparieHus:
06.03.2022).

3. Jlucsk, H.K. MonenupoBanue cucrem : yuedHoe nmocodue / H.K. Jlucsk, B.B. Jlucsk ;
HOxHubIit  (enepanbHelii  yHUBEpCUTET, MHKXEHEPHO-TEXHOJNOTHYECKAs aKaJeMHs. —
PocroB-Ha-/lony ; Taranpor : FOxubii penepanbublii yHusepcuret, 2017. — Y. 1. — 107
c. : w1 — Pexum npocryna: mo moamucke. — URL: https:/biblioclub.ru/index.php?
page=book&id=499733 (mara oOpamenus: 06.03.2022). — buGmuorp.: c¢. 101-102. —
ISBN 978-5-9275-2504-1. — TeKcT : aeKTPOHHBII.

IIporpammuoe obecneuenue u UntepHer-pecypcenl:

1. ObC «YHuBepcuteTckas 6ubimoTeka onnaitHy. — Pexxum goctyna: http://biblioclub.ru/.

2. Ob6pa3oBarenbHblii mopTai. Pexum nocrymna: Intuit.ru.

3. Kuauru nmo nadopmamoHHsiM TexHOJIOTHAM. Pexum goctyna: http://www.books.everonit.ru.

4.3. O0mue TpeGOBaHNA K OPraHU3anuu 00pa30BaTEJILHOIO NpoLecca

IIpodeccronanbHbIi MOIY/Ib HM3Y4aeTcss NapajuleIbHO C H3yYeHHEM Y4eOHBIX AMCLUIUINH
obmenpodeccuoHaNbHOTO IHMKJIA: «OCHOBBI MPOrPaMMHPOBAaHUS M 0a3  JaHHBIXY,
«DNEKTPOTEXHNYECKHE OCHOBBI HICTOUHUKOB TUTAHUS».

BrinonHeHue npakTHUeCKUX 3aHATUN NpearosaraeT AejIeHUe IPpyIbl 0 YUCIy padouux MECT,
000pYI0BaHHBIX NIEPCOHAIBHBIM KOMIIBIOTEPOM. TeKyIIuii KOHTPOJIb OCBOCHHUS COACPKAHUS
MJIK ocymectisiercs: B popMe TECTOBBIX 3alaHUI U MPAKTHYECKUX 3aHATUH.


http://biblioclub.ru/
https://biblioclub.ru/index.php?page=book&id=499733
https://biblioclub.ru/index.php?page=book&id=499733
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
http://biblio-online.ru/bcode/450807
https://biblioclub.ru/index.php?page=book_view_red&book_id=599948

VY4yeOHas MpaKkTUKa M0 MOAYJIIO MPOXOJUT U3yueHHs TeopeTndeckoit yactu MJIK.

VYyeOHast mpaKTUKa MPOBOAUTCA B KOMITbIOTEpHBIX JJaboparopusax EI'Y um.U.A. Bynuna.

ITpon3BoACTBEHHAs MpaKTHKa MPOXOJUT B OpraHu3anuax ropoaa. OO0s3aTeslbHBIM YCIOBHEM
JIONyCKa K TPOM3BOJICTBEHHOM MpakTHKe B pamkax I[IM sBnsercs ocBoeHue yuyeOHOM
MPAKTUKHU JJIS TIOJTyYEHHsI IEPBUYHBIX MTPO(ECCHOHANIBHBIX HABBIKOB.

B npouecce 00yueHus: UCHOIB3YIOTCS pa3IudHble BUABI HHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHUM.

4.4. KagpoBoe o0ecnieueHne 00pa3oBare/ibHOIO Mpouecca

TpeGoBanns Kk KBATHPUKANUHA NeIArOrHYeCKNX KaJapoB, 00ecneynBaloImux odyye-
HHE 10 MeXIMCUMIUIMHAPHOMY Kypcy (Kypcam): HaIUM4uue CPEJHEro CIEUUAlIbHOrO WU
BBICIIIETO WHXEHEPHOTO WJIM BBICIIErO MeNarornyeckoro oO0pa3oBaHMs, COOTBETCTBYIOILETO
npod k.

TpedoBanus Kk KBAJIN(PUKANUN MeIATOTHYECKUX KAJAPOB, OCYHIECTBIAIONIUX PYKO-
BO/JCTBO NPAKTHKOI: BhHICIIEE MEJAarormueckoe oOpa3oBaHUE, COOTBETCTBYIOIIETO MPOQUITIO
MOAYJIsl «DKCIUTyaTanust 00bEKTOB CETEBOM MHMPACTPYKTYPhI» U cnenuanbHocTH «KommbroTep-
HBIE CETH.



5. KOHTPOJIb 1 OLIEHKA PE3YJIBTATOB OCBOEHUA IIM

KOHTpOJ'IB " OLICHKA PE3YyJIbTAaTOB O(I)OpMJBIIOTCH B Ta6n1/1uax OTACIBHO I10

po(eCCHOHANBHBIM M OOIIUM KOMIICTCHITHSIM:

OcBoennble npogeccnoHanbHbIC Ouenounbie
Pe3yabTarhl 00yyeHus
KOMIIeTeHIM U cpe/icTBa
1 2 3

IIK 1.1. BeinonHsTh
MPOEKTUPOBAHKE KabeTbHOM
CTPYKTYPBI KOMITBIOTEPHOM CETH.

BBITIOJTHEHHE BCETO
KOMIUIEKCA TIPOEKTHBIX
paboT, CBA3aHHBIX C
CO3aHUEM KOMITBIOTEPHOU
ceTH (IO KITF0U»);
TPaMOTHOCTh MCIIOJIB30BAHUS
IT-TexHONOr M1, B TOM YHCIIE
CHeHaIn3UPOBAHHOTO
IPOrpaMMHOTO
oOecriedeHus, pu
MPOEKTUPOBAHUU
KOMIIBIOTEPHBIX CETEH;
KaueCcTBO OpPTraHU3alUU
paboT 1Mo MPOEKTUPOBAHUIO
KOMITBIOTEPHBIX CETEeH;
o0ecreurBaTh
0ecKOH(IIUKTHOE BHEIPEHHE
Y BBOJ B OKCILTyaTaINIO
CO03/1aBa€MOro 00OBEKTA;

NP IPOEKTHPOBAHUHT
o0ecreunBaTh MePCHEKTUBBI
TUTSE OYTyIIETro pa3BUTHS
KOMITBIOTEPHOMN CETH.

DKcrepTHas OlEHKa
pe3yabTaToB
JESITEIIbHOCTH
o0yJarommxcs B
npoIecce OCBOCHUS
o0OpazoBarebHOM
IPOrPaMMBI:

- TIPY BBITIOJIHEHUHU U
3aIlUTE KypCOBOM
paboThl (IpoekTa);

- TP BBITIOJIHEHUT
paboT Ha pa3TUIHBIX
JTamax
MPOU3BOJICTBEHHON
MIPAKTHKH;

- IpU IPOBEICHUN
KOHTPOJIBHBIX paboT,
3a4€TOB, 9K3aMEHOB 10
MEXKTUCIUTUTHHAPHBIM
Kypcam.

[1K 1.2. OcymiecTBasTh BEIOOP
TCXHOJIOTUH, UHCTPYMCHTAJIbHBIX
CPEZCTB U CPENCTB
BBIYHCIUTEIBHON TEXHUKH npu
OpraHu3aIy Iporecca
pa3paboTKu U HCCIETOBAHUS
00BeKTOB TIpo(heccuoHaTBHON
ACATCIIbHOCTU

11esecoo0pa3HOCTh
OCYILIECTBICHUS BBIOOpa
TEXHOJIOTHUH,
WHCTPYMEHTAIILHBIX CPEICTB
u cpencts BT;

TPaMOTHOCTh TUTAHUPOBAHUS
Y IPOBEICHUS HEOOXOTUMBIX
TECTOBBIX MPOBEPOK U

PO UITAKTHIECKUX
OCMOTpOB;
KBATU(UITUPOBAHHOCTh
OpTraHHU3aIy U
OCYIIECTBIICHUS
MOHHUTOpPHHTA
WCIIOJIb30BaHUS
BBIUMCITUTEILHON CETH;
TOYHOCTb U CKPYIYJIE3HOCTD
(hUKCHPOBaHUS U aHAIIN3A

DKCIepTHasl OlIEHKa
pe3yabTaToB
NEeSITEIbBHOCTH
o0yJaronmxcs B
poIecce OCBOCHUS
oOpa3oBareabHOU
IPOrpaMMBI:

- Ha TIPAKTHYECKHUX
3aHATHAX (TTPU
pelieHun
CUTYaI[MOHHBIX 3a]1a4,
IIPU y9acTUU B
JIETIOBBIX UTPax);

- TP BBITIOJIHEHUT
paboT Ha pa3TUIHBIX
JTamax
MPOU3BOJICTBEHHOM
PAKTHKU




c0oeB B paboTe CepBEPHOTO
U CETEBOTO 000PYI0BAHUS,
CBOEBPEMEHHOCTb MPUHSATHUS
pElIeHUs] O BHEOUEPETHOM
00cITy)KUBaHUHU
MPOTPaMMHO- TEXHHUYECKHUX
CPEACTB;

CBOEBPEMEHHOCTh
BBIIOJIHCHUS MEJIKOTO
pEMOHTa 000pYIOBaHUS;
rPaMOTHOCTh U
aAKKypaTHOCTb BEJICHUS
TEXHUYECKOM M OTYETHOM
JIOKYMEHTAIMH.

- IPU TIPOBEJICHUN
KOHTPOJIBHBIX paldoT,
3a4€TOB, 3K3aMEHOB I10
MEXKIUCHUTUTMHAPHBIM
Kypcam.

[1K 1.3. OGecnieunBath 3aUTy
uHGOpPMAIUH B CETU C
UCIIOIH30BAaHUEM MTPOTPAMMHO-
anmapaTHBIX CPEJICTB.

MOJIHOTa 00ecTeYeHUs
HaJIW4us U
paboTocrnocobHOCTH
MPOrpaMMHO-TEXHUYECKUX
cpenctB cOopa TaHHBIX NS
aHaJM3a rokasarenein
WCTIONIB30BaHUS U
(YHKIIMOHUPOBAHUS
KOMIIBIOTEPHOU CETH;
rPaMOTHOCTh U
CBOEBPEMEHHOCTH JEHCTBUI
110 aJIMUHUCTPUPOBAHHUIO
CETEBBIX PECYPCOB;
6eccOOMHOCTD MOAIEPIKAHUS
CETEeBBIX PECYPCOB B
AKTyaJIbHOM COCTOSIHHH;
TIIATEIbHOCTh MOHUTOPHUHTA
WCIIOJIb30BaHUS CETU
HHTEpHET U 3eKTPOHHOU
TIOYTHI;

peryisIpHOCTh BBOJIA B
JIEACTBUE HOBBIX
TEXHOJIOTUIA CUCTEMHOTO
aJIMUHHUCTPUPOBAHUSL.

DKcrepTHas OleHKa
pe3ynbTaToB
JeSITeTbHOCTH
00yJarommxcs B
IpoIIeCcce OCBOCHUS
o0Opa3oBareabHOU
IPOrPaMMBI:

- Ha MIPaKTHYECKHUX
3aHATUAX (TIpU
BBITIOJTHEHUH U
3aIUTe
1a00paTOPHBIX
(TIpaKTUYECKUX)
pabor);

- TIPY BBITIOJIHCHUN
paboT Ha pPa3IUYHBIX
sTanax yueOHou u
MPOU3BOICTBEHHOM
MIPAKTHK;

- IpU TIPOBEICHUN
KOHTPOJIbHBIX padoT,
3a4eTOB, 9K3aMEHOB I10
MEKTUCITUTUTHHAPHBIM
Kypcam.

[IK 1.4. Ilpunumats yyactue B
IIPUEMO-CIaTOUYHBIX UCIIBITAHUAX
KOMITBIOTEPHBIX CETEN U CETEBOTO
000py/10BaHUS Pa3IMUHOTO

IMPOAYKTUBHOC y4aCTHC B
MMPHUEMO-CAATOYHBIX
HCIIBITAHUAX KOMIIBIOTCPHBIX
CETeH 1 CETEBOTO

DKcnepTHas OleHKa
pe3ybTaToB
JIEATEIbHOCTU
00yJarommxcs B

YPOBHS U B OLIEHKE KaueCTBa U 000py10BaHuUS; IpoLeCcCe OCBOEHUS
9KOHOMHUYECKOH A3(PPEKTUBHOCTH | NPAaBUIBHOCTb U o0pa3oBarenbHOI
CETEBOH TOIOJIOTUH. apryMEHTUPOBAaHHOCTb IPOrpaMMBI:
OLIEHKHU KayecTBa U - Ha IIPAaKTHYECKUX
SKOHOMHUYECKON 3aHATUAX (TIpU
3G PEKTUBHOCTH CETEBON BBINOJIHEHUH U
TOTIOJIOTUU; 3aluTe
I'PaMOTHOCTb IPUMEHEHUS 71a00paTOPHBIX




HOPMAaTUBHO-TEXHUYECKON
JIOKyMEHTAIMM B 00JIaCTH
MH(POPMAIIMOHHBIX
TEXHOJIOTHH;

OCO3HAHHOCTb IPUMEHEHUS
OTE4YECTBEHHOTIO U
3apy0OeKHOTO OIbITa
UCIIOJIb30BaHM
IPOrpaMMHO-TEXHUYECKUX
CPEICTB.

(IpaKkTUYECKUX)
pabor; - pu
BBITIOJIHEHUH PaboT Ha
pa3IMYHBIX dTarax
IIPOU3BOJICTBEHHOU
MPAKTHUKH.

[1K 1.5. Beimonuate TpeOoBaHus
HOPMAaTUBHO-TEXHUYECKON
JOKyMEHTAH, UMETH OIIBIT
o(opMIIeHUSs TPOEKTHOM

NpaBHIILHOCTb, TCXHUYCCKAA

DKCIepTHas OLICHKa
pe3yNbTaToB
JeSITeTbHOCTH
00y4JaroIuxcs B

JIOKYMEHTAIIUH. U I0pUAnYecKas MpoLecce OCBOCHUS
IPaMOTHOCTb IPUMEHEHUS o0pa3oBarenbHOI
HOPMaTHBHO-TEXHUYECKON MIPOrpPaMMBbI:
JOKyMEHTAIMH B 00JIaCTH - Ha TPAaKTUYECKUX
MH(OPMAIIMOHHBIX 3aHATHUAX
TEXHOJIOTUH; (TIpH BBINOJIHEHUH U
MPOAYKTUBHOCTh YYacTHsI B | 3aIIUTE
TUTAHUPOBAHUU PA3BUTHUS 1a00paTOPHBIX
MIPOTrPaMMHO-TEXHNYECKON (MpaKkTUYECKUX )
0a3bl OpraHu3aluy; pabort, npu
apryMEeHTUPOBAHHOCTb MOJITOTOBKE U YYaCTHH
000CHOBaHUS NPEAJIOKEHUN | B CEeMHUHApax, Mpu
0 peanu3aly cTpaTeruu MOJITOTOBKE
OpraHu3aiyu B 00I1acTH pedepatos, 10KJI1a7I0B
MH(OPMAIIMOHHBIX u
TEXHOJIOT U, T.JI.);

- TIPH BBITIOTHEHUH U
MPOAYKTUBHOCTD YUacTHsI B | 3alUTE KypCOBOMN
Hay4YHBIX KOH(PEPEHITUSX, paboThl (IpoekTa);
CEeMHHAapax; - TIPH BBITIOJIHEHUH
TOYHOCTh U TPAMOTHOCTb paboT Ha pa3IMYHBIX
oopmienus JTanax
TEXHOJIOTUYECKOMN MIPOU3BOACTBEHHOMN
JOKyYMEHTaIuu, €€ NPaKTUKU;
COOTBETCTBHE JICHCTBYIOLUM | - IIPU [IPOBECHUHU:
MIpaBUJIaM U PYKOBOACTBAM. | KOHTPOJIbHBIX padoT,
3a4€eTOB, 9K3aMEHOB I10
MEKTUCIUTUTMHAPHBIM
Kypcam.
PesyibTarsl

(ocBoeHHBIE 001IM e
KOMIIeTeHIIUH)

OcHoBHbIE TOKA3aTe/IH
OLIEHKH pe3yJIbTaTa

(I)OprI H METOAbI
KOHTPOJIA U OCHKH




OK.01, OK 02, OK 03, OK 04, OK
05, OK 06, OK 07, OK 08, OK 09,
OK 10, OK 11.

ydacTue B paboTe HaydHO-
CTYICHUYECKUX OOIIECTB,
BBICTYIUICHUSI HA HAY4YHO-
NPaKTUYECKUX KOH(PEPEHIINSX,
y4acTHE BO BHEYPOUHOU
JeSITETIbHOCTH CBSI3aHHOM C
Oymyeit
npodeccueii/crnennantbHOCThIO
(KoHKYpCHI TpoheccHoHaTBHOTO
MacTepcTBa, BHICTABKH H T.I1.)
BBICOKHE TTOKA3aTeIH
TIPOM3BOJICTBEHHOU
JeSITeTbHOCTH

BBIOOP M IPUMEHEHHE METOJIOB U
croco0O0B pelICHUs
npodeCCHOHANTFHBIX 33]1a4,
oleHKa UX 3()(HEeKTUBHOCTH U
KauecTBa

aHaM3 MPOQEeCCUOHATHHBIX
CHUTYaIluH;

peleHe CTaHIapTHBIX U
HECTaHIaPTHBIX
npogecCHOHANBHBIX 3a1a4

3¢ HEeKTUBHBIN TOUCK
HEoOX0UMOH HH(OpMAIIHH;
-HCIIOJIb30BAHUE PA3THYHBIX
MCTOYHHKOB, BKIIFOUAsI
ANIEKTPOHHBIE

IpY U3YYSHUU TEOPETHIECKOTO
Marepuaia u MPOXOXKICHUH pa3-
JHYHBIX TAIOB
NPOM3BOACTBEHHON TIPAKTHKU
UCIIOJIb30BaHKE B yUeOHOU 1
npodeCcCHOHATLHON
JeSITeTbHOCTH PA3IMYHBIX BUIOB
POTPaMMHOTO O0CCIICUCHUSI, B
TOM YHCJIE CIIEIUAIBHOTO, TIPU
oopMIICHNY | TTPE3CHTAITUH
BCEX BUIOB pabOT
B3aUMOJICHCTBUE!

¢ 00y4aroMMUMUCS TIPH
NIPOBEJICHHUH JICIIOBBIX UTP,
BBITTOJTHEHUN KOJJICKTHBHBIX
3a1aHAH (TTPOCKTOB),

C TpeToiaBaTesiIMUA, MacTEpaMu
B X0JI¢ 00y4CHHUS,

C IOTPEOUTENISIMU U KOJJIETaMU
B XOJI€ TIPOU3BOJICTBEHHOU
NPaKTHKU

CaMOAaHaJIN3 U KOPPEeKLUs
pEe3yJIbTaToOB COOCTBEHHOM

DKcrepTHas OlleHKa
pe3yJIbTaToB
JeSTeILHOCTH
oOyJarommxcs B
MpoIeCCce OCBOCHUS
00pa3oBarebHOM
MIPOTPaMMBI:

- Ha MPAKTHYECKUX
3aHATUAX

(pu pereHUn
CUTYaIlMOHHBIX 33]1a4,
NIPU yYaCTHUU B
JICIIOBBIX UTpax: MpH
MOJITOTOBKE M YYaCTHH
B CEMUHApaXx, Mpu
MOJITOTOBKE
pedeparos, TOKIAI0B
U T.J.);

- TIPY BBITIOJIHEHUU H
3alUTe KypCOBOM
paboTsI (IpoeKTa);

- TIPH BBITIOJTHCHUA
paboT Ha Pa3TMYHBIX
JTanax
MPOU3BOJICTBEHHOM
MIPAKTUKH;

- TP TIPOBE/ICHUU:
KOHTPOJIBHBIX padoT,
3a4€TOB, 9K3aMEHOB I10
MEXTUCIIUTUTHHAPHBIM
Kypcam, SK3aMeHa
(kBamM(UKAITMOHHOTO)
10 MOJIYJTIO.




JeSATeIbHOCTH TIPU BBITIOJTHEHUHT
KOJUIEKTUBHBIX 3aJJaHUI
(mpoexToB),

OTBETCTBEHHOCTbD 3a PE3YJIbTaT
BBITIOJTHEHUS 3a]ITaHHIA.
IUIAHUPOBAHUE U KAYECTBEHHOE
BBITIOJTHEHUE 3aJaHUN [T
CaMOCTOSITENIbHOM pabOThI ITPH
U3YYCHUH TEOPETUUECKOTO
MaTepualia u MpOX0oKICHUH
pa3IMYHBIX ATANIOB
IIPOU3BOJICTBEHHON MTPAKTUKH
- OTIpe/IeNICHUE ITANOB U
coJiepaHus pabOThI 110
peanuzaiui camoo0pa3zoBaHus
-aIanTalys K U3MEHSIOUUMCS
YCIIOBUSIM TIPO(eCCHOHATLHOM
JeATENbHOCTH;

-IIPOSIBJICHUE
npodeccruoHaIbHON
MaHEBPEHHOCTH TIPH
MIPOXOXKJIEHUH Pa3INYHBIX
3TaIoOB NPOU3BOACTBEHHOM
IPAKTUKH
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