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1. MACIIOPT ITPOI'PAMMBI YYEBHOM JUCIHHUIIJINHBI
OI1.11. KoMnbloTepHbLIE CeTH

1.1. ObsacTh NPUMEHEHHUS TPOTPAMMBI

Pabouast mporpamMma y4eOHOM TUCHUIUIMHBI SBISETCS YacThIO 00pa30BaTEILHON MPOTPaMMEI B
coorBerctBUM ¢ PI'OC mo cnemmanmsHoctn 09.02.07 — HMHpopManuoHHBIE CHCTEMBI U
IpOrpaMMHPOBAHHE.

Pabouas mporpamMma y4eOHON IUCHMIUIMHBI MOXET OBbITh HCIIOJIb30BaHA B JONOJHHUTEIHHOM
npodeccuoHaibHOM  00pa3oBaHMM (B HpOrpaMMax — TIOBBIIICHHS  KBATU(QHKALIUU |
NEePEnoArOTOBKM) M MPOPECCHOHATHLHON MOATOTOBKE IO CMEXHBIM CIIEIIHATEHOCTSIM.

1.2. MecTo IMCHUILIMHBI B CTPYKTYpe OCHOBHOIi nMpogeccuoHaILHON 00pa3oBaTeIbHOI
NpOrpaMmbl:

Iudp aqucuurmumnet no yuyeonomy miany: OIL11.

JucuumnirHa sBisercs 4acTbio obmenpodeccuonanbHoro mukia OII yueOHOro miana o
cnenuanpHoct  CIIO  09.02.07 — WudopmannoHHBIE CHUCTEMBI W HPOTPAMMHPOBAHUE.
Hanpasnena Ha ¢popMupoBaHuE CIeAYIOIIUX O0IUX U MpodeccHoHaNbHbIX KoMieTeHuui: OK
1,0K 2,0K 4, 0K 5, OK 9, OK 10, I1K 5.3, T1K 9.10, [1K 9.4, [IK 9.6.

1.3. llesin ¥ 3a0a4M JMCUMILIMHBI — TPEOOBAHUS K Pe3y/JbTATaM OCBOCHHS COJePIKAHUSA
AUCHHUILIMHBI

C menpl0  OBIaJEHUs  YKa3aHHBIM  BHMJOM  HPOQECCHOHATBHOM  JIEATENBHOCTH U
COOTBETCTBYIOIIUMH TPO(PECCHOHATBHBIMA KOMITETCHIIUSAMHU OOYYarOIIUICS B XOJI€ OCBOCHHS
OIl.11 momxeH:

yMeTb:

- MIPOEKTUPOBATH JIOKAJIbHYIO CETb;

- BBIOMpATh CETEBbIE TONOJIOTUH;

- paccuuThIBaTh OCHOBHBIE MTAPAMETPHI JIOKAIBHOM! CETH;

- YUTATh TEXHUUYECKYIO U MPOEKTHYIO JOKYMEHTALMIO [0 OPraHU3allMHd CETMEHTOB CETH;

- IIPUMEHSTH aJITOPUTMBI IOMCKA KpaTJyaillero myTH;

- IUTAHUPOBATh CTPYKTYPY CETHU C IMOMOIIIBIO Ipada ¢ ONTUMAIBHBIM PACIIONOKEHUEM
y3J10B;

- HCI0JIb30BaTh MaTEMaTUYECKUI anmnapar TeopuH rpados;

- KOHTPOJIMPOBATh COOTBETCTBUE pa3padaThIBAEMOI0 MPOEKTa TEXHUYECKOMN
JIOKYMEHTAI1H;

- HacTpauath potokos TCP/IP u ucnonb30BaTh BCTPOCHHBIE YTHUIIMTHI ONIEPALIMOHHON
CHCTEMBI JJIsl IMarHOCTUKH PabOTOCTIOCOOHOCTH CETH;

- HCIOJIb30BaTh MHOTO(YHKIIMOHATIBHBIE TPHOOPHI U POTPaMMHBIE CPE/ICTBA
MOHHMTOPHHTA;

— MIPOrpaMMHO-aIIapaTHbIE CPEACTBA TEXHUYECKOTO KOHTPOJIS;

— MCI0JIb30BaTh TEXHUYECKYIO JIUTEPATYPY U UHPOPMALIMOHHO-CIIPABOYHBIE CUCTEMBI IS
3aMeHbI (TIOMCKa aHAJIOTOB) YCTApPEBILEr0 000PyA0BaHMS;

3HATh:

— oO1uirie MPUHIUIBI TOCTPOEHUS CEeTe;

- CEeTeBbIE TOIOJIOTHH;

- MHOTOYPOBHEBYIO Mojienb OSI;



- TpeOOBaHUS K KOMIIBIOTEPHBIM CETSIM;

- APXUTEKTYPy MPOTOKOJIOB;

- CTaHJAPTU3AIUIO CETEH;

- ATaIbl MPOSKTUPOBAHUS CETEBOM HH(PPACTPYKTYPHI;

- TpeOOBaHUS K CETeBOM OE30MaCHOCTH;

- OpraHu3aIuio padboT M0 BBOAY B AKCILTyaTAI[UI0 0OBEKTOB M CETMEHTOB KOMITBIOTEPHBIX
ceTeit;

- BEPOSITHOCTHBIE U CTOXACTUUYECKHUE MPOLIECCHI, 3JIEMEHTHI TEOPUU MACCOBOTO
00CITy>)KMBaHUs1, OCHOBHBIE COOTHOIIEHUSI TEOPUU OUepe/IeH, OCHOBHbBIC TOHSATUS TEOPUU
rpados;

- ANTOPHUTMBI TTIOMCKA KPAaTYaKIIIETO MyTH,

- OCHOBHBIC ITPO0JIEMBI CHHTE3a TpadoB aTak;

- MMOCTPOCHHUE aICKBAaTHOM MOJICIIH;

- CHUCTEMBI TOITOJIOTHYECKOTO aHATN3a 3aIUIIEHHOCTH KOMITBIOTEPHOU CETH;

- apXUTEKTYpy CKaHepa 0e30MacHOCTH;

- AKCIIEPTHHIE CUCTEMBI,

- 0a30BbIC TIPOTOKOJIBI U TEXHOJIOTUH JIOKATTBHBIX CETEH;

- MIPUHIIUIIBI TOCTPOCHUS BBICOKOCKOPOCTHBIX JIOKAIBHBIX CETEH;

- OCHOBBI TTPOCKTUPOBAHUS JIOKAIBHBIX CETEH, OECITPOBOIHBIC JIOKAJIbHBIE CETH;

- CTaHJIapPTHI KaOellel, OCHOBHBIC BU/IbI KOMMYHHKAITMOHHBIX YCTPOWCTB, TEPMUHEI,
MOHSATHS, CTAHAAPTHI U THUIIOBBIC AJICMEHTBI CTPYKTYPUPOBAHHOMN KaOEIbHOW CHCTEMBI: MOHTAX,
TECTUPOBAHUE;

- CpelCcTBa TECTUPOBAHUS U aHAJIN3A;

- MpOrpaMMHO-annapaTHbie CPeICTBA TEXHUUECKOTO KOHTPOJIS;

- OCHOBBI JUATrHOCTUKH JKECTKHUX JIHCKOB;

- OCHOBBI U TIOPSIJIOK pPe3epBHOI0 KomupoBaHus nHpopManuu, RAID TexHonorumu,
XPaHWINILA JaHHBIX.

HMeTh MPAKTHYECKHUI ONbIT:

- MIPOEKTUPOBAHUS APXUTEKTYPhI JOKATBHON CETH B COOTBETCTBUHU C MMOCTABIECHHOMN
3a7adei;

- YCTAaHOBKH M HACTPONKU CETEBBIX MPOTOKOJIOB U CETEBOT'O 00OPYIOBaHUS B
COOTBETCTBUM C KOHKPETHOH 3a/1a4eil;

- BBIOOpA TEXHOJOTUH, UHCTPYMEHTAIBHBIX CPEJICTB IIPU OpraHU3aIUH MpoIiecca
MCCJIeI0BaHMS OOBEKTOB CETEBOM MH(PPACTPYKTYPHI;

- o0ecrnieueHus EeIOCTHOCTH Pe3epBUPOBaHMS UHPOPMALIMH, UCTI0NIb30BaHus VPN;
- YCTaHOBKU U OOHOBJICHHS CETEBOTO MPOTPAMMHOT0 00eCTIeUeHNUS;

- MOHUTOPHUHIA TPOU3BOAUTEIIBHOCTU CEPBEPA U MPOTOKOJIUPOBAHUS CUCTEMHBIX U
CETEBBIX COOBITHIA;

- WCIIOJIB30BaHUS CTICIIHAIBHOTO MPOTPAMMHOT0 00€CTICUEeHHUS JIJIST MOICITUPOBAHUS,
MPOEKTUPOBAHUS U TECTUPOBAHMS KOMIIBIOTEPHBIX CETEH;

- oopMIIeHUS TEXHUYECKOH IOKYMEHTAIINN;

[Ipomecc u3ydeHusi TUCIMILIMHBI HAITPaBJICH HA (POPMUPOBAHUE DIIEMEHTOB CIEAYIOITUX
komieTeHnuil B coorBeTcTBUU ¢ GI'OC CIIO u OIIOII CIIO mo maHnHOM cHenHaIbHOCTU:

a) oomux (OK):

OK 1. BeiOupats cioco0bl pemieHus 3afad npopecCuoOHaNbHON JEeATENbHOCTH, TPUMEHUTEIHHO
K pa3JIM4HbIM KOHTEKCTaM.

OK 2. OcymiecTBisiTh MOUCK, aHAJU3 M HHTEPHpPETAlUI0 HHPOpMAIUH, HEOOXOIUMOW s
BBITOJIHEHUS 3a/1a4 PO ECCHOHATIBLHOMN 1EATEIIbHOCTH.



OK 4. PaGorath B KOJUICKTHBE W KoMaHne, 3((HEKTUBHO B3aMMOJICHCTBOBATh C KOJUIETAMU,
PYKOBOJICTBOM, KJIUEHTAMH.

OK 5. OcymiecTBisiTh YCTHYIO U MHCbMEHHYI0 KOMMYHHKAIIMIO Ha TOCYJApCTBEHHOM SI3bIKE C
y4€TOM OCOOEHHOCTEN COIMATBHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 9. Ucnonb3oBarh HHPOPMAITMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTUHU B PO ecCHOHaTbHON
JIeATETbHOCTH.

OK 10. Ilomp3oBarbcs MPOQPECCHOHAIBHOW JOKYMEHTAIlMEH Ha TOCYAapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

0) npogeccnonanbubix (IIK):

I1K 5.3. Pa3zpabarsiBaTh moicucTeMbl 0€30MacHOCTH HH(POPMAITMOHHOW CHCTEMBI B
COOTBETCTBUH C TEXHUYECKUM 33/1aHUEM. .

I1K 9.10. Peanu3oBbIBaTh MEPONPHUATHS 11O TPOIBHIKEHUIO BEO-TIPUIIOKCHHUH B
UH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHOU ceTn "UHTepHeT".

[1K 9.4. Ocy1iecTBiIsATh TEXHUYECKOE COMPOBOXKICHUE H BOCCTAHOBIICHUE BEO-TIPUIIOKEHUI B
COOTBETCTBUH C TEXHUYECKUM 33/I1aHUEM.

1K 9.6. Pa3merniath BeO-IpUIIOKEHUS B CETH B COOTBETCTBUU C TEXHUYECKUM 33/IaHHUEM.

1.4. PexomeHayemoe KOJHYECTBO YaCOB HA OCBOEHHE MPOTPAMMBI TUCHUTIIMHBI:
MaKCHUMaJIbHON y4eOHOU Harpy3ku oOyyaromerocsi 88 yacos, B TOM 4ucCle:
00s3aTeNnpHOM ayIUTOPHON yueOHOM Harpy3ku oOydaromierocs 64 yaca,
CaMOCTOSITeNIbHOU PaboThI 00yyaromerocs: 16 yacos.
Koncynpranus 2 yaca



2. CTPYKTYPA U COJIEP)KAHUE YUEBHOM JUCIUILIAHBI
2.1. O0beM yueOHOIl JMCHHMILIMHBI M BUABI Y4e0HOH padoThl

Bup yueOHoii padoTbl O0bem
4acoB

MakcuMmaJjibHasi y4eOHas Harpy3Ka (Bcero) 88
Oo6s13aTesIbHAsI ayAUTOPHAsI y4eOHAasi HATPY3Ka (Bcero) 64
B TOM YUCIIE:
JIEKLIUOHHBIE 3aHATUS 32
n1abopaTOpHBIC 3aHATHUS 32
MPAKTUYECKHUE 3aHATH -
KOHTPOJIbHBIE paOOThI -
KypcoBasi paboTta (IIpoekT) (ecau mpeayCMOTPEHO) -
KOHCYJIbTAITUs 2
CamocrosiTesibHas padoTa odyuyawierocs (Bcero) 16
B TOM YHUCIIE!
Cucrtemarnueckass npopabOTKa KOHCIEKTOB 3aHATUH, y4eOHOW WU cCrHelHanbHOM 4
TEXHUYECKOH JINTepaTypshl (110 BompocaM K naparpadam, riaBam y4eOHbIX OCOOHI,
COCTaBJICHHBIM IIPENOAABATEIIEM).
KoHncnektupoBanue tekcra, paboTa co CloBapsMU U CIPAaBOYHUKAMH, O3HAKOMJICHUE 4
C HOPMAaTUBHBIMU JOKYMEHTaMH, y4eOHO-HCCIeoBaTesIbCcKas paboTa Mpu camoM
LIMPOKOM Hcnonb3oBanuu MHTepHera u apyrux IT-rexHonoruit
ITonrotoBka Kk a0OpaTOpHbIM U MPAKTHUYECKUM paboTaM C HCHOJIb30BAHUEM 8
METOAMYECKNX PEKOMEHIAIMi  mperojaaBatens, odopMieHHe J1abopaTopHO-
IIPAKTUYECKUX pabOT, OTYETOB M MOATOTOBKA K MX 3alllUTE.
[TpomesxyTouHnas arrecrauus B popme: sk3aMeH B 1 cemecTpe 6




2.2. TeMaTuuyeCcKMii IJIAH U COAePKAHUE YUeOHOM JUCUMIIIIMHBI
OIl.11. KoMnbOTEPHBIE CETH

HaumenoBanue Conep:kanue y4yeOHOro MaTepuaJa, O0Bém YpoBeHb
pa3esioB U TeM JJabopaTopHbIe padoThl M NPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHASL Y4eOHasi padoTa 4acos OCBOCHHS
00yuyawuuxcsi, KypcoBasi padbora (poeKT) (eciu npedycmompernvt)
1 2 3 4
Pasznea OI1 64
OIlL.11 64
Komnbrorepusbie
ceTH
Tema 1.1. Coneprxxanue 16
BBenenue B 1 | KoMnbrOTEpHBIE CETH 1 1,2
ceTeBble CoBmectHast paborta, MHTEpHET W COBpPEMEHHBIE CETEBBIE TEXHOJOTHH — 001acTh
TeXHOJIOTUH IpUMEHEeHHs U HazHaueHue. Buapl komnbroTepHbIX cereil. ['1o0anbHble U J0KaIbHbBIE CETH.
OpnHOpaHroBblE M KIMEHT-CEPBEPHbIE ApPXUTEKTYpbl. (OCHOBHBIE KOMIIOHEHTBI CETEH,
ceTeBas cpela U CETeBble YycTpolcTBa. TexHomornmm mOAKIOYeHHs K VIHTepHer.
KonBeprentnele ceru. KauectBo M HazmexHocTh ceredl. OCHOBHBIE MOHSTHSI CETEBOU
6e3onmacHOCTH. TeHIeHIIMU pa3BUTHUS CeTeH.
2 | KoHconpHBI nocTym, ymalneHHbIH goctyn c¢ momounipio Telnet m SSH, mcnonb3oBanue 1 2,3
nopra AUX.
3 | CereBble MPOTOKOJIbI H KOMMYHHKAIIUU 1 2,3
KonupoBanue wu mnapamerpsl cooOuienus. CereBble NPOTOKONIBL. B3aumoneiictBue
npotokosoB. Ha6op mpotokosnoB TCP/IP u mponecc oOMmena ganHbiMU. OpraHu3anuu 1o
cragpaptuzamuu: ISOC, IAB, IETF, IEEE, ISO. MuoroypoBuesbsie monenu OSI u TCP/IP.
Wnkancynauua naHHbiX. [Iporokonbhbie 6moku ganHbix (PDU). [loctyn k JioKaigbHBIM
pecypcam. CereBas anpecaums. MAC- u IP- aapeca. JlocTyn K yJnaln€HHBIM pecypcam.
11111103 10 YMOJTYaHUIO.
4 | CereBoii 1ocTyn 1 2,3

[TpoToxosnbl U cranAapThl puznyeckoro ypoBHsA. CrocoObl noakimoueHus Kk cetu. CeTeBbie
untepdeiicapie mnatel (NIC). Cpenpl mepegaud AaHHBIX U WX XapaKTEPUCTHKU:
MPOIyCKHAasi CIOCOOHOCTh, IPOU3BOAUTENBHOCTh. Buibl MenHbIX ceteBbix kadeneit: UTP,
STP, koakcuanbHbIA. Pa3HOBUIHOCTH, OCOOCHHOCTH MPOKIAIKA U TECTUPOBAHUS KaOene.
CtpykTypa ¥ OCOOEHHOCTH TPOKJIAIKH ONTOBOJIOKOHHBIX Kabenel. becmpoBoiHbIe




cpenctBa nepenauun nanubix. Cranpapt Wi-Fi IEEE 802.11.

KanaybpHbIN ypOBEHB U €ro MOoAypoBHU: YTpaBieHue sorudeckuM kaHaioMm (LLC) u
VYnpasnenue gocTynom K cpene nepeaaun ganHbix MAC. CtpykTypa Kajpa KaHalbHOIO
YPOBHS ¥ IPUHIUIIBL ero hopMupoBanus. CTaHaapThl KAaHAJIBHOTO YpOBHS. Dusznyeckas u
JIOTUYECKasi TONOJIOTUs CETH. TOMOJIOIMH «TOYKA-TOUKA», «3BE3/1a», «IIOJHOCBSI3aHHAs»,
«xomnpueBasy. [lonyayriekcHas ¥ MoJHOAYIIIEKCHAs niepeada JaHHbIX. OcoOeHHOCTH
kagpoB LAN, WAN, Ethernet, PPP, 802.11.

Ceresbie TexHosoruu Ethernet

CewmetlictBo cereBbix TexHosioruil Ethernet. Ilpunuun pa6otsr Ethernet. Bzaumonelictue
Ha noaypoBHsix LLC u MAC. YnpaneHue A0CTYIIOM K cpezie nepenauu nanueix (CSMA).
MAC-anpec: unenruduxanus Ethernet. ATpuOytsr kanpa Ethernet. IlpeacraBnenus MAC-
aapecoB. OIHO- M MHOTOaJIpEeCHOW, IIMPOKOBEIATENbHOW pacchlIoK. CKBO3HOE
nonkmouenne, MAC- u [P-anpeca.

[TpoTokoun pa3pewienus agpecos (ARP): npuHimnel paboTel, posib B mpoliecce yAaaeHHOIo
oOMeHa nanHbIMH. Tabnuubel ARP Ha cereBbIX ycTpoiicTBax. OCHOBHBIE HEJOCTATKU
npotokosia ARP - Harpy3ka Ha cpeay nepeaun JaHHBIX U O€3011aCHOCTb.

OcHoBHast uHpoOpMaIus o noprax kommyraropa. Tabmuna MAC-aapecoB koMMmyTaTopa.
Oynkius  Auto-MDIX. CnocoObl  mepechliku  Kagpa Ha kommyTaropax —Cisco.
bydepuszanus namsatd Ha KoMMmyTatopax. OUKCHpPOBAaHHAs U MOAYJbHAs KOH(QUIypaluu
KoMMyTaTopoB. CpaBHEHHE KOMMYyTalluu ypoBHs 2 U ypoBHA. TexHomorus Cisco Express
Forwarding. Buptyansusiii untepgeiic kommyraropa (SVI), Mapmpytuzupyemslii nopr,
EtherChannel ypoBHs 3. KoHdurypaius MapmipyTu3upyemMoro nopra.

2,3

CereBoii ypoBeHb

CereBoll ypoBeHb B Ipoliecce nepenadyn JaHHbIX. [IpoTokomsl ceteBoro ypoBHs. OCHOBHBIE
xapaktepuctuku [P-mpotokona. Ctpyktypa mnakeroB IPv4 u IPv6. OcobOennoctu u
npeuMmyliecTBa  mpoTtokosa  Pv6.  Metoasl  mapmipytusanmuu - y3i0B.  TaGiuna
MapIIpyTHU3allMM y3JI0B M Mapmpyruszatopa s nportokonoB IPv4 u IPv6. YcerpoiictBo
Mmapupyruzaropa — Ilponeccop, namsaTe, omepanuoHHass cuctema. llogkmroueHue
MapLIpyTH3aTOpy 4Yepe3 pas3iauuHble MopThl. HacTpoilka HMCXOAHBIX MapaMeTpoB,
uHTEepdeicoB, IUII03a 10 YMOITYAHHIO U APYTHX XapaKTEPUCTUK MapLIPyTU3aTOpa.

2,3

TpaHcnopTHBI yPOBeHb

Hasnadenue 1 3agauu TpaHCIIOPTHOT'O YPOBHSL.

MynbpTHIUIEKCHpOBaHUE ceaHcoB cBs3u. Onucanue u cpapHenre npotokosoB TCP u UDP —
HAJIGKHOCTh M TPOU3BOJUTENILHOCTh, 00JAaCTh MpHUMEHEHHs. Ajpecanus MNOPTOB U

2,3




cermentaiuss TCP u UDP. O6men mamapiMu mo TCP. Tlpomeccst TCP  cepepa.
VYcranonenue TCP-coenuHenusi U ero 3aBepuieHue. [IpuHIMIBL  «TPEXCTOPOHHETO
pykonoxxarus» TCP. Hanéxnocte u ynpasinenue norokom TCP - IloarBepxkaeHue
MOJIyYeHHUs] CETMEHTOB, IMOTEPsl JaHHBIX M IOBTOPHAs Iepeaya, yIpaBICHUE MOTOKOM.
O6men nanHbiMM ¢ ucnoib3zoBanueM UDP. Ilponeccst n 3anpocsl UDP-cepsepa, UDP-
nararpammbl, niponrieccbl UDP-kinenTa. [punoxenus, ncnons3yronme UDP u TCP.

IP-agpecanus

Crpykrypa IPv4-anpecos. CereBas u y3noBas yacth [P-aapeca. [IpeobpazoBanue aapecon
MEX/ly IBOMYHBIM U JIeCATEPUUHBIM IpeacTaBieHrueM. Macka nojcetu IPv4. CereBoit
azpec, agpec y3ia U LIMpOoKoBelarenbHbli aapec cetu [Pv4. Ilpucsoenue y3ny
CTaTM4YeCcKoro u nuHamuyeckoro IPv4-anpeca. MuoroaapecHas nepenada. [lyonuunsie u
yactHbie [Pv4-aapeca. [Pv4-anpeca crienmanbHoro HazHauenus. [IpucBoenue IP-agpecos.
CoBMecTHOE ncnoib30BaHre NpoTokoioB IPv4 u IPv6: nBolHOI cTeK, TyHHEIHPOBAaHUE,
npeoOpazoBanue. [Ipeacrasiaenue IPv6-aapecos. [IpaBuna cokpaimienus 3anucu [Pvo-
aapecoB. HauBUyanbHBIN, TPYIIIOBOM, TPOM3BOIbHBIN THIIBI [PV6-anpecoB. CTpyKTypbl
JIOKaJIBHOIO U IN100anbHOro HHAMBUAYaNnbHbIX IPv6-anpecos. Ctatuueckas u
JUHAMHU4YecKast KOH(Urypanuu riaodanbHOro HHAMBHyansHoro ajapeca. Ilpouecc EUI-64 u
cilyyaifHO CreHepupoBaHHbIN uaeHTHuKaTop HHTepdeiica.

ICMP-cepBuchl. Otnuuust it ipotokosioB [IPv4 u IPv6. Coobmenust ICMPvVI6 «3ampoc k
Mapuipytuzatopy», «OObsBIEHHE OT MapuUIpyTHU3aTopay, «3ampoc COCETHEro y3la» M
«OO0BsBICHHE COCEAHETO Y37a». TecTUpOBaHUME CETH C IOMOIIBIO 3XO0-3aIpPOCOB.
TpaccupoBka Mapupyra. BpeMmss mNpoxokaeHuss curHajga B HpSIMOM U OOpaTHOM
HanpassieHusix (RTT). Bpems xuznu (TTL) IPv4 u npenen nepexonos IPv6.

2,3

Pazgenenue IP-cereii Ha moaceTH

Cermenranus [P-ceteit. OOMeH maHHBIMU MEXy mojaceTsmu. [lmaHupoBanue aapecanuu B
nojceTsix. PacuetHsie hopmysnbl s cermeHTanuu cetu. PasoueHnne Ha MoJIceTH Ha OCHOBE
TpeOOBaHUI Y3JI0B U CETEH, B COOTBETCTBUH C TpeOoBaHUSIMHU ceTeil. OmnpeneneHre Macku
nojcetd. Pa3OueHne Ha MOACETH ¢ MCTOIb30BAaHHUEM MAacKu repeMeHHor anuHbl (VLSM).
bazoBast Mmonenp u HazHaueHue O0koB agpecoB VLSM. [lnanupoBanue aapecamnuu CeTH.
Ocobennoctu mpoekTupoBanusi [Pvo-cetn. PazOueHue Ha MOACETH C HCIOJIB30BAHHEM
uaeHTudukaTopa uaTepdeiica.
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YpoBeHb NPUIIOKEHU I
YpoBeHb TPUIIOKEHUH, YpPOBEHb IMPEJACTABICHUS W CEAHCOBBIM ypoBeHb. [lpumepsl
pacnpocTpaHeHHBIX NpuiIokeHUH. ITpoTokossl ypoBHs npunoxeHuil. OqHOpaHTOBbIE CETH
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(P2P). Monens Tuna «xiuent-cepsep». O630p nporokonaos HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomennbix umMéH (DNS). ®opmat coobmennit u uepapxust DNS. Vruiura
«nslookupy». Cmyxx6a DHCP. Ilpotokon mnepemaun daitnoB (FTP). IIporokon obmena
Osokamu cepBepHbIX coobOmennit (SMB). Konnenmuun «Bceoobemmronuii  MIHTEpHET»
BYOD. /loctaBka JaHHBIX 10 KOHBEPT€HTHBIM CETSIM.
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Co3nanue M HACTPOIiKa He0O0JIbIIOI KOMIIBLIOTEPHOI CeTH

[TnanupoBanue U co3ganrue HeOOIbIION KOMIBIOTEPHON CETH: OIpeeIeHUE KITFOYEBBIX
(bakTopoB, BEIOOP TOIMOJIOTUU U CETEBBIX YCTPOICTB, BHIOOP M HACTPOHKA IIPOTOKOJIOB,
CHCTEMBI ajipecanini. Mephbl 1o obecneueHnio 0€30ImacHOCTH CeTH. Y I3BUMOCTH U CETEBBIC
ataku. Pa3zBenpiBarenbHble aTaku, ATaku noctyna, Otka3 B o0ciyxuBanuu (DoS-atakn).
PesepBHOE KonMpoBaHue, 0OOHOBJIEHHE U YCTAaHOBKA UCIpaBieHUI. MexceTeBble SKpaHbl.
Aytentuduxanus, apropuzanus u yuér. Bkimouenue nporokona SSH.

@ainoBbple CHUCTEMBl MapIIPyTHU3aTOPOB M KOMMYTAaTOpOB. Pe3epBHOE KommpoBaHuE M
BOCCTAHOBJICHHE C IMOMOIIBIO TEKCTOBBIX (aitnoB, mporokona TFTP, USB-nakomurens.
Berpoennbie  cimyxObl  Mapmipytuszanud. [lomnepkka OeCpOBOIHBIX —TOJKITIOUCHHI.
HacTpoiika BCTpOEHHOr0 MapuIpyTu3aropa.
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B mom uucne npakmuyeckux 3anamuii u 1a60pamopuvix padom

16

1

CocraBieHne KapThbl CCTU HHTepHeT C IMIOMOUIBIO YTHUIIUT ((pil’lg» U «traceroute»

2,3

2

Coznanue npocToit ceTu:

* VYcraHOBKa ceaHca KOHCOJIU C CETEBBIM 000pYyI0OBAaHUEM MPU TOMOIIH MporpaMMbl Tera
Term;

* Co3pgaHue cet;

HacTpoiika OCHOBHBIX TapaMeTPOB KOMMYTATOpA.

2,3

[TpocmoTp ceteBoro Tpaduka ¢ momomibto nmporpamMmbel Wireshark.

2,3

[TonkITroueHNE KOMITBIOTEPOB K CETH C TTIOMOIIbIO Kaberel U 0eCIpOBOHBIX aIalITEPOB:
* OmpejeneHne CETEBBIX YCTPOWCTB M KAHAJIOB CBSI3M;

*  OO0XHM ceTeBOro Kabdens;

* IIpocMOTp TaHHBIX O OECIPOBOJIHBIX M IMTPOBOJIHBIX CETEBBIX aJanTepax.
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Uzyuenue Ethernet-rexHonoruii:

* IIpocmorp MAC-anpecoB CeTeBBIX YCTPOMCTB;

*  Uzyuenue kagpoB Ethernet ¢ momomsio nporpammel Wireshark;

* IIpocmotp ARP c nmomomusto mporpammel Wireshark, narepdeiicoB kKoMaHAHON CTPOKU
Windows u I0S;
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Hcnonb3zoBanue nnrepgerica komanauou ctpoku [0S ¢ Tabnunamu MAC-aapecos
KOMMYTaTopa.

[TocTpoeHue cetu Ha 0a3e MapUIpyTU3aTOpa:

[TpocMoTp TabaMI MapIIpyTU3ALUH Y3JI0B;
N3yuenne Hpu3NIECKUX XapaKTEPUCTUK MapIIpyTU3aTOPa;
Coznianue cetu, cocTosield u3 KOMMYyTaTopa U MapuIpyTH3aTopa.
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N3yyenue TpaHCIIOPTHOTO YPOBHS:

Habmonenue 3a mpoueccom TpEXCTOpoHHETO «pykonoxkatus» TCP ¢ momoiibio
nporpammel Wireshark;

N3yuenue 3axBadeHHbIX JaHHBIX DNS UDP ¢ nomoueio nmporpaMmsl

Wireshark;

N3yuenune 3axBaueHHbIX makeToB FTP u TFTP ¢ momompro nporpammel Wireshark.
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Hacrpoiika [P-agpecanuu:

Hcnonb3oBanue kanpkyasaTopa Windows B paboTe ¢ ceTeBbIMH aJjpecamy;
Konseprauus [Pv4-anpecoB B IBOMYHYIO CUCTEMY CUMCIICHUS;
Onpenenenne [Pv4/IPv6-anpecos;

Hactpoiika [IPv6-anpecoB Ha CETEBBIX YCTPONCTBAX;

TectupoBaHue CETEBOTO MOAKIIOUEHHS C TIOMOLIBI0 KOMaH «ping» 1
«traceroutey.
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Cermenranus [P-cereit:

N3yuyenue KanpKyJasaTOpOB MOJCETEM;

Pacuér moxcereii IPv4;

Pa3znenenue cereli ¢ pa3saM4HbBIMUA TOIOJIOTUAMU Ha MOJCETH;

Pa3pa0oTka u BHeIpeHHe cXeMbl aJipecaliuy pa3aeiaéHHoi Ha noacetu [Pv4-cetu;

Pa3paboTka u BHeipeHHe cxeMbl aapecauuu VLSM.

2,3
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IP-anpecanmst:

aHayn3 TpaduKa OIHOAIPECHON NepeIaun, IIMPOKOBEIIATENbHON U MHOT0APECHOM
PacCBUIKH;

HacTpoiika aapecauuu [Pvo;

npoBepka aapecanuu [Pv4 u [Pv6;

0TpabOTKa KOMIUJIEKCHBIX MPAKTUYECKUX HABBIKOB.

2,3
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Cermenranus [P-cereit:

OpraHM3aIys MOJCETH MO Pa3INYHbIM CLIEHAPHSIM;
pa3paboTKa ¥ BHEAPEHHUE CTPYKTYPHI aapecannu VLSM;

2,3




* BHEAPEHHUE CXEMBbI aJpecalu pa3aea¢HHoil Ha noaceTu [IPv6-cetu;
*  0TpabOTKa KOMILIEKCHBIX IPAKTUUYECKUX HABBIKOB.
12 | I3y4yeHre OCHOBHBIX CETEBBIX CITYXkO: 1 2,3
. Nzyuenne pyaxnum oOMeHa (aitimaMu MeX1y OAHOPAHTOBBIMU YCTPOMCTBAMU
onpeneneHue npeodpazoBanuii PAT; «M3ydenne npaBui padbotet DNS;
. N3yuenune nporokona FTP.
13 | O0ecneuenne OE30IMACHOCTH CETH: 1 2,3
+ H3yueHue yrpo3 ceTeBoii 6€30MacHOCTH;
» Jloctyn K ceTeBbIM ycTpoMcTBaM 1o poTokoiny SSH;
* OOecneueHue 6€30MaCHOCTH CETEBBIX YCTPOUCTB;
14 | AHanu3 KOMOBIOTEPHOM CETH U HACTPOIKa MapuIpyTH3aTOpa: 1 2,3
+ IIpoBepka 3agepxeK B epelaun CETEBBIX MAKETOB C MIOMOIIBIO YTUJIUT «ping» u
«traceroute,
+ Hcnonp3oBanue uaTepdeiica komananoii ctpoku (CLI) amst cOopa cBeneHHiT O CeTeBBIX
YCTPOUCTBAX;
*  VYnpasieHue QaitnaMu KOHPHUTypai MapUIpyTU3aTopa ¢ MOMOIIBIO TPOTPAMMBI
OMYJISLUY TEPMUHAIIA
*  VYupasnenue ¢aiinamu KoHGUTYypallUd YCTPOUCTB ¢ ucnoiab3oBanuem TFTP, dnem-
namatu u USB-Hakonurenein
* H3ydenue npoueayp BOCCTaHOBJIEHUS MTAPOJIEH.
15 | IIpoexTHpoBaHKE U CO3AaHUE CETH JUISl MAJIOTO NMPEANPUATUS — UTOTOBBIN MPOEKT 2 3
Tema 1.2. Cooeporcanue 32
MpuHIHENBI 1 | BBenenne B KOMMYTHpYeMble CeTH 1 2,3
MapmpyTH3anu O6wenunénnble cetu. Mepapxus B KOMMYTHpYeMOi ceTh. Pojib KOMMYTHPYEMBIX CETEH.
UH Kommytupyemas cpena. Jlunamuyeckoe 3anoiaHenue tadbnuisl MAC-anpecoB
KOMMYTallUH KOMMyTaTopa. MeToasl NepecblIki Ha KoMmMyTaTope. KommyTanus ¢ mpoMeKyTOYHbIM
xpaHeHueM. CKBO3Hasi KOMMYTaIHsl.
Kommyrannonssie foMeHbl. CHUKEHUE NEPETPY30K CETH.
2 | OcHOBHBIE KOHIIENIUHN M HACTPOHKA KOMMYTAIIUH 1 2,3
OcHOBHBIE KOHIIENIIMU U HacTpoiika kommyTanuu. [lepBoHauanbHas HacTpolika
KOMMYTaTopa U BOCCTaHOBJIEHUE TIocTie cucTeMHoro coost. Hactpoiika nocryna st
6a3oBoro ynpasieHus kommyraropoM c¢ IPv4. JlynnekcHast cBs3b. Hactpoiika mopToB
KOMMYyTaTopa Ha ¢pu3nyeckoM ypoBHe. DyHKIIMS aBTOMAaTHYECKOTO OIpeIeTICHUS TUIIa
kabens (Auto-MDIX). ITpoBepka HacTpoek mopTa KommyTatopa. Ilouck u ycrpanenue




po0JieM Ha YPOBHE JOCTYIA K CETH.

be3onacHocth kOMMyTaTOpa. 3alMIIEHHBIA yaanEHHubIi qoctyn. Hactpoitka SSH.
Pacnpoctpanénnsie yrpo3sl 6e30macHOCTH: nepenoaHenne Tadiauusl MAC-anpecos,
DHCP-cniy¢gunr, ucnonb3oBanue yszsumoctei nmporokosa CDP, Ataku Telnet u mp.
AyIUT 1 IPaKTUYECKHE PEKOMEHIAINH 110 00ecrieueHIIo 0€30MacHOCTH CETH.
be3onacHocTh mopta kommytaropa. OtciexxnBanue DHCP coobmennii. @yHKims
6e3onacHocTu nopra. Buasl 3anmtsl MAC-aapecoB. PexxuMbl pearupoBaHust Ha
HapyuieHue 6e3omnacHoctd. [IpoBepka u HacTpoiika moptoB. IIpoTokosn cereBoro BpeMeHu
(NTP).

Bupryaabnbie gokaiabHbie cetu (VLAN)

Buptyansnsie nokanbubie cetr (VLAN) — kiraccuguKaiys 1 OCHOBHBIE XapaKTEPUCTHKH.
Tpanku BUpTyalibHbIX ceTeil. KOHTpob mMpokoBeniaTenbHbIX JOMEHOB B ceTsix VLAN.
TerupoBanue kaapos Ethernet ans unentuduxannu cetu VLAN. Ceru native VLAN u
terupoBanue ctangapra 802.1Q. Terupoanue roisocoBoit VLAN. Peanuzaruu
BUPTYabHOU JI0KanbHOU ceTh. Haznauenue noptoB cetsim VLAN. HacTtpoiika TpaHKOBBIX
kaHayioB. [IpoTokon quHaMu4eckoro co3aanus TpankoBoro kanana (DTP). ITouck u
YCTPaHEHME HEMOJIAJ0K B BUPTYAIbHBIX JIOKAIBHBIX CETSIX U TPAHKOBBIX KaHAJIAX.
[Tpo6nems! ¢ [P-anpecanueii cetn VLAN. HecoBnaieHust pe;kMMOB TPAHKOBOM CBSI3H.
[IpoexTupoBanue u odecneuenue 6ezonacHoct VLAN: hopping, cimyduHr kommyTaropa,
aTtaka c 1BoiHbIM TerupoBanueM, Cerb PVLAN nepumerpa. [IpakTudeckue
PEKOMEHIALIMK 110 TPOESKTUPOBAHUIO BUPTYAJIbHOM JIOKAJIBHON CETH.
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Konnenuus mapmpyrusanumn

Hactpoiika mapupytuzaropa. MexaHu3Mbl EPECHIIKN NakeToB. [loakmouenue u
HaCTpoiika ycTporcTB. CBETONMOAHBIE MHANKATOPHI HA MapIIPyTU3aTope. AKTUBALNAS U
HacTpoika [P-agpecanun. [IpoBepka CBA3HOCTH CETEN € MPAMBIM MOJAKIIOUYCHUEM.
[TpoBepka HacTpoek uHTepdeiica. uabTparyst BEIXOIHBIX TaHHBIX KOMaH[ «Show.
KommyTranus nmaketoB Mexay cetsiMu. QyHKINS KOMMYTAllMA MApLIIPYTU3aTOpa.
Mapupyruzanus nakero. Onpenenenue myTu. [Iporecc IpuHATHS pEIIEHNs O IEPECHIIKE
naketoB. Bei6op ontumansHoro mytu. [Iporokonsr RIP, OSPF, EIGRP. Pacnpenenenue
Harpy3ku. AJIMUHUCTpUpOBaHUE paccTosiHue (AD) U Hae)KHOCTh MapHIpyTa. AHAIN3
TabJIMI MapIIPYTU3ALUU — UCTOYHUK JaHHBIX, IPUHIIUIIBI (POPMUPOBAHUE BO3MOKHOCTH
HACTPOWKHU. 3amicH TabIMIIbl MApIIPYTU3ALMU AJIS CETEH ¢ IPSIMBIM MOKIIOUEHUEM.
3aaHue CTaTUYeCKUX MaplIpyToB. [I[pOTOKOIBI AMHAMUYECKON MapIIpyTHU3allK ceTeil
[Pv4 u IPv6.
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Mapumpyruzanus mesxxkay VLAN

[Tpuntumner padoTsl MapmpyTusanuu Mmexxay VLAN. Hactpoiika mapuipyTtu3zainuu Ha 6a3e
MapHIpyTU3aTOPOB C HECKOIBKUMHU (PU3NUECKUMU HHTEp(ericaMu, C HCIIOIb30BaHHEM
KoH(purypamuu router-on-a-stick, uepe3 MHOroypoBHeBbIi KommyTaTop. [Ipodiiemsr
mapiipytuzanui Mexay VLAN. [TpoBepka KoH(UTYypaiy KOMMYTaTOpa U HACTPOEK
MapupyTtusaropa. Hemonaaku B padore nnrepdetrica. Ommoku B [P-agpecax u mackax
noacetu. Hactpoiika u pabora koMMyTanuu Ha 3-M ypoBHE. MapuipyTu3anus MexIy
VLAN uepe3 BUpTyasibHbIC HHTEP(HEHCH KOMMYTaTOpa, MapIIpyTH3UPyEMbI€ TTOPTHI.
Henosagku B HacTpoiikax KOMMYTaTopa 3-ro ypoBHsI.
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CraTnyeckasi MAapIIPYTH3ALHA

IIpeumyiecTBa 1 3aja4 CTAaTUYECKOW MapUIpyTU3alUK. THIIBI CTATUYECKUX MapIIPYTOB:
CTaHJApTHBIN, 10 YMOJIYAHUIO, CYMMapHbIi, Iu1aBaromuid. Hactpoliika cratnyeckux
mapmpytoB [Pv4 u [IPv6. Komanna «ip route». MapiipyT cIeayromero nepexoya.
Hanpsimyro noaxiIrou€HHbIN cTaTU4eCKUM MapipyT. I10aHOCTEIO 3a1aHHBIA CTaTUYECKUM
MapupyT. Hactpoiika crarnueckoro Mapmpyra o ymondanuro. Kinaccosas agpecanusi.
Knaccosble macku noacetu. beckiiaccoBas mesxxnomenHas Mapiupytusanus CIDR.
O6benunenue mapuipytoB. Opranuszanus cynepcereil. Mcnonab3oBanue Macok mojaceTu
dbukcupoannoit nmuHbl (FLSM). Macka noacetu nepemennoit anunsl (VLSM).
Hacrpoiika cymMapHBIX U IUTaBAIOIIUX CTATHYECKUX MapIIPyTOB. Pacyér cyMMapHOro
mapuipyta. O0beruHeHne cereBbix ajgpecoB IPv4 u IPv6. TTouck u ycrpaHeHue Hemonaaok
B HACTPOMKAX CTATMYECKOr0 MaplIpyTa U MapuIpyTa o yMOJIYAHHUIO.
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JnHaMu4YecKkasi MapIIpyTH3auus
[TpoToK0JIbI TUHAMUYECKON MapLIPyTH3alUU — Ha3HAYEHUE, IPUHIUIIBI PA0OTHI U UCTOPUS
pa3BuTHs. CpaBHEHUE TMHAMUYECKON U cTaTHUeCKoW MapiipyTusanuu. [IpuHIuns paboTsl
IIPOTOKOJIOB MapUIpyTHU3AIMK: ITYCK MOciie BKIOYeHHs nuTanusi, CeTeBoe 0OHapyKeHHe,
OOMeH nanHbIMU MapiipyTH3anuu, Odecneuenue cxogumoctu. Kiaccuduxanms
npoTokoia0B Mapuipytuzauuu. [Iporokossl IGP u EGP. /luctaHIImOHHO-BEKTOPHBIE
npotokousbl RIP, IGRP. Ilporokosnsl MapiipyTusanuu no cocrosiauto kanana OSPF u IS-IS.
KnaccoBble 1 OeckiaccoBble MPOTOKOIbI MapIIPYTU3alUU. XapaKTePUCTUKU U METPUKU
IIPOTOKOJIOB.

Jlunamuueckas TUCTaHIIMOHHO-BEKTOPHAsI MapIIpyTu3anus. J[ucTaHInOHHO-BEKTOPHBII
aNropuT™M. MexaHu3Mbl OTIIPABKY U MOITYYEHHs JaHHBIX MapLUIpyTH3al1H, pacuéra
ONTUMAJIBHBIX MyTeH U 100aBIECHUS MapUIPYTOB B TaOJIMIly MApIIPYTU3AIIHIH,
oOHapy>KEHHsI U pearnpoBaHusi Ha u3MeHeHus B Tonosorun. Hactpoiika nporokosa RIP:
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BkItoyeHue RIPv2, oTkimoueHne aBTOMaTn4eckoro 00beMHEHUS], HACTPOMKA MTACCUBHBIX
uHTepdeiicoB, nepeaaya MapuIpyTa 1o yMoIdaHuio o cetu. Hacrpoiika nporokosna
RIPng. IIpouecc MapuipyTu3anuu o coctossHuio kanana. Hello mpoToko:n. maker
coctosiaus kaHajna (LSP). JlaBuHHas pacchuika MaKeTOB COCTOSHUSA KaHaia. JlaBuHHAs
pacchUIKa MAKETOB COCTOsAHUA KaHana. Co3/aHue fnepeBa kparyaimux nyrei SPF.
2,3J1o6aBnenue mapmpyroB OSPF B Tabnuiy mapmpyrusanuu. HemoctaTku mpoTOKOJI0B
MapLIPYTU3aLUU IO COCTOSHUIO KaHaja. Tabiuua MappyTH3auuu. 3alucH ¢ MPsIMbIM
MOAKIIOYEHUEM U yIanEHHOM ceTH. J[nHaMuuecku nmoiaydaeMbie MapmpyTsl [Pv4/6.
ITpouecc nmorncka Mapupyra.

OSPF naa ogHoii 00J1acTH

CewmetlicTBo npotokonoB OSPF. XapakTepucTuku, IpUHLUIIBI padOThl U KOMIIOHEHTHI
OSPF. Ocobennoctu OSPF niis ogHOM M HECKOJIBKUX o0acTeil. MaructpayibHas 001acTh.
Nukancynsuus coobmennit OSPF. Tumner nakeroB OSPF: naker npuserctsus (hello),
naket onucanus 6a3el qaHHbIX (DBD), maket 3anpoca cocrosinus kanana (LSR), maker
oOHoBieHus coctosiHus kaHana (LSU). maker noareepkaeHus cocrostuus kanana (LSAck).
Oo6noBneHus cocrosiuus kanana. Paboune cocrosinus OSPF. Beinenennsiii (DR) u
pe3epBHbIi BbieneHHBINH MapiipyTu3atop (BDR). Cunxponuzanus 6a3 nanasix OSPF.
Hactpoiika OSPFv2 st onHoit o6nactu. Pesxxum koHpurypanum uaeHTuGuKkaTopsl
Mapupyrtusaropa. Mcnons3zoBanue unrepdeiica loopback. Bkimtouenne OSPF na
untepdeiicax. [llabnonnas macka. Komanaa «network». Hactpoiika maccuBHbIX
untepdeiicoB. opmyna pacuéra merpuku croumoctd OSPF. Hactpoiika 3HaueHunit
HpOMyCKHON criocoOHOcTH MHTep(detica. [IpoBepka coceTHUX YCTPONCTB, HACTPOEK
MPOTOKOJIA, TaHHBIX mporiecca u apyrux xapakrepuctuk OSPF. Cpasuenune OSPFv2 u
OSPFv3. Anpeca tuna link-local. Tononorust cetu OSPFv3. Hacrpoiika nnenrudukaropa
mapurpyruzaropa OSPFv3. Bxmouenne OSPFv3 Ha untepdeiicax.
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Cnucku konrpoas nocryna (ACL)

Cnucku xkouTpons goctyna (ACL). [Tpunuun padotst ACLcenuckoB. Tunbt ACL-cickos
Cisco mns IPv4. IlpucBanBanue HomepoB 1 UMEH ACL-crinckam. Pacuér mabnoHHO#M
Macku B ACL-cnuckax. Pekomenganuu no cozganuto u pazmenennto ACL-cnuckos.
Pa3memenne crannaptabeix u pacmmpeHHbix ACL-cnuckoB. Hactpolika craHgapTHOTO
ACL-criucka. [Tpumenenue crangaptabix ACL-criuckoB Ha uHTepdeiicax. KommenTapuu k
ACL-cniuckam. [IpoBepka 1 pelakTUpOBaHHE CTaHJAPTHBIX HyMepoBaHHBIX A CLCIHCKOB.
ACL-cratucruka. 3amura moptoB VTY ¢ momomero crangaptaoro ACL-crucka [Pv4.
Crpykrypa u HacTpoiika pacmupeHHbiXx ACL-cnuckoB i [IPv4. @unbsTpanms Tpaduka ¢
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UCHoJIb30BaHueM pactipeHHbIX ACL-crinckos.

ITouck u ycrpanenne Henonanok ACL-criuckoB. Pacnpoctpanénnsie ommboku ACL-
cnuckoB. CpaBHenne ACL-cnuckoB ais [IPv4 u IPv6. Hactpoiika n nposepka ACL-
CIIUCKOB U1t [PV6.
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IIporoxkoa DHCP

[Tporokon DHCP. DHCPv4: 6a3oBas oneparusi, hopMat cOOOIIEHUMH, COOOIIICHUS
oOHapyxeHUs U npeanoxkeHus. Hactpoiika, mpoBepka u peTpaHCiIsLus IPOCTOro
DHCPv4-cepsepa. Hactpoiika mapmpyTtuzaropa B kadectee DHCPv4-knuenTa.
Hactpoiika mapuipyruzaropa kinacca SOHO. [louck u yctpaHneHue Henoaaaok B padoTe
mapupytuzaropa DHCPv4. [Iporokon DHCPv6. ABTromaTuueckast HacTpoiika aapeca 6e3
orcnexuBanus coctosaust (SLAAC). [punnun padotsr SLAAC ¢ DHCPv6. DHCPv6 ¢ n
6e3 orciexxuBanus cocrosinus. [Iporneccst DHCPv6. HacTpoiika mapiipytuzaropa B
kauectBe DHCPv6-cepsepa u DHCPv6-kinuenTa. [louck u yctpaHeHne HEMosanokK B
pabore DHCPv6.
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IIpeoGpa3oBanue cereBbIX agpecoB IPv4

[TpeoOpazoBanue ceteBbix anpecoB [Pv4. KonuenrtyansHoe npeoOpa3oBaHe CETEBBIX
anpecoB (NAT). Tepmunonorus u npuniuisl padbotsl NAT. [IpoctpancTBo yacTHbIX [Pv4-
anpecoB. CTaTuyeckoe U JUHaMU4ecKoe rpeodpa3zoBaHue ceTeBbIx ajpecoB (NAT).
[IpeobpazoBanue anpecoB moptoB (PAT). CpaBuenue NAT u PAT. [IpeumymiectBa u
HenoctaTku NAT. Ananus cratuueckoro npeodpasoBanust NAT. [Ipuauun paboTs
nunamuueckoro NAT Hactpoiika u npoBepka NAT, PAT. [lepeanpecanusi mopToB.
Hactpoiika NAT u nmporoxona IPv6.

[Touck u yctpaHeHue Henona ok B pabore NAT.
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B mom uucne npakmuyueckux 3auamuil u 1a60pamopusvix paoom

1

Hacrpoiika kommyTtaTopa:
* ba3zoBas HacTpoiika KOMMYyTaTopa;
* Hacrpoiika mapameTpoB 6€3011acHOCTH KOMMYTaTOpa.

2,3

Hacrpoiika 6e30macHOCTH KOMMYTaTOpa:

* Hacrpoiika npotokona SSH;

* Hacrpotiika ¢pyuxmuu Switch Port Security;

* Tlouck u ycTpaHeHHEe HEMONIAJ0K B cucTeMe 0e30MacHOCTH MOPTOB KOMMYTATOPa;
OtpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.

2,3

Kondurypauus cereit VLAN:
*  Kondwurypanus cereit VLAN M TpaHKOBBIX KaHAJIOB;

2,3




* Tlouck u ycTpaHeHue Hemnoiaaao0k B KoHpurypanuu VLAN;
e Peammsanusg cucremsl 6e3omacHocTi cetd VLAN;

*  Peammzanus cereit VLAN aiist cermMeHTanuu ceTei NpeAnpusTHii Majloro U CPEIHETO

ousHeca.
4 | Hacrpoiika MapmpyTu3aropa: 2,3
* Hcnonb3oBaHue KoMaHAbI traceroute y1st OOHapyKEHUs CeTH;
¢ JIOKyMEHTHPOBAHHE CETH;
* Hacrpoiika untepdeiico IPv4 u IPv6;
* Hacrpoiika u npoBepka HeOOIBILION ceTH;
HccnenoBanye MapiipyToB C NPSMbIM MOAKIOYEHHUEM.
5 | Hacrpoiika mapuipyTu3anuu: 2,3
¢ Cocrasnenue cxemsl cetu MHTEpHET;
* Hacrpoiika 6a30BbIX TapaMeTPOB MapUIPYTHU3aTOPa C TOMOIIBIO0 HHTEpdeiica
komanaHo# ctpoku (CLI) cucremsr Cisco 10S;
* Hacrpoiika 6a30BbIX TapaMeTpoB MapuipyTusaropa ¢ nomoiuso CCP.
6 | Mapmpytuzanus mexxay VLAN: 2,3
* Hacrpoiika mapupytusanuu mexay VLAN juist kaxxaoro uarepdeiica;
* Hacrpoiika mapmpyruzanuu Mmexay VLAN Ha ocHoBe crannapta 802.1Q n
TPaHKOBOT'O KaHAJIa;
* Tlouck u ycTpaHeHHE HENOJIAJA0K B MapiIpyTuzauuu Mexay cersMu VLAN.
7 | Hactpoiika cTaTu4ecKoil MapIipyTH3aIHH: 2,3
* Hacrpoiika cratnueckux mapupyrtos [Pv4/IPv6 o ymonuanuio;
* Pazpabotka u peanuzanus cxemsl aapecaiuu [Pv4 ¢ ucnonszoBanuem VLSM
e Pacuér cymmapusix mapuipytoB [Pv4 u IPv6;
* [Ilouck u ycTpaHEeHHE HENOJIAI0K CTaTUYeCKuX MappyToB IPv4 u IPv6.
8 | Hacrpoiika quHaMU4ecKoil MapupyTH3aluu: 2,3
. HccnenoBanue cXoIMMOCTH;
. CpaBHeHHe MeTO/10B BbIOOpa mmyTH B rpoTokosiax RIP.
9 | Hacrpoiika mpotokonoB RIPv2 u RIPng. 2,3
10 | Hacrpotika mporokosioB OSPF: 2,3
. Hacrpoiika 6azoBoro nporokosa OSPFv2 mist ogHOM 06nactw;
. basoBas Hactpoiika nporokona OSPFv3 anst oo 06sacTy.
11 | U3y4yenune MmexaHU3MOB pabOTHI CO CITUCKaAMU KOHTPOJIS JOCTYyTA! 2,3

* Harmsannoe npeacraBnenue pabotsl ACL-cnncka,




Hacrpoiika crannaptaeix ACL-cninckos;

Hacrpoiika ctaniapTHbix uMeHOBaHHBIX ACL-CIIUCKOB;

Hacrpoiika ACL-cniucka st iunauii VTY;

Hacrpoiika pacmmupennbix ACL-CIMCKOB 1Sl pa3MyHbIX CIIEHAPHUEB;
[Towck u ycTpaneHue Hemonaaok B padore ACL-CIUCKOB;
Hacrpoiika ACL-cniuckoB IPv6;

OtpaboTKa KOMIUIEKCHBIX MPAKTHUYECKUX HABBIKOB.

12

Hacrtpoiika ACL-cniuckoB:

Hacrpoiika u npoBepka cranaapTHbix ACL-ciuckos;

Hacrpoiika n npoBepka orpannuyenuii VIY;

Hacrpoiika u mpoBepka pacimupeHHbIXx ACL-CIHCKOB;

[louck u ycTpaneHue HenoaaAo0K B HacTporke U pasmertenn ACL-
CIIMCKOB;

Hacrpoiika u npoBepka ACL-cniuckoB ais [Pvo6.

2,3

13

Nzyuenue nporoxosoB DHCP:

bazosas nactpoiika DHCPv4 Ha mapmpyTtuzarope;
bazosas Hactpoiika DHCPv4 Ha kommyTarope;
[Touck u ycTpaneHnue Hernonaaok B padore DHCPv4;

Hacrpoiika cepepa DHCPv6 6e3 oTciie:)kuBaHUsI COCTOSIHUS U C OTCJIC)KUBAHUEM

COCTOSIHUSI;
[Touck u ycTpaneHue Henonanok B padore DHCPv6.

2,3

14

N3yuenne nporokona DHCP:

Hactpoiika nporokxona DHCP ¢ nomomisto komann Cisco [0S;
OT1paboTKa KOMIUIEKCHBIX MPAKTHUYECKUX HABBIKOB.

2,3

15

[IpeoOpa3zoBaHme CETEBBIX aIPECOB:

N3zyuenne npunuuna padotsl NAT;

Hacrpoiika ctatndeckoro u nuHamudeckoro NAT;

Peanuzanus ctatudyeckoro u auHamudeckoro NAT;

Hacrpoiika nepeanpecaiiuu nmopToB Ha Mapiipytusarope Linksys;
[TpoBepka, MOUCK U yCTpaHEHHE Henonaaok KoHpurypauut NAT;
OTpaboTKa KOMIJIEKCHBIX MPAKTHUYECKUX HABBIKOB.

2,3

16

Nzyuenue pabotel ¢ NAT u PAT:

Hacrpotika quaamudeckoro u ctatudeckoro NAT;
Hacrtpoiika NAT-nyna ¢ neperpyskoii u PAT;

2,3




‘ » Tlouck u ycrpanenue HenoJiaiok KoHpuryparmii NAT.
IIpumepHasi TeMaTHKA CAMOCTOSITEILHOI y4eOHOii padoThI: 16
Cucremarnueckasi mpopaboTka KOHCIIEKTOB 3aHATHH, yueOHOH 1 CIIeIHaIEHOW TEXHIYECKON JINTepaTyphI.
2. KoHcnekTupoBaHHE TEKCTa, paboTa CO CIOBAPSIMH M CIIPABOYHHKAMH, 03HAKOMIICHUE C HOPMATUBHBIMH JOKYMEHTaMH, Y4eOHO-
HCCIIeIoBaTeNbCKas padoTa IIPH caMOM IIHPOKOM HCIIOIb30BaHUU VIHTepHeTa 1 Apyrux | T-TeXHOIOTHH.
3. TIpoexrtHBIe GOpPMEI pabOTHI, MOATOTOBKA COOOIICHUH K BRICTYIUICHHIO HA CEMUHApaX U KOH(EPEHIMX; TIOATOTOBKA pedepaToB,
JIOKJIaJIOB.
4. TloaroToBka K 1a60paTOPHBIM U MPAKTHIECKMM PaboTaM C MCTIONb30BAHHEM METOMYECKHX PEKOMEH AU TIPEToIaBaTels,
odopmireHre 1a00paTOPHO-NPAKTHYECKUX paboT, OTYETOB U MOATOTOBKA K X 3alLHTE.

[IpomexyTouHAasl aTTeCTALMSA 6
Bcero 88

=

Brympu kasxcooeo pasoena ykaszviearomcest coomsemcemsyiowue memvl. 11o xasxicooi meme onucvleaemcs cooepiicanue yuebHo2o mamepuana (8
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUSL HEO0OX0OUMbBIX 1aDOPAMOpHbIX pabom U NPAKMuyecKux 3auamuti (0OMoOenbHO No KAXCOOM)Y 6Udy),
KOHMPONIbHBIX pabom, a maxdice NPUMepHas memamuxa camocmosmenvHou pabomol. Eciu npedycmompensl Kypcosvie pabomul (npoekmsi) no
oucyuniumne, onucvlgaemcs npumepras memamurxa. Obvem yacos onpeoensemcst no Kaxcoou nosuyuu cmonoya 3 (ommeueno 38e300ukou *).
Yposenwv oceoenusa npocmaensemcs nanpomug OudaKkmudeckux eounuy 6 cmoabye 4 (ommeueno 08ymsa 36e30ouxkamu **).

s xapakmepucmuku yposHs 0C80eHUs Y4eOH020 Mamepuana UCnoab3yIOmcs ciedyruue 0003HAYeHU:

1. — o3nakomumenvHolll (y3HABAHUE paHee U3YUEHHBIX 00BEKMO8, CBOUCME);

2. — penpodyKmueHblil (8blNOIHeHUe 0esIMeNbHOCMU NO 00pa3Yyy, UHCIPYKYUU ULU NOO PYKOBOOCMBOM)

3. — nPOOYKMuUGHbLI (NIAHUPOBAHUE U CAMOCMOAMENbHOE 8bINOTIHEHUE 0esMelbHOCIU, peuleHie NPoOIeMHbIX 3a0aY)



3. YCJIOBUSA PEAJIM3ALUU TPOI'PAMMBI JTUCHUIIJINHBI
3.1. TpeOoBaHMsA K MMHUMAJIBHOMY MaTEePHAJBHO-TEXHMYECKOMY 00ecneYeHH IO
Peanuzanus nporpammbl AUCUMILIUHBI TpeOyeTCs HAMUYUs 1a00paTOprUn OpraHU3aluy U
MIPUHIIMIIOB TTOCTPOCHHUST KOMIIBIOTEPHBIX CUCTEM
OobopynoBanue:
KommuiekT yueOHo# Mebenu (16 mocagouHbIX MecT)
[TepconanbHbIl KOMITbIOTEP OOyUatormerocs (13 mir.)
[TepconanbHbIN KOMIBbIOTEP NpenogaBarens (1 mr.)
DKpaH I TPOEKTOpa HanoIbHbINA Projecta (mmpuna 160 cm)
MynbsTumMenuitnbIii npoextop Epson EB-X8
CereBoe 000py10BaHUE:
xommytatop D-Link DES-1228 24 nopra, kommyratop COMPEX DS2216 16 nopTos,
nutro3 [P-tenedonuu Cisco SPAS000 8 mopTtos,
6 meauakonBeptepoB D-Link DMC-920R
JIueH3noHHOe MPOrpaMMHoe odecreyeHue:
Microsoft Windows 7
(14 muuensuit WinPro 7 RUS Upgrd OLP NL Acdmc
Toproserii mocpenuuk: Softline Jlara 3aka3za: 2010-10-27
Kon muniensun: 47592665 Ponurtensckas nporpamma: OPEN 67582704Z7ZE1210)
Microsoft Office 2007 Professional
(9 muuensuit OfficeProPlus 2007 RUS OLP NL Acdmc
Toprossrit mocpeannk: OO0 Panxom [lara 3akaza: 2007-12-04
Jlunens3us: 43136305 Pogutensckas nporpamma: OPEN 63126856ZZE0912;
5 muuensuit OfficeProPlus 2007 RUS OLP NL Acdmc
Toprossriii mocpeaauk: OOO Pankom Jlara 3akaza: 2008-09-19
Kon JIuniensuu: 44544996 Ponutensckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 s Windows
(Kaspersky Endpoint Security mis 0usneca - Pacumpennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License
Ne muniensun: 1096-181214-111355-563-621
Cpoxk ucnons3oBanus [10: ¢ 2018-12-14 no 2021-03-02
[TocraBuiuk (pecemiep): BENEF.IT benegut, OOO)
ACKOH KOMITAC-3D V12 YHuBepcuteTcKas JMLEH3Us ¢ OUOIMOTEKaMH U IPUIIOKEHUSIMU
(JImuensuonnoe cornamenne Kkx-10-01408 ot 03.12.2010 r. Kon-Bo xommii: 50
Kirou anmaparnoi 3amursl HASP HL Net 50 v2 ID 1579998279)
CBo0oaHOe MporpaMMHoe obecrneyeHme:
Libre Office 5.4
Oracle VM VirtualBox
Microsoft Visual C++ 2008 Express Edition
Microsoft Visual C# 2008 Express Edition
Microsoft Visual Basic 2008 Express Edition
Python 3.4
Maxima 5.3.7
Pascal ABC.NET



3.2. UudopmanmonHoe odecnevyeHue 00ydeHusl.

OCHOBHbIE MICTOYHUKHU:
1. Kogran, H.M. Kowmmerotepasie cetu : ydebHoe mocobue : [16+] / HM. Kosran. —
Munck : PUIIO, 2019. — 180 c. : wmn., Tabm. — Pexxum pocryma: mo mommucke. — URL:
https://biblioclub.ru/index.php?page=book_view_red&book id=599948 (mata  oOpaieHus:
16.03.2022). — bubauorp. B kH. — ISBN 978-985-503-947-2. — TeKCT : 3JIEKTPOHHBIN.

JlonoiHUTe/IbHbIE UCTOYHUKH:

1. Jubpos, M. B. KommbroTepHble ceTu U TelIeKOMMYHHKauu. Mapmipyrusanus B IP-
ceTsix B 2 4. YacTh | : yueOHHK U MPAKTUKYM JJIsl CpeliHero npodeccnoHanibHoro oopazoBaHus /
M. B. JlubpoB. — Mocksa : M3garenscTBO FOpaiit, 2020. — 333 c¢. — (IlpodeccuonansHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Texkcr : anektponnsiit // ObC FOpait [calT]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/1l (mata oopamenwus: 16.03.2022).

2. CeTH U TeNEKOMMYHHKAIIMU : Y4eOHUK U mpakTukyMm st By3oB / K. E. CamyitnoB [u
ap.] ; moxn penakmued K. E. Camyiinoa, U. A. lllamumosa, JI. C. Kyns6oBa. — Mocksa :
WznatenscrBo FOpaiit, 2020. — 363 ¢. — (Bricmee o6pazosanme). — ISBN 978-5-534-00949-
1. — Texcrt : anexrponnsii / DBC IOpaiit [caiit]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/l (marta obpamenus: 16.03.2022).

IIporpammuoe obecneuenue 1 UHTepHeT-pecypcenbi:
1. 3bC «YHuBepcurerckas 6ubnuoreka oHnaiin». — Pexum nocryna: http://biblioclub.ru.
2. OGpazoBarenbHbIi OpTai. Pexum noctyna: Intuit.ru.
3. OBC IPRBooks - Pexum noctyna: http://www.iprbookshop.ru/

4. KOHTPOJIb 1 OLIEHKA PE3VJIbTATOB OCBOEHUSI JUCHUILINHBI

KOHTpOJIb " OIICHKa p€3y.]II)TaTOB OCBOCHHA OUCHHUIIIIMHBI OCYIIIGCTBJISIGTCFI Hpenona-
BaTeJleM B IIPOILIECCE TPOBEJICHMUSI MPAKTHUYECKMX 3aHATHH | J1abopaTopHBIX padoT,
TGCTI/II)OBaHI/ISI, a TAKXXC BBITIOJTHCHUSA O6yanOHIHMHC${ I/IHI[I/IBI/IllyaJ'II)HI)IX SaI[aHHﬁ, HpOGKTOB,
HCCIICIOBAHUM.

Pe3yabTaThl 00yueHus MO Y4eOHOM Dopmupyemblie OueHouHbIe cpeacTBA MO
JUCHHUIJINHE KOMIIeTEHIIUH JUCHHUIIMHE
YMeTh: [IK 5.3, Komruiekr 3ajaHUH TS
- IIPOEKTUPOBATH JIOKANBHYIO ceTh; | [1K 9.10, TECTUPOBAHUS
- BBIOMPATH CETEBHIE TOMOJIOTHH; 1K 9.4, Bormpocsl k sx3ameny
- paccYuThIBaTh OCHOBHBIC TIK 9.6

TapaMeTphl JIOKATBHOH CeTH;

- YUTATh TEXHUIECKYIO U
MPOEKTHYIO TOKYMEHTAITUIO IO
OpTaHU3aINHA CETMEHTOB CETH;

- MIPUMEHSTH aJITOPUTMBI TTIOUCKA
KpaT4alIiero myTu;

- IJIAHUPOBATH CTPYKTYPY CETH C
MTOMOIIEIO Tpada ¢ ONTUMATHHBIM
PacToI0KEeHHEM y3JI0B;

- HCMOJIb30BaTh MaTEMaTUUECKU I
amnmapart Teopuu rpados;

- KOHTPOJUPOBATH COOTBETCTBUE
pa3pabaThiBagMOro MmpoeKTa
TEXHUIECKOHN TOKYMEHTAITIH;

- HactpauBath npotokos TCP/IP u
HCII0JIb30BaTh BCTPOCHHBIE YTHIIUTHI
ONEPALMOHHOMN CUCTEMBI sl



https://biblioclub.ru/index.php?page=book_view_red&book_id=599948
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1

JIMATHOCTHKH pab0TOCIIOCOOHOCTH CETH;
- HCIOJIb30BaTh
MHOTO()YHKIIMOHATBHBIEC TIPHOOPHI U
MPOrpaMMHBIC CPEJICTBA MOHUTOPUHTA;
- MPOTrpaMMHO-aMNIapaTHRIC
CPEJIICTBA TEXHUYECKOTO KOHTPOJIS;

- HCIIOJIb30BaTh TEXHUUECKYIO
JUTEPATYPy U HHPOPMAITHOHHO-
CIPAaBOYHBIC CUCTEMBI JIJISl 3aMEHBI
(Torcka aHaJIOTOB) YCTApPEBIIIETO
o0opymoBaHUS;

3HATh:

- 00IIMe MPUHIIUTIBI TOCTPOCHHUS
ceTel;

- CeTeBbIC TOMOJIOTHU;

- MHOTOYpPOBHEBYI0 Mojeib OSI;
- TpeOOBaHUS K KOMITBIOTEPHBIM

- APXHUTEKTYPY MPOTOKOJIOB;
- CTaHJIapTU3aLHUI0 CETEM;

- 3TaIlbl MPOEKTHPOBAHUSI CETEBOM
HHDPACTPYKTYPHI,

- TpeOOBaHMS K CETEBOM
0e30macHOCTH;

- OpraHu3aIrIo padoT MO BBOY B
IKCILTyaTaIio 00BEKTOB U CETMEHTOB
KOMITBIOTEPHBIX CETEH;

- BCPOATHOCTHBLIC U
CTOXACTHYECKHE MPOIIECCHI, SIIEMEHTHI
TEOPHH MacCOBOTO 0OCITY)KHBAHHS,
OCHOBHBIC COOTHOIICHHS TCOPUU
ouepeiell, OCHOBHBIC TTOHSATHSI TEOPUH
rpados;

- ITOPUTMBI TIOUCKA KpaTyauiiero
MyTH;

- OCHOBHBIE TIPOOJIEMBI CHHTE32
rpadoB aTax;

- MOCTPOCHUE aJICKBATHOW MOJICIH;
- CHCTEMBI TOTIOJIOTUYECKOTO
aHaJn3a 3alUIeHHOCTH KOMIIBIOTEPHOM
CeTH;

- ApXHUTEKTYPy CKaHepa
0€30I1aCHOCTH;

- OKCIIEPTHBIC CUCTEMBI,

- 0a30BbIe IPOTOKOJIBI U
TEXHOJIOTHH JIOKATbHBIX CETEH;

- MPUHIUIBI TOCTPOCHHUS
BBICOKOCKOPOCTHBIX JIOKAJIBHBIX ceTeﬁ;

- OCHOBBI ITIPOCKTUPOBAHUA
JIOKaJIbHBIX ceTel, OecIpOBOAHbIC
JIOKaJIbHBIE CEeTH;

- CTaHAapTHI Kabeleil, OCHOBHBIE
BH/JIbl KOMMYHHKAIIMOHHBIX YCTPOUCTB,
TEPMHUHBI, ITIOHATHA, CTAHAAPTHI 1
THUIIOBBIE 3JIEMEHTHI CTPYKTYPHUPOBAHHOK
KaOeJbHOUM CUCTEMBI: MOHTAX,




TECTUPOBAHHUC;
- CPEICTBA TECTUPOBAHUS H
aHaIm3a;

- MIpOTpaMMHO-aITIIapaTHBIC
CPEJIICTBA TEXHUYECKOTO KOHTPOJIS;

- OCHOBBI JUATHOCTHUKH KECTKHUX
JIUCKOB;

- OCHOBBI U TIOPSIJIOK PE3EPBHOTO
KormupoBaHus nHpopmanmu, RAID
TEXHOJIOTHH, XPaHWIUIA TaHHBIX.
HMeTh MPAKTHYECKHI1 OTBIT:

- MMPOCKTUPOBAHUS APXUTCKTYPhI
JIOKaJHHOM CETH B COOTBETCTBHH C
ITOCTaBJICHHOM 3a4a4cH;

- YCTAaHOBKH W HACTPOUKH CETEBBIX
MIPOTOKOJIOB U CETEBOTO 00OPY/JI0OBAaHUS B
COOTBETCTBUH C KOHKPETHOM 33J1aueii;
- BEIOOpa TEXHOJIOTHH,
HHCTPYMEHTAJIBHBIX CPEIICTB MIPH
OpraHM3aIMy MPOIECCa UCCIICIOBAHUS
00BEKTOB CETEBOM MH(PPACTPYKTYPHI;

- oOecrieueHus 1eIOCTHOCTH
pe3epBUpOBaHUS WH(HOPMAITHH,
ucroib3oBadusg VPN;

- YCTAaHOBKH U OOHOBJICHUS
CETEBOTO MPOrPaMMHOI0 00ECIICUCHUS;
- MOHUTOPHUHTA
MPOU3BOANTEIHLHOCTH CepBepa U
MTPOTOKOJIUPOBAHUS CHCTEMHBIX 1
CETEBBIX COOBITHUIA;

- HCIIONTB30BAHUS CIIEITHATBHOTO
MIPOrPaMMHOI0 00ECIICUCHUS JIJIs
MOJICTTMPOBAHHUS, TIPOCKTUPOBAHUS U
TECTUPOBAHUS KOMIIBIOTEPHBIX CETEM;
- o OpMIIEHUS] TEXHUYECKOI
JOKYMCHTAIWH,




