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1. MACHOPT MPOI'PAMMBbBI YYEBHOM JUCLHUIIIUHBI
MAK.09.03 Ob6ecnneyenue 0e30MaCHOCTH BeO-IIPUJIOKEHUI

1.1. ObsacTh NPUMEHEHHUS TPOTPAMMBI

Pabouast mporpamMma y4eOHOH JUCHUILIMHBI SBISIETCS YacThIO 00pa30BATEILHON MPOTPAaMMEBI B
coorBerctBUM ¢ PI'OC mo cnemmanmsHoctn 09.02.07 — HMHpOpManMOHHBIE CHCTEMBI U
IpOrpaMMHPOBAHHE.

Pabouas mporpamMma y4eOHON IUCHMIUIMHBI MOXET OBITh HCIIOJNB30BaHA B JIOTIOJIHUTEIBHOM
npodeccuoHaTbHOM  00pa3oBaHMM (B HpOrpaMMmax — TOBBIIICHUS  KBAUTU(GHUKAIUU |
NEePenoAroTOBKH) M MPOPECCUOHATLHON MOATOTOBKE 0 CMEXHBIM CIIEIHAIBHOCTSM.

1.2. MecTo IMCHUILIMHBI B CTPYKTYpe OCHOBHOIi nMpogeccuoHaILHON 00pa3oBaTeIbHOI
NMPOrpamMMblI:

HIudp aqucuurumnet no yuebnomy miany: MJIK.09.03.

JlucnurmianHa SBISETCS YacThio mpodeccuoHansHoro moxayias IIM.09 ygeOGHOro miana mo
cnenuanbHoctTy  CIIO  09.02.07 — WHdopmaunoHHBIE CUCTEMBI U IPOrPaMMHPOBAHUE.
HampaBnena Ha (opmMupoBaHHe CIEAYIOIMX OOIUX U MpodeccnoHanbHbIX Kommerennuii: OK
1,0K 2, 0K 3,0K 4, OK 5, OK 6, 0K 7, OK 8, OK 9, OK 10, IIK 9.8

1.3. Ilesiu ¥ 3a1a4u AUCHUILUIAHBI — TPeOOBAHUS K Pe3yJIbTaTaM 0CBOEHHS COlep:KaAHUsI
JAMCHUTITAHBI

C 1enpl0  OBJAQJCHHUS — YKa3aHHBIM  BHJIOM  OPOGECCHOHATBHONW  JIEATCIBHOCTH U
COOTBETCTBYIOIIMMHU TPO(PECCHOHATBHBIMUA KOMIIETCHIIUSIMUA OOYYAOIIMIACS B XOJ€ OCBOCHHUS
MJIK.09.03 momkeH:

yMeTb:
- BBINOJIHATP MOHHUTOPUHI M aHaiM3 pabOThl CETH C IMOMOUIbIO MPOrpPaMMHO-AMMapaTHIX

CpeACTB; BCEX KOMIIOHCHTOB CCTH;

- BBITIOJTHSATH JICUCTBHS 10 YCTPAHESHUIO HEUCTIPABHOCTEH;

- mpoBoUTh SQL- uHBbEeKIUU 1 XSS-UHBEKIINY,

- POBOJIUTH TECTUPOBAHUE 3ATUINIEHHOCTH MEXaHU3Ma YIPABICHUS JOCTYIIOM U CECCUSIMH;
- IPOBOJUTH TECTUPOBAHNE HA YCTOWYUBOCTh K aTakaM OTKa3za B 00CTy>KUBaHUHU.

3HATh:
- PernameHThI 1 METO/IBI pa3pabOTKU O€30MaCHBIX BEO-TIPUIOKEHUN

- IpaBWJIa 0e30MacHON ayTeHTU(UKALMY U aBTOPU3ALIUN;

- CIIOCOOBI MOBBILICHUS PUBUJIETUN U 00IIeH 0TKa30yCTOMUYNBOCTH CUCTEMBI;

- APXUTEKTYpPY U (PYHKIIUU CUCTEM YIPABJIECHUS CETSIMH, CTAHAAPTHI CUCTEM YIIPABIICHUS;
- CpeACTBa MOHUTOPHHIA U aHAJIN3a JIOKAJIBHBIX CETEH;

- METO/bl YCTPAHEHUS HEUCIIPABHOCTEN B TEXHUYECKUX CPEICTBAX

- OCHOBHBIE TIPUHITUIIBI TOCTPOSHUS 0€301MMacHBIX caToB. [loHATHE 0€30MaCHOCTH MIPHIIOKEHUN
1 KJaccu(uKaIums onacHOCTEH

HMETh npaKanecxnﬁ OIIBbIT:



- IIPOECKTUPOBAHUS APXUTEKTYPBI JJOKAIbHOU CETH B COOTBETCTBUHU C ITOCTABICHHOMN
3a7aueii;

- IIPOBEPKA KOPPEKTHOCTH JTaHHBIX, BBOJAUMBIX I10JIb30BATEIIEM;

— crocoObl MyOJIMKanus 300paxeHuil 1 (pannos;

— MPUMEHEHHS METOA0B MHU(POBAHUS;

- YCTAHOBKH U HACTPOMKHU CETEBBIX MPOTOKOJIOB U CETEBOT0 000PYIOBaHUS B
COOTBETCTBUU C KOHKPETHOM 3a/1a4yeii;

- BbIOOpa TEXHOJIOI'MH, MHCTPYMEHTAJIBHBIX CPE/ICTB IPU OpraHu3alluyu mporecca
UCCIIEIOBaHUSI OOBEKTOB CETEBOI MH(PACTPYKTYPHI;

- o0ecreyeHus 1eIOCTHOCTH pe3epBUPOBAHUS HHPOPMAINH, NCoIb30BaHus VPN;
- YCTAHOBKHM U OOHOBIIEHHSI CETEBOI'0 IPOrPAMMHOI0 00ECIIEeUeHMS;

- MOHHMTOPHHIa IIPOU3BOAUTEIBLHOCTU CEPBEPA U NIPOTOKOIMPOBAHNS CHCTEMHBIX U
CETCBBIX COOBITHIA;

- MCTOJIB30BAHUS CIIEHUATEHOTO TPOTPAMMHOTO 00eCTIeUeHHs Ul MOICIIMPOBAHMS,
IIPOEKTUPOBAHMS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH;

- oopMieHNsE TEXHUYECKOM JJOKYMEHTaIUH;

- MIOMCKA UCTOYHUKOB YIpo3 HH(POPMALIMOHHOHN 0€30M1aCHOCTH U MIPUHATHUS MEp 110 UX
IIPEAOTBPALIEHUIO

[Tponiecc n3yueHus: AUCIUILIIMHBI HaMpaBJieH Ha (JOPMHUPOBAHKE FJIEMEHTOB CJICTYFOIIHX
kommereHuil B coorBeTcTBUU ¢ @I'OC CIIO u OIIOIT CIIO no maHHOM CIIENUAILHOCTH:

a) oouux (OK):

OK 1. BeiOupats criocoObl penieHus 3a1a4 npoQecCHOHaNbHON AeITeNbHOCTH, TPUMEHUTEIHHO
K Pa3JIMYHBIM KOHTEKCTaM.

OK 2. OcymiecTBiATh IMOHWCK, aHAIW3 W WHTEpPHpETanuio HH(popManuu, HEOOXOAUMOH s
BBINOJIHEHUS 3a/1a4 IPOPECCHOHATIBLHOMN 1EATEIIbHOCTH.

OK 3. IlmanupoBaThb M peEaJM30BBIBATH COOCTBEHHOE NPOPECCHOHATBHOE H JMYHOCTHOE
pa3BUTHE.

OK 4. PaboraTh B KOJUIEKTHBE U KOMaHzae, 3(PPEKTUBHO B3aUMOJEHCTBOBATH C KOJUIETaMH,
PYKOBOJACTBOM, KJIMEHTAMH.

OK 5. OcymiecTBasiTh YCTHYIO U MHCBMEHHYIO KOMMYHMKAIIMIO HAa TOCYJApPCTBEHHOM S3BIKE C
y4€TOM 0COOEHHOCTEH COLMANBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. IlposBasTh TIpa)kIaHCKO-ATPUOTHUYECKYIO MO3UIMIO, JAEMOHCTPHUPOBATH OCO3HAHHOE
NIOBEJICHNE HAa OCHOBE TPAJUIMOHHBIX OOIIEYEIOBEYECKUX LIEHHOCTEH, MPUMEHSTh CTaHAAPTHI
AHTUKOPPYILHUOHHOTO MOBEICHUSI.

OK 7. CopeiicTBOBaTh COXPAaHEHHIO OKpYXKarollel cpelibl, pecypcocOepekeHHto, 3PpPeKTUBHO
JIECTBOBATh B UYPE3BBIYANHBIX CUTYALHSIX.

OK 8. Hcnonb30Bath cpecTBa GU3NUECKOM KYIbTYpHI Uil COXPAHEHHSI U YKPEIUIEHUS 30POBbS
B Ipouecce NpodecCHOHATBLHON JEATENbHOCTH M TOJJAEpKAHUS HEOOXOAUMOIO YpPOBHS
(Gu3U4ecKoil MOArOTOBICHHOCTH.

OK 9. Hcnonb30BaTh HHPOPMALIMOHHO-KOMMYHUKAITMOHHBIE TEXHOJIOTHH B MPO(HECCHOHATEHON
JESATEIIBHOCTH.

OK 10. TIlomp3oBarbcsi mpo(hecCHOHANBFHOW TOKYMEHTallMel Ha TOCylapCTBEHHOM U
WHOCTPAaHHOM SI3bIKaX.

0) npodeccuonanbubix (IIK):

[1K 9.8. Ocy1ecTBisaTh ayauT 06€30MacCHOCTH BEO-TIPUIIOKEHUS B COOTBETCTBHH C PETrJIaMeHTaMuU
110 0€30I1aCHOCTH



14. PexoMeHayeMoOe KOJMYECTBO YACOB HA OCBOEHHE MPOTrPaMMbl THCIHUIIMHBI:

MaKCHUMaJbHON y4eOHOU Harpy3ku oOyyaromerocst 158 yacos, B ToM uncie:
00s13aTeIbHON ayTMTOPHON yueOHOM Harpy3ku oOydatomierocs 126 yacos;
CaMOCTOSITENIbHOU paboThl 00yyaromerocs 24 yaca.

Koncynpramnus 2 yaca

2. CTPYKTYPA U COJIEP)KAHUE YUEBHOM JUCIHUILIAHBI
2.1. O0beM yueOHOI JMCHHMILIMHBI M BH/ABI Y4e0HOH padoThl

Bup yuedHoii padoTbl O0bem
4yacos

MakcumaJjibHasi y4eOHas HAarpy3Ka (Bcero) 158
Oo6s13aTesIbHAsI ayIUTOPHAs y4eOHAasi HATPY3Ka (Bcero) 126
B TOM YHCIIE!
JIEKLIUOHHBIE 3aHATUS 63
n1abopaTOpHBIC 3aHATHS 63
MPAKTUYECKHUE 3aHATH -
KOHTPOJIbHBIE paOOTHI -
KypcoBasi pabota (IIpoeKT) (e mpeayCMOTPEHO) 6
KOHCYJIbTaIUs 2
CamocrosiTesibHas padoTa o0yuyawierocs (Bcero) 24
B TOM YHUCIJIE:
Cucrematnueckas npopadOTKa KOHCIIEKTOB 3aHATHH, Yy4eOHOM M crHenuaabHOU 8
TEXHUUYECKOH JIUTepaTypshl (110 BompocaM K maparpadam, riaBaMm y4eOHBIX MOCOOHI,
COCTABJICHHBIM MPETOAABATEIIEM).
KoncnektnpoBanue Tekcra, paboTa co CIOBapSIMHU U CIIPABOYHUKAMH, O3HAKOMIICHUE 8
C HOPMAaTUBHBIMH JOKYMEHTaMH, y4eOHO-HCCIIeOBaTeNbCKas pabdoTa MpU CaMOM
LIMPOKOM Hcnonb3oBanuu MHTepHera u apyrux IT-rexHonoruit
[lonrotoBka Kk I5a0OpaTOpHBIM U MPAKTUYECKUM pPAOOTaM C HUCHOIb30BAHUEM 8
METOAMYECKNX PEKOMEHIAIMi  mperojaaBatensi, oGopMiIeHne J1abopaTopHO-
MPAKTUYECKUX pabOT, OTYETOB M MOATOTOBKA K MX 3alllUTE.
[IpomexyTouHas aTTecTauus B popme: d3k3aMeH B / ceMecTpe 6




2.2. TeMaTuuyeCcKMii IJIAH U COAePKAHUE YUeOHOM JUCUMIIIIMHBI
MJIK.09.03 ObGecnieuenue 06€30MACHOCTH BeO-NPUI0KEHHI

HaumenoBanue
pa3aesioB U TeM
npogeccuoHaIBLHOI0 Conepikanue y1eoHoro marepuaa, O0béM B | YpoBeHb
Mozyst (IIM), JJabopaTopHble padoThl M MPAKTHYECKHE 3aHATHS, CAMOCTOSAITE/IbHAsA Y4eOHas padoTa wacax | ocBoenmst
o0yuawiuxcsi, KypcoBasi pa6ora (poeKT) (eciu npedycmompennvt)
MEKINCHUILTHHAPHBIX
kypcoB (M/IK)
1 2 3 4
Paszgen IIM.09.
IIpoexTupoBanue,
pa3padoTka u
ONTUMHU3ALMS BeO-
MPUJI0KEH U
MJK.09.03.
Obecnieuenue
0e30macHOCTH BeO-
IPUJIOKEHU N
Tema 3.1. Cooeporcanue
Obecneuenue 1 HcTopus 3ammThl IPOrpaMMHOro odecrnedeHusi. Microku xakepcrBa. « QHUTMa. 2 2,3
6e301acHOCTH BeO- ABTOMaTU3UPOBaHHBIHN B3710M H(pa «IHUTMbD. [losBieHne «60MOb1». OPUKUHT.
MIPUIIOKEHU I MeTton 60ps0bI ¢ ppuknnrom. Hauano kommnerorepHoro B3noma. Pacuser BecemupHoit
nayTHHbl. COBpeMEHHbIE XaKephl.
Pa3Benka
2 BBenenne B pa3Beaky Bed-npuiioxkenuii. Coop nundopmanuu. Kapra Bed- 2 2,3
TIPUIIOKCHHUS
3 CTpyKTypa coBpeMeHHbIX Bed-npuiioxkeHuii. CpaBHEHIE COBPEMEHHBIX U OoJiee 2 2,3

panHux Bepcuii npuiioxkenuil. REST APIL. ®opmat JSON. JavaScript. [lepemennsie u
ux o0nacts BuauMoctd. @ynkuuu. Kontekcr. [IporoTunnoe HacnenoBaHue.
AcuHXpOHHOE BBITIOTHEHHE Ko/1a. [Iporpammustit maTepdeiic DOM Opaysepa.
OpeitmBopku st SPA. CucteMsl ayTeHTHGHUKAIMY U aBTOPU3ALIUH.
Aytentuduxanus. Apropusanusi. Bed-cepsepbl. ba3bl JaHHBIX Ha CTOPOHE cepBEpA.
XpaHeHHEe JaHHBIX HAa CTOPOHE KIIMEHTA.




ITouck cydnoMeHnoB. MHOKECTBO NMPUIIOKEHUN B paMKaX OJHOIO JOMEHa.
Bcerpoennsie B 6pay3ep MHCTpyMeHThI aHann3a. Oouienocrynsas nHpopmanus. Kamm
nouckoBbIX cucteM. Ilouck B apxuse. Counanbubie npodmin. ATakd Ha nepeaagy
30HbI. bpytdhopc cyoaomenos. Ilepebop 1o ciioBapro.

2,3

Ananu3 APIL. OGHapyxeHue KOHEYHOW TOUKU. MeXaHu3Mbl ayTeHTU(UKALINH.
Pa3HoBuaHOCTH KOHEYHBIX TOUeK. OCHOBHBIC Pa3sHOBUIHOCTH. CHeUaTN3HPOBAaHHbIC
Pa3HOBUIHOCTH.

2,3

Oo0Hapy:keHHe CTOPOHHUX 3aBUcUMOCTel. OOHApy)XKEHHE CTOPOHHUX
3aBucuMocTeil. DpeiiMBOpPKHU ISl OAHOCTPAHUYHBIX NPUIIOKEHUH. bubnnorexu
JavaScript. bubnuotexku CSS. @peliMBOpKU Ha CTOPOHE cepBepa. 3aroJiOBKH.
CranpaptHble coobiienus 00 omubke u crpanuiisl 404. bassl JaHHbBIX.

2,3

IMonck c1adbIX MeCT B apXUTEKTYpe NpuiIo:keHus. [Ipu3naku 6e3o0macHon u
He0e30IacHOM apXUTEKTYphl. YpOBHH 0€30MacHOCTH. 3aMMCTBOBAHUE M MIEPEKPOH.

2,3

Hananenne

8

Brenenue Bo B3j10M BeO-npuiio:keHnid. Meinuienue xakepa. [lpuMenenue nanHbIX,
IIOJIyYEHHBIX B IIPOLIECCE PA3BEIKH.

2,3

MesxkcaiiToBblii ckpunTuHI (XSS). O6HapyxeHnue XSS-ys3BUMOCTH. XpaHUMBIH
XSS. Orpaxennsbiii XSS. XSS-ataka Ha 6aze DOM. XSS ¢ myTanusmu.

2,3

10

IMopnenka mexcaiiToBbix 3anpocos (CSRF). [loanenka napameTpos 3ampoca.
N3menenue conepxumoro 3anpoca GET.CSRF-ataka Ha koneunbie Touku POST.

2,3

11

Araxka Ha BHemiHue cymHocTH XML (XXE). Araka Hanpsamyro.Henpsamas XXE-
aTaka.

12

Buenpenune xkoga. Buenpenne SQL-kona.Bueapenue koaa.
Brenpenue komaH.

13

Orka3 B oocayxuBanum (DoS). ReDoS-araka.Jlorudeckue D0S-ys3BumMocTH.
Pacnpenenennas DoS-aTaka

14

JKCmiIyaTanus CTOPOHHUX 3aBUCUMOCTel. MeToibl MHTEerpani. BeTBU U BHIIKH.
[TpunoxkeHus ¢ coOOCTBEHHBIM cepBepoM. HTerpaius Ha ypoBHE Koaa. Jlucneruepbl
nakeToB. JavaScript. Java. JIpyrue si3piku. baza qaHHbBIX 00111€M3BECTHBIX
ySI3BUMOCTEM.

3anm

Ta

15

3ammTa coBpeMeHHbIX BeO-npuJioxkeHuii. Apxutekrtypa 3amuiieHHoro [10.
['my6okuii ananu3 xona. [Touck ysi3BUMOCTH. AHAIIN3 YA3BUMOCTH. Y TIpaBICHUE

ysi3BUMOCTsIMU. PerpeccuBHoe TectupoBanue. Mepbl 10 CHUXKEHUIO PUCKA.




16

Be3onacHasi apxuTeKkTypa NpuiIoxkeHuii. Ananus tpedosanuii k I10.
Ayrentudukanus u aBropusanus. [Iporokonsr SSL u TLS. 3ammTa yuyeTHBIX
JAHHBIX. XEUIMPOBAHNE YUETHBIX JTaHHBIX. J[ByX(akTopHas ayTeHTHUDUKAIIHSL.
JInunble nanubie U huHancoBas nHdopmanus. [louck.

17

IIpoBepka 0e3onacHocTH Kkoaa. Hauano npoBepku. OCHOBHBIE THIIBI YA3BUMOCTEN U
H0JIb30BaTENbCKHE JTornyeckre omnoOku. C yero HauaTh IPOBEPKY OE30IaCHOCTH.
AHTHIIaTTepHBI 6€30MaCHOTO MporpammupoBanus. YepHsie crincku. [1laGmoHHbII
koz. /loBepue no ymonuaHur. Pazienenue KIMeHTa u cepsepa.

18

OOHapy:xeHue yA3BUMOCTel. ABTOMaTHU3UpOBaHHas IpoBepKa. CTaTHUeCKuii
aHainn3. [lunamuuecknii ananus. Perpeccnonnoe tecruposanue. IIporpammel
OTBETCTBEHHOTO packpbiTus uHGpopmanuu. [Iporpammer Bug Bounty. Ctoponnue
IIEHTECTEPBHI.

19

YnpasJenue ysa3BumocTsimu. Bocipousseaenue ys3sumocteit. Knaccudukanus
ysi3BuMocTeil. O61mas cuctema oreHku yszsumocteit. CVSS: bazoBas merpuka.
CVSS: Bpemennas merpuka. CVSS: KonTekcTHas MeTpuka. Y COBEpIIEHCTBOBaHHAs
KJ1acCH(UKaIUs YI3BUMOCTEH.

20

IIporuBoneiictreue XSS-atakam. [Ipremsl Hanvcanus Koja JUlsl IPOTUBOAECHCTBUS
XSS. Ouncrka nons3oBatenbekoro BBoga. [Ipuemank DOMParser. [Ipuemank SVG.
[Tpuemuuk Blob. Cananus runepccsuiok. CumBosbHble cynHoctd B HTML. CSS.
[TonuTHKa 3aMTHI KOHTEHTA [T TpeoTBpamienus XSS. Jupekrusa script-Src.
Knrouessie cinoa unsafe-eval u unsafe-inline. Bueapenue CSP.

21

3ammra ot CSRF. IIposepka 3aronoBkoB. CSRF-token. CSRF-Tokens! 63
coxpanenus coctosinust. [IporuBoneiicreue CRSF Ha ypoBHe koaa. 3anmpocsl GET 6e3
coxpaHeHnus coctosiHus. CHkenne pucka CSRF Ha ypoBHE NpHIIOKEHUS.

22

3amuta ot XXE-arak. Onenka apyrux ¢opMaroB JaHHBIX. [|OTOTHUTEIBHBIC
pucku, csizansble ¢ XXE.

23

IIporuBoaeiicteue BHeapennto. [Ipotusozeiicteue BHeapennto SQL-koxa.
Pacno3znaBanue BHenpenus SQL-kona. [TonrotoBieHnusie onepaTopsl. bosee
cneunduyeckre MeTOAbI 3alUThl. 3alluTa OT IPYTUX BUJOB BHEAPEHHUS.
[ToTreHumanpHple Leau BHEApeHUs. [[pMHIIMD MUHUMAIBHBIX TPpUBHIIErUil. bemnsii
CIIMCOK KOMAaHJI.

24

IIporuBoneiicreue DoS-arakam. [IpotuBoneiicteue arakam ReDoS. 3amuTa ot
noruyeckux DoS-atak. 3ammra ot DDoS. Cmsruenue DDoS-arak.




25 HcTopus 6e3omacHOCTH NpOorpaMMHOro obdecnedenus. Pazsenka. Hananenue. 3

3amura.
B mom uucne npakmuyueckux 3auamuii u 1a6opamopHsix pabom
1 ConmanbHas HHXCHEpUs 2 2,3
2 HccienoBaHue ceTEBbIX aTaK U MHCTPYMEHTOB MPOBEPKH 3aAIIUTHI CETU 2 2,3
3 Hactpoiika 6e301macHOro J0cTyna K MapiipyTH3aTopy 2 2,3
4 Ooecnieuenue aamunucTpaTuBHOro gocryna AAA u cepsepa Radius 2 2,3
5 Hactpoiika monutuku 6€30macHOCTH OpaHIMaydIpoB 2 2,3
6 Hacrpoiika cucremsl npeaoTBpamienus Bropskenuii (IPS) 2 2,3
7 Hactpoiika 6€301macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax 2 2,3
8 HccnenoBanne MeTo10B MG POBaHUS 2 2,3
9 OCHOBHBIE TIPUHIHITBI TOCTPOSHUS 0€30macHbIX caiiToB. [loHsATHE Oe30MmacHOCTH 2 2,3

NPWIOKEHUH M KIacCH(PUKAIMs OacCHOCTEH
10 Hcrounuku yrpo3 HHPOPMAITMOHHOW O€30MTaCHOCTH U MEPHI 110 UX MPEI0TBPALICHHIO 2 2,3
11 PernaMeHThl 1 MeTO/1bl pa3pabOTKU O€30M1aCHBIX BEO-TPUIIOKEHHM 2 2,3
12 be3omnacHas ayreHTHUKALIMSA U aBTOPU3ALIUSL. 2 2,3
13 [ToBbllIeHNE IPUBUIIETUH M 00111as OTKA30yCTOMUYHUBOCTh CUCTEMBI 2 2,3
14 [TpoBepka KOPPEKTHOCTH JaHHBIX, BBOJUMBIX MOJIb30BaTeneM. [lyonukarus 2 2,3

n3o0paxkeHuit u QaiioB. Meroas! mudpoanus. SQL- uabekunu. XSS-UHBEKIINHA
15 Co6op unpopmaryu 0 web-npuIoKeHUH. 2 2,3
16 TectupoBaHue 3alMIIEHHOCTH MEXaHU3Ma YIIPaBJICHUsI IOCTYIIOM U CECCHSIMHU 2 2,3
17 TectupoBaHue Ha YCTOMYMBOCTD K aTakaM OTKa3a B 00CITYy)KMBAHUHU 2 2,3
18 [Touck ysi3BuMocTeil k atakam XSS. 2 2,3
19 [Mouck ysi3BuMoctei k atakam SQL-injection. 2 2,3
20 [IporuBoneiictBue XSS-atakam. 2 2,3
21 3amurta or CSRF. 2 2,3
22 3ammra ot XXE-arak. 4 2,3
23 [TpoTuBOAEHiCTBHE BHEAPEHUIO. 4 2,3
24 [TpotuBoaeiictBue DoS-arakam. 4 2,3
25 PuHangbHAs KOMIUIEKCHast JabopaTopHas paboTa 1o 6€300acHOCTH 9 2,3




IIpumepHasi TeMaTHKAa CAMOCTOSITE/ILHOI y4eOHO# padoThI: 24
1. Cucremarndeckas npopaboTKa KOHCIIEKTOB 3aHATHIA, y4eOHOH U CreHaabHON TEXHUIECKOH JINTePaTypHI.

2. KoHcmekTupoBaHHE TEKCTa, padOTa CO CIIOBAPSIMHU U CIIPABOYHUKAMU, 03HAKOMJICHUE C HOPMATHUBHBIMU JIOKYMEHTAMH,
ydeOHO-HMcceoBaTeNbCcKas paboTa IMpu caMOM IIMPOKOM MCToIp30Bannn VHTepHeTa n apyrux | T-TexHomoruii.

3. TIpoektHbie HOpMBI pAOOTHI, MOJrOTOBKA COOOIIEHH K BRICTYIUICHHIO HA CEMUHAPAX M KOH(QEPEHIHSIX; TOATOTOBKA
pedeparos, JOKIAI0B.

4. TloarotoBka K Ja00paTOPHBIM U MPAKTHYECKUM pabOTaM C UCIOIb30BAHUEM METOMYECKUX PEKOMEHIAIMIA TIPEMoIaBaTelIs,
odhopMIIeHHE JTA00PATOPHO-TIPAKTHIESCKUX PabOT, OTIETOB M IMMOATOTOBKA K MX 3aIHTE.

IIpome:kyTOUHAS aTTeCTANMS 6
Bcero 158

Brympu kasxcooeo pasoena ykaszviearomces coomsemcemsayiowue memvl. 11o xasxicooi meme onucvleaemcs cooepiicanue yuebHo2o mamepuana (8
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUSL HEeOOXO0OUMbBIX 1AOOPAMOPHLIX pPabOmM U NPAKMUYECKUX 3aAHAMUL (OMOeNbHO NO KAXNCOOMY 6UdYy),
KOHMPOIbHBIX pabom, a maxdice NPUMepHas memamuxa camocmosmenvHou pabomol. Eciu npedycmompenvl Kypcosvie pabomul (npoekmsi) no
oucyuniune, onucvigaemcs npumepnas memamurxa. Obvem uacos onpeoensemcs no Kaxcoou nosuyuu cmoaoya 3 (ommeyeHo 36e3004KoU *).
Yposenwv oceoenusa npocmaensemcs nanpomug Oudakmudeckux eounuy 6 cmoabye 4 (ommeueno 08ymsa 36e30ouxkamu **).

s xapakmepucmuku yposHs 0C80eHUsl Y4eOH020 MAMepuand UCnoIb3yIOmcs ciedyiouue 0003HAYeHUL:

1. — o3naxkomumenvHblil (V3HABAHUE PAHee U3YUEHHBIX 00bEKMOo8, CEOUCMS),

2. — penpoOyKmueHblil (8bINOIHEHUe OesIMENbHOCMU RO 00PA3YY, UHCIMPYKYUU ULU NOO PYKOBOOCMEOM)

3. — nPoOYKmMueHblll (NIAHUPOBAHUE U CAMOCMOAMENbHOE 8bINOJIHEHUE 0esmelbHOCMU, peuleHue NPoOIeMHbIX 3a0a4)



3. YCJIOBUSA PEAJIM3ALUU TPOI'PAMMBI JTUCHUIIJINHBI
3.1. TpeOoBaHMsA K MMHUMAJIBHOMY MaTEePHAJBHO-TEXHMYECKOMY 00ecneYeHH IO
Peanuzanus nporpammbl AUCUMILIUHBI TpeOyeTCs HAMUYUs 1a00paTOprUn OpraHU3aluy U
MIPUHIIMIIOB TTOCTPOCHUST KOMIIBIOTEPHBIX CUCTEM
OobopynoBanue:
KommuiekT yueOHo# Mebenu (16 mocagouHbIX MecT)
[TepconanbHbIl KOMITbIOTEP OOyUatormerocs (13 mir.)
[TepconanbHbIN KOMIBbIOTEP NpenogaBarens (1 mr.)
DKpaH I TPOEKTOpa HanoIbHbINA Projecta (mmpuna 160 cm)
MynbsTumMenuitnbIii npoextop Epson EB-X8
CereBoe 000py10BaHUE:
xommytatop D-Link DES-1228 24 nopra, kommyratop COMPEX DS2216 16 nopTos,
nutro3 [P-tenedonuu Cisco SPAS000 8 mopTtos,
6 meauakonBeptepoB D-Link DMC-920R
JIueH3noHHOe MPOrpaMMHoe odecreyeHue:
Microsoft Windows 7
(14 muuensuit WinPro 7 RUS Upgrd OLP NL Acdmc
Toproserii mocpenuuk: Softline Jlara 3aka3za: 2010-10-27
Kon muniensun: 47592665 Ponurtensckas nporpamma: OPEN 67582704Z7ZE1210)
Microsoft Office 2007 Professional
(9 muuensuit OfficeProPlus 2007 RUS OLP NL Acdmc
Toprossrit mocpeannk: OO0 Pankom [lara 3akaza: 2007-12-04
Jlunens3us: 43136305 Pogutensckas nporpamma: OPEN 63126856ZZE0912;
5 muuensuit OfficeProPlus 2007 RUS OLP NL Acdmc
Toprossriii mocpeaauk: OOO Pankom Jlara 3akaza: 2008-09-19
Kon JIutiensuu: 44544996 Ponurtenbckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 s Windows
(Kaspersky Endpoint Security mis 0usneca - Pacumpennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License
Ne muniensun: 1096-181214-111355-563-621
Cpoxk ucnons3oBanus [10: ¢ 2018-12-14 no 2021-03-02
[TocraBuiuk (pecemiep): BENEF.IT benegut, OOO)
ACKOH KOMITAC-3D V12 YHuBepcuteTcKas JMLEH3Us ¢ OUOIMOTEKaMH U IPUIIOKEHUSIMU
(JInuensuonnoe cornamenne Kkx-10-01408 ot 03.12.2010 r. Kon-Bo xommii: 50
Kurou ammapartsoii 3amutel HASP HL Net 50 v2 ID 1579998279)
CBo0oaHOe MporpaMMHoe obecrneyeHme:
Libre Office 5.4
Oracle VM VirtualBox
Microsoft Visual C++ 2008 Express Edition
Microsoft Visual C# 2008 Express Edition
Microsoft Visual Basic 2008 Express Edition
Python 3.4
Maxima 5.3.7
Pascal ABC.NET



3.2. UudopmanmonHoe odecreyeHue o0ydeHmsl.

OCHOBHbIE MICTOYHUKHU:
1. Kogran, H.M. Kowmmerotepasie cetu : ydebHoe mocobue : [16+] / HM. Kosran. —
Munck : PUIIO, 2019. — 180 c. : wn., Tabn. — Pexxum pocryma: mo mommucke. — URL:
https://biblioclub.ru/index.php?page=book view_red&book id=599948 (mata  oOparueHwus:
16.03.2022). — bubauorp. B kH. — ISBN 978-985-503-947-2. — TeKCT : 3JIEKTPOHHBIN.

JlonoiHUTe/IbHbIE UCTOYHUKH:

1. Jubpos, M. B. KommnbroTepHble ceTu U TeleKOMMYHHKanuu. Mapmpyrusanus B IP-
ceTsix B 2 4. YacTh | : yueOHHMK U IPAKTUKYM ISl CpeHEro mpodeccnoHanbHOro oopa3zoBaHus /
M. B. JlubpoB. — Mocksa : M3garenscTBO FOpaiit, 2020. — 333 c¢. — (IlpodeccuonansHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Texkcr : anektponnsiit // ObC FOpait [calT]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/1l (marta oopamenwus: 16.03.2022).

2. CeTH U TeNEKOMMYHHKAIIMU : Y4eOHUK U mpakTukyMm st By3oB / K. E. CamyitnoB [u
ap.] ; mon penakmued K. E. Camyiinoa, U. A. lllamumosa, JI. C. Kyns6oBa. — Mocksa :
WznatenscrBo FOpaiit, 2020. — 363 ¢. — (Bricmee o6pazosanme). — ISBN 978-5-534-00949-
1. — Texcrt : anexrponnsii / DBC FOpaiit [caiir]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/l (marta obpamenus: 16.03.2022).

IIporpammuoe obecneuenue 1 UHTepHeT-pecypcenbi:
1. 3bC «YHuBepcurerckas 6ubnuoreka oHnaiin». — Pexum nocryna: http://biblioclub.ru.
2. OGpazoBarenbHbIN OpTai. Pexum goctyna: Intuit.ru.
3. OBC IPRBooks/ - Pexxum noctyna: http://www.iprbookshop.ru/


https://biblioclub.ru/index.php?page=book_view_red&book_id=599948
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMWA JTUCIIUITIJIMHbI

KoHTposnb U olieHKa pe3ynbTaToOB OCBOCHMS IUCLMILIMHBI OCYILECTBISAETCS Ipenoja-
BaTelieM B TMPOLIECCe TMPOBEIACHUS NPAKTUYECKUX 3aHATHUA U JabopaTOpHBIX pador,
TECTUPOBAHUS, a TAK)KE BBINOJHEHHUs] O0YYaroLMMMCA WHAMBHUIYalbHbIX 33aJaHUH, IPOEKTOB,

HUCCJIETOBAHUM.

Kon 1 HanMeHOBaHME
poecCHOHATBHBIX U 00X
KOMITETEHIHA, GOPMUPYEMbBIX

B PaMKax MOJYJIs

Kpurepuu onenku

MeTtobl OLICHKH

IIK 9.8. OcymecTBIATh ayIUT
0e30macHOCTH BeO-
MPUJIOKEHUS B COOTBETCTBUH
C perjiaMeHTaMH 110
0e30macHOCTH

Oyenka «Omau4Hoy -
NPOAHATUIUPOBAHBI
UCTNOYHUKU YePO3
bezonacnocmu,
NPOAHATUZUPOBAHBI
Memoovl 3auumol
docmyna K OGHHbIM U
3aUUmMsl K0od;
npeonodcensl U
peanu3o8amvl mepol
3awumsl; KOO caima u
nanku
NPOAHATUZUPOBAHBL HA
npeomem HAIUYUsL

8DE0OHOCHBIX NPOSPAMM,

coenamvl 8b1800bI 0
bezonacrocmu.
Oyenxa «xopouioy -
NPOAHATUZUPOBAHDBL
UCTMOYHUKU YePO3
be3onacHocmu;
npeonoN’censl U
Peanu308aHvl Mepbl
3auumsl; KOO catuma u
nanku
NPOAHATUZUPOBAHBL HA
npeomem HAIUYUsL

8PEOOHOCHBIX NPOSPAMM,

coeanvl 8b1800bI 0
bezonacrocmu.
Ouyenka
«y006/71€MEOPUMEILHO »
- NPOAHAUZUPOBAHbL
UCTOYHUKU Y2pO3
bezonacnocmu;
npeoiodCcebl U
peanuzo8amnsl mepvl
3auumsl, K00 caima u
nanku
NPOAHATUIUPOBAHBI HA
npeomem HAIUYUsL

Ox3amen/3auem 6 ghopme
cobecedosanus:
npakmuyeckoe 3adanue no
obecneyenuio
bezonacnocmu
@yHKYUOHUPOBAHUSL 8O-
NPUTONCEHUSL.

3awuma omuemos no
NPAKMU4eCcKUM U
J1abopamopHvim pabomam
Oxcnepmuoe nabarooenue
3a 8bINOTHEHUEM
PA3IUUHBIX 8UO08 PAOOM 80
8pemst yueoHou/
npPoOU3600CMEEHHO




8PEOOHOCHBIX NPOCPAMM.

OK 01. Beibupats criocoOb1
pelIeHus 3a1aq
npodeCCHOHATLHON

NS TebHOCTH,
MPUMEHUTEIHHO K
Pa3IMYHBIM KOHTEKCTAM.

- 000CHOBaHHOCTb
IIOCTaHOBKH LIEJIN,
BbIOOPA U IPUMEHEHUS
METOZI0B U CIIOCOO0B
peLeHus
npodeCCHOHATIBHBIX
3ajauy;

- aJICKBaTHAas OLICHKA U
CaMOOIICHKA

3¢ (HEeKTHBHOCTH U
Ka4eCTBa BBITOTHECHHSI
PO eCCHOHATBHBIX
3a1a4

DKcrepTHOE HAOII0ICHUE
3a BBIIOJHEHUEM padboT

OIT 02.0Ocy1iecTBASTh TOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
nH(pOopManuy, HEOOXOAUMOKN
JUTSL BBITIOJTHEHHMSI 3314
npodeccnoHaTBEHOM
JESITeIIbHOCTH.

- HCII0JIb30BAHUE
Pa3IMYHbIX UCTOYHHUKOB,
BKJIIOUAsl JIEKTPOHHbIE
peCypChl, MEINAPECYPCHI,
NHTepHeT-pecypcsl,
NEPUOANYECKHUE U3IaHUS
0 CIIELUATbHOCTH JUIS
peleHus

PO eCCHOHATBHBIX
3a1a4

OK 03. ITmanupoBars u
peann30BbIBaTh COOCTBEHHOE
npogeccuoHaIbHOE U
JMYHOCTHOE Pa3BUTHE.

- IGMOHCTpaNus
OTBETCTBEHHOCTH 32
NPUHSTHIC PEIICHHS

- 000CHOBaHHOCTh
caMoaHalu3a u
KOppeKI s pe3yIbTaToB
COOCTBEHHOM paboTHI;




OK 04. Paborats B
KOJIJIEKTUBE M KOMaHJIE,

3¢ PEeKTUBHO
B3aUMOJICHCTBOBATH C
KOJUIETaMH, PYKOBOICTBOM,
KJIIMEHTaMH.

- B3aUMOJICHCTBOBATE C
00yJaronMucs,
MpernoaaBaTess MU U
MacTepamu B X0JIe
00y4eHwus, ¢
PYKOBOJIUTEIISIMUA
y4ueOHOM 1
MIPOU3BOICTBEHHOM
MPAKTHK;

- 000CHOBaHHOCTh
aHaym3a paboThl WICHOB
KOMAaH/IbI
(MOTYMHEHHBIX )

OK 05. OcyiiecTBisTh
YCTHYIO ¥ TUCBMEHHYIO
KOMMYHHKAIUIO Ha
roCyJapCTBEHHOM SI3BIKE C
y4€TOM 0COOEHHOCTEH
COIIMAIBHOTO U KYJbTYPHOTO
KOHTEKCTA.

JleMoHCTpHUpOBATH
I'PaMOTHOCTb YCTHOU U
MUCHbMEHHOM peuH, -
SICHOCTD
dbopMynupoBaHus U
HU3JI0KCHUS MBICTICH

OK 06. TIposBasTh
Ipa)IaHCKO-
MATPUOTHICCKYIO TTO3UITUIO,
JIEMOHCTPHPOBATh
OCO3HAHHOE MOBEACHNE HA
OCHOBE TPaJUIIMOHHBIX
00I1IeYeI0BEYECKUX
LICHHOCTEH.

- cOOTI0ZICHUE HOPM
MOBEJICHUS BO BpEMs
y4eOHBIX 3aHATUN U
MPOXOXKACHUS YUeOHOM 1
MPOU3BOJACTBEHHOMN
MPAKTHK,




OK 07. CopnelicTBOBaTh
COXPAHEHUIO OKPYKAIOLIEH
Cpenbl, pecypcocOepeKeHHUIO,
3¢ PeKTUBHO NEHCTBOBATH B
YpE3BBIYANHBIX CUTYAIIHSIX.

- s pexTUBHOE
BbINIOJHEHHE nipaBuil Th
BO BpeMs y4eOHBIX
3aHATHM, IPU
POXOXKJICHUN y4eOHOU
Y TIPOU3BOCTBEHHOMN
IIPAKTHK;

- IEMOHCTpAalHsI 3HAaHUH
Y UCIOJIb30BaHUE
pecypcocOeperarommx
TEXHOJIOTUH B
npodeccuoHanbHOM
JeSITEIIbHOCTH

OK 08. Ucnonp30BaTh
cpencTBa PU3MUECKOu
KYJIbTYPBI JJIsl COXPAHEHUS U
YKPEIUJICHUS 3I0POBbS B
nporiecce npohecCHoHaATbHOM
JIeITEIILHOCTU H

- 3ppexkTUBHOCTD
UCTIOJIB30BaTh CPEJICTB
(U3NYECKOil KYIbTYpHI
JUTSL COXPAHCHHUS
YKPEIUICHUS 37I0POBbS
IIPH BBITIOJTHEHUH

HoJiiep>KaHusl HEOOXOUMOT0 | PO eCCHOHATBLHON
ypOBHSI (pru3muecKOn JeSITEIIbHOCTH.
[OJIFOTOBJICHHOCTH.
OK 09. Mcnonb3oBaTh - 3¢ pexTUBHOCTH
MH(pOPMalMOHHbIE UCTIOJIb30BaHUS
TEXHOJIOTUH B UH(POPMAIIMOHHO-
npodeccuoHaTbHON KOMMYHHUKAIIHOHHBIX
NEATEIIBHOCTH. TEXHOJIOTHH B
npodeccuoHaNbHOM

JESITEIbHOCTH COTJIACHO
(bopMHpyEMBIM YMEHUSAM
U TOJIy4aeMOMY
IIPAKTUYECKOMY OIIBITY;




OK 10. ITons3oBarbCst
npo¢eCcCuOHATBHON
JOKYMEHTalMen Ha
roCy/1lapCTBEHHOM U

HHOCTPAaHHOM A3bIKaX.

- s pexTBHOCTH
HCIIOJIb30BaHHUS B
npodecCHOHATBLHOM
JIeITeIIbHOCTH
HEO00X0IMMOM
TEXHUYECKOU
JIOKyMEHTAIlUH, B TOM
YHUCJIC HA aHTJIUHCKOM
SI3BIKE.




