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1. MACIHOPT IPOI'PAMMBI YYEBHOM JAACHUTIIINHBI
OIl.11. KoMnbnioTepHLIe ceTH

1.1. O6saacTh NpUMeHeHHsI TPOTPAMMBI

Pabouast mporpamMMa y4eOHOW NUCIUIUIMHEI SBISETCS] YaCThIO 00pa30BaTEIbHON MPOTPaMMbl B
cootBercTBUU ¢ PI'OC mo cnemumanpHocTH 09.02.07 — WHDOpMAIIMOHHBIE CHUCTEMBI U
POrpaMMHUPOBAHHUE.

PaGouass mporpamMma ydeOHON MHUCHMILUIMHBI MOJYKET OBITH MCIOJIb30BaHA B JIOMOJHHUTEIHHOM
npodeccHoHalbHOM ~ 00pa3oBaHuu (B MpOrpaMMax  [OBBIIICHUS  KBaTU(UKAIMH U
MEePENOArOTOBKH) ¥ MPO(heCCHOHATBLHOM MOTOTOBKE IO CMEKHBIM CIEIUATLHOCTSIM.

1.2. MecTo ITUCHHUILUINHBI B CTPYKTYpe OCHOBHOI nmpogeccHoHaILHOI 00pa3oBaTe/ibHOM
NPOrpaMmbI:

HIudp nucuuruinzel no yyeonomy miany: OIL11.

Hucuurnnuna sBisieTcsl 4acTbio obmenpodeccuonanbHoro 1ukia OIl ydyeOHoro miana mo
cnenuansHoctn  CIIO  09.02.07 — HWHdopmannoHHble CHUCTEMBI U MPOrPaMMHPOBAHUE.
Hampasiiena Ha GopmupoBaHHe CIEAYIOMUX OOMMX U TpodeccnoHambHbIX KoMmneTeHmmii: OK
1,0K2,0K 4, 0K 5, OK 9, IIK 5.3, [IK 9.10, IIK 9.4, I1K 9.6.

1.3. Heau u 3aga4y JMCHUIJIMHBI — TPe0OOBAHMS K Pe3y/JIbTAaTaM OCBOCHHS COAeP/KAHUSA
AUCHHUILIHHBI

C uenbro  OBJIAJEHUS  YKa3aHHBIM  BUJOM  NPO(PECCHOHAIBHOM  JEATEIbHOCTH U
COOTBETCTBYIOIIMMHU NMPOPECCUOHATBHBIMU KOMIIETECHIIUSMHU OOYUYaIOIIUICS B XOJ€ OCBOCHUS
OII.11 nomxen:

yMeThb:

MPOEKTUPOBAThH JIOKAJIbHYIO CETh;

BBIOMPATH CETEBBIE TOMOJIOTHH;

paccunThIBaTh OCHOBHbBIE ITapaMeTPhI JIOKATbHOU CETH;

YUTATh TEXHUYECKYIO U MIPOEKTHYIO JOKYMEHTALUIO [10 OPraHU3allii CETMEHTOB CETH;
IPUMEHSTH aJITOPUTMBbI TIOMCKA KpaTyalIiero nyTH;

IUTAHUPOBATh CTPYKTYPY CETH C IMOMOIIBIO Ipada ¢ ONTUMAIBHBIM PACIOJIOKEHUEM Y3IIOB;
MCIIOJIb30BaTh MaTEMATUYECKUH anmnapaT Teopuu rpados;

KOHTPOJIMPOBATh COOTBETCTBUE pa3padaThIBAEMOI0 MPOEKTa TEXHUUECKOM JJOKYMEHTaIUH;
HacTpauBath poTokos TCP/IP u ucnonb3oBaTh BCTPOCHHBIE YTHIIUTHI ONIEPALIMOHHON CUCTEMBI
JUI AMarHOCTHKHM pabOTOCIIOCOOHOCTH CeTH;

MCIOJIb30BaTh MHOTO(YHKIIMOHAIbHBIE TPUOOPHI U MPOTPaMMHbIE CPEJICTBA MOHUTOPHUHTA;
IIPOrpaMMHO-aIIIapaTHBIE CPEACTBA TEXHUYECKOTO KOHTPOJIS;

MCIIOJIb30BaTh TEXHUYECKYIO JTUTEPATypy U HH()OPMALIMOHHO-CITPABOYHBIE CUCTEMBI JJIS1 3aMEHBI
(MoKcKa aHAJIOTOB) yCTapeBIIEro 000py10BaHUS;

3HATh:

o0I111e IPUHIMIIBI IOCTPOEHUS CeTell;

CETEBBIE TOMOJIOTHH;

MHOr0ypoBHEBYIO Mozens OSI;

TpeOOBaHUS K KOMIIBIOTEPHBIM CETSIM;

ApPXUTEKTYPY POTOKOJIOB;

CTaH/IAPTHU3ALINIO CETEM;

ATaIbl MPOEKTUPOBAHUS CETEBOI HHPPACTPYKTYPHI;



TpeOOBaHUS K CETEBOM OE30MaCHOCTH;

OpraHu3aIyio padboT Mo BBOAY B AKCILTyaTaI[UI0 0OBEKTOB U CETMEHTOB KOMITBIOTEPHBIX CETEH;
BEPOSTHOCTHBIE 1 CTOXaCTUYECKHE MPOIIECCHI, AJIEMEHTHI TEOPUU MACCOBOTO 00CTYKUBAHUS,
OCHOBHBIEC COOTHOIIIEHUS TEOPUH OUYEePEeIeid, OCHOBHBIC IMOHSATHS TEOPHH TpadoB;

ITOPUTMBI TOMCKA KpaTyanilero myTH;

OCHOBHBIE ITPOOJIEMBI CHHTE3a I'paoB aTak;

IIOCTPOEHUE aJICKBATHOW MOJIEIIN;

CHUCTEMBI TOIOJIOTHYECKOTO aHAIN3a 3aIUIIEHHOCTH KOMITBIOTEPHON CETH;

ApPXUTEKTYpPYy CKaHepa 0€30MMacHOCTH;

SKCTIEPTHBIE CUCTEMBI,

0a30BbI€ MPOTOKOJIBI U TEXHOJIOTUH JOKAIBHBIX CETEH;

MIPUHITUIIBI TOCTPOCHHS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

OCHOBHI IIPOCKTUPOBAHUS JIOKATBHBIX CETel, OECIIPOBOIHBIC JIOKATBHBIC CETH;

CTaHJapThl Kabeseil, OCHOBHBIE BU/Ibl KOMMYHHKAIIMOHHBIX YCTPONCTB, TEPMHUHBI, IIOHSATHSI,
CTaH/IAPTHI ¥ THIIOBBIC SJIECMEHTHI CTPYKTYPHUPOBAHHOM KaOEIbHOW CUCTEMBI: MOHTAXK,
TECTUPOBAHUE;

Cpe/ICTBa TECTHPOBAHMS M AaHAJIN3A;

MIpOrpaMMHO-anmapaTHpIe CPEICTBA TEXHUUECKOTO KOHTPOJIS;

OCHOBBI JUArHOCTHKH JKECTKHX JHCKOB;

OCHOBBI U TTOPSIIOK pe3epBHOr0 KonmupoBanus nHpopmanuu, RAID TexHomornu, XpaHuiuiia
JIaHHEBIX.

HMeTh MPAKTHYECKHUI ONbIT:

MIPOCKTUPOBAHUS APXUTEKTYPHI JTOKATHHOU CETU B COOTBETCTBUHU C MTOCTABICHHOM 3aa4eii;
YCTaHOBKH U HACTPOIKHU CETEBBIX MPOTOKOJIOB U CETEBOI0 000PYAOBaHHUS B COOTBETCTBUU C
KOHKPETHOM 3a/1a4ueil;

BbIOOPA TEXHOJIOTUH, HHCTPYMEHTAIBHBIX CPEJICTB MPU OPraHU3aIMH MPOIIecca UCCIEAOBAHUS
00BEKTOB CETEBOI MHMPACTPYKTYPHI;

obecrieueHus eJTIOCTHOCTH pPe3epBUPOBAaHMS HHPOPMALIMH, UCTIOIb30BaHus VPN,
YCTaHOBKH U OOHOBJICHHSI CETEBOTO IMPOTPAMMHOI0 00ECIICUCHHST,

MOHUTOPHUHTA TPOU3BOAUTEIILHOCTH CEPBEPA U MPOTOKOJIUPOBAHUS CHCTEMHBIX M CETEBBIX
COOBITHI;

MCIONIb30BaHUs CIIEIIMAILHOTO MPOTPaMMHOT0 00eCcTiedeHUs sl MOACTUPOBAHNUS,
MPOCKTUPOBAHUS U TECTUPOBAHUSI KOMITBIOTEPHBIX CETEH;

o(OpMIICHUS TEXHUUYECKOMN TOKYyMEHTAINH;

[Iporecc u3ydeHus: IMCIMUILUIMHBI HAIIpaBJeH Ha (OPMUPOBAHUE HIEMEHTOB CIETYIOIITUX
komieTeHnuil B coorBeTcTBUU ¢ GI'OC CIIO u OIIOII CIIO mo manHOM coeUHaIbHOCTH:

a) oouux (OK):

OK 1. Beibupats criocoObl penieHus 3a/1a4 npopeccuoHaIbHOM AeATeIbHOCTH IPUMEHUTENBHO K
pa3IMYHBIM KOHTEKCTaM.

OK. 2. Mcnionb30BaTh COBPEMEHHBIE CPEACTBA [TOMCKA, AHATIN3a, U MHTEPIPETAlui HHPOpMAaIH
U MH(OpMAIIMOHHBIE TEXHOJIOIUHU JJIS BBIIOJIHEHHUS 3a7a4 NPo(eCcCHOHANBHOM NesITeTbHOCTH
OK. 4. D heKkTUBHO B3aMMOIEHCTBOBATh U pa00TATh B KOJJIEKTUBE M KOMAHJIE.

OK. 5. Ocy1iecTBIATh YCTHYIO M IUCBMEHHYI0 KOMMYHHUKAIIMIO Ha FOCY1apCTBEHHOM SI3BIKE
Poccuiickoii @enepaiuu ¢ yueToM 0COOEHHOCTEN COLIMATIBHOTO U KYJIbTYPHOIO KOHTEKCTA.
OK.9. [Tonb30BaThCs MpoheCCHOHATBHON JOKYMEHTAIMe! Ha FOCyJapCTBEHHOM M HHOCTPaHHOM
A3BIKE.

6) npodeccnonanbubix (IIK):
1K 5.3. Pazpa0aTbIBaTh MOACUCTEMBI 0€3011aCHOCTH UH()OPMAIIMOHHON CUCTEMBI B
COOTBETCTBHUH C TCXHUYECCKUM 3aJaHHUEM.



1K 9.10. Peann3oBbIBaTh MEPONPUATHS IO MPOABIKEHHUIO BEO-TIPUIIOKEHUI B
nH(pOpMaAITMOHHO-TEIEKOMMYHUKAITMOHHOU ceTn "MHTepHeT".

[1K 9.4. OcymiecTBIsATh TEXHHYECKOE COMPOBOXKICHUE M BOCCTAHOBIICHUE BEO-TIPUIIOKCHHIA B
COOTBETCTBUU C TEXHUUYECKUM 33JJaHUEM.

1K 9.6. Pa3memniath BeO-TIPUIIOKEHUS B CETH B COOTBETCTBUU C TEXHUYECCKHUM 3a/IaHUEM.

14. PexoMeHayemMoOe KOJMYECTBO YACOB HA OCBOEHME MPOTrPAMMbI JHCHHUILIMHBI:
MaKCUMaJIbHOW Y4eOHOW Harpy3Ku oOydJaromierocs 88 4acoB, B TOM YHCIIE:
00s13aTeNpHOM ayIUTOPHON Yy4eOHOM Harpy3ku oOydaromierocs 64 Jaca,
CaMOCTOSTEIIbHON paboThl oOydarorierocs: 16 4acos.
Koncynpranus 2 yaca



2. CTPYKTYPA U COJAEP)KAHUE YYEFHOM JUCHUTIIMHBI
2.1. O0beM y4eOHOM TMCHUILUIMHBI U BU/IbI Y4eOHO# padoThl

Buj ydyeOHoii padoThl

O0beM yacoB

MakcuMaJibHasi ydeOHasi HATPY3Ka (Bcero) 88
Oo0s3aTenbHas ayMTOpHas yueOHasi HArpy3Ka (Bcero) 64
B TOM YHCIIE:

JICKIMOHHBIC 3aHITUS 32
nabopaTOpHBIE 3aHATH 32
MPaKTHIECCKUE 3aHITHS -
KOHTPOJIBHEIE PaOOTHI -
KypcoBast paboTa (IIpoeKT) (ecH MpeIycCMOTPEHO) -
KOHCYJIbTaIsI 2
CamocTosiTebHasi padoTa o0y4alouierocs (Bcero) 16
B TOM YHCIIE:

Cucremarnueckas IpopaboTKa KOHCIEKTOB 3aHATHH, Y4eOHOW U CHElHalbHOH TEXHUYECKOU 4
autepatypsl (o BompocaM K - maparpadam, IjaBaM  Y4eOHBIX IOCOOMH, COCTaBICHHBIM
NPernoiaBaTeiem).

KoHcnektupoBanue TekcTa, paboTa CO CIIOBapsIMA U CIPaBOYHHKAMH, O3HAKOMJIEHHE C 4
HOPMAaTHBHBIMH  JIOKYMEHTaMH, YydeOHO-HcClIenoBaTensckas pabora TpH  CaMOM  IIMPOKOM
ucnosnp3oBaHuu MaTepHeTa M npyrux | T-rexHOmorni

IloaroroBka Kk Js1abOpaTOpHBIM M IPAKTHYECKHM paboTaM C HCIOJIB30BAHHEM METOIMIECKUX 8
peKOMEHAalMi mpenoaasarensd, odopmieHHEe J1abOpaTOPHO-NIPAKTHUECKUX paboT, OTYETOB W
MOATOTOBKA K MX 3aIIUTE.

[TpomexyTouHas arrectanms B popme: 3x3aMeH B | cemecTpe 6




2.2. TemaTn4yeckuii MJIaH U COePKAHUE YUeOHOM TN CHUIITHHBI
OI1.11. KoMmnploTepHbIe CeTH

HaumenoBanue Coaep:xanue yueOHOro MaTepuaJa, O0bém Yposenn
pa3esioB U TeEM JadopaTopHblie padoThI U MPAKTHYECKHUE 3aAHATHS, CAMOCTOSITeJIbHASI YueOHas1 padoTa 4acoB 0CBOEHMS
00y4aIuxcs, KypcoBasi padora (IpoeKT) (eciu npedycmompeHvl)
1 2 3 4
Paznen OIl 64
OIl.11 64
KomnbrorepHsbie
CeTH
Tema 1.1. Conep:kanue 16
Beenenue B 1 | KommbrotepHsle ceTu 1 1,2
ceTeBbIe CoBmMmecTHas paboTa, IHTepHET U COBpEMEHHbBIE CETEBbIe TEXHOJIOTHH — 00JacTh MPUMEHEHUS
TeXHOJIOTUH W Ha3HaveHue. Bujbl KOMIBIOTEPHBIX ceTeil. [ mobanbpHble U ToKanbHbIe ceTh. OIHOPaHTOBbIC
U KJIIMEHT-CEPBEPHBIEC apXUTEKTYpbl. OCHOBHBIE KOMIIOHEHTHI CETEH, CETEBAs CpPella U CETEBbIE
ycrporictBa. Texnomornmn noxaxmrodeHuss k MurepHer. Koneprentnsie cetu. KadectBo u
Ha/IeXKHOCTh ceTeil. OCHOBHBIE MOHATHS ceTeBol O6e3onacHOCTU. TeHAeHIIMN pa3BUTHS CETeHl.
2 | KoHCONBHBINA MOCTYT, yaaleHHbIH goctyn ¢ nomomipio Telnet m SSH, ncnons3oBanue mopra 1 2,3
AUX.
3 | CereBble MPOTOKOJIBI H KOMMYHHKAIUH 1 2,3
KonupoBanue u mapamerpsl cooOrienusi. CeteBble MPOTOKOIbI. B3anmoeiicTBue mpoTOKOIOB.
Ha6op mporokonoB TCP/IP u mporiecc oomena nanHbiMUA. OpraHu3aiiy 1Mo CTaHAapTU3aIUH:
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBueBbie moaenu OSI u TCP/IP. WUnkancynsius
nauubiX. [Ipotokonbnbie 6moku gaHHbIX (PDU). JlocTynm x mokamsHbIM pecypcam. CeteBas
aapecaus. MAC- u IP- agpeca. Jloctyn k ynan€HHsIM pecypcaM. 1103 no ymona4asuzo.
4 | CereBoii 1ocTyn 1 2,3

IIpoTokomnbl U craHAapThl PuU3uUecKoro ypoBHs. CrocoObl mojakiodeHus: K ceTd. CereBble
untepdeiicupie wiatel (NIC). Cpenpl nepenaun JaHHBIX M UX XapaKTEPUCTUKU: MPOMYCKHas
CIOCOOHOCTh, TPOM3BOAMTENBHOCTh. Buael Memueix ceteBbix kaOemeii: UTP, STP,
KOakcHaJbHBIA. Pa3sHOBUIHOCTH, OCOOEHHOCTH TMPOKIAJKM M TECTHUPOBaHHUS KaOenei.
CtpykTypa 1 0COOEHHOCTH IMpPOKJIAJKU ONTOBOJIOKOHHBIX Kabenei. becripoBoaHble cpenacTa
nepenaun nanubix. Cranmapt Wi-Fi IEEE 802.11.

KaHnanbHbIi ypoBEeHB M €10 NOAYPOBHU: Y1ipaBieHue Joruyeckium kanaiom (LLC) u




VYnpasnenue 1octynom K cpene nepenadn ganubix MAC. CTpykTypa Kajpa KaHaJIbHOTO
YPOBHS ¥ MPUHIUIIBI ero hopMupoBanus. CTaHIapThl KAHAIBHOTO YpOBHs. Dusnueckas u
JIoruYecKasi TONOJIOTUs CeTH. TOMOJIOTUH «TOYKa-TOUKA», «3BE3/a», «IIOJHOCBSI3aHHAS,

«kompLeBasy». [lonyayninekcHas v MoNHOAYIUIEKCHAs Nepeaaya JaHHbIX. OCOOEHHOCTH KaIpoB
LAN, WAN, Ethernet, PPP, 802.11.

Cetenble Texnosiorun Ethernet

CewmeiictBo cereBbix TexHonoruii Ethernet. IIpunuun paboter Ethernet. BzaumopeiictBue Ha
noaypoBHsix LLC u MAC. Ynpasnenue noctynom k cpeae nepenaun nanusix (CSMA). MAC-
anpec: uaentuduxanus Ethernet. AtpuGyter kagpa Ethernet. IIpeacrasnenus MAC-anpecos.
OnHO- 1 MHOTOAPECHOM, IMPOKOBEIIATEIbHON pacchulok. CkBo3HOE noakItoueHue, MAC- u
IP-anpeca.

[Tporokoi pazpemenus anpecoB (ARP): mpuHIUIIEI pabOTHI, POJIH B MPOIIECCE yIATCHHOTO
oOMeHa nanHbiMH. Tabnuiel ARP Ha ceTeBbix yeTpoiicTBax. OCHOBHBIE HEAOCTATKU
nporokosia ARP - Harpyska Ha cpeny nepefaun JaHHBIX U O€30M1aCHOCTb.

OcHoBHast uH(OpMaIMs O moprax kKommyratopa. Tabmuuna MAC-agpecoB KOMMYyTaTopa.
Oynkmust Auto-MDIX. Crnioco0b1 mepechiiku Kaapa Ha kommyraropax Cisco. Bydepuzanus
namsTd Ha Kommyratopax. DUKcHpoBaHHAasE M MOJyJdbHAas KOHQUTYpAallMM KOMMYTAaTOpPOB.
CpaBHeHnue kommytauuu ypoBHS 2 u ypoBHs. Texnomorus Cisco Express Forwarding.
Bupryanenbiii untepgeiic kommyraropa (SVI), Mapmpyrusupyemsiii nopt, EtherChannel
ypoBHs 3. Konduryparus MmapupyTusupyemMoro nopra.

2,3

CereBoil ypoBeHbD

CereBoil ypoBeHb B Ipoliecce mepefadr AaHHbIX. [IpoTokossl cereBoro ypoBHs. OCHOBHbIE
xapaktepuctuku [P-mporokona. Crpykrypa makeroB IPv4 u IPv6. OcobenHoctu wu
npeumyIecTBa mporokoja Pvo. Meroasl mapuipytuzanuu y3ioB. Tabnuiia MapuipyTusanuu
y3JI0B M Mapuipyrusaropa aias npotokonoB IPv4 u IPv6. VerpolicTBo Mapuipyrusaropa —
[Iponieccop, mamsaTh, omnepanvoHHas cucrema. [logkimroueHne K MapHmIpyTHU3aTopy dYepes
pasnuuHble TopThl. HacTpolika HCXOHBIX MapaMeTpoB, HHTep(EiCcoB, UTI03a M0 YMOTYAHHIO
U APYTUX XapaKTePUCTUK MapIIPyTU3ATOPA.

2,3

TpancnopTHbIi ypoBeHb

Ha3nauenue u 3aa4u TpaHCIIOPTHOT'O YPOBHSL.

MynpTUIIEKCUpOBaHUE ceaHcoB CBs3U. Onmcanue u cpaBHeHue nporokosoB TCP u UDP —
HAJEKHOCTb M IPOU3BOAUTENBHOCTb, 00JIACTh MpPUMEHEHUsA. AJpecanuss IOPTOB U
cermenTarusi TCP u UDP. O6men nanuabivu mo TCP. Iporeccst TCP cepBepa. YcranoBnenue
TCP-coenmuuenust u ero 3aBepiieHue. [IpuHIuUNbB «TpéXcTopoHHEro pykomnoxkarus» TCP.

2,3




Hanéxnocts n ynpasinenue notokoM TCP - [logTBepaeHue moiydeHusi CErMEHTOB, MOTEPs
JAaHHBIX W MOBTOpHAs Iepenava, ynpasjieHue NoTokoM. OOMEH JaHHBIMU C HMCIOJb30BAHUEM
UDP. Ilpouneccet u 3ampocst UDP-cepepa, UDP-nararpammsl, npoueccsl UDP-kinenTa.
[Tpunoxxenus, ucnoassyroue UDP u TCP.

IP-anpecanus

Crpykrypa IPv4-aapecos. CereBast u y3ioBas yacTb [P-agpeca. [IpeoOpa3zoBanue agpecos
MEXK1y IBOMYHBIM U JIECITEPUYHBIM IIpeacTaBieHnemM. Macka nojacetu [Pv4. CereBoil aapec,
ajZipec y3ia U MHUPOKOBeIaTeNbHbIN ajipec cetu [Pv4. [IpucBoeHue y3imy cTaTH4ECKOro U
nuHamuueckoro [Pv4-anpeca. Muoroanpecnas nepenava. [1yonuunsie u yactabie [Pv4-
anpeca. [Pv4-aapeca cneunansHoro Ha3HaueHus. [Ipucoenue IP-agpecos.

CoBMecTHOE UCIob30BaHuEe MPOTOKOJI0B [Pv4 u [Pv6: nBOIHON CTEK, TYHHEIMPOBAHUE,
npeodpaszoBanue. [Ipencrasinenne [IPv6-anpecos. [IpaBwmiia cokpamienus 3anucu [Pvo-aapecos.
WHauBuayanbHbld, TPYNIIOBON, IPOU3BOIbHBIN TUIIBI [IPV6-anpecoB. CTpyKTYpbI JIOKaIbHOTO
Y T100aJIbHOT0 MHIUBUAYANbHBIX [PVv6-anpecoB. Cratuueckas M TuHAMHYECKAs
KOH(Urypanuu rio0anbHOro HHAUBUAYyanbHoro ajapeca. [ponece EUI-64 u ciaydaiino
CTeHepUpOBaHHbBIN HaeHTH(DUKAaTOp HHTEpdeTica.

ICMP-cepBuchl. Otimuust i npotokonoB IPv4 u IPv6. CooGmenuss ICMPvI6 «3anpoc k
Mapupytuzaropy», «OOBsBIECHHE OT MapUIpyTH3aTopay», «3ampoc COCEOHEro ysia» u
«O0BsBICHUE cOCETHETO y31ay. TecTupoBaHHe CeTH ¢ OMOIIBIO 9X0-3anpocoB. TpaccupoBka
Mapuipyra. Bpems mpoxokaeHus curHaiga B npsMoM U oOpatHoM HampasieHusx (RTT).
Bpewmst xusnu (TTL) IPv4 u nmpenen nepexonos IPv6.

2,3

Paspnenenue IP-cereii Ha moaceTn

CermenTanus IP-cereit. OOMeH naHHBIMU MeXAy noacersMu. IlnanupoBanue aapecanuu B
nonacetsax. PacuerHoie popmysbl ans cermeHTanuu cetu. Pa3OueHue Ha MojAceTH Ha OCHOBE
TpeOOBaHUI Yy37I0B M ceTeil, B COOTBETCTBMM ¢ TpeOoBaHUsIMHU ceTeill. OmpeneneHne Macku
nojacetu. Pa3OueHne Ha MOJCETH C KCHOJIB30BaHHMEM MAacKH mnepeMeHHoi umHbl (VLSM).
bazoBas mozmens un HasHaueHue OiokoB ajapecoB VLSM. IlnanupoBaHue aapecanuu CeTH.
Ocobennoctu mpoekTupoBanus [Pv6-cetn. Pa3Ouenme Ha TOACETH € MCHOJIbB30BAaHUEM
uaeHTuuKaTopa nHTepdeiica.
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YpoBeHb NPUIIOKEHU I

VYpoBeHb NpPUIIOKEHUH, YpPOBEHb TNPEACTABICHUS M CEaHCOBBIM YpoBeHb. Ilpumepsr
pacnpocTpaHeHHBIX NpuiokeHui. IIpoTokonsl ypoBHs mnpuinoxeHuil. OJHOpAaHTOBbIE CETU
(P2P). Mopenps tuna «kiueHT-cepep». O630p npotokosnoB HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomennbix umMéH (DNS). ®opmar coobmenuii u uepapxuss DNS. Yrunura
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«nslookupy. Cinyx6a DHCP. IIpotokon nepenaun daiinos (FTP). I[Iporokon oOmena 61okamu
cepBepHbIX coobmenuit (SMB). Konnenuu «Bceodwsemmomuii Matepaer» BYOD. JlocraBka
JTAHHBIX 110 KOHBEPTE€HTHBIM CETSIM.

11

Co31anue 1 HacTPoOiiKa He0O/IbIIOH KOMIILIOTEPHOM ceTH

[InanupoBaHue U co3gaHre HEOOIBIION KOMITBIOTEPHOUW CETH: ONPEACIICHUE KITFOYEBBIX
(hakTOpOB, BEIOOP TOTIOJIOTHH U CETEBBIX YCTPONCTB, BRIOOP M HACTPOUKA MPOTOKOJIOB,
CUCTEMBI asipecaiui. Mepsl 1o o0ecredeHn o 0€30IMaCHOCTH CETH. Y I3BUMOCTH U CETEBBIC
ataku. Pa3BenpiBaTenbHbIie ataku, Ataku qocryna, Otka3 B oocnyxxkuBanuu (DoS-atakn).
PesepBHOE KomHMpoBaHKe, 0OOHOBJICHHE U yCTAHOBKA UCIIPaBlIeHU. MexXceTeBble IKPaHBbI.
Ayrentudukanus, apropuszanus 1 yua€t. Bxirouenne nporokona SSH.

@aiinoBple CUCTEMBI MAapIIPYTU3aTOPOB U KOMMYTAaTOpOB. Pe3epBHOE KOMUPOBaHHE U
BOCCTAHOBJICHHE C TOMOIIbIO TEKCTOBBIX (paiinoB, mporokona TFTP, USB-makomwmrens.
Berpoennbie  cnmyxxkOb1  Mapmipytusanud. Ilomgepka OecnmpOBOIHBIX — MOJIKIIOYSHHI.
Hactpoiika BCTpO€HHOr0o MapupyTu3aropa.

2,3

B mom uucne npakmuyeckux 3anamuii u 1a60pamopHvix padom
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1

CocraBienune KapThl ceTd HTEpHET ¢ TOMOIIBIO YTHIIUT «ping» U «traceroute

2,3

2

Co3znanue npocToi CeTH:

* VYcTaHOBKa ceaHca KOHCOJIHM C CETEBBIM 000PYIOBAaHHEM IIPH MOMOIIIHM MporpaMmMbl Tera
Term;

* Co3gaHue CeTH;

HacTtpolika 0CHOBHBIX ITapaMeTpOB KOMMYTAaTOpa.

2,3

IIpocMoTp ceteBoro Tpaduka ¢ moMmoipto nporpammsl Wireshark.

2,3

[MonkmroueHrne KOMITBIOTEPOB K CETH € TIOMOIIBIO Kabelei u OeCIpOBOIHBIX aalTePOB:
* OnpezeneHne CETEBBIX YCTPOMCTB U KaHAJIOB CBSI3H,

*  OO0XHM CEeTeBOro Kabes;

» [IpocMoTp naHHBIX O OECTIPOBOJHBIX M MPOBOJHBIX CETEBBIX aaNTepax.

2,3

Nzyuenne Ethernet-texHomoruii:

e IIpocmorp MAC-aapecoB CeTEBBIX YCTPOICTB;

* WMsyuenwue kanpos Ethernet c nomompto nporpammsl Wireshark;

* IIpocmotp ARP c nomompto nporpammsl Wireshark, narepdeiicoB komaH1HOM CTPOKH
Windows u I0S;

* Hcnonb3oBanue nuntepdeiica komananou crpoku IOS ¢ Tabnunamu MAC-anpecos
KOMMYTAaTopa.
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6 | IlocrpoeHue ceTu Ha 6a3e MapUIpyTH3aTOPA: 2,3
* IIpocMoTp Tabnui MapuIpyTH3aLUU Y3JI0B;
*  U3yuenue Ppu3MUeCKUX XapaKTEPUCTUK MAPIIPYTH3ATOPA;
* (CoszllaHue ceTu, COCTOAIIEH U3 KOMMYTAaTOpa U MapuIpyTu3aropa.
7 | N3yueHne TpaHCIOPTHOTO YPOBHSL: 2,3
* HaGmonenue 3a mpomeccom TpEXCTOpoHHEro «pykomoxarus» TCP ¢ momormisio
nporpammbl Wireshark;
*  HN3yuenue 3axBayeHHbIX AJaHHBIX DNS UDP ¢ nomMolipio nporpaMmsl
Wireshark;
» UMsyuenwne 3axBaueHHBIX makeToB FTP u TFTP ¢ momonisio mporpammer Wireshark.
8 | Hacrpoiika IP-anpecarnmu: 2,3
* Hcnonp3oBanue kanpkyistopa Windows B paboTe ¢ CeTEBBIMU aJIPECaMu;
* Konseprauus [Pv4-agpecoB B IBOMUHYIO CUCTEMY CUUCIICHHUS;
*  Omnpenencuue [Pv4/IPv6-anpecos;
* Hacrpoiika IPv6-anpecoB Ha ceTeBBIX yCTPONUCTBAX;
* TecTupoBaHue CETEBOro MOJAKIIOUEHUS C IOMOIIBI0 KOMaH] «ping» u
«traceroutey.
9 | Cermenranus IP-cereii: 2,3
* l3ydeHue KaabKyIsATOPOB MOACETEM;
* Pacuér noxcereit IPv4;
* Pasznenenue cereil ¢ pa3anyHbIMU TOMOJIOTHUSIMU HA MTOJCETH;
* Pa3zpabotka u BHEepeHHE CXEMBI aJipecalny pa3aenéHHoi Ha nojacet [Pv4-cetu;
Pazpabotka u BHeipeHne cxemsl aapecaruu VLSM.
10 | IP-anpecamnus: 2,3
* aHanu3 Tpaduka OAHOAAPECHOM Mepeiadn, IUPOKOBEIIATETFHOM U MHOT0AIPECHOMN
PacCBUIKH;
* HacTpolika agpecauuu IPv6;
* nposepka agpecauuu [Pv4 u IPv6;
*  0TpabOTKa KOMIUJIEKCHBIX MPAKTHYECKUX HABBIKOB.
11 | CermenTanus IP-cerei: 2,3

*  OpraHu3alus MOACETH M0 Pa3JIUYHBIM CLICHAPUSIM;

* pa3paboTKa U BHEAPEHHUE CTPYKTYpHI aapecauu VLSM;

* BHEJPEHHE CXEMBbI a/ipecallui pa3ienéHHoi Ha noacetu [Pvo-cetu;
*  0TpabOTKa KOMIUIEKCHBIX TPAKTHYECKUX HABBIKOB.
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N3ydyeHne OCHOBHBIX CETEBBIX CIIYXKO:

. N3yuenne ¢pynknunu oOMeHa (aitiaMu MeX1y OJHOPAaHTOBBIMU YCTPOMCTBAMHU
onpeneneHue npeodpazoBanuii PAT; «M3ydenne npaBui padotst DNS;

. N3yuenune nporokona FTP.

2,3

13

ObecrnieueHrie 6€30MaCHOCTHU CETHU:

« H3yuenwue yrpo3 cereBoii O€30MaCHOCTH;

« JlocTym K CETEBBIM yCTPOUCTBAM 110 MpoTokoay SSH;
+ Ob6ecneuenne 6€30MaCHOCTH CETEBBIX YCTPOUCTB;

2,3
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AHanu3 KOMIBIOTEPHOM CETH M HACTPOMKA MapUIPyTU3aTOpa:

« IIpoBepka 3a7ep>KeK B IIEpeIavu CETEBBIX MMAKETOB C TTOMOIIBI0 YTHIIUT «ping» 1
«traceroute,

« Hcnonbp3oBanue natepdeiica komanaaou crpoku (CLI) mst coopa cBeeHU 0 CETEBBIX
YCTPOMCTBAX;

*  VYmpasnenue ¢aiinamu KOHOUTYpAITH MAPIIPYTH3ATOPA C TOMOIIBIO TPOTPAMMBI
SMYJISLIMY TEPMHUHAJIA

*  VYmparnenue ¢aiinamu KOHQUTYpAIK YCTPOUCTB ¢ uctosib3oBanueM TFTP, ¢uenm-nmamsitu
n USB-Hakonureneit

+ HM3ydenue nporeayp BOCCTAHOBJIEHHUS MapOJICH.

2,3
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HpOGKTI/IpOBaHI/Ie " CO3AaHUC CCTU IJId MAJIOTO IIPEATIPUATUS — HUTOTOBBIM IIPOCKT

Tema 1.2.
HpuHunnbI
MapIIPYyTU3ALHA
U KOMMYTAalUuH

Cooeporcanue

32

1

BBenenne B koMMyTHpYyeMble ceTH

O0wenunénnsle cetTu. Mepapxusi B KOMMYTUpYeMO# ceTu. Poib KOMMYTHpPYEMBIX CeTei.
Kommytupyemas cpena. Jlunamuueckoe 3anoiaHenue tadbnuisl MAC-agpecoB KOMMyTaTopa.
MeTtopl nepecbUIKM Ha KOMMyTaTtope. KommyTanus ¢ npoMeXyTOUHBIM XpaHEHUEM.
CKBO3Hast KOMMyTaIMsl.

KoMMmyTannonnslie foMeHbl. CHUKEHUE MEPETPY30K CETH.

2,3

OcCHOBHBIEC KOHIENIINH U HACTPOIiKa KOMMYTAallUH

OcCHOBHBIE KOHIIETIIIMY U HacTpolika koMMmyTauu. [lepBoHavanbHas HacTpolika KOMMYTaTopa
1 BOCCTAHOBJIEHHE TOciie cucTeMHOoro cOosi. Hactpolika noctyna /st 0a30BOT0 yIpaBJIeHUs
kommyTatopoMm ¢ [IPv4. JlynnekcHas cBs3b. HacTpoiika mopToB KoMMyTaTopa Ha (hu3nyeckoM
ypoBHe. OYHKI[HS aBTOMAaTHYECKOro onpeenenus tumna kadens (Auto-MDIX). [Tposepka
HAacTpoeK nmopta kommyratopa. [louck u ycrpanenue npoGieM Ha ypoBHE JOCTYIA K CETH.
be3onacHocTs kOMMyTaTOpa. 3alMIIEHHBIA yYaaneéHHublid qoctyn. Hactpoitka SSH.
Pacripoctpanénnbie yrpo3sl 6e30nacHOCTH: nepenonHenue Tadnmuibl MAC-anpecos, DHCP-
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cnyuHT, HCTIOJB30BaHKe ysa3BUMOcTel npoTtokona CDP, Ataku Telnet u np. Ayaut u
MPAaKTUYECKHE PEKOMEHIAINH 110 00ecrieueHnIo 0e30macHoCTH ceTH. besonacHocTh mopra
kommyTtatopa. OrcnexxuBanne DHCP coobmennii. @ynkius 6e3o0macHoCTH opta. Buibl
3anmTel MAC-anpecoB. Pexxumbl pearnpoBanust Ha HapyuieHnue 6e3onacuoctu. [Iposepka u
HacTpoiika moptoB. [Ipotokon cereBoro Bpemenu (NTP).

BupryanbHubie nokajabHbie ceTn (VLAN)

Bupryansasie nokansabie cetd (VLAN) — knaccudukaius 1 OCHOBHBIC XapaKTEPUCTHKHU.
Tpanku BUpTyanbHbIX ceTel. KOHTpOJIb HIMPOKOBEIIATENbHBIX TOMEHOB B ceTsiXx VLAN.
TerupoBanue kaapoB Ethernet mist unentudukanmu cetu VLAN. Cetu native VLAN u
terupoBanue cranaapra 802.1Q. Teruposanue ronocoBoit VLAN. Peanu3zanuu BupTyabHOM
JokaybHOM ceTu. Haznauenue noproB cetsiMm VLAN. Hactpoiika TpaHKOBBIX KaHAJIOB.
[IpoTokon guHamMuveckoro co3aanus TpankoBoro kanaia (DTP). Ilouck u yctpanenue
HEMoJIaJ0K B BUPTYaJbHBIX JIOKAJTBHBIX CETAX M TPAHKOBBIX KaHanax. [Ipobnemsi ¢ IP-
anpecanueit cetu VLAN. HecoBnanenust pe;xuMoB TpaHKOBOH cBsi3u. [IpoexTupoBanue u
obecneuenue 6e3omacnoct VLAN: hopping, cnypuHr kommyTaTopa, ataka ¢ ABOMHBIM
terupoBanuem, Cetb PVLAN nepumerpa. [Ipaktuyeckue pekoMeHaaluu mno
MIPOEKTUPOBAHUIO BUPTYAIbHOM JIOKAJTBHOM CETH.

2,3

KoHuenuus mapmpyruzanuu

Hacrpoiika Mapipyrusaropa. MexaHu3mel lepecbulkd akeToB. [logkirouenne u HacTponka
ycTpoiicTB. CBETOMOIHBIE HHIUKATOPbI Ha MaplIpyTHu3aTope. AKTUBaIus U HacTpoiika [P-
aapecauuu. [IpoBepka CBA3HOCTH CETEH C NPAMBIM NOAKIOYeHUuEM. [IpoBepka HacTpoek
uHTepdeiica. GuIbTpanys BHIXOJHBIX TaHHBIX KoMaH] «show». KomMmyTanus nakeToB Mexay
ceTsiMu. DyHKIMA KOMMYTallMy MapuipyTusaTopa. Mapupyrusanus nakeros. Onpenenenne
nytu. [Iponecc npuHATUS peleHus 0 IepechlIKe akeToB. BbIOOp oNTUMAaIbHOTO MyTH.
IIporokoissl RIP, OSPF, EIGRP. Pacnipenenenne Harpy3ku. AAMUHUCTPUPOBAHUE PACCTOSHUE
(AD) u HapexHOCTh MapuIpyTa. AHaIU3 TaOJIUIl MapUIPYTU3ALUU — UCTOUHUK JaHHBIX,
MPUHIUIB (POPMHUPOBAHUE BOZMOXKHOCTU HACTPOMKH. 3anucu TaOIUIbl MapIIPyTU3ALIUH JUTS
CeTe! C MPSAMBIM MTOAKIIOUYEHNEM. 3a/IaHNe CTATHYECKUX MapmIpyToB. IIpoTokos!
JUHaMH4YecKoi Mapuipytusauuu cereid [IPv4 u IPv6.

2,3

Mapuwpyruzauus me:xkny VLAN

[Tpuniuns! paboTs! MapipyTuzanuu Mexay VLAN. Hacrpoiika mapiipyTtuzaium Ha 6aze
MapIIpyTU3aTOPOB C HECKOJIBKUMHU (DH3HUECKUMU UHTep(delicaMu, C UCIIOIb30BAaHUEM
KOH(UTrypaiuu router-on-a-stick, uepes MHOroypoBHeBbIi KoMMYyTaTop. [IpoGiemsr
MapmpyTtusanun Mmexay VLAN. TTpoBepka koH(Urypanuu KoMMyTaTopa ¥ HaCTPOEK
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MapmipyTtusaropa. Hemonaaku B padore unrepdeiica. Ommbku B IP-ampecax u mackax
nojceru. Hacrpoiika u pabora kommyranuu Ha 3-M ypoBHe. Mapmpyrusanus mexay VLAN
yepes BUpPTyajibHble HHTEp(delichl KoOMMyTaTOpa, MapluIpyTU3npyemble TopThl. Henmonaaku B
HACTpOMKax KOMMYTaTopa 3-ro ypoBHsL.

CraTrnyeckass MapIIpyTU3al U

[IpeumyiiecTBa 1 3a1a4y CTATUHYECKOW MapLIpyTU3aluu. THUIIBI CTATUYECKUX MapIIPYTOB:
CTaHJIapTHBIN, [0 YMOJIYaHHUIO, CYMMAapHbIN, 1aBatomuii. Hactpoiika ctaTuueckux
MapuipytoB [Pv4 u IPv6. Komanna «ip route». MapmipyT creaytromiero nepexosa. Hampsimyro
MOAKITIOUEHHBIN cTaTHUYeCKUi MapuipyT. [10MHOCTBIO 3aJaHHBII CTATUYECKUN MapILpYT.
Hacrpotiika ctatnyeckoro Mapuipyra o ymosrdanuro. Knaccosas anpecanus. Knaccossie
Macku nojcetu. becknaccoBas mexnomennas mapipytuzanus CIDR. O0veaunenue
MapuipyToB. Opranuzaius cynepcereid. Mcrnonbp3oBanrue Macok MoaceTH (GUKCUPOBAHHON
mnbl (FLSM). Macka noaceru nepemennoit nuasl (VLSM). Hactpoiika cymMapHBIX U
IUIaBaKOIIMX CTaTUYECKUX MapuIpyToB. Pacuér cymmapHoro mapuipyra. O0beuHeHE
ceteBbIx ajpecoB [Pv4 u IPv6. Ilonck u ycTpaHeHHe HenoaaA0K B HACTPOMKAaX CTaATUYECKOIO
MapuipyTa ¥ MapupyTa 110 yMOJ4aHUIO.
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JlnHaMu4YecKasi MapIIpyTH3alust
[IpoTokosibl TMHAMUYECKON MapLIpyTU3allUi — Ha3HaUEHUE, IPUHIUIBI PAOOTHI U UCTOPUS
pa3BuTHs. CpaBHEHHE IMHAMMUYECKON U cTaTHUeCKoi Mapuipytusanuu. [IpuHIunsr paboTsl
IIPOTOKOJIOB MapUIpyTU3aLUH: ITYCK MTOCJIe BKItOUeHHs nutanus, CeTeBoe 0OHapyKeHUeE,
OOmMeH naHHBIMU MapiipyTu3anuu, O6ecnieuenue cxoauMoctu. Kiaccudukanus npoTokonos
Mapmipytuzanuu. [Ipotokonsl IGP u EGP. Jlucraninmonno-Bextopubie mpoTokossl RIP, IGRP.
IIporokosbl MapimpyTu3anuu 1o coctosauto kanana OSPF u IS-IS. Knaccossle
OecKi1accoBbIe MPOTOKOJIBI MAPIIPYTHU3ALMH. XaPAKTEPUCTUKN U METPUKU TPOTOKOJIOB.
JluHamuueckas JUCTAaHIIMOHHO-BEKTOPHAs MapIIpyTu3anus. [McTaHInOHHO-BEKTOPHBII
anropuT™M. MexaHu3Mbl OTHPABKH U MOJYYE€HUS JaHHBIX MapUIpyTHU3aINH, pacuéTra
ONTUMAJIBHBIX MTyTeH U J0OaBJIEHUS] MapIIPYTOB B TaOIMIly MapLIpyTU3alUU, OOHAPYKEHUS U
pearupoBaHus Ha U3MEHEHHUs B Tononoruu. Hactporika nporokona RIP: Bkirouenne RIPv2,
OTKJIIOYEHHE aBTOMATUYECKOT0 00bEIMHEHNUs], HACTPOIKa MacCUBHBIX HHTEpdEIcoB, nepeaaya
MapuipyTa o ymosdaHuro no cetu. Hacrporika nporokona RIPng. ITponecc Mmapmpyrusanuun
no cocrostHuto kanana. Hello mporoxon. nmaker cocrosinust kanana (LSP). JlaBunnas paccpiika
MaKEeTOB COCTOSIHUS KaHaJla. JIaBUHHas pacchulKa MaKeTOB COCTOsIHUS KaHana. Co3anue
nepeBa kpatuaimux nyreid SPF. 2,3/1o6asnenue mapuipyroB OSPF B Tabnuiry
Mapuipytusanuu. HegocTatku npoTOKoJI0B MAapIIPYTH3ALMK 10 COCTOSIHUIO KaHasa. Tabauna
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MapIIpyTH3aLUH. 3alHCH C IPSMBIM MTOJKIIOUCHUEM U YAaIEHHOU ceTH. [luHaMu4yeckn
nosyqaemble MapupyThl IPv4/6. ITporiece noucka mapmipyra.

OSPF nas oxHoii odaacTu

CewmeiictBo nporokonoB OSPF. Xapaktepuctuku, npuHIuIbl padotsl 1 kommnoHeHTs OSPF.
Ocob6ennoctu OSPF jy1st o1HOM 1 HECKOJIBKUX oOacTeil. MaructpaiibHast 001acTh.
WNukancymsmus coobmennii OSPF. Tune makeroB OSPF: maker npuserctBus (hello), maker
onrcanus 6a3bl JaHHbIX (DBD), maker 3anpoca cocrosinust kanaia (LSR), maket oOHOBIEeHUS
cocrosiaus kanana (LSU). maker nmoareepxkaeHus coctostaust kanana (LSAck). O6HoBneHus
cocrosiHus KaHana. Paboune cocrosuus OSPF. Brinenennsiit (DR) u pe3epBHBII BbIIEICHHBIH
mapuipytusarop (BDR). Cunxponu3zamnus 6a3 nanasix OSPF. Hacrpoiika OSPFv2 st onHoi
obnactu. Pexum konduryparum uieHtTudukaTopsl Mapipytusatopa. Mcnons3oBanue
unTepodeiica loopback. Bxirouenne OSPF na unrepdeiicax. [1labnonnas macka. Komanna
«network». HacTpoiika naccuBabix uHTepdeiicoB. @opmyna pacyéra METPUKU CTOUMOCTHU
OSPF. Hactpoiika 3HaueHmii IpOmycKHOU criocoOHocTH nHTep(eiica. [IpoBepka coceqnnx
YCTPOMCTB, HACTPOEK MPOTOKOIIA, TAHHBIX Mpoliecca u Apyrux xapakrepuctuk OSPF.
Cpasuenue OSPFv2 u OSPFv3. Anpeca tuma link-local. Tomonorust ceru OSPFv3. Hacrpotika
uaeHtuukaropa mapuipyruzaropa OSPFv3. Bkintouenne OSPFv3 Ha untepdeiicax.
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Cnucku kontpoas nocryna (ACL)

Cnucku xontposs goctyna (ACL). Ipunnun pa6otsr ACLcenuckos. Tunst ACL-cickoB
Cisco nnst [Pv4. [lpucBauBanue HomepoB U uMEH ACL-crnrckaM. Pacuér mabmoHHOM Macku B
ACL-cnuckax. Pekomenganmu no co3nanuto 1 pazmeniennto ACL-cniuckoB. Pa3menienne
cTaHIapTHHIX U pacmupeHHbIX ACL-cnuckoB. Hactpoiika crangaptaoro ACL-cnncka.
ITpumenenue crangaptHeix ACL-crinckoB Ha unTepdeiicax. Kommentapuu k ACL-cniuckam.
[IpoBepka u penaktupoBanue cTanapTHbIX HymepoBaHHBIX ACLcnuckoB. ACL-cratucTuka.
3amura noptoB VTY ¢ nomomsto cranaaptHoro ACL-cnucka [IPv4. CtpykTypa u HacTpoiika
pacmpenasix ACL-criuckoB mist [Pv4. @unbrpanus Tpaduka ¢ HCIOIh30BaHUEM
pacmpeHHbix ACL-cruckos.

[Touck u ycrpanenue Henonanok ACL-cnimuckoB. Pacnipoctpanénnsie ommokun ACL-crinckoB.
CpaBuenue ACL-cniuckoB i IPv4 u IPv6. Hactpoiika u npoepka ACL-cninckoB yist IPv6.
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IIporoxoa DHCP

ITpotokon DHCP. DHCPv4: 6a3oBas onepanus, ¢popmar cooOIeHNUH, COOOIEeHUs
oOHapyxeHus U npennoxxenus. Hactpoiika, mposepka u perpancisuus npoctoro DHCPv4-
cepsepa. Hactpolika mapmpytusaropa B kauectBe DHCPv4-knuenra. Hactpoiika
Mapmipytusaropa kinacca SOHO. [Touck u ycTpaHeHue HENMoaaoK B paboTe MappyTH3aTopa
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DHCPvA4. IIpotokonr DHCPv6. ABTOMaTHueckas HacTpolKa ajpeca 0e3 OTCIICKUBAHHS
cocrostaust (SLAAC). Ipunmumn pabotsl SLAAC ¢ DHCPv6. DHCPvV6 ¢ u 6e3 oTciexuBaHus
coctosinus. [Iponeccet DHCPv6. Hactpoiika mapuipytuszaropa B kauectse DHCPv6-cepBepa
u DHCPv6-kimenra. Ilouck u ycrpanenue Henonanok B pabore DHCPvo6.
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IIpeoOpa3oBanme cereBbIX aapecos [Pv4

[IpeoOpaszoBanue ceTeBbix aapecoB [Pv4. KonnenryaibHoe mpeoOpa3oBaHUe CETEBBIX apECcOB
(NAT). Tepmunonorust u npuHIunsl padotsel NAT. IIpoctpancTBo yacTHbIX [Pv4-anpecos.
Cratudeckoe U JMHaAMHUYECKoe Mpeodpa3oBanue ceTeBbix aapecoB (NAT). [IpeobpazoBanue
anpecos noptoB (PAT). CpaBuenue NAT u PAT. [IpeumymiectBa u Henoctatku NAT. Ananus
craruueckoro npeodpazoBanust NAT. [Ipunuun padots! aunamuueckoro NAT Hacrpoiika u
npoBepka NAT, PAT. Ilepeanpecauus noptoB. Hactpoiika NAT u npotokona IPv6.

Ilouck u yctpanenue Henonanok B pabore NAT.
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B mom uucne npakmuyeckux 3auamuii u 1a60pamopHvix padom
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1

Hacrtpolika kommyTaTopa:
* ba3oBas HacTpoilka KOMMYTaTopa;
* Hacrpoiika napamerpoB 0e301acHOCTH KOMMYTaTOpa.
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Hacrpoiika 6e30macHOCTH KOMMYTaTOpa:

* Hactpoiika npotokona SSH;

» Hacrpoiika ¢pynkuun Switch Port Security;

» Ilouck u ycTpaHeHHE HETOJIA0K B cUcTeMe 0€30MacHOCTH TOPTOB KOMMYTATOPa;
OTpaboTKa KOMIIJIEKCHBIX TPAKTHYECKUX HABBIKOB.

2,3

Kondurypanus cereit VLAN:

* Kondurypanus cereit VLAN 1 TpaHKOBBIX KaHaJIOB;

* [Ilouck u ycrpanenue Henonaaok B KoHpurypamuun VLAN;

* Peamm3anms cucremsl Oe3onacHoctu cetn VLAN;

* Peanuzanus cereit VLAN n1s1 cerMeHTaIMu ceTel MpeAnpusTUii Majioro U CPeTHErOo
Ou3Heca.

2,3

Hactpoiika Mmapuipytuzaropa:

* Hcnonb3oBanue koMaH/bl traceroute 111 0OHapY>KEHUS CETH;
*  JIOKyMEHTHUPOBAHHUE CETH;

* Hacrpoiika unrepdeiico IPv4 u IPv6;

* Hacrpoiika u npoBepka HeOOIbIION CETH;

HccenegoBanue MapuIpyToB € IPSMbBIM ITOAKIOYEHUEM.

2,3

Hactpoiika MapuipyTuzamnuu:

2,3




e CocraBieHue cxembl ceTu HTepHeT;

* Hacrpoiika 6a30BbIX ITapaMeTPOB MapIIPyTU3aTOPa C IOMOIILI0 HHTEpdeiica KOMaHIHON
ctpoku (CLI) cucremsl Cisco 10S;

* Hacrpoiika 6a30BbeIX TapaMeTpoB Mapuipytusaropa ¢ nomoibo CCP.

6 MapmpmiaumI mexny VLAN: 2,3
Hacrpoiika mapmpytuzanuu mexay VLAN misa kaxaoro unrepgeiica;
* Hacrpoiika mapmpytuszauuu Mexay VLAN Ha ocHoBe crannapra 802.1Q u TpaHKOBOTO
KaHaJIa;
e Jlowck u ycTpaHEeHHE HENONAaI0K B Mapmpyru3anuu Mexay cetssMu VLAN.
7 | Hactpoiika cTaTuueckoi MapuIpyTH3aluu: 2,3
* Hacrpoiika cratnueckux mapuipytos [Pv4/IPv6 no ymonyanuio;
* Pazpabotka u peanmzamnus cxemsl aapecaruu [Pv4 ¢ ucnonszoBanuem VLSM;
* Pacuér cymmapHbix MmapuipytoB [Pv4 u IPv6;
* Jlouck u ycTpaHeHHe HENoNaIo0K cratnyeckux Mapupytos [Pv4 u [Pv6.
8 | Hacrpoiika tuHaMr4eckoi MapuIpyTH3aUu: 2,3
. HccnenoBanue cXoquMOCTH;
. CpaBHeHHE METOJI0B BbIOOpa MyTH B npoTokoiax RIP.
9 | Hacrpoiika nporokosioB RIPv2 u RIPng. 2,3
10 | Hacrpoiika nporokonos OSPF: 2,3
. HacTtpoiika 6a3oBoro mporokona OSPFv2 nnst ognoit o6nactu;
. ba3oBas HacTpoiika nmporokosa OSPFv3 nust ogHolt obnactu.
11 | 3yyeHne MexaHU3MOB pabOThI CO CIUCKAMH KOHTPOJIS 1OCTYIIA: 2,3
* Harnannoe npeacrasnenue pa6orsl ACL-crincka;
» Hacrpoiika crannaptasix ACL-crinckos;
« Hacrpoiika crangapTHeIX ”MeHOBaHHBIX ACL-crinckos;
* Hactpoiika ACL-cniucka nnst nuauit VTY;
» Hactpoiika pactmupeHHbix ACL-CIMCKOB 1)1 pa3IMYHBIX CIIEHAPUEB;
+ Ilouck u yctpanenue Hernonajok B padbore ACL-cruckos;
» Hactpoiika ACL-cniuckos [Pv6;
*  O1paboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.
12 | Hacrpoiika ACL-criickoB: 2,3

* Hacrpoiika u mpoBepka ctangapTHbix ACL-cucKoB;
* Hactpoiika u nposepka orpanudeHu VTY;
* Hacrpoiika u npoBepka pacurpeHHbIX ACL-cuckoB;




* Ilouck u ycTpaneHue HENoaaaA0K B HacTpoiike u pazmeneHun ACL-
CIIUCKOB;
* Hacrpoiika u npoBepka ACL-cnickoB s IPv6.
13 | U3yuenne npotokosoB DHCP: 1 2,3
* ba3zosas nactpoitka DHCPv4 na mapuipyrusarope;
* basosas nactpoiika DHCPv4 na xommyTtatope;
* [Ilouck u ycrpanenue Henonanok B pabore DHCPv4;
* Hactpoiika cepsepa DHCPv6 6e3 oTcinexkuBaHUs COCTOSIHUS U C OTCIICKUBAHUEM
COCTOSIHHUS;
» [louck u ycrpanenue Henonaaok B pabore DHCPvo6.
14 | U3yuenue nporokosa DHCP: 1 2,3
» Hactpoiika npotokosra DHCP ¢ momompro komany Cisco 10S;
*  OtrpaboTKa KOMIUICKCHBIX MPAKTUICCKUX HABBIKOB.
15 | IIpeoOpa3oBaHne CETEBBIX aIPECOB: 1 2,3
* Uzyuenue npunnuna padotrsl NAT;
» Hacrpoiika ctatudeckoro u nuHamuyeckoro NAT;
*  Peammsanus cratudeckoro u guHamudeckoro NAT;
» Hacrpoiika nepeaapecanuu mopToB Ha Mapuipytusarope Linksys;
» IIpoBepka, moMCK U yCTpaHEHUE HEMOIa 10K KoHpurypauuii NAT;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
16 | U3yuenne pabotsl ¢ NAT u PAT: 1 2,3
* Hacrpoiika guHamudeckoro u cratuyeckoro NAT;
* Hacrpoiika NAT-niyna ¢ neperpyskoit u PAT;
» Ilouck u yctpanenue Henosagok kKoHpurypauuii NAT.
I[IpumepHasi TeMaTHKA CAMOCTOSITEIbHON y4eOHOM padoThI: 16
1. Cucremarnueckas mpopaboTKa KOHCIIEKTOB 3aHITHIA, y4eOHON U CIIeUaIbHOW TEXHUYECKOHN TUTEPATYpPHI.
2. KOHCHCKTI/IpOBaHI/IC TCKCTA, pa60Ta CO CJIOBapsiMu U ClIpaBOYHUKAMU, O3HAKOMJICHHUE C HOPMAaTHUBHBIMU JOKYMCHTAMU, yqe6H0-
HCCJIEA0BATCIIbCKAA pa60Ta npu CaMOM HIMPOKOM UCIIOJIb30BAHUUN I/IHTepHGTa " Apyrux I T-rexHOIOTHA.
3. TlpoexrtHble hopMbI pabOTHI, MOATOTOBKA COOOLICHMH K BBICTYIUICHUIO HA CEMHHApaX M KOH(EpEeHINIX; TIOAT0TOBKa pedepaTos, I0KIIa10B.
4. HOHFOTOBKa K Ha60paTOpHBIM U MPAKTHUICCKUM pa60TaM C UCIIOJIB30BAHUEM MCTOIUYCCKUX peKOMeHHaHI/Iﬁ npenoaaBaresis, Oq)OpMJ'IeHI/Ie
1a00PaTOPHO-MPAKTHYECKUX paOOT, OTIETOB U MOATOTOBKA K UX 3aITUTE.
IIpome:xkyTounas aTTecTanus 6
Bcero 88




Brympu xaxcooeo pasoena ykazviearomcs coomeemcmsaylowue memsl. Ilo xaxicooi meme onucvi8aemcs cooepiicanue yuebHo2o mamepuana (8
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUSL HEOOXOOUMbBIX 1aDOPAMOPHBLIX pabom U NPAKMuYeckKux 3auamuli (0OmoenvbHO NO KadcOoMy 6uUdy),
KOHMPOJbHBIX pabom, a maxdice NPUMepHAas MmemMamura camocmosamenvHou pabomul. Eciu npedycmompensi Kypcosvie pabomul (npoekmsi) no
oucyuniure, onucvigaemcs npumepuas memamurxa. Obvem uacos onpeoensiemcss no Kadcoou nosuyuu cmoaoya 3 (ommeueHo 36e3004KOU *).
Yposenwv oceoenusa npocmaesnisemcs nanpomus OUOaKmu4ecKux eounuy 8 cmoadye 4 (ommeueno 08ymsa 36e300uxkamu **).

s xapakmepucmuku ypoHs 0C80€HUsl YUeOH020 Mamepuald UCnOoab3YIOMCcs cledyruue 0003HAYEHU:

1. — o3nakomumenvHwlli (y3HABAHUE paHee U3YYEHHBIX 00BEKMO8, CBOUCME);

2. — penpoOyKmusHblll (8bINOIHEHUE 0essmeIbHOCMU N0 00PA3YY, UHCMPYKYUU UTU OO PYKOBOOCMBOM)

3. — NPOOYKMuUGHbLI (NIAHUPOBAHUE U CAMOCMOAMENbHOE 8bINOTIHEHIUE 0eaMeNbHOCU, peuleHue NPoOIeMHbIX 3a0aY)



3. YCJIIOBUSA PEAJIMZALIUU ITPOT'PAMMBI TUCHUTIJIMHBI
3.1. TpeGoBaHusA K MUHMMAJIBLHOMY MAaTePHAJIbHO-TEXHUYECKOMY 00ecredeHn o
Peanmu3anus nporpaMMbl JUCITUIUTMHBL TPeOyeTCs HATUYUs Ta00OpaTOpHH OpraHU3aIud 1
MPUHIIUIIOB TOCTPOEHUSI KOMIIBIOTEPHBIX CUCTEM
Oo6opynoBanmue:
Komrmiekt yuebnoi mebenu (16 mocamodHbIX MECT)
[TepconanbHbIN KOMITBIOTEP OOyUatomerocs (13 mrT.)
[TepconanbHBIN KOMITBIOTED MpernogaBaTess (1 mT.)
DKpaH U1 MpoeKTopa HanoJIbHbIH Projecta (mmpuna 160 cm)
Mynberumennitabiii npoektop Epson EB-X8
CereBoe 000pyIOBaHUE:
kommyTarop D-Link DES-1228 24 nopra, kommytarop COMPEX DS2216 16 moptos,
nutio3 [P-renedonnu Cisco SPA8000 8 mopros,
6 meaunakonBeprepos D-Link DMC-920R
JInueH3uoHHOe MPorpaMMHoe odecreyeHue:
Microsoft Windows 7
(14 muuensuit WinPro 7 RUS Upgrd OLP NL Acdmc
Toproseriii nocpenuuk: Softline Jlara 3akaza: 2010-10-27
Kon munensuu: 47592665 Ponurensckas nmporpamma: OPEN 67582704Z7ZE1210)
Microsoft Office 2007 Professional
(9 muuensuit OfficeProPlus 2007 RUS OLP NL Acdmc
Toproesriii mocpeaank: OOO Pankom Jlara 3akaza: 2007-12-04
Jluuensus: 43136305 Pogutennckas nporpamma: OPEN 63126856ZZE0912;
5 muuensuit OfficeProPlus 2007 RUS OLP NL Acdmc
Toproserit mocpeanuk: OO0 Pagkom [lara 3akaza: 2008-09-19
Kon JIunensuu: 44544996 Popurensckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 gns Windows
(Kaspersky Endpoint Security mns 6usneca - Pacmupennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License
Ne sinnensun: 1096-181214-111355-563-621
Cpoxk ucnonp3oBanus [10: ¢ 2018-12-14 no 2021-03-02
[TocraBuiuk (pecemiep): BENEF.IT benegut, OOO)
ACKOH KOMITAC-3D V12 YuuBepcuTeTcKas JMIEH3US ¢ OMOIMOTeKaMH U MTPUII0KEHUSIMU
(JIumensnonnoe cornamenue Kkx-10-01408 ot 03.12.2010 r. Kon-Bo kommii: 50
Kurou anmnaparnoii 3amutel HASP HL Net 50 v2 ID 1579998279)
CBo0oaHOe IporpaMMHoOe odecrieyeHmne:
Libre Office 5.4
Oracle VM VirtualBox
Microsoft Visual C++ 2008 Express Edition
Microsoft Visual C# 2008 Express Edition
Microsoft Visual Basic 2008 Express Edition
Python 3.4
Maxima 5.3.7
Pascal ABC.NET



3.2. UuopmanonHoe odecnieuenne 00y4eHus.

OcHOBHbIE HCTOYHHUKH:
1. Kopran, H.M. Komnstorepusie cetu : ydebnoe mocoodue : [16+] / HM. Kosran. —
Munck : PUIIO, 2019. — 180 c. : wm., Ttabm. — Pexum mocrtyna: mo moxamucke. — URL:
https://biblioclub.ru/index.php?page=book_view_red&book id=599948 (mata  oOpaiueHus:
16.03.2022). — bubnuorp. B ku. — ISBN 978-985-503-947-2. — TekcT : 371€KTPOHHBIA.

JlonoTHUTe/IbHbIE UCTOYHUKH:

1. Hu6pos, M. B. KomMmmbroTepHble ceTH M TeJICKOMMYHHKauu. MapmpyTtusanus B [P-
ceTsix B 2 4. YacTh | : yueOHHMK M IPAKTHKYM ISl CPETHETO MPOodhecCHOHATLHOTO 00pa3oBaHusl /
M. B. lubpoB. — Mocksa : UznarensctBo IOpaiit, 2020. — 333 ¢. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Tekct : anekrponnsiit // DbC IOpaiit [caift]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/l (marta obpamenus: 16.03.2022).

2. CeTH ¥ TEIEKOMMYHHUKAIUH : Y4eOHUK M npakTukyMm s By3oB / K. E. CamyiinoB [u
ap.]; mox pemakmumeidn K. E. CamyiimoBa, W. A. Illaimmmona, [I. C. Kyms6oBa. — Mocksa :
MznarensctBo Opaiit, 2020. — 363 c. — (Bsicmee oopazoanue). — ISBN 978-5-534-00949-
1. — Texcrt : anexrponnsii / IBC FOpaiit [caiit]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/1l (marta obpamenus: 16.03.2022).

IIporpammHuoe ob6ecneuenue u UHTepHeT-pecypcenl:
1. BBC «YHuBepcurerckas OubImoTeka oHmaiiH». — Pexum moctyna: http://biblioclub.ru.
2. O6pazoBatenbHbli opTai. Pexxum gocryma: Intuit.ru.
3. OBC IPRBooks - Pexum nocryna: http://www.iprbookshop.ru/

4. KOHTPOJIb U OLIEHKA PE3VYJIBbTATOB OCBOEHUS JUCHUITJIMHBI

KoHTposibs 1 oneHka pe3ynbraroB OCBOEHUS AMCIUIUIMHBI OCYHIECTBISECTCS IMpenoja-
BaTeJieM B TIPOILIECCE TMPOBEACHHUS MPAKTHUECKUX 3aHATUA UM Ja0OpaTopHBIX padorT,
TECTUPOBAHUS, a TAK)KE BBITOIHEHUS OOYUYAIOUIUMUCS WHAMUBUAYAIbHBIX 33JaHUN, MPOEKTOB,
HCCIICIOBAHUMN.

PesynbTaTnl 00y4yeHus1 10 y4eOHOMH dopmupyemMble OueHoYHBIE CPEACTBA 110
AUCHHUILINHE KOMIEeTeHIHH AUCHHIIHHE

yMeTh: IIK 5.3, Kommiekt 3aJaHui TUTS

- IIPOEKTUPOBAThH JIOKAIBHYIO IIK 9.10, TECTUPOBAHUS

CETh; T1IK 9.4, Bormpocsl k 3k3aMeny

- BBIOMpATh CETEBbHIE 1K 9.6

TOTIOJIOTUH;

- pacCYUTHIBATL OCHOBHBIE
IapaMeTpsl JIOKAJIBHOM CETH;

- YUTATh TEXHUYECKYIO U
IIPOEKTHYIO JOKYMEHTALUIO 110
OpraHu3alu CETMEHTOB CETH;

— MIPUMEHSTH aJITOPUTMBI
MTOMCKA KpaTyanulero nyTH;

- IUIAHUPOBATh CTPYKTYPY CETH
C MoMoMUIbI0 rpada ¢ ONTUMAIBHBIM
PacIoOI0KEHUEM Y3II0B;

- HCIIOJIb30BaTh
MaTeMaTUYeCKUI anmnapar TEOpuu
rpa¢os;

- KOHTPOJINPOBATh



https://biblioclub.ru/index.php?page=book_view_red&book_id=599948
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1

COOTBETCTBUE pa3pabaTbIBa€MOro
[IPOEKTa TEXHUYECKOU
JIOKYMEHTAI1H;

- HacTpauBaTh MPOTOKOJI
TCP/IP u ucnonbp30BaTh BCTPOCHHBIE
YTUIIUTHI ONIEPAIUOHHON CHCTEMBbI
JUTSL AIMarHOCTUKU
paboTOCIIOCOOHOCTH CETH;

— KCII0JIb30BaTh
MHOTO(YHKIIHOHATbHBIE TIPUOOPHI U
IIPOrpaMMHBIE CpPe/ICTBA
MOHHTOPHHTA;

- MIPOrpaMMHO-aIIapaTHbIE
CpEICTBA TEXHUYECKOTO KOHTPOJIS;
- HCII0JIb30BaTh TEXHUYECKYIO
TUTEepaTypy U HHGHOPMAIMOHHO-
CIIPABOYHBIE CHCTEMBI JIJIsl 3aMEHBI
(Tmoucka aHaJIOTOB) YCTapEBIIETO
000pyIOBaHUs;

3HATH:

— oO0111e MPUHIUIIBI TOCTPOCHUS
CeTeH;

— CETEBBIC TOIOJIOTHUH;

— MHOTOYPOBHEBYIO MOJEIb
OSl;

- TpeOOBaHUS K KOMITBIOTEPHBIM
CETSIM;

— ApPXUTEKTYPY MPOTOKOJIOB;

— CTaH/IaPTHU3AIIIO CETEl;

— 3Tanbl IPOEKTUPOBAHUS
ceTeBOi HHDPACTPYKTYPHI;

- TpeOOBaHUs K CETEBOU
0€30I1aCHOCTH;

— OpraHM3aINIo padoT MO BBOIY
B DKCILTyaTaIui0 0OHEKTOB 1
CErMEHTOB KOMITBIOTEPHBIX CETEH;

- BEpPOSITHOCTHBIC U
CTOXAaCTUYECKHE MPOIECCHI,
AJIEMEHTBI TEOPUH MacCCOBOTO
00cy>)KMBaHUs, OCHOBHbBIE
COOTHOUIEHUSI TEOPUU OUepeei,
OCHOBHBIC ITOHSTHUS TCOPHH TrPpadoB;
— QIITOPUTMBI TTOMCKA
KpaT4auIiero myTH;

- OCHOBHBIE TTPOOJIEMBI CHHTE3a
rpadoB aTak;

- MIOCTPOEHUE aJIEKBATHOM
MOJIEIIH;

- CUCTEMBI TOTTOJIOTHYECKOTO
aHaJM3a 3alUIIeHHOCTH
KOMITbIOTEPHOU CETH;




- apXUTEKTypy CKaHepa
0€30MacHOCTH;

— 9KCIIEPTHBIE CUCTEMBI;

- 6a30BbIe IPOTOKOJIBI U
TEXHOJIOTHH JIOKAJIbHBIX CETEH;

- MIPUHIIMIIBI TOCTPOSHUS
BBICOKOCKOPOCTHBIX JIOKATbHBIX
ceTeit;

- OCHOBBI ITPOCKTUPOBAHUS
JIOKAJIbHBIX CeTel, OeCpoBOIHbIE
JIOKaJbHBIEC CETH;

- CTaHJapThl KabelneH,
OCHOBHBIE BHJIbl KOMMYHUKAITHOHHBIX
YCTPOMCTB, TEPMUHBI, TIOHSATHS,
CTaHJApThl U TUTIOBBIC 3JIEMEHTHI
CTPYKTYPUPOBAHHOM KaOEIbHOU
CHUCTEMBI: MOHTaXK, TECTUPOBAHHUE;
— CpeICTBa TECTUPOBAHUS U
aHaIIn3a;

- MporpaMMHO-anmnapaTHbie
Cpe/ICcTBa TEXHUUECKOT0 KOHTPOJIS;
— OCHOBBI TUATHOCTHKH YKECTKUX
JTUCKOB;

— OCHOBBI U TIOPSIIOK
PEe3epBHOTO KOMTUPOBAHHMS
uHpopmaruu, RAID TexHomoruu,
XpaHWINILA JaHHBIX.

HMeTh MPAKTHYECKHUIl ONBIT:

— MIPOCKTUPOBAHUS
APXUTEKTYPHI JIOKATTLHON CETH B
COOTBETCTBUU C MIOCTABIICHHOU
3a7adei;

- YCTaHOBKHU U HAaCTPOMKHU
CETEBBIX MPOTOKOJIOB U CETEBOTO
000pyI0BaHUS B COOTBETCTBUH C
KOHKPETHOU 3a/1a4uen;

- BbIOOPA TEXHOJIOTHH,
MHCTPYMEHTAJIbHBIX CPEJCTB MPU
OpraHu3aliy rnpoiecca
UCCIIEIOBaHMS 0OBbEKTOB CETEBOM
UH(QPaCTPYKTYPbI;

- obecredyeHus 1eIOCTHOCTH
pe3epBupoBaHus HHGOPMAIUH,
nucroiip3oBadus VPN;

- YCTaHOBKH U OOHOBJICHUS
CETEBOr0 MPOrPaMMHOT0
obecreyeHus;

— MOHUTOpPHUHTA
MIPOU3BOUTEIBHOCTU CEPBEPA U
MIPOTOKOJUPOBAHUS CUCTEMHBIX U
CETEBBIX COOBITHI;




- UCIIOJIb30BAHUS CIICIIUATBEHOTO
IpOrpaMMHOTO O0eCTICUeHHS IS
MO/ICIIMPOBAHUS, TPOCKTUPOBAHUS U
TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH;
- o opMIICHHUST TEXHUYECKOM
JIOKYMCHTAIUH,




