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1. IACIIOPT IPOT'PAMMBI YYEFHOU JUCIATLINHBI
OIl11 KomnbloTepHbIe CeTH
1.1. ObaacTh NpMeHeHHUs TPOrPAMMBI

Pabouas mnporpamMma y4eOHOW JAWCIMIUIMHBI SBISETCS YacThlO 00pa3oBaTEeNbHOU
nporpammsel B cootBeTcTBUU ¢ ®I'OC o  crenmansHocT  CITO 09.02.07 «MudopmanmoHHbIe
CHCTEMBI U IPOTPAMMHUPOBAHHE.

PaGowas mnporpamma y4eOHOW JMCHUIUIMHBI MOXET OBITh HCIIOJNB30BaHA B
JIOTIOJTHUTEILHOM MPO(hEeCCHOHATEHOM 00pa30BaHHUH (B IPOTpaMMax MOBBIIICHUS KBATU(UKAIIH
U TIEPETOATOTOBKH ) U TIPOPECCHOHATBHOM MOATOTOBKE 110 CMEKHBIM CHEIIHATHLHOCTSIM.

1.2. MecTo IMCHUILUIMHBI B CTPYKTYpe OCHOBHOIi npogeccuoHaILHONH 00pa3oBaTeIbHOI
NPOrpaMmbl.

HIndp aucuumuinzel no yueOHoMy miaany: OIT11.

JlucumiuinHa SIBJISICTCS YacThi0 00MIETPOodeCCHOHATBHOrO IUKIA Y4eOHOro IIaHa IIo
cnenuansHoctn  CIIO  09.02.07 «MHopmalioHHbIE CHUCTEMBI M MPOTPAMMHPOBAHHE.
Hanpasnena Ha popmupoBanue cienyronmmx oomux: OK 1, OK 2, OK 4, OK 5, OK 9.

1.3. Heau u 3a7a4u AUCHUIIMHBI — TPeOOBAHHUS K Pe3yJIbTATAM OCBOCHHUS COJEPKAHUA
JUCIHHUILINHBI

B pe3ynbrare ocBO€HUS AUCHUIIIMHBI O0YyUYaAIOLIUICS 10JIKEH YMETh!
- IPOEKTHPOBATH JIOKAIbHYIO CE€Th, BEIOUPATh CETEBbIE TOMOJIOTUY;

- HUCHOJNB30BaTh MHOTO(PYHKIHOHAIBHBIE NPUOOPHI MOHHMTOPWHTA, MPOrPaMMHO-
anmapaTHble CPEACTBA TEXHUYECKOTO KOHTPOJIS JIOKAIBHON CETH.
B pe3ynbraTe 0CBOGHUS TUCLUIIIMHBI 00YyJaoUIHiics JOIKEH 3HATh!

- o0mMe NPHUHIMIBI TOCTPOCHUSI CETEH, CETEeBBIX TOMOJOTUNH, MHOTOCIOMHON
moaenu OSI, TpeboBaHM K KOMITBIOTEPHBIM CETSM;

- apXUTEKTypy MpPOTOKOJOB, CTAHAAPTU3ALMHU CETEH, HTANOB MPOCKTUPOBAHUS

ceTeBoi MH(PACTPYKTYPHI;
- 0a30Bble IPOTOKOJIBI U TEXHOJIOTHH JOKAJIbHbIX CETEH;

- NPHUHIUIBI TOCTPOCHHUA BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CeTCI\/JI;

- CTaHJapThl Kabesel, OCHOBHBIE BH/Ibl KOMMYHHMKAIIMOHHBIX YCTPOICTB, TEPMHUHOB,
NOHATUH, CTaHIAPTOB M THUIOBBIX 3JEMEHTOB CTPYKTYPHUPOBAHHOH KaOelbHOM
CUCTEMBI.

ITponiecc u3ydyeHus NUCLUILIMHBI HAalpaBjieH Ha (JOPMHUPOBAHUE JIEMEHTOB CIEAYIOIUX
komnereHmii B cootBeTrcTBUM ¢ PI'OC CIIO m OOII CIIO mo maHHOMY HaIpaBJICHUIO
MOJIFOTOBKHU (CHEMaIbHOCTH):



a) obmux (OK):

Koxa HanmeHoBaHue 001X KOMIETEHIUI

OK 01 Bri6upath ciocoObl perienus 3a1a4 npopecCUOHANbHOMN AeITeIbHOCTH IPUMEHUTEIBHO
K pa3JINYHbIM KOHTEKCTaM
Hcnonb30BaTh COBPEMEHHBIE CPEICTBA MTOMCKA, aHAIIM3a M MHTEPIIPETAlui HHPOPMAIIHIH,

OK 02 |u wuHpOpMAIMOHHBIE TEXHOJOTHU JJIs BBINOJHEHUS 3a4ad NOpodeccHuoHaIbHOM
NEeSTEIbHOCTH

OK 04 | DddexTnBHO B3aMMOIEHCTBOBATH U Pa0OTATh B KOJUICKTUBE U KOMAaH/IE
OcylecTBIATh YCTHYIO M MHUCbMEHHYIO KOMMYHHUKAIIMIO HAa TOCYJIapPCTBEHHOM SI3bIKE

OK 05 | Poccmiickoii denepaniu ¢ y4eTOM OCOOEHHOCTEH COLMAIBHOTO W KYJIBTYPHOTO
KOHTEKCTa

OK 09 [Tonb3oBaTbest  TPOQECCHOHATBHOW — JIOKYMEHTAalMed Ha  TOCYAapCTBEHHOM U

HHOCTPAHHOM A3bIKax




1.4. PekomeHnayemoe KOJIMYECTBO YaCOB HA OCBOCHHE MPOIrPaMMbl JMCIUIIIHHBI:

MaKCHUMaJIbHOW y4eOHOI Harpy3ku oOydarorierocs 88 4acoB, B TOM YHCIIE:
00s13aTeNIbHON ayJUTOPHOM yueOHOM Harpy3ku odydatomierocs 64 vaca,

NPOMEXYTOUHas arTectanus odydaromerocs 12 qacos.

2. CTPYKTYPA U COJIEP)KAHUE YYEBHOM JUCIUTIJIMHBI

2.1. O0beM yueOHOI JMCHMIIJIMHBI M BU/ABI Y4e0HOH padoThI

Buo yueonoii pabomut Oovem uacos
MakcumanbHas yyeOHas Harpy3ka (Bcero) 88
Oobs3aTesibHAsI AyIUTOPHAA y4eOHAasi HATPY3Ka (Bcero) 66
B TOM YHCJIE:
JIEKLIUOHHBIE 3aHATHS 32
nabopaTopHbIC 3aHATHS 32
KOHCYJIbTAlUK 2
MPOMEKYTOUHAsS aTTeCTalUs 12
caMOCTOsATENIbHAs padoTa 10
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“HaumenoBanue Copaepxxanue yueOHOIro MaTepuasa, O0bém Yposennb
__pa3/ieJioB U TeM JadopaTopHblie padoThI U MPAKTHYECKHUE 3aAHATHS, CAMOCTOSITeJIbHASI YueOHas padoTa 4yacoB 0CBOEHMS
2 o0yuawuuxcsi, KypcoBasi pa6ora (IpoeKT) (eciu npedycmompennl)
1 2 3 4
Paznea 1. 88
"KoMmnboTepHbie
£LeTn
.11 64
OMIIBIOTEPHBIE
eTH
Tema 1.1. Conep:kanue 32
WBgpeaenue B 1 | KomnbroTepHble ceTu 2 1,2
TeTeBble CoBMmecTHass paboTa, VHTepHET W COBpPEMEHHBIE CETEBble TEXHOJIOTUU — O0JIACTh
@TeXHOJIOTHH MIPUMEHEHUs U Ha3HauYeHHE. BUIbI KOMIIBIOTEPHBIX ceTed. [ 1o0anbHbIe U JOKATBHBIE CETH.
c OnHOpaHTOBBIE U KIIMEHT-CEPBEPHBIC apXUTEKTYpbl. OCHOBHBIE KOMIIOHEHTBI CETEH, CeTeBast
cpeda M CeTeBble YCTpOWCTBA. TexHOoJmoruu noakirodeHus K MHtepHer. KoHBEpreHTHbIE
K cetn. KadectBo W HaneXHOCTh ceTeil. OCHOBHBIE TOHSTHUS CETEBOM OE30MacHOCTH.
If TenaeHuu pasBUTHs CETEM.
" 2 | KoHCONBHBIN AOCTYII, yAAIEHHBIN 10CcTyn ¢ nomotibsto Telnet u SSH, ncnons3oBanue nopra 2 2,3
AUX.
I 3 | CereBble MPOTOKOJIbI H KOMMYHHKAIIMA 2 2,3
Y KomupoBanue u mapamerpbl cooOuieHus. CeTeBble NpOTOKOJBL. B3ammoneiicTBue
a npotokonoB. Habop nportokosnoB TCP/IP u npouecc oOmeHa nanHbIMU. OpraHusanuu 1o
crangaptuzanuu: [ISOC, IAB, IETF, IEEE, ISO. Muoroyposuessie monenu OSI u TCP/IP.
H WNukancynsauus nanueix. [IpotokonpHble O0noku ganabix (PDU). JlocTyn k JOKalbHBIM
pecypcam. CereBas anpecarust. MAC- u IP- anpeca. [loctyn k ynanéunusim pecypcam. o3
1 110 YMOJIYAHHUIO.
4 | CereBoii nocTyn 2 2,3

[Iporokoinbl U cTannapThl Quandeckoro ypoBHs. CrocoObl MoAkI0YeHus kK ceTu. CeTeBble
untepdeiicubie miatel (NIC). Cpensl nepenayn JaHHBIX U UX XapaKTEPUCTUKU: MPOITYCKHAS
CIIOCOOHOCTh, TPOM3BOAUTEIBHOCTh. Buasl memnbix cereBbix kabemei: UTP, STP,
KOaKCHaJIbHBIA. Pa3sHOBUAHOCTH, OCOOCHHOCTHM TPOKJIAIKUA M TECTHPOBAHUS KaOelneil.
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CtpykTypa u 0coOOEHHOCTH IPOKJIAJAKH ONTOBOJIOKOHHBIX Kabeneil. becripoBoHbie cpeacTBa
nepenaun nanabix. Crannapt Wi-Fi IEEE 802.11.

KananpHbIl ypOBEHb U €ro MOAypoBHU: YTpaBieHue jorundeckum kanaioM (LLC) u
VYupasienue nocTynom k cpeze nepeaauun ganubix MAC. Ctpykrypa Kajipa KaHaJIbHOTO
YpOBHS U MPUHLUIIEI ero hopmupoBanusi. CTaHIapThl KaHAIBHOTO ypoBHs. Pusnueckas u
JIoTMYecKasi TONOJIOTUs CeTH. TOMOJIOTUN «TOYKa-TOUKA», «3BE3/a», «I10JIHOCBSA3aHHA,
«kompleBasy. [lonyaymiekcHas v MOTHOAYIUIEKCHAs nepeaaya AaHHbIX. OcoOeHHOCTH
kanpoB LAN, WAN, Ethernet, PPP, 802.11.

Ceteble Texnosnorun Ethernet

CewmeiictBo cereBbix TexHonoruii Ethernet. [Tpuanun pabotsr Ethernet. B3anmoneiicteue Ha
noaypoBHsix LLC u MAC. Ynpapnenue noctynom k cpezae nepenayn nanHeix (CSMA).
MAC-anpec: unentudukanus Ethernet. ATpubyTsl kanpa Ethernet. [Ipencrasnenns MAC-
anpecoB. OnHO- W  MHOrOAJpPecHOM, IIHMPOKOBeIlaTeNbHOW pacchliok. CKBO3HOE
noakirouenue, MAC- u IP-anpeca.

ITpoTokon paspemenus agpecos (ARP): npuHImnel paboTel, posib B Ipoliecce YAAICHHOTO
oOMeHa nanHbIMH. Tabmuiel ARP Ha ceTeBbIx ycTpoiicTBax. OCHOBHBIE HEOCTATKU
npotokona ARP - Harpy3ka Ha cpeay nepenaun JaHHBIX U O€30M1aCHOCTb.

OcHoBHast uHpopMalus o noprax kommyraropa. Tabmuna MAC-agpecoB kKoMMmyTaropa.
Oynkuust Auto-MDIX. CriocoOsl nepechiiku kaapa Ha kommytaropax Cisco. bydepuzarus
naMsiTd Ha KoMMyTaropax. OuUkcHUpoBaHHAs U MOJyJIbHas KOH(PUrypaluu KOMMYTaTOpPOB.
CpaBHenue koMmytanuu ypoBHs 2 u ypoBHA. Texnonorus Cisco Express Forwarding.
Bupryansubiii uatepdeiic kommyraropa (SVI), Mapupyrusupyemsiii nopt, EtherChannel
ypoBHs 3. KoHdurypauus MapuipyTu3upyeMoro nopTa.

2,3

CereBoii ypoBeHb

CereBoii ypoBeHb B Ipoliecce nepeaay JaHHbIX. [IpoTokomnsl cereBoro ypoBHsi. OCHOBHbIE
xapaktepuctuku [P-mporokoma. Crtpykrypa mnakeroB IPv4 um IPv6. Ocobennoctu u
MpenMyIIecTBa npotokona Pv6. Metoasl MapmpyTu3auu y3i0B. Tabnuiia MmapupyTH3anuu
Y3JIOB U MapuipyTuszatopa s npotokosnoB [Pv4 u IPv6. YcrpolictBo MapuipyTu3aropa —
[Iponieccop, mamsiTh, omepanroHHas cucrtema. [loakitoueHne K MapuipyTU3aToOpy uepes
paznuuHble TOpThl. HacTpoiika HCXOOHBIX MapamMeTpoB, HHTepdeicoB, NUI03a IO
YMOJIYaHUIO U JPYTUX XapaKTePUCTUK MAPUIPYTU3ATOpa.

2,3

TpaHcnopTHBIN YPOBEHb
Ha3nauenue u 3aa4u TPaHCIIOPTHOI'O YPOBHSL.

2,3




MynbTUIUIEKCUPOBAHUE C€aHCOB CBsI3U. Onucanue u cpaBHeHue npotokojoB TCP u UDP —
HAJECKHOCTh W TPOU3BOJUTEIILHOCTh, O0JACTh MPUMEHEHHs. Ajapecarus MTOPTOB U
cermeHTaruss TCP u UDP. OOmen panubimu mo TCP. Ilpomeccet TCP  cepgepa.
VYcranosnenue TCP-coenvHeHus u ero 3aBepuieHue. [IpuHIMIBI «TPEXCTOPOHHETO
pykonoxarusi» TCP. Hanéxnocts u ynpasiaenue notokom TCP - TloarBepxaeHue
MOJIyYEHUsI CErMEHTOB, MOTEPs JAHHBIX M IMOBTOpHAs Mepejaya, YIpaBJIeHUE MOTOKOM.
O6men manHbiMH ¢ ucrnonb3oBanueM UDP. Ilponeccst u 3ampocsi UDP-cepsepa, UDP-
nararpammsl, nnporeccsl UDP-knuenra. [punosxenus, ucnonssyromue UDP u TCP.

IP-anpecanus

Crpykrypa IPv4-anpecos. CereBas u y3noBas yacth [P-aapeca. [IpeoOpa3zoBanue anpecon
MEXy IBOUYHBIM U I€CATEPUYHBIM NpeacTasieHueM. Macka noxnceru IPv4. Cerepoit
azpec, aapec y3ia u MHUPOKOBeaTeabHbIN anpec cetu [Pv4. TlpucBoenune y3my
CTaTUYECKOro U AuHamuueckoro IPv4-anpeca. MuoroanpecHas nepenaua. [1yOanunsie u
yactHble [Pv4-anpeca. IPv4-anpeca cnenuanbHoro HazHaueHus. [IpucBoenue IP-agpecos.
CoBMecTHOE ucnonp30BaHue NpoTokoiaos [IPv4 u IPv6: 1BoMHON cTEK, TYHHEINPOBAHUE,
npeodpaszosanue. Ilpencrasnenne [Pv6-anpecos. [IpaBuiia cokpamienus 3anucu [Pvo-
anpecoB. HauBUyanbHbIN, TPYNIIOBON, IPOM3BOJIbHBIN THIIBI IPV6-anpecoB. CTpyKTypsl
JIOKQJIBHOTO U I1100aJIbHOTO MHAMBUYyanbHBIX [Pv6-anpecos. Cratnyeckas u
JUHaMUYecKas KOHQUrypauu rio0albHOro HHANBKUAYyanbHOro aapeca. [Iponece EUI-64 u
CIIy4aiilHO CreHepHUpOBaHHbIN UAEHTU(UKATOP HHTEpPeiica.

ICMP-cepBuchl. Otnuuus ans nporokoioB IPv4 u IPv6. Coobmenus ICMPVI6 «3anpoc k
MapHIpyTu3aropy», «OOBSBICHHE OT MapUIpyTHU3aTopa», «3ampoc COCEAHETO y3ja» H
«O0BbsBICHUE COCETHEro Yy3ia». TecTUpoBaHME CETH C IOMOIIBI 3XO0-3alpPOCOB.
TpaccupoBka wMapmipyra. Bpemss mNpoxokIaeHHs cCHTHaida B MPSIMOM M OOpaTHOM
nanpasneHusx (RTT). Bpems xuznu (TTL) IPv4 u npenen nepexonos IPv6.

2,3

Pasznenenue IP-cereii Ha mojaceTn

Cermenranus [P-cereit. OOMeH naHHBIMU MEXTy mojaceTsMu. [ImaHupoBaHue aapecanuu B
nozceTsx. PacueTHsie popMyIbl IJisi CeTMEHTaK ceTu. Pa3Ouenune Ha moiceTd Ha OCHOBE
TpeOOBaHUI Y37IOB M ceTei, B COOTBETCTBHUH ¢ TpeOoBaHHUAMH ceTedl. Ompenenenne Macku
nojacetu. PazoueHne Ha MojceTH ¢ MCMOIb30BaHMEM MAacku nepeMeHHoM qiuHbl (VLSM).
bazoBast monenp u HazHadeHune OmokoB aapecoB VLSM. IlnanupoBanue agpecanuu CeTH.
Ocobennoctu mpoekTupoBanus IPv6-cetn. Pa3zbmenune Ha MOJCETH C HCMOIL30BAHHEM
uaeHTuuKaTopa nHTEpdeiica.

2,3




10 | YpoBennb npuio;keHuii 4 2,3
YpOoBEHb IPUIOKEHUHN, YpPOBEHb IPEIACTABICHUS M CEAaHCOBBIM ypoBeHb. [Ipumepsl
pacnpocTpaHeHHBIX npuioxeHuil. [IpoTokonsl ypoBHs npunoxeHuil. OJHOpaHTOBbIE CETU
(P2P). Mogens tuna «kiueHT-cepsep». O630p mportokonoB HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomennbix uMEH (DNS). ®opmar coodmennii u uepapxust DNS. YTunura
«nslookupy». Cnyx6a DHCP. Ilporokon mnepenaunm daiinmoB (FTP). Ilporokon oOmeHa
omokamu cepBepHbix coobmenuir (SMB). Konmenuuu «Bceobbemmtonuii uTepuer»
BYOD. JloctaBka JaHHBIX 10 KOHBEPT€HTHBIM CETSIM.
11| Co3naHue u HACTPOIiKa HE0OJILIIOH KOMIBIOTEPHOI CeTH 4 2,3
[InanupoBaHue U co3gaHue HEOOIBbIION KOMIIBIOTEPHOM CETU: ONpEEIEHUE KITFOUEBbIX
(hakToOpoB, BEIOOP TOMOJIOTHH U CETEBBIX YCTPONCTB, BRIOOP M HACTPOIKA MPOTOKOJIOB,
cUCTeMBbI azipecaiii. Mepbl 1o o0ecrieueHno 0€30aCHOCTH CETH. Y I3BUMOCTHU U CETEBbIE
araku. Pa3BenpiBaTenbHble aTaku, ATaku qoctyna, Otkas B o0ciyxuBanuu (DoS-ataku).
Pe3epBHOE KonMpoBaHKe, 0OOHOBIEHHUE U YCTAHOBKA UCIIPaBIeHUI. MexceTeBble SKPaHBbI.
AyrenTtudukanus, apropuszanus 1 yuét. Brimouenue nporokona SSH.
@aioBble CHCTEMBI MApUIPYTHU3aTOPOB M KOMMYTATOPOB. Pe3epBHOE KONMMPOBAHHE H
BOCCTAQHOBJICHHE C IOMOIIBIO TEKCTOBBIX (aitnos, mpotokosna TFTP, USB-nakonutens.
Bcerpoennbie  cinyx0n1  MapmpyTtusanuu. llommepikka OeCpOBOIHBIX — MOAKITIOYSHUH.
Hactpolika BCTpOEHHOr0 MaplIpyTHU3aTopa.
B mom yucne npakmuyeckux 3anamuii u 1a00pamopuuix padom 32
1 | CocraBnenue kapThl ceTi HTEpHET ¢ MOMOIIBIO YTHIIUT «ping» U «traceroute» 2 2,3
2 | Co3ganHue MpoCTOit ceTu: 2 2,3
* VYcraHOBKa ceaHCa KOHCOJIM C CETEBBIM 000pPYI0BAHHUEM IPH ITOMOIIM ITporpaMmMsl Tera
Term;
* Co3gaHue CeTH;
HacTtpolika 0CHOBHBIX ITapaMeTpOB KOMMYTaTOpa.
3 | [Ipocmotp ceteBoro Tpaduka ¢ momoibto nporpaMmmel Wireshark. 2 2,3
4 | ITonkroueHNEe KOMITBIOTEPOB K CETH ¢ TIOMOIIBIO Kaberel U 0eCIpOBOHBIX aJIalITEPOB: 2 2,3
* OrmnpeneneHne cCeTeBbIX YCTPOMCTB U KAHAJIOB CBSI3U;
*  OO0HUM CeTeBOro Kabdes;
* IIpocMOTp HaHHBIX O 6ECHPOBOIHBIX U MPOBOHBIX CETEBBIX aJanTepax.
5 | Uzyuenue Ethernet-TexHomormii: 2 2,3




e IIpocmorp MAC-aapecoB ceTeBbIX YCTPOICTB;

* Uzyuenwue kaapoB Ethernet ¢ momornisro nporpammer Wireshark;

* IIpocmotp ARP ¢ momompro mporpammer Wireshark, narepdelicoB KOMaHIHON CTPOKH
Windows u I0S;

* Hcnonb3oBanue untepdeiica komanaHou crpoku [0S ¢ Tabmumamu MAC-anpecoB
KOMMYTaTopa.

6 | Iloctpoenue cetu Ha 6a3e MapIIpyTU3aTOpA: 2,3
* IIpocMoTp Tabmui MapuIpyTH3ALUU Y3IIOB;
* U3yuenue Ppu3MUeCKUX XapaKTEPUCTUK MAPIIPYTH3ATOPA;
* (Cosznanue ceTu, COCTOAIIEH U3 KOMMYTAaTOpa U MapuIpyTU3aTopa.
7 | U3ydenue TpaHCIIOPTHOTO YPOBHSI: 2,3
* HaGmonenne 3a mporieccoM TPEXCTOPOHHETO «pykomoxkarus» TCP ¢ momornsio
nporpamMmbl Wireshark;
* U3yuenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomoipso nporpaMmsl
Wireshark;
*  H3zyuenue 3axBaueHHbIX nakeToB FTP u TFTP ¢ nomoursio nporpammel Wireshark.
8 | Hacrpoiika [P-agpecaruu: 2,3
* Hcnonb3oBanue kanpkynstopa Windows B paboTe ¢ ceTeBBIMU aJIpecaMy;
* Konsepranus [Pv4-agpecoB B IBOMUHYIO CUCTEMY CUUCIICHHUS;
*  Omnpenenenue [Pv4/IPv6-anpecos;
* Hacrpoiika IPv6-aapecoB Ha ceTeBBIX yCTPONUCTBAX;
* TecTupoBaHue CETEBOr0O MOJAKIIOUEHUS C OMOIIBI0 KOMaH] «ping» u
«traceroutey.
9 | Cermenranus IP-ceteii: 2,3
* l3ydeHue KaabKyIsSTOPOB MOACETEM;
* Pacuér nopacereit IPv4;
* Paszgenenue cereil ¢ pa3IuyHbIMU TOMOJIOTHUSIMU HA MTOJCETH;
* Pa3zpaboTtka u BHEIpeHHE CXEMBI aJipecaliy pa3aenéHHoi Ha nmoacetn [Pv4-ceru;
Pa3zpaboTka u BHeipeHne cxemsl aapecaruu VLSM.
10 | IP-agpecarus: 2,3

* aHanu3 TpaduKa OJHOAAPECHOI Mepesauu, MPOKOBENIaTeIbHON 1 MHOT0AAPECHOM
PacChbUIKH;
* HacTpolika agpecanuu IPv6;




* nposepka angpecauuu [Pv4 u IPv6;
*  0Tpa0OTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.
11 | Cermenranus IP-cereii: 2 2,3
e OopraHu3alus NOJCETH M0 Pa3INYHbIM CLIEHAPUSIM;
* pa3paboTKa U BHEIPEHUE CTPYKTYpPHI aapecaruu VLSM;
* BHEAPEHHUE CXEMBI ajjpecaluu pa3aea¢HHol Ha noacetu [IPv6-ceru;
*  0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.
12 | I3yueHne OCHOBHBIX CETEBBIX CITYXkO: 2 2,3
. N3zyuenne ¢pyakmn oOMeHa (aitiaMu MeX1y OJHOPaHTOBBIMU YCTPOMCTBAMHU
onpexaenenue npeodpazoBanuii PAT; «U3ydyenne npasun padotsl DNS;
. N3yuenne nporokona FTP.
13 | ObGecneueHne 6E30IMACHOCTH CETH: 2 2,3
« H3ydenwue yrpo3 cereBoii 0€30MacHOCTH;
+ JlocTyn K ceTeBbIM yCcTpoWcTBaM 10 poTokoiry SSH;
* OGecneueHue 6€30MaCHOCTH CETEBBIX YCTPONCTB;
14 | Ananu3 KOMIBIOTEPHOH CETH U HACTPOHKa MaplIpyTHU3aTopa: 2 2,3
+ IIpoBepka 3azepkeK B Iepeauu CETEBBIX MAKETOB C IIOMOIIBIO YTHIIUT «ping» U
«traceroutey;
* Hcnonb3oBanue nuntepdeiica komananoi crpoku (CLI) nist cOopa cBeeHU O CETEBBIX
YCTPOMCTBAX;
*  VYmpasnenue ¢aiizamMu KoHPUTypay MapIpyTu3aTopa ¢ OMOLIbI0 TPOrpaMMBI
OMYJISIUU TEPMUHANIA
*  Vupasnenue Qaitnamu KOHGUTYpaAIIUU YCTPOUCTB ¢ ucronb3oBanuem TFTP, ¢uem-
namsatu 1 USB-Hakonureneit
* l3ydenue npoueayp BOCCTAaHOBJIEHUS NapOJe.
15 | IIpoexTHpoBaHKE U CO3AaHUE CETH JUIsI MAJIOTO MPEANIPHUSITUS — UTOTOBBIN MPOEKT 4 3
IIpomexyTouyHas aTTecTAaNMA 12
CamocrosiTesibHasi padoTa 10
Kouncyabranus 2
Bcero 88




Brympu kasicooeo pazoena ykazvigaromes coomsemcmsyouue memwl. I1o kaxcooi meme onucvleaemcs cooepaicanue yueOno2o mamepuand (8
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUSL HEe0OX0OUMbIX NIAOOPAMOPHBIX pAdOOm U NPAKMUYECKUX 3aAHAMUL (0MOeIbHO NO Kaxdcoomy 6udy),
KOHMPOIbHBIX pabom, a maxdice NPUMePHAs MeMamuka camocmosmenvHou pabomol. Eciu npedycmompenvl Kypcosvie pabomovl (npoexmwi) no
oucyuniune, onucvlgaemcs npumepras memamuxa. Obvem uacos onpeoensiencs no Kaxicoou nosuyuu cmonoya 3 (ommeueno 36e300uxou *). Ypoeens
0CBOCHUSL NPOCMABIAEMCS HANPOMUSE OUOAKMUYECKUX eOuHuYy 8 cmoaoye 4 (ommeueHo 08yms 36e300uKamu **).

JUist XapaKTepUCTUKU YPOBHSL OCBOCHHS y4eOHOT0 MaTepralia HCIIOJIb3YIOTCS CIeaytole 0003HaueHuUs:

1. — 0O3HaKOMUTEIbHBIN (y3HABAHUE paHEE U3YUCHHBIX OOBEKTOB, CBOWCTR);

2. — penpOAYKTUBHEIN (BBITIOJIHEHUE ICATEILHOCTH TI0 00pa3Iily, MHCTPYKIIUH WITH IO/ PYKOBOJACTBOM)

3. — IPOAYKTHBHBIH (TUTAHUPOBAHKUE U CAMOCTOSITEIILHOE BBITIOJHEHUE ICATEIILHOCTH, PEIICHHE IPOOJIEMHBIX 3a/1a4)



3. YCJIOBUA PEAVINBALIMU ITPOT'PAMMBI ANCHUITJIMHBI

3.1. Tpe6oBaHuSI K MUHUMAJILHOMY MATEPHAIBLHO-TEXHHYECKOMY 00ecneYeHH 0
Peanuzanus nporpammbl AUCUMILIUHBI TpeOyeTCs HAMMYUS 1a00paTOpUn OPraHU3aluy U
MIPUHIIMIIOB TTOCTPOCHHUST KOMIIBIOTEPHBIX CUCTEM
ObopynoBanue:

KommuiekT yueOHo# Mebenu (16 mocagouHbIX MecT)

[TepconanbHbIl KOMITBIOTEP OOyUatormerocs (13 mir.)

[TepconanbHbIN KOMIBbIOTEP IpenogaBarens (1 mr.)

DKpaH 1 TPOEKTOpa HanoIbHbINA Projecta (mmpuna 160 cm)

MynbsTumeauiinblii mpoextop Epson EB-X8

CereBoe 000py10BaHUE:

xommytatop D-Link DES-1228 24 nopra, kommyratop COMPEX DS2216 16 nopTos,
nutro3 [P-tenedonuu Cisco SPAS000 8 mopTos,

6 meauakonBeptepoB D-Link DMC-920R

JIueH3noHHOe MPOrpaMMHoe odecreyeHue:

Microsoft Windows 7

(14 muuensuit WinPro 7 RUS Upgrd OLP NL Acdmc

Toproseriii nocpenuuk: Softline Jlara 3aka3za: 2010-10-27

Kon munensun: 47592665 Poaurensckas nporpamma: OPEN 67582704ZZE1210)
Microsoft Office 2007 Professional

(9 nmuuensuit OfficeProPlus 2007 RUS OLP NL Acdmc

Toproesriii mocpeaank: OOO Pankom Jlara 3akaza: 2007-12-04

Jluuensus: 43136305 Pogutennckas nporpamma: OPEN 63126856ZZE0912;

5 muuensuit OfficeProPlus 2007 RUS OLP NL Acdmc

Toproserit mocpeanuk: OO0 Pagkom [lara 3akaza: 2008-09-19

Kon JInnensuu: 44544996 Ponutenbckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 gns Windows

(Kaspersky Endpoint Security mns 6usneca - Pacmupennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License

Ne munensun: 1096-181214-111355-563-621

Cpoxk ucnonp3oBanus [10: ¢ 2018-12-14 no 2021-03-02

[TocraBuiuk (pecemiep): BENEF.IT benegut, OOO)

ACKOH KOMITAC-3D V12 YuuBepcuTeTcKas JMIEH3US ¢ OMOINOTEeKaMH U MTPUIIOKEHUSIMU
(JTumensunonnoe cornamenue Kkx-10-01408 ot 03.12.2010 r. Kon-Bo kormii: 50
Kitou annmapatnoit 3ammursl HASP HL Net 50 v2 ID 1579998279)

CBo0oaHOE IporpaMMHoOe odecrieyeHmne:

Libre Office 5.4

Oracle VM VirtualBox

Microsoft Visual C++ 2008 Express Edition

Microsoft Visual C# 2008 Express Edition

Microsoft Visual Basic 2008 Express Edition

Python 3.4

Maxima 5.3.7

Pascal ABC.NET



3.2. UndopmanmonHoe odecnevyeHne 00yueHust
IlepeyeHb peKOMeHAyeMbIX YUYeOHBLIX M3IaHMI,

JAOMOJTHUTEIbHOM JIUTEPATYPbl

OcHOBHBIE HCTOYHHUKH:
1. Kosran, H.M. KomnsrotepHsie cetu : yueoHoe mocodue : [16+]/ H.M. KoBran. — Munck
: PUIIO, 2023. — 180 c. : wmm., Ttadbm. — Pexum nocryma: mo moxamucke. — URL:
https://biblioclub.ru/index.php?page=book_view red&book id=599948 (mata oOpaiueHus:
16.05.2024). — bubnuorp. B ku. — ISBN 978-985-503-947-2. — TekcT : 371€KTPOHHBIA.
2. MakcumoB, H. B. Komnbrorepusie cetu : yuebHoe mocobue / H.B. Makcumos, 1.1.
[TomoB. — 6-e u3 ., mepepad. u gorn. — Mocksa : DOPYM : UHOPA-M, 2024. — 464 c. — Tekcr:
HETIOCPEICTBEHHBIN.
3. CepreeB A.H. OCHOBBI JIOKaJTbHBIX KOMITBIOTEPHBIX ceTeil: yaebHnoe mocodue. CIIO. —
Mocksa: Jlanb, 2024. — 184 c. — TekcT: HEMOCPEACTBEHHBIH.

HNuTepHeT-pecypcos,

JlonoiHUTe/IbHbIE UCTOYHUKH:

1. Jubpos, M. B. KommbloTepHble ceTu U TeIeKOMMYyHHMKaAMU. Mapmipyrusanus B IP-
ceTsix B 2 4. YacTh | : yueOHMK U MPAKTHKYM ISl CpeHEro mpodeccnoHanbsHOro oopa3zoBaHus /
M. B. Jlu6poB. — Mocksa : M3garensctBo FOpaiit, 2020. — 333 ¢. — (IIpodeccuonansHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Texct : anexkrponnsiii // ObC IOpaiit [caiit]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/1l (marta obpamenus: 16.05.2024).

2. CetH ¥ TEeNEKOMMYHHUKAIUU : y4eOHUK U nipakTukyMm s By3oB / K. E. CamyiinoB [u
ap.] ; mon penakmueidn K. E. CamyitnoBa, W. A. lllanumona, [I. C. Kyns6oBa. — Mockaa :
N3narenscrBo FOpaiit, 2020. — 363 ¢. — (Bricuiee oopaszoBanue). — ISBN 978-5-534-00949-1.
— Texkcr : anexkrponnsiii // DBC FOpaiit [caiit]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/1l (marta obpamenus: 16.05.2024).

IIporpammuoe obecneuenue 1 UHTepHeT-pecypcenb:
1. 3bC «YHuBepcurerckas Oubnmoreka oHmaiin». — Pexum nocryna: http://biblioclub.ru.
2. OOpasoBarenbHBIN TOpTall. Pexkum moctyma: Intuit.ru.
3. OBC IPRBooks/ - Pexxum noctyna: http://www.iprbookshop.ru/

4. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHUS JUCHUITJINHBI
KoHTponnb ¥ oOIleHKa pe3yabTaToOB OCBOEHUS AUCHUIUIMHBI  OCYIIECTBIISIETCS
MpernoiaBaTesieM B MPOIECCe MPOBEACHUS MPAKTHYECKUX 3aHITHI W J1TA0OpaTOpHBIX padoT,
TECTUPOBAHUS, & TAaK)KE BBHITIOJHEHHS OOYUYAIOUTUMUCS WHANBUAYAIbHBIX 33JaHUN, MPOEKTOB,
HCCIICIOBAHMH.

Pe3yabTaThl 00yyeHus
(ocBOCHHBIC YMEHUS,
YCBOCHHbIE 3HAHUS)

Koas! ¢popmupyembix
npodeccuoOHATIBLHBIX U
001X KOMIeTEeHIUIi

®opMbI U METObI
KOHTPOJISI M OLIEeHKH
pe3yJabTaToB 00y4YeHUust

OK 01. Beibupats criocoOsl
peleHus 3aaau
npodecCHOHATbHON
JeSITeIbHOCTH
PUMEHHUTEITBHO K
Pa3IMYHBIMH KOHTEKCTaM

[TonGop BapuanToB
pelIeHsI KOHKPETHOM
poeCCHOHAIBHON 3a/1auu
WIN TIPOOIIeMbI

O1neHKa NOJHOTHI ITEPEYHS
0J00paHHBIX BAPHAHTOB

OK 02. Ucmionb30Barth
COBpPEMEHHBIE CpPE/ICTBA
[IOVCKa, aHAJIN3a U

JleMOHCTpanusi HaBbIKOB
HCIIOJIb30BaHUS
WH()OPMAITMOHHBIX

OrneHKa NOJHOTHI MEPEYHs
0JJ0OpaHHBIX BAPHAHTOB



https://biblioclub.ru/index.php?page=book_view_red&book_id=599948
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1

UHTEPIIPETanu
uHpopMaLuu, 1
UH(pOpPMaIMOHHBIE
TEXHOJIOTUH IS
BBITIOJTHEHUS 33124
npohecCHOHATLHOM
JeATEIILHOCTH

nopTajioB B cetn MHTepHeT,
BKJIIOYasi OPUIHATIEHBIC
UH(OPMAIMOHHO-TIPABOBHIC
MOPTAJTBI

OK 04. O¢ddexruBHO
B3aUMO/ICHICTBOBATH U
paboTath B KOJJIEKTUBE U
KOMaH/1e

JIeMOHCTpHUPOBATh HaBBIKU
MEXJIMYHOCTHOTO OOILIEHUS
¢ cobroieHneM
OOLIEIPUHATHIX IPABUII CO
CBEPCTHHKAMH B
o0pa3oBaTenbHOI rpynie, ¢
IPEroIaBaTeNs MU BO BpeMs
00y4eHwus, C
PYKOBOJIUTEISIMHU
MIPOU3BOJICTBEHHON
PAKTUKH

DKCnepTHOE HAOII0IeHUE
NIOBEJICHUYECKUX HABBIKOB B
X0J1e 00yUueHUst

OK 05. OcyuiecTBisATh
YCTHYIO U TUCbMEHHYIO
KOMMYHHUKAIUIO Ha
roCy/1apCTBEHHOM $I3bIKE
Poccuiickoit denepainiu ¢
y4eToM 0COOEHHOCTEN
COLIMAJILHOTO U
KYJIbTYPHOTO KOHTEKCTa

JleMOHCTpanys HaBbIKOB
I'PaMOTHOM YCTHOM U
IIMCbMEHHOU peun

OkcnepTHoe HaOIr0ieHue
HaBBbIKOB YCTHOT'O U
HCEMEHHOTO OOILCHHUS B
xoJie 00yueHus

OK 09. ITomp3oBaThCs
npodeCcCHOHAILHON
JTOKyMEHTaIuel Ha
roCyJapCTBEHHOM H
WHOCTPAHHOM $SI3bIKaxX

JleMOHCTpanus yMEHUs
COCTAaBJIATH TCKCThI
JIOKYMEHTOB, OTHOCSIIIIUXCS
K Mpo¢hecCHOHATBHOU
JESITEIbHOCTH, Ha
roCy1apCTBEHHOM U
WHOCTPAHHOM SI3BIKaX

DKcnepTHas OlleHKa
coOI0ACHUSI TTPaBUII
COCTaBJICHUS JOKYMEHTOB




