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He.]'[b N3YyYCHUA TNCHUIIMHDBI:

bopMupoBaHUe y 00yUJArOIIMXCS 3HAHHMI U YMEHHIA 110 3aruTe Web-npuiokeHHi IpuMeHEHHEM
COBPEMEHHBIX MTPOTrpaMMHO-aMNNapaTHBIX CPECTB.

3ajaum U3y4eHus QM CIUTIAHDI:

- (opmupoBanue y o0y4aromMXCsi 3HAHUI O METOJaX M CPEJCTBaX OOeCredYeHus 3amuThl Web-

IIPUIIOKEHUN;

|. OPTAHU3AIIMOHHO-METOJUYECKHA PA3IEJ

- 03HaKOMJICHHE 00YYaIOIIUXCS C TEXHOJOTUSIMU MEKCETEBOT0 SKPaHUPOBAHUS;
- 00yueHHe 00yJarIUXCsl BOIPOCaM YPOBHS 3aIUIIIEHHOCTA HHPOPMAITMOHHBIX

CHCTEM.

Mecto aucuuninnbl B cTpykrype OIIOII: peamusyercs B BapuarusHoil uactu (4actu,
dbopMupyeMoil yaacTHUKaMH 00pa30BaTENIbHBIX OTHOIICHHMIA) O6510Kka b1. Jlucuummuae! (MOIynn).

[lnanupyemble pe3yabTaThbl 00YUEeHHUsI 110 JUCIUIIIMHE:

Kon NuaukaTopsl 10CTHKEHUS IInanupyemMsble pe3yJbTaThl 00y4eHHUs
KOMIIETCHIIUH KOMIICTCHIIUH 10 JMCIUIIHHE
YK-1 3HaTh: 3Haer:
— MeTOJIbl MOUCKAa MHpOpMaLUU | — 00 OCHOBHBIX MEXaHH3Max M METOJHUKax
U paboTHI C HEl; IIOMCKA, CUHTe3a UH(OpMaIH;
— CYUIHOCTb CHCTEMHOIO MOJ- | — TIpUMEpPbl NPUMEHEHUS CUCTEMHOIrO IOA-
X0/1a; X0J1a TIPY TIOUCKe U 00paboTke HH(MOPMAIINH;
Ymers: Ymeer:
— aHaNIM3MpOBaTh 3aj7audy, Bbl- | — pa3palaThiBaTh JTalbl PEHICHUS IOCTAB-
JIeNIATh ATalbl €€ PEeUIeHMs], OCy- | JIEHHOMW 3aJayu, BbLAEIAS €€ OCHOBHBIE COCTaB-
LIECTBIIATh JEUCTBHSA IO peELle- | JISIOLINE;
HUIO; — IPOU3BOJAUTH pa3zbop 3ajay C yKa3aHHEM
— HaxOOUTh pAa3IM4YHbIE BapU- | ITAIOB U KOHEYHBIX LIEJEH;
aHTbhl PCIICHMS 3aJadd, OICHH- | — aHaJIW3UPOBATh MYTH PCUICHUSA 3aJa4u C UX
BaTh UX MPCUMYIICCTBA U PUCKHU; | OLIEHKOW M KPUTHUYECKUM aHAJIM30M HEIOCTaT-
KOB U JIOCTOUHCTB;
— pazpalarbeiBaThb HaubOojee ONTHUMAJIbHBIE
MyTH pellleHus 3a/1auy;
Baanerb: Baapgeer:
— HaBBIKAMH OLICHUBAHMSI | — HABBIKAMU  YCTAHOBJIGHHMSI  INPUYHUHHO-
MPAKTUYECKUX MOCJIEICTBUM | CIIECTBEHHBIX CBSI3€M U ONpeeNeHUus Haubo-
BO3MOXKHBIX BapHaHTOB PELICHMs | JI€€ 3HAYMMBIX CPEIU HUX;
3a/1a4u, — HaBBIKAMM OCYIIECTBJIEHUS MOMCKa MH)OP-
— HaBBIKAMH TPaMOTHOTO, JIO- | MalUU C INPUMEHEHHEM COBPEMEHHBIX TEXHO-
TMYHOTO, ApPTryMEHTHUPOBAHHOIO | JIOTHH.
dbopmyupoBaHusl COOCTBEHHBIX
CYKJICHUH U OLICHOK.
IIKC-1 3HaTh! 3uaer:
— BO3MOXHOCTH  CYIIECTBYIO- | — METOJIOJIOTHH DPa3pabOTKU U SKCIUTyaTaluu
e MPOrpaMMHO-TEXHUYECKOH | OIMepar[MOHHBIX CHCTEM;
ApXHUTCKTYPBI, — s3blkd  (popManuzanuu  GYHKIHOHATBHBIX
— METOJOJOTHIO  pa3pabOTKu crenupuKami
MPOrPaMMHOTO  00CCTICUCHHS ¥ | — \MeToxbl U preMbl popManu3aliy 3a/1ay;
TEXHOJIOTHI0  MPOTrpaMMHpOBa-

— MCETOJbI U CPECACTBA IMPOCKTUPOBAHUA OIICpa-
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HUS;

— MeTOoABbl U CpEeICTBA TMPOEK-
TUPOBaHMsSI TIPOTPAMMHOTO 00ec-
MICYCHHUS,

— THUIIOBBIE pEIIeHHs, OMOIMO-
TEKH TPOrPaMMHBIX MOJYJIEH,
ma0JIOHBI, KJAacChl OOBEKTOB,
UCTIONIb3YEMbIE TIPH pa3padoTKe
IPOTPAMMHOTO 00ECTICUCHHSI.

IIUOHHBIX CHCTEM;

— TMPUHIUIBI TOCTPOCHUST U BUJBI APXUTEKTY-
PBI OTICPAITMOHHBIX CUCTEM;

— TUIIOBBIE pelIeHHs, OWOIMOTEeKH TMpo-
TPaMMHBIX MOJYJIEH, MAOIOHBI, KJIACCHI 00BEK-
TOB, UCIIOJIb3yEeMBbIE MPH pazpaboTKe omneparu-
OHHBIX CHCTEM,;

YMeThb:

— TIPOBOJIUTH OIIEHKY W 000cC-
HOBaHUE PEKOMEHAYEMBIX pellie-
HU;

— BbIpa0aTbIBaTh BapUAHTHI pe-
aIM3alud TIPOrPaMMHOTO obec-

[IEYCHUS;
— TPUMEHATb METOIBl U Cpel-
CTBa  INPOCKTUPOBAHUSA  IIPO-

IPaMMHOI0 00ecre4yeHus, CTpyK-
Typ JAHHBIX, IIPOTPAMMHBIX HMH-

Ymeer:

— WCIOJIP30BaTh  CYIIECTBYIOIIUE THUIIOBBIC
pelieHust U 1a0JI0Hbl MPOSKTUPOBAHUS Ollepa-
IIHUOHHBIX CUCTEM,

— TPUMEHSATh METOJBI U CPEJCTBA MPOCKTUPO-
BaHMUsI OTICPAIMOHHBIX CUCTEM;

— OCYILIECTBJISITh KOMMYHHUKALIMU C 3aUHTEpE-
COBAaHHBIMHU CTOpOHaMI/I;

— BBIOMpATh CpEJCTBAa peanu3anuu TpedoBa-
HUH K OIIepaIlMOHHBIM CHCTEMaM;

— BbIpabaThIBaTh BAPUAHTHl pealu3alUU OIle-

— AHAJIU30M BO3MOKHOCTEHN pe-
anu3auuu  TpeOoBaHUH K IIpo-
rpaMMHOMY 00€CTICUEHHIO;

— HaBBIKAMM  PACIpENEICHUS
3aIaHUM MEXJy NpOrpaMMHCTa-
MU B COOTBETCTBHM C TEXHHYE-
CKUMH CHEeIUPUKALUIMU;

— METOAaMM IPOEKTHUPOBAHUS
CTPYKTYp JAaHHBIX;

— METOAaMM IPOEKTUPOBAHUS
IPOrpaMMHBIX UHTEP(DENCOB;

— HaBBIKAMM  OCYILECTBIECHUS
00y4eHHUs 1 HaCTaBHUYECTBA.

Tepeicos. PALIMOHHOMN CUCTEMBI U TPEOOBAHUI K HEM;
— [POBOAUTL AHAIM3 MCIOJNHEHHS TpeOoBa-
HUH;

Baagers: Baaneer:

— METOJAOJIOTHEH U TEXHOJIOTHSIMHU IPOEKTUPO-
BaHUA ONICPALMOHHBIX CUCTEM;

— JEeWCTBUAMHU 1O pa3pabOTKe U COTIaCOBAHUIO
TEXHUUYECKUX crenupuKanuii Ha KOMIOHEHTBI
ONEPAllMOHHOW CUCTEMBI;

— JIeHCTBUSIMU IO COTJIACOBaHUIO TPeOOBAHUN
K OIIEpAallMOHHOM CUCTEME C 3aUHTEPECOBAH-
HBIMH CTOPOHAMH, paCIpPEIEICHUIO 3aJaHHil
MEXJy NPOrpaMMHUCTaMU B COOTBETCTBUU C
TEXHUYCCKHUMU CHGHI/I(i)I/IKaIII/ISIMI/I, OCymEeCTB-
JICHUIO KOHTPOJIS BBITIONHEHUS 3aJaHuil, Qop-
MHUPOBAHHUIO OTYETHOCTHU B COOTBCTCTBHUH C
YCTAHOBJICHHBIMU PETJIAMEHTAMH.

Il. COAEP2KAHUE U OFBEM JIUCLHUIIJINHBI

€ YKa3aHMEM KOJHMYEeCTBA YACOB, BbIICJECHHbIX HA KOHTAKTHYIO padoTy 00y4aouuxcs

¢ mpemnoaasarteseM (110 BUAAM Y4eOHbIX 3aHATHI) 1 HA CAMOCTOSITEILHYIO padoTy

OuHas ¢popMma o0yueHust

Bcero AyAuTOpHbIE Cam.
Ne HaumeHoBaHue pa3jiesioB 1 TeM 4ACOB 3aHATHSA Pas.
JIK | 13 |JIBb
Pa3nes 1. «O0HapykeHHe KOMIIBIOTEPHBIX aTAK) 37 8 8 21
Tema 1. [Tonarue u kiaccudukanus aTak Ha KOMIBIOTEPHBIE
1 | cetn. OcHoBHBIE TUIIBI ceTeBbIX aTak. CpeicTBa peanu3alnuu 11 2 2 7
aTak. MexaHM3Mbl TUIOBBIX aTaK, OCHOBAaHHBIX HA YS3BHMO-
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CTSIX CETEBBIX MPOTOKOJIOB. ATaKu Ha CETEBbIE CIYXObl. ATa-
KM C MCIIOJIb30BaHUEM NPOMEKYTOUHBIX Y3JI0B U TEPPUTOPUI

Tema 2. TexHonoruu oOHapyKeHHUsI KOMIIBIOTEPHBIX aTaK M UX
BO3MOHOCTH. IIpsiMble U KOCBEHHBIC NIpU3HAKK aTtak. Meto-
16l OOHapyxeHUs aTak. CUTHaTYpHBIM aHAIU3 U OOHApYXKEeHHe
2 | anomaymid. Knaccudukanuss cucreM o0OHapyKeHHUs aTak
(COA). CeteBbie u y3noBbie COA. TpeOoBaHus, MpeIbsBIIs-
emple kK COA. Crangaptuzanust B 0o0jacTu OOHapy>KEHHS
aTak.

11

Tema 3. Apxutektypa COA. Tunosas apxurekrypa COA B
cocTaBe CEeHCopa, MOJyJi YIpaBlieHUs, aHaIU3aTopa, Habopa
IIPOTOKOJIOB B3aUMOJECMCTBHUS M CPEACTBA pearupoBaAHMUS.
Oxkcmiyatauusi COA. Bapuantel pasmenienus COA. Pasme-
mienre ceHcopoB COA. PearupoBanue Ha MHUUAEHTHI. [Ipo-
0nemsl, cBsa3anHble ¢ COA.

15

Pasznen 2. «TexHOJI0rusl MEeKCETEBOTO IKPAHUPOBAHUSN»

45

12

12

21

Tema 4. Ctpareruu u cpeicTBa MEXCETEBOro SKpaHUPOBAHUS.
Coznanue 3alllMIIeHHbIX CErMEHTOB Npu pabore B cetu WH-
TEPHET C HCIHOJb30BAHUEM MEXCETEBBIX IKpaHOB. TpebOoBa-
4 | aus pyxoojsauux nokymeHtoB @CTOK Poccun k mexcere-
BbIM 3kpaHaM. O630p nokymentoB RFC, pernameHTupyrommx
HCIIOJIb30BAHNE MEXCETEBBIX AKPAHOB. THIBI MEKCETEBbIX
9KpaHOB. CXeMbl MEXKCETEBOI0 SKPAaHUPOBAHUSI.

15

Tema 5. @unprpanus nakeroB. Kpurepun un npaBuia ¢Guiib-
Tpauuu. Peanusanus naketHelx GuiabTpos. Ilonarue nemumnu-
TapU30BaHHON 30HBL. Y KPEIUIEHHBIN KOMITbIOTEP OaCTHOHHOTO
5 | tuna. OpraHuzanus y3JI0B Uil OTBJI€YEHHUS BHMMaHUS 3J10-
yMbIIIeHHUKA. OCOOCHHOCTH (PUIIBTPAIIMN PA3INYHBIX THUIIOB
tpaduka. [laketnsiii punbTp Ha 6a3e OC Windows.

Cayx06a RRAS. IIporpamma ynpasienus ciy:x6oii RRAS.

15

Tema 6. Ilmro3er mpuxnagHoro yposHs. Cepsep SQUID,
NPUHLMIIBL padoThl, BapHaHThl KoH¢urypanuu. KoHTpoib
HTTP-tpaduka u snexTpoHHOM mouthl. Hamucanue npaBui
(buIbTpanuu, BO3MOXHOCTHU 0 aHAJIU3Y COJEPKUMOTO.

15

Pa3nea 3. «Opranusanusi BUPTYaJbHbIX YACTHBIX ceTeil»

30

14

Tema 7. 3agaun, pemaembie VPN. Tynnenuposanue B VPN.
YPOBHU 3aIMIIEHHBIX KAHAJIOB.

3amuTa JaHHBIX Ha KaHaidbHOM ypoBHe. Opranuzanus VPN
cpexncrBamu nporokona PPTP.

VYcranoBka u Hactpoiika VPN. AHanu3 3alUIIEeHHOCTH Iepe-
naBaeMoi nHpopmaiuu.

3amura gaHHBIX Ha ceTteBoM ypoBHe. [Iporokon SKIP. Ilpo-
tokon [PSec. Opranuzarus

VPN cpeactBamu C3U «VipNet». Mcnionp3zoBaHne npoTokoia
IPSec g 3amuTeI ceTen.

HIudposanue Tpaduka c ucnoabzoBaHueM nporokona [PSec.
Hacrtpolika monutuku

MEXKCETEBOI0 HKPAaHUPOBAHUS C MCIIOJIb30BAHUEM IIPOTOKOJIA
IPSec.

15

Tema 8. Opranuzauus VPN cpencrBamu C3U «StrongNet».
Omnucanue cucremsl. I'eHepanyst ¥ pacopoCTpaHEHUE KIIHOYe-

15
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Bori nHpopmanuu. Hacrpoitka C3U «StrongNet». YcraHoBka
3amuuieHHoro coeauHenns. Opranuszanus VPN npukiagHoro
ypoBHs cpeactBamu npotokona S/MIME u CK3M Kpunro-
ITpo CSP. 3amuniennsii 0OMEH 3JIEeKTPOHHON TOYTOM.

Paznen 4. «TexHosiornu 3anuieHHO 00padoTKM HMHpOpMa-
11010709

15

Tema 9. IIpuMeHeHUE TEXHOJIOTUUA TEPMHUHAIBHOTO JOCTYIIA.
OO01mue cBeIeHUs O TEXHOJIOTHU

TepMHUHAIIBHOTO JocTymna. ObecriedeHre 6e30MacHOCTH cepBe-
pa OC. Hacrpoiika cepepa MSTS. Hactpoiika nporokona
RDP. Ciyx0651 kaTasioro. O0mme cBecHUs 0 CIyK0ax Kara-
noroB. CtpykTypa karainora LDAP. Cucrema eauHoro Bxona
B ceTh Ha ocHoBe mpoTtokoisia Kerberos. Co3nanue enunoro
npocTpaHcTBa Oe3onacHocTr Ha 6ase Active Directory.

15

Paznen 5. «Ayaut uHpopManMOHHON 0€30M1ACHOCTH B KOMIIb-
HOTEPHBIX CeTAX»

14,8

6,8

10

Tema 10. Lenun u 3agaun mpoBeaeHUs ayauTa 0€30MaCHOCTH.
Otanbl 1 METOIBI MPOBEISHHs, pe3yabTaTsl pador. Hopma-
TUBHO-TIPABOBbIE U OPraHU3aLMOHHBIE OCHOBBI ITPOBEACHUS
ayauTa 0e30MacHOCTH KOMITBIOTEPHBIX CHUCTeM. MexayHa-
pOJHbBIE, TOCYIapCTBEHHbIE M BEJAOMCTBEHHBIE CTAaHIAPThl U
pEeKOMEHIalM B 00JIACTH WH(GOPMAITMOHHON OE30MaCHOCTH.
Onpenenenue CTPYKTYpBI nH(}OPMALIMOHHO-
TEJICKOMMYHUKAMOHHBIX cereil. [Iporpammubie cpenctBa
aHajM3a TOIMOJOTMU BBIUUCIUTENBHON ceTtu. OnpeneneHue
MapUIpyTOB MPOXOKIEHHsI CETEBHIX MakeToB. OOHapyXeHHe
00bekToB cetu. [locTpoenue cxembl ceT. BrlsiBieHue Terne-
KOMMYHHMKAIIMOHHOTO 000pyZ0BaHusl. BeisiBieHne u nocrpoe-
HUE CXEeMbl HH()OPMAIMOHHBIX MOTOKOB 3alUIAeMON WH-
dhopmanuu.

14,8

6,8

@OpMCl omuyemHrocmu

3auger ¢
OLICHKOH

Konmpons

Koncynomayus

2

3auem c oyenkoti

0,2

Hmozo 3a 7 cemecmp

144

36

36

69,8

B T.4. IPpAKTHYCCKAaA IMOATOTOBKA

UTOTO

144

36

36

69,8

OuHo-3204Has popMa 00yUeHHUA He PeaIu3yeTcs
3aouHast popma o0yueHHsI He pean3yercs

I11. OHUEHOYHBIE MATEPHAJIBI JIJISI IPOBEJAEHUS TEKYIIENA U

MPOMEXYTOUHOM ATTECTAIIMU OBYYAIOIIUXCS IO JUCIHUTIJIMHE

Tekymias arTectarus IpoBOAUTCS B (hOpME KOHTPOJIHHOU PabOTHI.




TumoBoi BApMAHT KOHTPOJLHOM PadoThI

1. Co3nanue 3aluIIeHHbIX CETMEHTOB MpHU padoTe B ceTu HTepHET ¢ HUCIonb30Ba-
HUEM MEXCETEBbIX dKpaHoB. [Ipumenenue ¢puibTpytroiero Mmapuipytuzaropa WinRoute.

2. 3amura ceteBoro Tpaduka ¢ ucnosp3oBanueM nporokosa [PSec 8 Windows. Op-
ranuzauus VPN cpencrBamu nporokosia PPTP.

3. IlpumeHeHne crenuaiu3upoOBaHHBIX CPEACTB opranu3aunu VPN Ha npumepe
«VipNet» u «StrongNET».

4. llpumenenne COA Snort ast oOHApYKEHHsI CKPBITOrO CKaHUPOBAHUS, aTak, MC-
ITOJIB3YIOIIMX IPEAHAMEPEHHOE HAPYIIEHUE CTPYKTYPhI CETEBBIX MMAKETOB, aTaK BUJIA «OT-
Ka3 B 00CTYKMBaHUW.

5. IlpuMeHeHnEe TEXHOJIOTUHN TEPMUHAIBHOTO IOCTYTIA.

6. [IpuMenenue NporpaMMHBIX CPEJCTB ayAUTa HHPOPMAITMOHHON O€30MacHOCTH ¢
LEJIBI0 TECTUPOBAHUSL COCTOSIHUS 3AIMUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM OT HECAHKIIHO-
HUPOBAHHOTO JIOCTYIA U BBIPAOOTKU MEP 3alUTHI OT BBISIBJICHHBIX YIPO3.

HpOMe)KYTOLIHaH aTTecranus 06yqa}omﬂx051 OCYHICCTBIIAICTCA B (bOpMC 9K3aMCHa C HUC-
IIOJIb30BAHUCM CIICAYIOIIHNX OLCHOYHBIX MATCPHUAJIOB: ni€pederHb 60NpPOCO8 K IK3AMEH) .

Bonpocsl Kk 3a4eTy ¢ OLEHKOM
(7 cemecTp, ouHas popMa 00yUeHUs1)

Teopernueckre BOIIPOCHI

1. Ataku Ha IPOTOKOJBI U cy>k0bl THTEpHET. METo/bI M CpeCcTBA 3ALUTHIL.

2. lloHsTHE MEXKCETEBBIX 3KpaHOB. KOMIOHEHTHI MexkceTeBoro 3kpasa. llommruka
CETeBOW OE30MaCHOCTH.

3. Kpurepun cdunprpanum nakeroB. OCHOBHBIE CXEMbl CETEBOM 3alllUTHl Ha 0Oa3e
MEXCETEBbIX SKPAHOB.

4. CoznaHue 3alMIIEHHBIX CETMEHTOB CETEeW C HCIOJIb30BAHHEM MEXCETEBBIX
HKPaHOB.

5. KondurypupoBanue cereBbix (UIBTPOB Ha 0aze HACTpOEK 0€30MacHOCTH MPOTO-
kona TCP/IP B OC.

6. 3amuTa paboyMx CTaHIUH C HMCIOJB30BAHMEM NEPCOHAIBHBIX CETEBBIX (PUIIb-
TPOB.

7. Opranuzauusa VPN-cereil. 3agauu, pemaembie VPN. TynnenupoBanue B VPN.

8. DnexTponHble cepTudukarsl. [IoHsTHE HHPPACTPYKTYPBHI OTKPBITHIX KITFOUEH.

9. Ilporokonsl u cpeactBa opranusaun VPN Ha cereBom ypoBHe. Haznauenwue,
00JacTh MPUMEHEHHUsI, ayTeHTU(UKAIMS U mu@poBaHue AaHHBIX B npoTtokoiax SKIP u
IPSec.

10. ITporokonst PPTP, SSL. Haznauenue, o0nacTe NpuMEHEHUs, ayTeHTUPUKALIUS
Y UG POBAHUE TAHHBIX.

11. IIpeumyiiecTBa TEXHOJIOTUU TepMUHAIBHOrO Aoctyna. Obecneuenue Oe3omnac-
HOCTH.

12. Ha3znauenue cucteM oOHapyxkeHus artak. Kmaccudukauus cuctem oOHapyxe-
HUS aTakK.



13. Ciy651 kaTanoros. O0miue cBeeHus o ciyk06ax karanoros. CTpyKTypa KaTa-
nora LDAP.

14. Cuctema enuHOrO BXOJa B ceTh Ha ocHoBe npoTokoia Kerberos. Co3nanue
€IMHOTO MPOCTpaHCTBa Oe30macHOCTH Ha O0aze Active Directory.

15. Aynut 6€30nacHOCTH KOMIIBIOTEPHBIX cucTeM. Llenu, ctaniapThl, MOAXO/IbI.

16. HCTpyMeHTanbHbIe CPEACTBA ayauTa 0€30MacHOCTU KOMITBIOTEPHBIX CHCTEM,
X BO3MOXHOCTH M HEAOCTaTKH. [IpuMeHeHrne MHCTPYMEHTAIbHBIX CPEJCTB ayauTa 0e3-
OMACHOCTH KOMITBIOTEPHBIX CUCTEM.

17. TectupoBaHue COCTOSIHHS 3AIUIICHHOCTA KOMIBIOTEPHBIX CUCTEM OT HECAHK-
IIMOHUPOBAHHOTO JOCTyMa C MCIOJb30BaHUEM CKaHEPOB Oe30macHOCTH. MeTonuka mpo-
BEJICHUS WHCTPYMEHTAIBHBIX MIPOBEPOK.

18. Kmaccudukanus cpencts u MHGOOPMAIIMOHHBIX PECYPCOB B COOTBETCTBHH CO
cragaaptom [SO-17799.

19. Ha3nauenue u OCHOBHbIE (YHKIHUHM TPOTPaMMHBIX KOMIUIEKCOB «Ipud-
cnermanuct» u «Kongop-cnenuanucty. [locTpoeHne Mojenu 3aniuThl KOMITbIOTEPHOU
CUCTEMBI C UCTIOIH30BAaHUEM KOMILIEKCHOM SKCIEPTHOM cUCTEMBI « ABaHI apmy.

20. Buasr TpeboBanuii 6e3onacHoctu corsacHo I'OCT P UCO/MOBK 15408-1-2002.
«MudopmanrionHas texHosorus. Merojabl U cpeactBa obecrneuenus 6ezonacHocT. Kpu-
TEpPUU OLIEHKU 0€30MacHOCTU NH(POPMAITMOHHBIX TEXHOJIOTUI.

21. Ha3znauenue cucrteM oOHapykeHus atak. Kmaccudukamus cuctem oOHapyxe-
Hus atak. Mcrnonp30BaHre CUCTEMBI OOHAPYKEHUS aTak «Snorty.

[IpakTH4eckre BOIpPOCHI

1. Pa3zpaboraiiTe NOJUTUKY JJIsl MAKETHOTO (PUIIBTPA, Pa3pelIatoIIero TOJIbKO MOJTy-
yenue nHpopmanuu ¢ FTP-cepepoB. Peanu3yiite MoNUTHKY CPEACTBAMU CETEBBIX (PUIIb-
TPOB.

2. PazpaOoTaiiTe mOMUTUKY JIJIsl TAKETHOTO (UIIbTPA, Pa3pellarouiero ToJbKO MoTy-
YEHHE W OTIIPABKY DSJICKTPOHHOW NOYTHL. Peann3yiTe NOJUTUKY CPEACTBAMU CETEBBIX
(buUIBTPOB.

3. Pa3paboraiite u peanusyiTe MOJIUTUKY JJII MAaKETHOTO (PHIIbTPa, 3ampeniaroero
CKaHUPOBAHNE BHYTPEHHEN CTPYKTYpPHI ceTU. Peanu3yire MOIuTUKY CPENCTBAMU CETEBBIX
(buUIBTPOB.

4. PazpaboTaiiTe u peaiu3yiTe MOJUTUKY JIJISl MTAKETHOTO (DUITBTPA, 3alPEIIAroIero
ITOJIyYEHHE U3BHE JIOCTYyNa K pecypcaM KOMIIBIOTEPA 33 UCKIIFOYEHUEM JIBYX JIOBEPEHHBIX
Y3JI0B.

PeanuzyiiTe NOJMTUKY CPeICTBAMU CETEBBIX (PUIBTPOB.

5. Pazpaboraiite u peanu3yiTe NOJUTUKY IS MAKETHOTO (QUIIBTPa, 3alpeliaroero
noiyudeHue goctyna k Web-pecypcam omnpeseneHHoro y3ia. Peanusyiite moJMTuKy cpe-
CTBAaMHU CETEBBIX (PUIBTPOB.

6. Pazpaboraiite u peanu3yiTe MOTUTUKY ISl TAKETHOTO (PUIIBTPA, pa3peliaroiero
TOJIKO TOJIydeHue AocTyna k Web-pecypcam AByX ompeiesieHHBIX y3i0B. Peanusyiite
MOJINTUKY CPEACTBAMH CETEBbIX (DUIIBTPOB.

7. Pazpaboraiite u peaqu3yiTe MOJUTUKY ISl TAKETHOTO (PUIIBTPA, pa3peniaroniero
TOJIBKO pocMOTp Web-pecypcoB. Peanu3zyiiTe moauTHKY CpeICTBAaMH CETEBBIX (PUITBTPOB.
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8. Pa3paboraiiTe MOMUTUKY I MAKETHOTO (PUIIBTPA, pa3peliaroliero TOIbKO MoJy-
yenue uHpopmammu ¢ FTP-cepBepoB. PeanusyiiTe moJMTHKY cpeacTBaMu IPOTOKOJIA
IPSec.

9. Pa3zpaboraiiTe MNOTUTUKY JIJIsl MTAKETHOTO (DUIIBTPA, Pa3peliaoIero TOJIbKO MOJTy-
YEHUE U OTIIPABKY 3JICKTPOHHOW MOYTHI. Peann3yiTe MOJUTUKY CPEACTBAMHM MPOTOKOJA
IPSec.

10. Pa3paboraiiTe u peaiu3yiTe NOJUTUKY JIJISl TAKETHOTO (PUIIbTpA, pa3peniaroiie-
ro Toiapko mpocMmoTp Web-pecypcoB. PeannsyiiTe MOIUTHKY CpeICcTBaMH MPOTOKOJA
IPSec.

11. C ucnonszoBanreM nporpammbl «bpanamaysp Windows» (Windows Firewall)
BBIIIOJIHUTh HACTPOMKH, 3allpEIIAtONIMe HCIOIb30BAHUE BCEX MOPTOB 3aIIMILAEMOI0 y3ja
3a uckimouenueM TCP-nopta 3389.

12. Pa3paboTaiiTe u peaqn3yiTe MOTUTUKY ISl TAKETHOTO (DUIBTpPA, 3amperniaronie-
ro CKAHHPOBAHHE BHYTPEHHEN CTPYKTYpHI CETH. Peanu3ylTe MOJUTUKY CPEACTBAMH MPO-
tokona [PSec.

13. Crenepupyiite u nojgyuute B Buje (aitina cepTudukar OTKPHITOTO KJIH0Ya C UC-
nosib3oBaHueM obpaza OS.

14. Hactpoiite Web-cepBep mjis opraHuzanuu 3alldiieHHOro jaoctyna kK Web-
CTpaHMIIE C HCIOJIb30BaHUEM MpoTokona SSL. BBIMOMHUTE ¢ UCHOJIb30BaHUEM O0pasza
OC. Qaiin-cepTuduraT OTKPHITOTO KITFOUYA ITPUIIAraeTCsl.

15. Hactpoute Bxoasuiee nojakiatouenue VPN ¢ ucnons3oBanueM npotokosa PPTP.
HacTpouTth 1 yCTaHOBUTH MOAKIIOYEHUE KIIMEHTCKOTO y3J1a. BBIOMIHUTH ¢ HCTIOIB30BAHU-
em obpaza OS.

16. OcyiiecTBUTEe KpUNTOrpaPUUECKYIO 3allUTy CETEBOro Tpaduka CpeicTBaMHu
MIPOTOKOIA

IPSec B OC. IlepexBatuTe B JOKAIHHOW CETH MAKEThI, yOeAUTECh B MHU(pPOBAHUH
Tpaduka.

17. OcymecTBUTe KPUNTOTpaPUUICCKYIO 3alUTy CETEBOro TpaduKa CpeiacTBaMHu
CK31

StrongNet. IlepexBaTuTe B JIOKadbHOM CETH MakKeThl, yOenuTech B mu(poBaHUU
Tpaduka.

18. OpranuzoBarh 3alUIIEHHBIM OOMEH MOYTOBON HMH(pOpPMAIUCH MEXKTY IBYMS
nosb3oBatessiMu. [lludpoBanre modYToBBIX COOOIIEHUN BBIMOIHUTH C MOMOIIBIO AJrO-
putma I'OCT 28147-89, peanmsyemoro cpencrsamu CK3M Kpunrollpo CSP. Beimonaute
c ucnosib3oBanueM oopazon OC.

19. Pazpaboraiite ¢aiin kondurypanuu u Hactpoirte COA Snort Ha oOHapyKkeHUE
TECTUPOBAHUS BHYTPEHHEN CTpyKTyphl cetn ICMP-3anpocamu.

20. Pazpaboraiite daiin konpurypauuu u Hactpoiite COA Snort Ha oOHapyKeHHUE
ICMP-

MaKeTOB OOJIBIIION JTUHBI.

21. Pa3zpabortaiite aitn kondurypanuu u Hactpoitte COA Snort Ha oOHapykeHue
yCTaHaBIMBaeMbIX U3 BHelHel cet TCP-coennHeHmii.

22. YCTaHOBUTH CIYX Oy TEPMUHAIBLHOTO JIOCTYIA. BBIMOIHUTH HACTPOUKH CITYKOBI
MSTS, pa3pemaronue 10CTyn K pecypcaM TePMUHAIBHOTO CEPBEPA TOJBKO JJISI YUETHBIX
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3anucei, 3aperUCTPUPOBAHHBIX B CO3JaHHOHN 1Mo ymomuanuto rpynne «Remote Desktop
Users».

23. YcTaHOBUTH Cily’k0y TEPMUHAIBHOTO JAOCTYIA. BBINOJHUTE HACTPOWKHU MPOTO-
kosna RDP, 3anpematoniyie UCronb30BaHUE PECYPCOB paboYell cTaHIuu, BKIOYas Oydep
oOMeHa, MPUHTEPHl U HAKOIUTEIH.

24. BpIiABUTE CETEBBIC Y3JIbl B JIOKAJILHOM CETEBOM CEIMEHTE C HMCIOJIb30BAHUEM:
yruauTsl fping; yTtuiautel ping u mmpokosemarenbHod [CMP-noceuiky;  yTUIMTHI
icmpush (tun ICMP-naketoB13 1 17); yTUAUTHI ping U MHOTOAIPECHON PACCHUIKH; YTH-
auTel arping; yruiuthkl hping3 u metogoB TCP- u UDP-passenku; yrunutel Ethereal u
METO/a MPOCIYIINBAHUS CETH.

25. C noMompb0 yTHIATHI NMap NPOBEIUTE CKAHUPOBAHUE MOPTOB CETEBOIO y3Ja.
Cdopmupyiite cicku oTkpbIThix TCP- u UDP-noproB, uaentudunupyiire Bepcuu OC u
3almylIeHHBIX cepBHUCOB. [1o pe3ynbraram caenaiiTe BBIBOA O BO3MOKHOCTH OOHApYXEHUs
OTKPBITHIX ITOPTOB U UJIeHTU(UKauu Thna u Bepcuu OC, a TakkKe CETEBbIX CEPBUCOB.

IV. IEPEYEHDB JJUTEPATYPHI, HEOBXOJUMOMH 1151 OCBOEHU A
JANCIUIIJINHBI
4.1. OcHoBHasI JIUTEpPATypa

1. Wweiinos, B. 1. Undopmanuonnas 6e300aCHOCT U 3aIlUTa HHPOPMALMH: TEOPHUs U IIPaK-
TUKa : yueOHoe mocobOme : / B. . MmeiinoB. — MockBa ; bepnun : Jupekr-Menua, 2020. — 271 c. :
CXEM., TaOJI. — Pexum JIOCTYyTIA: 1o [MOJIIHCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=571485 (mata ob6pamenus: 01.09.2021). — bubnuorp. B
kH. — ISBN 978-5-4499-0496-6. — DOI 10.23681/571485. — TeKCT : 31I€KTPOHHBIIA.

4.2. lonosHUTEIbHAS JIUTEPATYpPa

1. Tynbrsesa, T. A. OcHoBbI 3amuThl HH(GOpManuy : yuebnoe nocobue : / T. A. I'ynbrsieBa. —
HoBocubupck : HoBocubupckuii rocyaapcTBEHHBIN TeXHUUECKU yHuBepcuTeT, 2018. — 83 c. : mi., Tabm.
— Pexxum nmocryma: mo moamucke. — URL: https://biblioclub.ru/index.php?page=book&id=574730 (nara
obparmienus: 01.09.2021). — bubnuorp. B kH. — ISBN 978-5-7782-3641-7. — TekcT : 37€KTPOHHBIH.

V. IIEPEYUEHb PECYPCOB HH®OPMAIIMOHHO-
TEJEKOMMYHUKAIIMOHHOMN CETU «MHTEPHET», HEOBXO/JUMBIX
JJIA OCBOEHUSA IUCHUIIJIMHBI

Ne CchliIKa Ha

o HaumeHoBaHMe pa3padoOTKH B YJIEKTPOHHOH hopme OCTYIHHOCTH
1011 HH(OPMaLIMOHHBIH pecypc pasp P bop Aocry
Poccuiickoe oOpasoBanue: DenepajbHbIH
nopraJj. Bkirovyaer
CCBIJIKH Ha ITOPTAJIBl U CalThI 0Opa3oBareabHbIX | CBOOOIHEIN
1. http://edu.ru/ P P A

yqpexcneHHﬁ; TOCYHdapCTBCHHBIC o6pa30BaTenb— AO0CTYII
HBIC CTaHJAApPThl; HOPMATUBHBLIC OJOKYMCHTHI,
KaTtajor 3KCKprPIﬁ )41 06yqa10111nx IIporpamMmm.

http://citforum.ru/database/osbd/c VIH(OpMAIHOHHO-aHATHTHIECKHE MATEpHAbI CBOOOTHBIIH
2. ontents.shtmi pMatt p JOCTYTI

V1. COBPEMEHHBIE IPO®ECCHUOHAJIBHBIE BA3bI TAHHBIX

N THOOPMAILIMOHHBIE CITPABOYHBIE CUCTEMbI
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https://biblioclub.ru/index.php?page=book&id=571485
https://biblioclub.ru/index.php?page=book&id=574730
http://edu.ru/

1. | http://www.biblioclub.ru

DIIeKTPOHHO-OMOINOTEUHAS
cucrema (3bC)

YHuBepcurterckas 6MbIMoTEKa OH-

JIaiig

Perucrparus uepes mro6o0i
YHUBEPCUTETCKUM KOMIIbIO-
Tep. B nanpHeimem npeno-
CTaBJISICTCS HEOTPAaHUYEHHBIN
VMHAWBUAYAJIBHBIN JOCTYI U3
1100011 TOUKH, B KOTOPOU
uMmeeTcs 1octyn K cetu MH-
TEPHET

2. | www.garant.ru

WudopMannoHHO-TIPaBOBOM mopTa

CB0OOIHBIN JOCTYT

3. | www.elibrary.ru

Poccutickuit nHGOpMaIIMOHHBIN TTOP-
Tax B 00JIACTH HAYKU, TEXHOJIOTHH,

MEIULIMHBI U 06pa3OBaHI/I5{

CB0OOIHBIH JOCTYN

4, www.consultant.ru

Poccuiickas koMnbroTepHas cripa-

BOYHO-IIpaBOBasd CUCTCMaA

CBOOOIHBIN TOCTYII

Vil. JUIEH3UOHHOE U CBOBOJHO PACIIPOCTPAHSAEMOE

ITPOTPAMMHOE OBECIIEYEHHE

[Tpu peanuzanuu y4yeOHON MUCUUIUIMHBI MPUMEHSETCS CIeAylollee JUICH3MOHHOE W CBOOOIHO
pacmpocTpaHsieMoe IporpaMmMHOe 00ecrieyeHue:

- Microsoft Windows;
- Microsoft Office;
- Libre Office u mp.

ViIl. OBOPYJAOBAHUE U TEXHUYECKHUE CPEJACTBA OBYYEHMUSI,
HEOBXO/UMBIE J1J151 OCYHECTBJIEHUSA OBPA30BATEJIBHOI'O

HNPOLHECCA 11O JUCIUIIJIMHE

VYyeOHble 3aHATHS MPOBOJATCS B ayAMTOPUAX, YKOMILJIEKTOBAHHBIX CIIELUAIN3UPOBAHHONW Me-
0eJbIo, B TOM YHCIIE€ CTallMOHAPHBIMH MIIM TTEPEHOCHBIMHA TEXHUYECKUMH CPECTBaMU 00ydeHus (mpo-
eKTOp, PKpaH, KOMIIbIOTEP/HOYTOYK).

JlaGopaTopHbIe 3aHATHS, TPYIIIOBbIE U HHIMBUIYaJbHbIE KOHCYJIbTAIMH, TEKYIIAs U MMPOMEXY-
TOYHAsl aTTECTALlMU MPOBOJATCS B CIEHUAIN3UPOBAHHBIX KOMITBIOTEPHBIX Kiaccax. [lepedeHb OoCHOB-
HOTO 00OpY/IOBaHUS: aBTOMaTH3MPOBAaHHBIE Pabodne MeCTa ¢ KOMIBIOTEPaMH, IPOrpaMMHOe obectie-
YeHue 001Iero ¥ NpoecCHOHATBLHOIO Ha3HAYESHHUS.

CamocrosiTenpHas padoTa IPOBOJUTCA B KAOMHETaX, OCHAIEHHBIX KOMITBIOTEPHOW TEXHUKOU C
BO3MOKHOCTBIO MOJAKIIIOYEHUsS K ceTH «MHTepHeT» 1 o0ecrieyeHHeM JI0CTyNa B 3JIEKTPOHHYIO HH(OP-
MalMOHHO-00Pa30BaTENFHYIO CPEly YHUBEPCHUTETA.
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