EJIELIKU TOCYJAPCTBEHHBI YHUBEPCUTET um. N.A. BYHUHA

PABOYAS ITPOI'PAMMA I[I/ICIII/IHJII/IHI)I

51.0.04.13 AvauT 3alMIIEHHOCTH HHMDOPMAIIMOHHOT0 00bEKTA

Hanpasaenune noarotroBku: /0.03.01 Unpopmayuonnas 6ezonacHocmo
Hanpasiennocts (mpoduis): Opeanuzayusi u mexHono2uu 3auumol uHgopmayuu (no ompaciu
unu 8 cghepe npogeccuoHanIbHOU 0esimeIbHOCmU)

KBanundukauus (crenenn): oaxanasp

®opma 00yueHUs: ouHas

HNucTuTyT: Mamemamuxu, ecmecmeosHanus u mexHuxu
Kadeapa: namemamuuecxkoeo mooeruposarusi, KOMNbIOMEPHbIX MEXHOLO2UL U UHDOPMAYUOH-

HOll be3onacHocmu

ouHasi popma

OYHO-3a04YHasdA

3a04yHas popMma

dopma

Kypc 4
Cemectp 7,8
Jlexnun 24
JlabopaTopHble 3aHATHSA 34
IMpakTuyeckue (ceMMHAPCKHE) 3aHATHSA 24
B T. 4. IPAaKTHYecKas MOAT0TOBKA
®opma(bl) MPOMEKYTOYHON aTTeCTALMHU 3auer

P p y 1 Ix3amen - 0,3
Kontpoas 9
Hubie popmbl padoThl
CamocrosiTesibHast padora 196,7

Bcero uacos: 288

TpynoemkocTb: 8  3a4eTHBIX eIMHHIIBI.

Pa3paborunk(u) paboueii mporpaMMsl:

KaHOUOAm (husuko-mamemamuyeckux Hayk, 00yeHm

C.A. Pouynkun




|. OPTAHU3AIIMOHHO-METOJUYECKHA PA3IEJ
Iesab n3yyeHus: AMCUMIIHHBI:
u3yyeHue oOyyaroUIMMHCS BUJOB, NMPAKTUYECKUX METONOB U CPENCTB MPOBEICHUS
ayauTa 3alllUIEHHOCTH HH(OPMAIIMOHHOTO O0BEKTA.

3agaum n3y4yeHus1 IMCUMILINHBI:
— (popMupoBaHUE MOHUMAHUS MPOIECCOB TPOBEPKH U OLEHKH 3alUIIIEHHOCTH UH(OP-
MaIMOHHOTO 00BEKTA, MPUHIIMIIOB OPraHU3aIMy MPOIECCOB ayuTa U aHalln3a PUCKOB 3a-

MTUIICHHOCTH HHPOPMAITMOHHOTO 0OBEKTA U MOATOTOBKH OTYETHBIX JIOKYMEHTOB;

— 03HAKOMJICHHE C OCHOBHBIMH CTaHJapTaMH B 00JaCTH ayuTa 3alUIIIEHHOCTH UH-
(GhOopMalIMOHHOTO 00BEKTA, MPAKTUUYECKUMU IPHUEMaMu IPOBEJICHUS ayAUTa, METOJaMuU
cOopa JTaHHbBIX, OLIEHKH PUCKOB M aHAJIM3a 3alllUILIEHHOCTH;

— 00y4YeHHEe UHCTPYMEHTAJIBLHBIM CPEJICTBAM MPOBEACHUS ayIUTa 3aIUIEHHOCTH UH-
(dbopMalMOHHOTO OOBEKTA.

Mecto mucnumiunbl B cTpykrype OIIOII: peanusyercs B pamkax 6a30BOi 4acTH
6noka b1. lucuuruinasl (Moynn).

HJIaHI/IpyeMl)Ie PE3YIbTATHI Oﬁy‘leHHﬂ Mo AUCHUIIJIUHE:

- OCHOBHBIC HOPMATUBHO-IIPABOBBLIC aKThI U
WHBIC IOKYMEHTBI, PETJIaMEHTUPYIOIINE
NeSITeILHOCTD I10 3aIUTe HHPOPMALINY;

- OpraHu3alMOHHO-YIPaBICHYECKUE METO/IbI
U MHCTpyMEHTapuil,  oOecnednBaroIne
NeSITeNbHOCTh 10 3aluTe HHPOpPMaLuU B
chepe npodeccroHanbHON ACSITEIHHOCTH.

Kox IL1anupyembie pe3yJbTaThl
NHauKaTopsl 10CTHKEHUS KOMIETEHIIMU
KOMIIETCHIIUH 00y4YeHHs MO TUCIUTINHE
OIIK-5 3HATE: 3Haer:

- TEOPETUYECKHE OCHOBBI IOCTPOCHUS
U (YHKIIMOHUPOBaHUSA HHOpMaIu-
OHHBIX CHCTEM ayJIUTa;

- OCHOBHbIE CTaHAAPTHI, PErIaMEeHTH-
pyIOLIHE yrpaBlieHue KaueCTBOM HH-
(opManMoHHOI 0€30MMacHOCTH;

- OpraHU3aIOHHO-TIPAaBOBYIO OKY-
MEHTAIUI0 OpeAnpusTuii (ycras, 1mo-
JIOKEHUE O MPEIIpUITUH), paboTaro-
KX B chepe 3amThl HHPOPMALIHH.

YMeTn.

- HCTIOJIb30BaTh HOPMATUBHO-TIPABOBBIE
JIOKYMEHTBI, CBSI3aHHBIE C 00eCIICYeHUEM
npohecCHOHANBHOM e TeNbHOCTH Ha
00BEKTax 3allUThI;

- 000CHOBBIBATH OpraHHU3aIMOHHO-
yIIpaBJICHYCCKUE pEIICHHs B 00JacTH
obecreueHus nH(OPMAMOHHON
0e301macHOCTH CHCTEM, MO IJIeXKAIUX
nH(OPMAIIMOHHOHN 3aIIUTeE.

Ymeer:

- IPUMEHSTh HOPMaTHBHBIE IPABOBbIE
AKTbl U HOPMATUBHBIC METOAUYCCKHC
JOKYMEHTHI B 00JIacTH oOecreueHust
MH(}OPMAIIMOHHON O€30MMaCHOCTH.

Baagers:

- HaBBIKAMHU aHAJTUTUYECKOU pabOTHI C
HOPMaTHUBHO-TIPAaBOBBIMU JJOKYMEHTaMH, B
YaCTHOCTH ¢ HOPMaTUBHOM Oa3oii PO, B
chepe mpodeccroHaTbHON AESTETFHOCTH Ha
KOHKPETHBIX 00BEKTaxX 3allIMThI,

Baageer:

- HaBBIKAaMH paboTHI v
HOpMaTI/IBHI)IMI/I HpaBOBLIMI/I aKTaMH,
- MeToJlaMu 00pabOTKH Pe3yIbTaTOB
aHajM3a JIAHHBIX ayJauTa W COJepKa-
1IUE OLEHKY YPOBHEH 3alIMIIIEHHOCTH




- MeToJaMH  pa3pabOTKH  IMPOEKTOB
HOPMAaTUBHBIX U OpraHu3alMOHHO-
paclopsiAUTENbHBIX  JOKYMEHTOB JUISL

KOHKPETHBIX 00BEKTOB 3allluTHI.

00beKTa HH(YOpMATH3AIUU UIH COOT-
BETCTBUE €€ TpeOOBaHMSIM CTaHAAp-
TOB;

- HaBbIKAMU ONpeJeNeHus Hauboiee
BEPOSATHBIX yrpo3 O€30MacHOCTH B
oTHomeHuu pecypcoB UC u ys3Bu-
MOCTEH 3aIIWThl, JENAIONIMX BO3-

MOXHBIM  OCYIIECTBJICHHE  3THX
yrpos3.

OIIK-12 3HaTh: 3Haer:
- IEpeYEeHb HEOOXOAUMBIX HCXOHBIX - OCHOBHBIE METOJbI M TEXHOJOTHIO
JAHHBIX JIJIS1 IPOCKTUPOBAHMSI ITOJICUCTEM U | YIIPABICHHs CIYKOO# 3alluThl HH-
CpeAcTB 00eCTIeUeHHsI 3aIUThI bopmanuu;
UH(POPMAIINU, OCHOBHBIC BO3MOYKHBIC - OpraHu3aIUIo ayauTa WHPOpPMaIU-
NPOCKTHBIE PEIICHNS] aBTOMAaTU3UPOBAHHBIX | OHHOW 0e30macHOCTH WH(POpPMAIHOH-
CHCTEM M MOJICUCTEM, CPEJICTBA MX 3aIIUTHI, | HOW CHCTEMBI;
- TpaBWJa  BBHIOJHEHUS  TEXHUKO- | - METOJOJIOTHIO OLIEHKH MH(OpMAIIH-
SKOHOMHYECKOT0 aHajiu3a M OOOCHOBaHUS | OHHBIX PUCKOB OOBEKTOB HH(pOpMa-
NPOCKTHBIX pEMIeHUH 10 00ecHeueHHo | TH3aluu.
nH(pOpMaIMOHHOM 0€30IMaCHOCTH.
Ymers: Ymeer:
- IPOBOJINTH AHAJIN3 UCXO/HBIX JIAHHBIX JUIS | - IPUMEHSTh OTCUCCTBCHHBIC U 3apy-
POCKTHUPOBAHUS TIOJICHCTEM TIepeIaun OeXHBIE CTAHAAPTHI U TPOECKTHPO-
UH(POPMAIIUU U CPEICTB 00CCIICUCHHSI BaHMs, Pa3paObOTKU M OLICHKU 3alllu-
UH(POPMALIMOHHON 0€30MaCHOCTH; IIEHHOCTH OOBEKTOB.
- TPOBOJUTH  TEXHHKO-DKOHOMHYECKHIA
aHAIM3 U OOOCHOBaHME  IPOEKTHBIX
pelIeHU, CBS3aHHBIX C oOOecreyeHuemM
MH(}OpMallMOHHON 06€30M1aCHOCTH.
Baajgers. Baajgeer:
- HaBBIKAMHU O0OECTICYCHHS - MeToAaMH  OpraHu3alu |
UH(POPMALIMOHHOM 0€30MaCHOCTH UCXOAHBIX | YIPABICHUS MESITEIbHOCTBIO CIYXO
JAHHBIX JIJIS] IPOCKTUPOBAHMUS ITOJICUCTEM U | 3aIUTHI uHpOpMaIUU Ha
CPE/CTB; pEANpUATHH;
- HaBBIKAMH  BBINIOJIHEHUS  TEXHUKO- | - METOAaMU (GOPMHUPOBAHUS TpeOOBa-
HSKOHOMHMYECKOTO aHalu3a M OOOCHOBaHMS | HMM MO 3amuTe HH(pOpMaIum.
NPOCKTHBIX  PEHICHWH,  CBA3aHHBIX  C
o0ecreyeHneM UH(POPMALMOHHOM
0€30MMacHOCTH.

OIIK-2.4 3HaTh: 3Haer:

- OCHOBHBIE TIOHSITHS, OOBEKTHI U CITYKOBI
nH(OPMaIMOHHON 0€30MaCHOCTH,
TpeOoBaHUs K 00BEKTaM U CpeAcTBaM
3amUThl HHHOPMALINH;

- ATaIbl ¥ MPOIEAYPHI KOMIUIEKCHOTO ayIuTa

- MOPSAZIOK TPOBEIECHUS KaTEeropupo-
BaHUSA TEXHUYECKUX CPEACTB U CH-
CTEM aTrTecTaluu OO0BEKTOB HH(GOP-
MaTu3aluuu (BBLIEICHHBIX IOMEIlEe-
HuUit) TpeOoBaHUSIM 0€30MaCHOCTH HH-

UH(POPMALIMOHHOM 6e3omacHocTH | (hopmaruu.
3alIAIIEHHBIX aBTOMATH3MPOBAHHBIX

CHCTEM.

YMmern: Ymeer:

- OCYHICCTBJIATH MCPOIIPUATHUA
KOMIIJICKCHOT'O ayanTa, OCHUBATH

- pealnu30BbIBaTb CUCTEMBI 3allUThI
nH(OpMallUd B COOTBETCTBHM CO
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COCTOSIHUE 3AIIUIIIEHHOCTH HH(OpMaIK 1
COOTBETCTBUE 00BEKTOB TPEOOBAHUSAM
PYKOBOJSAIINX JOKYMEHTOB;

- COCTaBJATh HOPMATUBHYIO M OTYETHYIO
JIOKYMEHTAIMIO 10 pe3yibTaTaM IPOBEPKH;
AQHAJIM3UPOBATh pe3ylbTaThl IPOBEPOK U
(opMynHpOBaTH BHIBOJIBI 110 HUM.

CTaHJapTaMu IO OLCHKEC 3allUIICH-
HBIX CUCTCEM.

Baanern:

- MeTo1aMu cOOpa U OIICHKU COOTBETCTBHS
CBHJICTEILCTB ayAuTa HHPOPMAIIMOHHON
0€30I1aCHOCTH 3aIIHIIEHHBIX
ABTOMATHU3UPOBAHHBIX CUCTEM
HOPMAaTUBHBIM TPEOOBAHUSM 10 3aIUTE
nHpopmanuu;

- HaBblIKaMH  OQOPMIJICHHSI ~ OTUETHOU
JOKYMEHTAlluu TI0 pe3yiabTaTaMm ayauTa
00BEKTA 3aIKTHI.

Baaneer:

- METOJJaMH U CPEJICTBAMU BBISBIICHUS
yIrpo3 0€301acHOCTH 00BEKTY
nH(pOpMaTHU3ALINY;

- METOJUKaAMM ITPOBEPKHU 3alIUIICHHO-

CTH O00BEKTOB MH(pOpPMATHU3ALUU Ha
COOTBETCTBHE TPEOOBAHUSAM HOpMa-
TUBHBIX JOKYMEHTOB

Il. COAEP’ KAHUE U OBBbEM JUCHUIIJIMHbI

¢ YKa3aHMeM KOJIMYeCTBA YaCOB, BbIIEJICHHbIX HA KOHTAKTHYI0 Pad0oTy 00y4aroumuxcs
¢ nmpenoaasaresieM (110 BUIaM Y4eOHBIX 3aHSITHI) M HA CAMOCTOATEIbHYI0 PadoTy

Ounas popMa o0yueHHsI

HaumeHoBaHue pa3aesioB U TeM

Bcero ua-
COB

AyauTopHbIe 3aHs-

THA

JIK

| m3 | JB

Cam.
Pao.

7 cemecmp

Pazgea 1. «AyauT 3amuiieHHOCTH HHGOPMAIHOHHOTO
00BLeKTa»

108

10

10

20

68

1

Tema 1. Aynut 6€30macHOCTH M METOJBI €ro MPo-
BeaeHus. [Tonstue ayaura 6ezonacHoctu. MeTob
aHanu3a AaHHbIX npu ayaute Ub. Ananus undop-
MallMOHHBIX PUCKOB MpeAnpuatus. Metoas! ole-
HUBaHUs UH(OPMAILMOHHBIX PUCKOB.

30

2

2

6

20

Tema 2. Onenka 6e3onacHOCTH Ha OCHOBE «O01nx
kputepuen». OcHoBHble noHATHs OK. Metonomno-
TUsl OIIEHKU 0€301aCHOCTH MH(DOPMAIMOHHBIX TEX-
Hojoruii mo OK. OneHka ypoBHs 10BepHst GyHKIIN-
OHaJIbHOM 0e301acHOCTH MH(OPMALIMOHHON TEXHO-
norun. O630p kiacco u cemeiicts OK. IIporpamm-
HBIE cpescTBa Uil poBeaeHus ayauta Ub. Ananus
BUJIOB UCHOJBb3YEMbIX MPOTPAMMHBIX MPOIYKTOB.
Cucrema CRAMM. Cucrema KOHJ/IOP. CereBrie
CKaHEpBHI.

40

24

Tewma 3. Meroanka npoBeaeHus ayauTa nHGpopma-
LIUOHHOW 0€30MaCHOCTH Ha MPeIPUATHH.

3amaun U cojep)kaHue padoT MpH TNPOBENECHUU
aynurta Ub. Iloaroroska npeanpusTis K mpoBese-
Huo ayauta HMb. IlnaaupoBanme mnponenypsl

38

24
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ayauta Ub. Opranuszanus u nposezieHne padoT 1o
ayauTy. ANropuTM IpoBeleHHus aynuTa Oe3orac-
HocTH npeanpuarus. [lepeyens u cucremarusanus
JAHHBIX, HEOOXOIUMBIX AJIS MPOBEACHUS ayIuTa
Ub. BripaboTka pekoOMeHIalHid 1 MOJrOTOBKa OT-
YETHBIX JOKYMEHTOB. ODKOHOMHYECKAs OLICHKA
obecneuenus Ub.

Dopma omuemuocmu

3a4€CT

3auem

Hmozo 3a 7 cemecmp

108

10

10

20

68

B T.4. IPAKTHYCCKAA IMOATrOTOBKA

8 cemecmp

Pasznea 2. «KAnaau3 puckoB Ub»

66

10

10

40

4

Tema 4. AHanu3 pucKOB B 001aCTH 3aIIUTHI HHGOP-
Manuu. Muadopmanmonnas 6e30nacHOCTh OU3Heca.
Pa3Butne ciayx0Obl MHPOpMAIMOHHON Oe301acHo-
cTi. MexayHapoHasi MPaKTHKa 3aluThl UHPOP-
MaIuu.

16

10

Tema 5. Mogens Symantec LifeCycle Security. ITo-
CTaHOBKa 3aJla4u¥ aHaJIn3a puckoB. Mojenps Gartner
Group. Mogaens Carnegie Mellon University. Pas-
JIMYHBIC B3I HA 3aIIUTY WH(GOPMAIIHH.

17

10

Tema 6. HanimoHanbHbIe OCOOCHHOCTH 3alIUThI WH-
dopmarmu. OCOOEHHOCTH OTEYECTBEHHBIX HOpMa-
THUBHBIX JOKYMEHTOB. YYET OCTATOYHBIX PUCKOB.

17

10

Tema 7. YrpaBineHue puckaMu U MEXAyHapOJIHbIE
cTaHgaptel. MexayHapoansld cranmapt [SO
17799. O630p crannapta BS 7799. Pa3zButue cran-
napta BS 7799 (ISO 17799). CpaBHenue cranaap-
toB ISO 17799 u BSI. Cranmgapt CIIIA NIST 800-
30. Anroput™m omnucaHuss MH()OPMAIMOHHOW CH-
crembl. MnenTudukanus yrpo3 M ysS3BHUMOCTEH.
Opranu3zanus 3amuTsl UHGopMaly. Beromcreen-
Hbl€ W KOPIIOPATHUBHBIE CTAaHIApPThl YIPaBICHUS
Nb. XBSS-cnenudukanun cepBrcoB 0e30MacHo-
ctu X/Open. Crannapt NASA «be3omnacHoCTh UH-
(dbopManMOHHBIX TeXHOJOrui». Konuenmus ymnpas-
sennst puckamu MITRE.

16

10

Pa3nea 3. «TexHo10rnu aHaamu3a pucKoOB»

68,7

10

10

44,7

Tema 8. Bonpockl aHanu3a puCKOB U yIpaBJiICHUS
umn. Unentudukanus puckoB. OLeHUBaHUE pHC-
koB. M3mepenue puckoB. Bribop momyctumoro
YpPOBHA pucka. BeiOop KOHTpMEp U OLieHKa uX 3¢-
¢dextuBHOCTH. Pa3paboTka KOpHopaTUBHOW METO-
JMKU aHAJIN3a PUCKOB.

21

[EEY

16

Tema 9. ITocTanoBka 3agaun. MeTOABI OIICHUBAHUS
MH()OPMALIMOHHBIX PHUCKOB. TaOMUYHBIE METOJbI
OIICHKH PUCKOB. MeTO/IMKa aHAJIN3a PUCKOB.

25

16

10

Tema 10. HucTpymeHTapuit 06a30BOro ypoBHS.
CrpaBouyHble M  METOAMYECKHE  MaTepHaIbl.
COBRA. RA Software Tool. CpenctBa mosHOro

22,7

12,7
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ananu3a puckoB. Meron CRAMM. Ilpumep wuc-
noas3oBanust Mmetoga CRAMM. CpencrtBa kommna-
Hun MethodWare. DkcneptHas cucrtema «ABaH-
I'apny». RiskWatch.

Dopma omyemunocmu 9K3AMEH

Konmponw 9

Ox3amen 0,3

Hmozo 3a 8 cemecmp 180 14 14 | 14 128,7
B T.4. IPAKTHYECKAsl MMOJATOTOBKA

UTOI'O 288 24 | 24 | 34 | 1967

OuHo-3204Has popma 00yUeHHS He pean3yercsi
3ao4Has popma 00yueHHs He peaaTu3yercs

I11. OUEHOYHBIE MATEPHUAJIBI JIJIS IPOBEJEHUS TEKYIIEA U
MNPOMEXKYTOUHOM ATTECTALIMU OBYYAIOIIUXCS O JUCHUIJIMHE

Tekymias arrectanus pOBOAUTCS B (POpME KOHTPOJIbHOU PabOTHI.
TunoBoil BApMAHT KOHTPOJIbHOM PadOTHI

1. [lonsTue aynura 6€30MacHOCTH

2. Metonbl aHanu3a AaHHbIX npu ayaute b

3. AHanu3 UHPOPMAIIMOHHBIX PUCKOB MPEATPUATUS

4. Metoppl o1leHUBaHUS UH(POPMAITMOHHBIX PUCKOB

5. Cranpapt «Kputepuu olleHKH HaIe)KHOCTH KOMITBIOTEPHBIX crucTeM» (OpaHkeBast
KHUTA)

6. 'apmoHn3npoBaHHbIE KpUTEPUU EBpONENCKUX CTpaH

7. I'epmanckuii crangapt BSI

8. bpuranckuii crangapt BS 7799

9. Mexnaynapoausiii crangapt [SO 17799

10. Mexxnaynapoansiii cranaapt [SO 15408 «O06mue kputepum»

11. Crangapt COBIT

12. CrangapTsl 110 0€30MacHOCTH WH(GOPMAITMOHHBIX TEXHOJIOTHI B Poccun

[IpomexxyTouHast aTTecTarus o0yJaroIMXCs OCYIIECTBIsETCS B (OpME 3a4eTa U dK3a-
MEHa C MCMOJb30BAHUEM CIEAYIOIIHNX OLICHOYHBIX MAaTEPHAIIOB: nEpeueHb 8ONPOCO8 K 3d-
yemy u IK3aMeH) .

Bomnpocs! k 3auery
(7 cemecTp, ouHast popma 00yueHNs )

1. OcHoBHbie noHsTUS 001X kpuTepuen (OK).
2. Metononorus oleHKu 0€301macHOCTH UHGOPMaIMOHHBIX TexHojoruit mo OK.
6



3.
HOJIOT
4.
5.
CTBIO.
6.
7.
8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.

O 0 ~NO DN B~ WK —

Ornenka ypoBHs 10Bepus (QYHKIIMOHATBEHOM 0€30macHOCTH HH(POPMAITMOHHON TeX-
1178

0630p kiaccos u cemericts OK.

Hasnauenue crangapta [SO 17799 nns ynpasnenus nuapopmainoHHoM O6e30macHo-

[IpakTrka npoxoxaeHUs ayuTa u noiydenus cepruduxara [SO 17799.
AHanu3 BUI0B UCIIOJIB3YEMBIX IIPOTPAMMHBIX ITPOYKTOB.

Cucrema CRAMM.

Cucrema KOHJIOP.

CereBble CKaHEpHI.

3anmaun u conepkanue padoT mpu nposeaeHuun ayauta Ub.
ITogroroska npeanpusaTysa K nposeacHuto ayaura Mb.

[InannpoBanue npouenyps! ayaura Ub.

Opranu3zanus 1 NpoBeieHrue padoT Mo ayanuTy.

ANropuT™M NpoBeACHUS ayAUTa O€30MACHOCTH MPEATIPUATHS.
[lepeuens u cucreMaTu3alus JaHHBIX, HEOOXOAUMBIX JIJIs MpoBeaeHus aynura Ub.
BripaboTka pekoMeHAaui U IOArOTOBKA OTYETHBIX JOKYMEHTOB.
DKoHOMMUECKas olleHKa obecnieueHus U1b.

Bomnpocsl k 3xk3aMeny
(8 cemecTp, ouHas popma 00yueHNs)

. Uuopmanmonnas 6e3onacHOCTh OU3Heca.

. Pa3BuTHE Ciiyx’0b1 MHDOPMATMOHHONW O€30MaCHOCTH.
. MexnyHapoiHas MpaKTHKa 3alluThl HHPOPMAIIHH.

. Mogzens Symantec LifeCycle Security.

. [locTaHoBKa 3a/1auu aHAIN3a PUCKOB.

. Monens Gartner Group.

. Mozens Carnegie Mellon University.

. Paznuunble B3MIs1/161 HA 3a1IUTy UHPOPMAIIUH.

. HanimonanpHbIE 0COOEHHOCTH 3aIUTHI HH(POPMAITUH.

. OcoOEHHOCTH OTEUECTBEHHBIX HOPMATUBHBIX IOKYMEHTOB.

. YUeT 0CTaTOYHBIX PUCKOB.

. Mexnynaponnsiid cranaapt [SO 17799.

. O630p crannmapra BS 7799.

. PazButne ctangapra BS 7799 (ISO 17799).

. CpaBHenue crangaptoB [SO 17799 u BSI.

. Crangapt CILIA NIST 800-30.

. AJITOpuUTM onucaHus UHPOPMAITMOHHON CUCTEMBI.

. Unentudukarus yrpo3 u ys3BuMmocteid. Opranusarius 3aiuThl “HPOpMAIIUH.
. BemoMcTBEeHHBIE U KOPIIOPAaTUBHBIE CTAHAAPTHI yrnpasiieHus Ub.

. XBSS-cnemnudukaruu ceppucos 0e3omacHoctu X/Open.

. Crarnapt NASA «be3omacHOCTh HHPOPMAITMOHHBIX TEXHOJIOTHI.
. Konuennus ynpasnenust puckamu MITRE.
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23. Borpochl aHainHM3a pUCKOB U YIIPABJIEHUS UMHU.
24. UnenTtudukaiys pucKoB.

25. O1LileHMBaHUE PUCKOB.

26. I3mMepeHne pucKoOB.

277. Bb1OOp AOMYCTUMOTO YPOBHS PUCKA.

28. Beibop koHTpMEp U olleHKa X d(PGHEKTUBHOCTH.
29. Pa3paboTKka KOpHOpaTUBHON METOIUKHU aHAJIN3a PUCKOB.
30. ITocranoBKa 3a1a4u.

31. Mertoap! olieHuBaHusI THPOPMAITUOHHBIX PHCKOB.
32. TabnuuHbBIE METO/IBI OLIEHKU PUCKOB.

33. MeTonuKa aHaJIM3a PUCKOB.

IV. IEPEYEHD JIUTEPATYPBI, HEOBXOJIUMOW JUISI OCBOEHMS
TV CHUTILIAHBI

4.1. OcHoBHasI JIUTEPATypa
1. Cysopona, I'. M. NndopmanronHas 6€30MacHOCTb : yueOHOE TocoOue i BY-
30B /I'. M. CyBopoBa. — Mockaa : U3narensctBo FOpaiit, 2021. — 253 c. — (Briciee 06-
pazoBanue). — ISBN 978-5-534-13960-0. — Tekcr : snexTponnbiii / OOpa3oBaTenbHast
wiarpopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/519780 (mara oGpareHus:
01.09.2021).

4.2. lonosHUTEILHAS JIUTEPATYpPa

1. Herecona, O. 0. MHpopmaliOHHbIE CUCTEMBI U TEXHOJIOTHMH B 3KOHOMHUKE : y4ueO-
Hoe mocobue s By3oB / O. FO. HerecoBa. — 3-¢ u3z., ucnp. u gomn. — Mocksa : WU3na-
TenbcTBO FOpaiit, 2021. — 178 c. — (Boiciiee o6pazoBanue). — ISBN 978-5-534-08223-
4., — Texkcr : anmexkTpoHHbIN // O6Gpa3oBarenbHas miaatdopma FOpainit [caiit]. — URL:
https://urait.ru/bcode/491479 (nara ob6pamenus: 01.09.2021).

V. IEPEYEHb PECYPCOB HH®OPMAIIMOHHO-TEJIEKOMMYHHUKAIIN-
OHHOU CETU «<MHTEPHET», HEOBXOJAMNMBbIX /UUIA OCBOEHUA ITUCIIU-

INJIMHBI
Ne Cceblika HA HaumeHnoBanue pa3padoTku
101 . . JocTynHocTh
HH(pOPMAIMOHHBIN pecypc B DJIEKTPOHHOIT (hopme
1. http://edu.ru/ Poccuiickoe o6pa3oBa-
Hue: OegepabHbIii CBOOOAHBIN TOCTYI

nopraJj. Bkirovyaer

CCBbUIKM Ha MOopTajbl H
caifTel 0Opa3oBaTeIbHbBIX
YUpEKIAEHUM; rocyuap-
CTBEHHbIE 00pa3zoBaTesb-
HBIE CTAaHIAPTHI, HOpPMa-



http://edu.ru/

TUBHBIE JIOKYMEHTHI; Ka-
Tajor 3KCKypcuil u 00y-
YaOUUX MPOrPaMM.

http://citforum.ru/database/osbd/contents.shtml

HNudopmannonHo-aHanu-
TUYECKHE MaTePUAIIbI

CB0OOAHBIH JOCTYI

VI. COBPEMEHHBIE [TIPO®ECCHUHOHAJIBHBIE BA3bI JTAHHBIX
N UHOOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI

1. | http:/ivww.biblioclub.ru | SAeTEMa (OBC)

JaiH

DNeKTPOHHO-ONOIMOTeYHAs

YHuBepcuterckas 6ndnmorexa oH-

Perucrpanus yepes Jnto-
00l YHUBEPCUTETCKUI
KOMITBIOTED.

B nanbheiimem npeno-
CTaBJISIETCSA HEOTPAHUYEH-
HbIM MHJIUBULYJIbHBII
JOCTYM U3 JIt000H TOUKH,
B KOTOPOW MUMeEETCs J10-
cTyn K cetu MHTepHer

Www.garant.ru

HNudpopManinoHHO-TIPaBOBOM MOPTAI

CBoOOIHBIH JOCTYM

Poccuiickuit nH)OpMaIIOHHBIH TTOP-
3. | www.elibrary.ru TaJl B 00J1aCTH HAYKH, TEXHOJIOTHH,
MEJTUIMHBI H 00pa30BaHuUs

CBoOOIHBIHM JOCTYM

4. | www.consultant.ru

Poccuiickast koMIbrOTEpHAS CIIpa-
BOYHO-IIPABOBas CUCTEMA

CB0OOIHBIH JOCTYN

Vil. JUEH3UOHHOE U CBOBOJHO PACITPOCTPAHAEMOE
IMPOT'PAMMHOE OBECIIEYHEHUME

[Tpu peanuzanmy y4eOHON AUCIMITUHBI MPUMEHSETCS CIeAyIollee JUIEH3NOHHOE U CBO-
001HO pacmpocTpaHsIeMoe IPOrpaMMHOe 0OecTIeueHHE:

- Microsoft Windows;
- Microsoft Office;
- Libre Office u mp.

VIll. OBOPYIOBAHUE U TEXHUUYECKHE CPEJCTBA OBYUYEHMS,
HEOBXOJIMMBIE JJIS1 OCYIIECTBJIEHUS OBPA3OBATEJIBHOIO
MPOLECCA MO JUCHUATIMHE

VY4eOHble 3aHATHS POBOJISATCS B Ay IMTOPUAX, YKOMIUIEKTOBAHHBIX CHEIHAN3U-
POBaHHON MeOENbI0, B TOM YHCJIe CTAllMOHAPHBIMH WJIA TIEPEHOCHBIMH TEXHUYECKUMHU
cpelcTBaMu 00yueHus (IIPOEKTOp, IKPaH, KOMIBIOTEP/HOYTOYK).

JlaGopaTopHble 3aHATHS, TPYIIOBbIE U UHIUBUAYATbHBIE KOHCYJIbTAINH, TEKY-
1ast ¥ IPOMEXKYTOUHAsI aTTECTAIIMH MPOBOJISATCS B CIICIIMATU3UPOBAHHBIX KOMITHIOTEP-



http://www.biblioclub.ru/
http://www.garant.ru/
http://www.elibrary.ru/
http://www.consultant.ru/

HBIX Ki1accax. [lepeders 0CHOBHOTO 000PYI0BaHUS: aBTOMATU3UPOBAHHBIE paboUune Me-
CTa ¢ KOMIIBIOTEpaMH, TporpaMMHOe obecriedeHne oOmero u mpodeccnoHaIbHOTO
Ha3HAYCHMSI.

CamocrosiTenbHas paboTa MPOBOJUTCS B KAOMHETAX, OCHAILIEHHBIX KOMITbIOTEP-
HOM TEXHHKOW C BO3MOKHOCTBIO TIOJKIIOUYCHHSI K ceT «VIHTepHEeT» U obecrneueHnemM
JIOCTYTIa B AJICKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTeIbHYIO CPEly YHUBEPCHUTETA.

[TpemycMOTpeHbI TOMEIICHHS TSl XPaHSHUS U IPOQUIAKTHIECKOT0 00CTyKUBa-
HUS y9eOHOTO 000PYI0BAHUS.
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