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PABOYAA ITPOI'PAMMA IUCIUITIINHBI

b1.5.06 IIporpamMmHo-annapaTHbie CPeACTBA 3a1MTa HHPOPMALTHT

Hanpagsaenne noaroroBku: /0.03.01 Ungpopmayuonnas 6ezonacHocmo
HanpaBaennocts (mpopuisb): Opeanuzayus u mexHoro2uu 3auumol uHopmayuu (no ompac-
JU Ul 8 cghepe npogheccuoHaIbHOU OessmebHOCIU)
KBanundukauus (crenenn): oaxanasp

dopma 00yueHUs: ouHas

NueTuTyT: Mamemamuxu, ecmecmeo3HaHUs U MEXHUKU
Kadeapa: mamemamuueckozo mooenuposanusi, KoMnblOmMepHouIX MEXHOLO2UL U UHDOPMAYUOH-

HOll be3onacHocmu

ouHasi popma OYHO-3204YHAS 3a04Hasi (popma
dopma
Kype 3
CemecTp 5
Jleknunu 18
JlabopaTopHble 3aHATHS 18
IIpakTnyeckne (ceMUHAPCKHE) 3aHATUSA 18
B T. 4. IPAKTHYECKAs MOAT0TOBKA
®opma(bl) MPOMEKYTOYHOM aTTECTALIUH 3a4yer
KonTpoJas
Hubie popmbl padoThl
CamocrositesbHast padora 54

Bcero uacos: 108
Tpynoemkoctb: 3

3a4Y€THBIX ¢AMHUIIbI.

Pa3paborunk(u) paboueii mporpaMMsl:
KaHOuoam _huzuko-mamemamuieckux HayK, OOUeHm

C.A. Pourynkun




|. OPTAHU3AIIMOHHO-METOJUYECKHA PA3IEJ

He.]'lb H3YyYCHUHA TUCHUILIINHBIL
dbopMupoBaHHUE 3HAHWUK B OO0JIACTH TEOPETUYECKUX OCHOB MH(OPMAIMOHHOW OE30MacHOCTH W
HABBIKOB MPAKTUYECKOT0 00eCeueHusl IPOrpaMMHO-aIIapaTHbIX CPEICTB I 3allUThl HH(OPMALIUH.

3agaum u3y4eHus: M CIUATIIAHDI:

— O3HAKOMJICHHE CO CTaHIapTaMH, METOJNYECKHMMH U HOPMATUBHBIMU MaTepHalIaMH, KOTOPbIC
OIIPENIENIAIOT POCKTUPOBAHUE U Pa3pabOTKy 00BEKTOB MPO(ECCUOHANBHOM eSITEIbHOCTH;

— H3y4YCHHUE MOJENCH, METOIOB U (JOopM OpraHU3aIMK Ipoliecca pa3padboTKu 00beKTOB mpodec-
CHOHAJILHOU JIeATEIbHOCTH;

— W3y4eHHE METOJIOB U CPEJCTB aHAIM3a U MOJCIUPOBAHUSA 00BEKTOB MPOPECCHOHATIBHOM J1es-
TEJIBHOCTH M UX KOMIIOHEHTOB.

Mecto mucuumiunbl B cTpykrype OIIOII: peanusyercs B pamkax 6a30BOi 4acTH
6noka b1. Jlucuuruinnsl (MOynn).

Ilnanupyembie pe3yJabTaThl 00YYCHHUS 10 TUCIHUILIMHE!

Kon NHauKaTOPHI 10CTHKEHUS Ilnannpyemble pe3y/ibTaThbl 00y4eHHUsI
KOMIIEeTeHIINH KOMIIeTeHIINH o JUCIHHILJINHE
OIIK-7 3HaTh: 3Haer:
- THUIBl AITOPUTMOB H CHOCOOBI WX | - THUIBI QITOPUTMOB M CIOCOOBI HX
HaIlMCaHHus, OCHOBHEIC SI3BIKW | HAITMCaHUs ISl oOecnieueHuss nHpopma-
MPOrpaMMHUPOBAHUSI ¥ COBPEMEHHBIC | IMOHHOW OE€30MaCHOCTH C IOMOIIbIO
MporpaMMHBIE  Cpelbl  pa3pabOTKH | MPOrpaMMHO-aIapaTHBIX CPEACTB 3a-
ABTOMATU3HPOBAHHBIX CHCTEM U | IIUTHI HHPOPMAITUH.
TEXHOJIOTMI Ui pelmeHus  3ajad
npodeccuoHaTbHOM e TEIbHOCTH.
YMeTh: YmMmeer:
- COCTaBJIATh AQJITOPUTMBI, THCaTh U | - COCTaBJATh AJITOPUTMBI, MHUCATh HAa
MPOBOAUTh OTJIAAKY KOJa Ha S3bIKE | S3BIKE MPOTPaMMHPOBAHUS A7 olecre-
MpOrpaMMHUPOBAHUS, TECTUPOBATH | YCHHUS MH(POPMAIIMOHHON 0€30MacHOCTH
paboToCrOCOOHOCTh MPOTPAMMBI. C TMOMONIbI0 MPOrPAMMHO-AINIAPATHBIX
CPEJICTB 3alTUThl HHPOPMAIIUH.
Bnaners: Bnaneer:
- HaBBIKAMH MpOrpaMMHUPOBAHUS, | - HaBBIKAMHU MPOTPAMMHUPOBAHUS, OT-
OTJIAJIKK U TECTUPOBAHUS IPOTPAMMHBIX | JJAAKU W TECTUPOBAHUS MPOrPAMMHBIX
MPOAYKTOB  JUIsl  pelIeHUus  3a/1ad | MPOAYKTOB JUIS MPOrpaMMHO-
npodeccuoHaNbHOM e TENbHOCTH. anmapaTHBIX CPEICTB 3allUThl HUH)OP-
MallHH.
OIIK-9 3HaTh: 3HaeT:
- OCOOCHHOCTM  TEXHHYECKMX U | - OCOOCHHOCTH TEXHMUYECKHX TMPOTrpaM-
KpUNTOorpaguueckux CpeiCTB 3allMTHl | MHO-AMMApaTHBIX CPEACTB 3aIIUTHI HH-
uH(popmanuu, MEXaHU3MBI | (opMaIiu.
(YHKITMOHUPOBAHUS OCHOBHEIX
TEXHUYECKUX H KPUNTOTpadUuecKux
CPEICTB  3aIUTHI, XAPAKTEPUCTUKHU
KpUNTOrpaguuecKux IpOTOKOJIOB.
YMeTs: YMmeer:
- TPOBOJUTH aHAJU3 TEXHUYECKUX U | - MPOBOJUTH aHAJIU3 TEXHUYECKUX TPO-
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KPUNTOTPaQUUECKUX CPEACTB 3aIUTHI

aBTOMAaTU3MPOBAHHBIX CUCTEM,
ONpENEATh BH/JIBI uH(pOpMaINH,
IIOIBEPKECHHON BHEILIHUM u

BHYTPEHHUM yrpo3aM, IIPOU3BOIUTH
MIPaBUIIbHBIN BBIOOD rapameTpoB
CPEJICTB 3aIIUTH HHPOPMAIIHH.

IPaMMHO-AIMAPATHBIX CPEJICTB 3AIIUTHI
uHdopmanuu.

Bnaners:

- 0a30BBIMH HaBBIKAMH HCIOJIL30BaHMS
TEXHUYECKUX H KpUNTOrpaduuecKux
CPEICTB 3alMThl HMHPOpPMAMH TIPH
pemeHuu  3ama4  NpogeCCUOHATBHON
JCITSILHOCTH.

Bnaneer:

- 0a30BBEIMHM HABBIKAMHU HCIIOJIB30BAHUSA
TEXHUYECKHUX MPOrpaMMHO-aNNapaTHbIX
CpPEZCTB 3alIUTHI HH(OPMAIIHH.

OIIK-2.2

3HaTh:

- UCTOYHUKH U KIJIACCU(DUKAIUIO BO3-
MOKHBIX JIECTPYKTUBHBIX BO3JEHCTBUI
Ha MHPOPMAITMOHHEIE PECYPCHI;

- IPOTPaMMHBIE U allllapaTHBIE CPEACTBa
3amuUTel MHGOPMAIMW, HAMPABICHHBIC
Ha ONTHUMH3ALHUIO CTPYKTYpbl U (DYyHK-
[IUOHAILHBIX TPOIIECCOB OOBEKTA 3alllH-
Thl U €ro WH(GOPMAIMOHHBIX COCTAaBIISI-
FOIIHUX.

3HaerT:

- MPUHIUIBI OOecTICUeHUsT HHPOpPMAITH-
OHHOM 0€30MaCHOCTH C MOMOIIBIO IMPO-
rPaMMHO-AIIMAPATHBIX M TEXHUYECKUX
CPEJICTB 3alIUThl HHPOpMAITUH.

Ymers:

- aHAM3HUPOBATH W OICHUBATH BEPOST-
HBIH yiep0d OT AeCTPYKTHUBHBIX BO3JEH-
CTBUH Ha HH()OPMAIIMOHHBIC PECYPCHI,

- TIPUMEHSATH MPOTrPaMMHEIE U ammapar-
HBIC CpEJICTBA 3alIUTHl HHPOPMAIUU
JUIS ONTHUMH3AIUU CTPYKTYpHl U (YHK-
[IUOHAJBHBIX TIPOIECCOB O0OBEKTA 3allH-
Thl U €ro WH(GOPMAIMOHHBIX COCTABIIS-
FOIIUX.

YmMmeer:

- ONpeneNsiATh HEOOXOAMMBIA HHCTpPY-
MEHTapHii, MpOrpaMMHO-aNapaTHbIE U
TEXHUYECKUE CpEICTBA 3aIlUThl HH-

dbopmarnuu.

Biagers:

- METOJJaMU U CPEJCTBaMH BbISBICHUS
JNECTPYKTUBHBIX BO3JEHCTBUN Ha HH-
(hopMalMOHHbBIE PECYPCHI;

- crocobaMM YCTaHOBKH, HAaCTPOUKH U
UCIOJIb30BAaHUS MPOTPAMMHBIX U arlma-
PaTHBIX CPEACTB 3aIUTHl MHPOPMALUU
B aBTOMATH3UPOBAHHOM CHCTEME.

Bnaneer:

- HaBbIKAMU YCTAaHOBKH, HACTPOWKH U
METOJaMU, UHCTPYMEHTAMH TECTUPOBA-
HHSI TPOrPaMMHO-ANNapaTHbIX U TEXHU-
YECKUX CPEJICTB 3aIUThl HH(POPMAIUH.




1. COAEP’KAHUE U OB BEM JIUCHUIIJINHBI
€ YKa3aHHeM KOJMYeCTBA YACOB, BbIJIeJIEHHBIX HA KOHTAKTHYIO pa0oTy 00y4alouiuxcs
¢ mpenoaaBartesieM (110 BHIaM Y4eOHBIX 3aHSITHI) M HA CAMOCTOATEIbHYI0 PadoTy

Ouynas ¢popma 00yueHus

No HauMeHOBAHHE PA3IEIOB H TeM Bceero AyIMTOpHBIE 3AHATHUS Cam.
4acoB JIK 13 Jb Pab.
Pa3ned 1. «OcHOBHBIC NIOHATHSA M ONIPeeJIeHUs» 26 4 4 4 14
1 | Tema 1. Ilpenmer u OOBEKT 3aIUTHl WUH(POPMAIIHH. 12 2 2 2 6
OO6mwext 3amutel WHGopManuu. CaHKIMOHHPOBAH-
HbII M HECAaHKIMOHUPOBAaHHBIA jaocTyn. ba3oBbie
cBoiicTBa OezomacHocTH WH(pOpManuu. Yrpo3sl Oe3-
ONACHOCTH M KaHaJIbl peajlu3alii yrpos.
2 | Tema 2. Knaccudpukanus yrpo3 uHGOPMAIMOHHOM 14 2 2 2 8
6e3omacHOCTH. OCHOBHbIE NPUHIMIIBI OOECIIeYeHUs
uH(popMalnoHHON Oe3zonacHocTH. LleHHOCTH MHPOP-
manuu. CtaHgapTsl MH(OPMAIMOHHOW 0€30MacHo-
cti. Metoapl obecriedeHust 0€30MacHOCTH KOMITBIO-
TEPHBIX CHCTEM.
Pa3nea 2. «KomniekcHbIi MOAX01 K OCTPOECHUIO CH- 22 4 4 4 10
CTeM 3aLIUTHI OT HAPYIIEHHUsI CBOHCTB MH(pOpMALHN»
3 | Tema 3. IlocTtpoeHHWe CHCTEM 3alIUTHl OT Yrpo3 22 4 4 4 10
HapyleHuss KOH(UICHIHMATbHOCTH HHMOpMAIHH,
HApYIICHHS EJIOCTHOCTU ¥ HAPYIICHUS TIOCTYITHOCTH
Paznen 3. «Mojaean KOHTPOJIA KOHPUIEHIHATHHOCTH H 16 2 2 2 10
1eJIOCTHOCTH MHGpOPMaLLUN»
4 | Tema 4. [lonarue nonutuku Ge3onacHocTH. Moaenu 16 2 2 2 10
KOHTPOJIsI KOH(PUIEHITMAIbHOCTH UH(OpMaLUH
Paznea 4. «AnenTuduxanus u ayreHTHGUKALUSI» 16 2 2 2 10
5 | Tema 5. IlaponpHast ayreHTH(uUKanus. AyTreHTH(HU- 16 2 2 2 10
Kalus Ha OCHOBe ceptudukaToB. Vcnonb3oBaHue
ayTeHTU(ULUPYIOIIUX YCTpoWcTB. bromerpuueckue
METO/bI AYTCHTU(UKAITIH
Pa3nea 5. «Kontpoaps neaocrHoctu uHpopmanuu. Ilo- 10 2 2 2 4
HSATHE YJIeKTPOHHOI MOAMUCH»
6 | Tema 6. CepTudukarsl OTKpPBITHIX KJItOUeH. ¥YmgocTo- 10 2 2 2 4
BEPSIOIIMNA LEHTP. TEeXHOJIOrMM 3JIEKTPOHHOM MOJ-
nucH Ha OcHOBe MOK. [loxTBepkaeHue poBepus
AJIIEKTPOHHOM MOANUCH. JlOBEpEHHBIE KOPHEBBIE Y10~
cToBepsromue nHeHTpel. ObecredeHne pUanIECcKon
3HAYMMOCTH
Pa3nea 6. «3amura nHpoOpManuu B KOMIIBIOTEPHBIX 18 4 4 4 6
cetsax. UndopmannonHasi 6e30acHOCTb B ONepanu-
OHHBIX CHCTEMAaX»
7 | Tema 7. OCHOBHBIE THUIIBI CETEBBIX aTaK M METObI 9 2 2 2 3
npoTtuBozeicTBus uM. Obecrieuenue HHPOPMAaIIMOH-
HOM 0€30IaCHOCTH CeTeH.
8 | Tema 8. [IpuMeHeHUE TEXHOIOTUU MEXKCETEBbIX dKpa- 9 2 2 2 3

HOB. YTpo3bl 0€30I1aCHOCTH ONEPAL[IOHHON CHCTEMBI.
AJIMUHUCTpPAaTHUBHBIE MEPHI 3AIUTHI.




Dopma omyemnocmu 3aueT

Konmponw

IK3ameH

Hmozo 3a 5 cemecmp 108 18 18 18 54
B T.4. IPAKTHYECKAsl MOJITOTOBKA

UTOTO 108 18 18 18 54

OuHo-3204Has1 popma 00yueHHs
HE peanu3yercs

3aounas ¢popma oOyueHus
HE peanu3yercs

I11. OUEHOYHBIE MATEPHUAJIBI JIJIS IPOBEJEHUS TEKYIIENA U
MNPOMEXKYTOUHOM ATTECTAIIMU OBYYAIOIIUXCS IO JUCHUIJIMHE

Tekymias arrectaus pOBOAUTCS B (POpME KOHTPOJIBHON PabOTHI.

TunoBoii BApMAHT KOHTPOJIbHOH PadoTHI

Kpatko onumure Mosieab NOTEHIUAIBHOTO HAPYILIUTEISL.

OcHOBHbIE KaHaJIbl YTEYKU UH(DOpMAIUH.

OxapakTepu3yiTe CBOMCTBA JOCTOBEPHOCTH U CBOEBPEMEHHOCTH MH(POPMAIUH.

. IlpuBenute knaccupukanuo KoHPHIESHIMAILHON MHpopMauuu. Yem ompenensercss LeH-
HOCTb HUH(popManun?

5. Ilpenmer 3aumtsl HHpOpMALH

6. OxapakrepusyiiTe HHPOPMAIIIIO U €€ CBOICTBA.

7. OmnextponHbiit fokymeHT (D/]). [loustue D/1. Tunst D/1.

8. Bwuasl unpopmaru B KC. Undpopmarmonnsie notoku B KC. I[ToHsATHE HCTTOTHIEMOTO MOITYJIS.

9. Va3BUMOCTb KOMIBIOTEPHBIX cucTeM. [loHATHE HOCTYyMa, CYyOBEKT U OOBEKT JI0CTYIIA.

10. Tlonstue mecankumonupoBanHoro nocryna (HCJ), xmaccel u Bumet HCJ. Hecankumonupo-
BaHHOE KOMHUpPOBaHME Nporpamm Kak ocoosrit Bug HC/I.

11. lonsiThe 370YMBIIUIEHHUKA; 3JI0YMBIIUIEHHUK B KpUOTOrpaguu M MpU PELICHUU MpodiieM
komnbroTepHO 6e3onacHoctu (Kb).

12. TomuTrka 6€30MacCHOCTH B KOMITBIOTEPHBIX crcTeMax. OIeHKa 3alUIeHHOCTH.

13. Cnoco0sl 3a1uThl KOHPUIEHIMATBHOCTH, LEIOCTHOCTH U JocTynHocTH B KC.

14. PykoBopsmme JOKyMEHTHI [ 0cTeXKOMHUCCHH 110 otieHke 3amuiieHHocTa ot HC/I.

15. Tlonstue uaeHTH(PUKALUKN MOJIb30BATENs. 3ajavya HIeHTU(UKAIMU monbs3oBatens. [lonsTue
npoTokoJyia uaeHTudukanuu. JlokanpHas U ynajaeHHas uaeHtudukamnus. Mnentudunupyromas nadopma-
1yt (OHSTHE, CIIOCOOBI XpaHEHUs], CBSI3b C KJIIOYEBBIMU CUCTEMaMH).

16. OcHoBHBIe TOX06I K 3amuTe qaHHbXx oT HCJI. Iudporanue. Kontpons mocryma. Pasrpanu-
YEeHHUE JI0CTYTIA.

17. ®aiin kak 00beKT moctymna. OneHka HaJe)KHOCTH CUCTEM OTPaHUYCHHUS JOCTYIa — CBEJEHUE K
3aJa4e OLEHKH CTOMKOCTH.

18. Opranmzanus gocryma k Qainam. Mepapxudeckuii noctyn k daitnam. [Torsatie atpudyToB 1o0-
cryna. Opranuzaiys 1ocTyna K ¢aiinam pazanyabix OC.

19. 3amuTa ceTeBoro (GaiJIoBoro pecypca Ha MpruMepax opraHu3aliy J0cTyma B pa3mmaabix OC.

20. CriocoOsl ¢ukcanuu ¢axkropoB goctyna. JKypHalbl JOCTYNa U KPUTEPUH UX MH()OPMATUBHO-

NS

5



CTH.

21. BeigBneHHe Cle0B HECAHKIMOHUPOBAHHOTO AOCTYyNa K (aiiiaM, METOJ HHUIMUPOBAHHOTO
HC/I.

22. JlocTym JaHHBIX CO CTOPOHBI Ipoliecca (MOHATHE; OTIIMYHSA OT JIOCTYIA CO CTOPOHBI TOJIb30Ba-
TEJIs).

23. TlonsTHe M pUMEPHI CKPBITOTO 0cTyma. HaleXHOCTh CUCTEM OrpaHUYeHHs JOCTYIIA.

24. 3amuTa MaccuBOB MH(OpManuu oT m3MeHeHHus (MMuTo3ammura). Kpunrtorpaduueckas nocra-
HOBKA 3allUThl OT U3MEHEHUS NaHHbIX. [101X0bI K pelIeHHIO 3a/1a41 3alUThI JaHHBIX OT U3MEHEHHUS.

25. 3ammTa OT pa3pylIaIIUX MPOTPAMMHBIX BO3JeHCTBUN. BUpychl kKak 0coOBIi Kilacc paspylia-
IOIUX MPOTPAMMHBIX BO3JIeiicTBUI. HeoOX0auMBbIe U TOCTATOYHBIE YCIOBUS HEAOMYIICHHUS pa3pyIIatolie-
ro BozaeucTBus. [ToHsATHE N30IMPOBAHHONM MPOTPAMMHOM CPEJIbI.

26. IlocTpoenue nmporpaMMHO-aNIAPaTHBIX KOMILJIEKCOB HIM(POBAHHUS.

27. AmnmapaTHble ¥ IIPOrpaMMHO-aIIapaTHbIe CPEACTBA KPUIITO3AIUTHI NaHHBIX. [locTpoeHue amn-
[apaTHBIX KOMIIOHEHT KPUIITO3ALUTHl JaHHBIX, cnenuanusupoBaHHble CbUC kak Hocutens aiaroputma
G pOBaHUS.

28. 3ammra anroputMa MUGPOBAHUS; MPUHIMIT YyBCTBUTEIBHONW OOJACTH M TPHHIUII TIABHOTO
KITIOYa.

29. HeobOxoauMele U JOCTaTOYHBIC (QYHKIMH arapaTHOTO CPEACTBAa KpHUITO3amMThL. [IpoexTupo-
BaHUE MOJYJIEH KpUIITOIIPeoOpa30BaHNii HA OCHOBE CUTHAIBHBIX MPOIIECCOB.

30. Knaccudukanus 3anmmaeMsix KoMmoHeHT [I9BM: oTdyxaaeMbie 1 HEOTUYKJaeMbIe KOMIIO-
HeHThl [I19BM.

31. Iponecc HavansHOH 3arpy3ku [I1DBM, B3anMoeiicTBre anmapaTHON U MPOrPaMMHOI 4acTel.
Mexanuzmsl pactmpennst BIOS. TIpenmyiiectBa 1 HeI0CTaTKU MPOTPAMMHBIX U allllapaTHBIX CPEICTB.

32. CnocoObl 3ammThl MHPOPMALMKM HA ChEMHBIX JucKax. OpraHusanusi Mpo3pavyHOro pPexuMa
G pOBaHUS.

33. HapmexxHOCTB CpencTB 3alIUThl KOMIIOHEHT. [IoHsATHE BpeMEHHOW M rapaHTHPOBAHHOW HAJIEX-
HOCTH.

34. HecaHKIMOHUpPOBaHHOE KOMHMpOBaHHWE Tporpamm. FOpuandeckne acmeKTbl HECaHKIHOHHPO-
BaHHOI'O KOMMMPOBaHUs nporpaMM. HecankimoHnpoBaHHoe konupoBanue nporpamm kak tun HCI.

35. 3ammra mporpaMm OT HECAaHKIIMOHHWPOBAHHOTO KOMHMPOBaHUs (0OIIee MOHATHE 3aIIUTHI OT KO-
nupoBaHust). Pa3HOBUHOCTH 3a/1a4 3aIIUTHI OT KOMMPOBAHMUS.

36. Ipusszka 1O x ammapaTHOMY OKpYXEHHIO M (DMU3MUECKHM HOCHUTENSIM KaK €IUHCTBEHHOE
CpeACTBO 3aluThl OT Konuposanus [10.

37. Ipusszka mporpamMm K ruOkuM mammHHBIM auckam (I'MJI). Ctpykrypa manHeix Ha [I'MJI.
VYmpasnenue konrpoiepom I'M/I.

38. CriocoObI co31anmsi HEKOMMPYEMBIX METOK. TOUYHOE M3MepeHHe XapaKTepUCTHK (OpMaTHpPOBa-
HUS TOPOXKKU. TeXHOIOTUs «ClIabbIX OUTOBY.

39. ®usnueckre METKU B TEXHOJIOTHUS pabOThI C HUMH.

40. TIpuBs3ka mporpamMm K >XKecTKUM MarHuTHbIM auckam (QKM/I). OcoOeHHOCTH NpHBSI3KH K
KM, Bunsr metok Ha XKM/I. [TpuBsizka k mpourM KOMIIOHEHTaM IITaTHOTO o0opynoBanust [ID9BM.

41. TIpuBszka K MOPTOBBIM Kito4aM. Mcronp30Banue AOMONMHUTENBHBIX IUIAT paclupeHus. Meto-
JIbl «BOJISIHBIX 3HAKOB» M METO/Ibl «OTIIEYATKOB MAJIBLIEBY.

42. Xpanenue Kiroueit HHGopMaIuu.

43. CekperHasi ”HPOPMAIHSI, UCIIOIb3yeMast Il KOHTPOJISI JOCTYIIA: KITFOUH U TTapOJIH.

[IpomexxyTouHasi arTectalys OOy4arolMXCsl OCYHIECTBIsIETCS B (OopMe 3ayeTa C UcC-

IMOJIb30BAHHUEM CIICAYIOINNX OOCHOYHBIX MATCPHUAJIOB: nepedeHsb 60NpoCco6 K 3aventy .



Bomnpocs! k 3auery
(5 cemecTp, ounasi popma 00yUeHH)

1. Tloustue «1udpopmanmonnas 6e30macHOCTb». OCHOBHBIE METOIOJIOTUYECKHAE U HOPMATUBHO-
MIPaBOBbIE TOKYMEHTHI IO HH()OPMALIMOHHON OE30MIaCHOCTH.

2. OCHOBHBIE MOHATHSA 10 3aIIUTE KOMIBIOTEPHBIX JaHHBIX. J[OCTy K MHPOPMALIUHU, CAHKIINO-
HUPOBAHHBIN JOCTYM, HECAHKIIMOHUPOBAHHBIN JOCTYI, KOH(UIEHINATHHOCTh JaHHBIX, CYOBEKT U 00b-
eKT MH()OPMAIIMOHHBIX TEXHOJIOTHH, JOCTYIMHOCTh KOMIIOHEHTA WIIM pecypca CUCTEMBI, yrpo3a Oe3omac-
HOCTH aBTOMAaTH3WPOBAHHON HMH(POPMAIMOHHON cucTeme, yiiepO Oe3omacHoctH, ys3Bumocth ACOU,
aTaka Ha KOMITBIOTEPHYIO CUCTEMY, ITOJTUTHKA O€3011acHOCTH.

3. OcHoBHble BHIBI yrpo3 0€30MacHOCTH KOMIBIOTEPHBIX CHUCTEM, YTPO3bl HapyllIEeHHUS Iie-
JIOCTHOCTH HH(OpMaIHMHU, YTpo3bl HapymieHus paborocriocoonoct ACOU u oTKa3bl B pabore.

4.  CTpyKTypHbIE COCTABIJIAIOIIME TUIOTETHMYECKON Mojaenu HapymuTens, lIpegHamepeHHbIe
MOTEeHIHaJIbHBIE YTPpo3bl. Kilaccudukanus kKaHaloB HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

5. Hawubonee pacnpocTpaHeHHBIE CIIOCOOBI HECAHKIIMOHUPOBAHHOTO JIOCTYMa B KOMIIBIOTEPHBIX
texHonorusix. IlepexBar maposeil, Mackapal, HE3aKOHHOE HCIOJb30BaHUE NPUBUIETHM, MaCCUBHOE
BropkeHre B ACOW, akTUBHOE BTOPIKEHHE.

6. OcHOBHBIE TOJXOMABI U TMAPUPOBAHMUA M HEHTpalM3aluu yrpo3 MHPOPMAMOHHOW 0e3-
OIMMACHOCTH: (pparMeHTapHBIN MOIXO0] U KOMITJICKCHBIH MOAXO/I.

7. Ilonutuka OGe3omacHOCTH. Buapl monuTtuku 0e30macHOCTH: M30WpaTesibHas MOJUTHKa Oe3-
OTIACHOCTH, MTOJIHOMOYHAS MOJIUTHKA 0€30aCHOCTH.

8. Drambl OCTPOCHHS CHUCTEMBI 3alIMTHl ABTOMATHU3WPOBAHHBIX HMH(POPMALMOHHBIX CHCTEM.
Cocraisomue OTAENbHBIX ITAOB.

9.  OcHOBHBIE 33J]a4¥ METOJIOB 3aIIUTHl HHPOPMALUU B aBTOMATU3UPOBAHHBIX WH(POPMAIMOH-
HbIX cuctemax. [IpuHumns! cucremsl 3amuTel nHGopmanuu B ACOU.

10. Hpentuduxamus ¥ MpoBEpKa MOIIMHHOCTH 3JEKTPOHHBIX JOKYMEHTOB W MOJB30BaTeleH
KOMIIBIOTEPHBIX TEXHOJIOTHH.

11. . Unentuduxanuss 1 MeXaHU3Mbl MOATBEPXKACHUS MOJJIMHHOCTH Iosb3oBaTess. B3aumuas
IIPOBEPKH MOJJIUHHOCTH MOJIb30BATENIEH.

12. Tlpomemypa «pyKOIIOXKaTHS.

13. IIpoTokosbl ayTeHTH(PHUKALMU C HYJIEBOH Nepeaayeil 3HaHUM.

14. TlapannenbHas uaeHTU(PHUKALUS C HYJIEBOM Nepeadyell 3HaHUH.

15. Cucrema uaentudukanuu I'nmnoy-Kyunckyorepa.

16. VYmpamnenue kpunrorpaduueckumu kirodamu. ['eHeparus U XpaHeHHE KITFOUeH.

17. Hepapxus xmroueil mr@poBaHus JaHHBIX B KOPIIOPATUBHBIX KOMIIBIOTEPHBIX CUCTEMAX.

18. Pacnpenenenue Kiroueii B KOPIIOPATUBHBIX KOMIBIOTEPHBIX cUcTeMax. Vcnonp3oBanue of-
HOTO WJIM HECKOJIBKUX LIEHTPOB pacnpeaeneHun kmoueil. IIpsMoil oOMeH ceaHCOBBIMH KIIHOYaMU MEXIy
CaHKIMOHUPOBAHHBIMU TOJIb30BATEIISIMHU.

19. MexaHu3Mm 3amnpoca — OTBETa B CETEBBIX TEXHOJIOTUSIX, MEXaHU3M OTMETKHU BPEMEHHU.

20. Pacnpenenenue kirode ¢ yuactreM LleHTpa pacnipeieieHnn KITtodei.

21. TIpoToKoI Uil CAMMETPUYHBIX KPUIITOCHCTEM C UCIIOJIb30BAHUEM OTMETKHU BPEMEHHU.

22. TIpoTOKON Al aCHMMETPHUYHBIX KPUITOCHCTEM C HCIIOJIB30BAaHHEM CEPTH(PHKATOB OTKPHI-
TBIX KIIFOUEH.

23. AJNTOpPUTM OTKPBITOTO pactpeneneHus kirouei Jndpu-Xemmana.

24. TIportokon SKIP ynpaBieHus KpUITOKIIOUAMH.

25. AyreHTH(UKAIHS MOJIH30BaTENeH Kak OCHOBHON KOMITOHEHT MEKCETEBBIX JKPaHOB.

26. Cxema 3alMThl KOMIBIOTEPHBIX CETEBBIX TEXHOJIOTUH HAa OCHOBE MEKCETEBBIX JKPAHOB:
GUIBTPYIOMMIA MapIIpyTHU3aTOP, MEXKCETEBOW SKpaH Ha OCHOBE JIBYHOPTOBOIO MUII03a, MEXKCETEBOU
9KpaH Ha OCHOBE 3KPAHMPOBAHHOI'O U033, SKPAaHUPOBAHHAS MOJCETh, MEKCETEBbIE SKPAHbI JIs Opra-
HU3aLUM BUPTYAJIbHBIX KOPIOPATUBHBIX CETEH.

27. TIporpamMMHBIC METOJIBI 3AIIUTHI CETEBBIX TEXHOJIOTHIA B Internet cTpykTypax.
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28. 3amuTa JaHHBIX B 3JIEKTPOHHBIX IUIATEKHBIX CHCTEMAX.

29. IlpuHuuns! GyHKIMOHUPOBAHUS JCKTPOHHBIX IIATEKHBIX CUCTEM.

30. DnexTpoHHBIE IJIACTHUKOBBIE KapThl. [laccuBHBIE M aKTHUBHBIC MJIACTUKOBBIE KapThl. OCHOB-
HBIE TUIBI AKTUBHBIX TJIACTUKOBBIX KapT: KApThI-CUETYNKH, KAPTHI C MAMATHIO, KAPTHI C MUKPOIPOIIECCO-
POM, KapThl C KOHTAKTHBIM CUUTHIBAHHEM, KaPThl C MHAYKIMOHHBIM CYUTBAHUEM.

31. Tlepconanpubiii uaeHtupukanuonnslidi HOMep (PIN). OGecmeuenune OGe3omacHOCTH 3JEK-
TpoHHO-TU1aTekHOM cuctemsl POS (Point-0f-Sale), cxema dynkiuonuposanus POS.

32. OobecrieueHre 6€30MACHOCTH OAHKOMATOB B AJICKTPOHHBIX IJIATEKHBIX CHCTEMaX, cXeMa 00-
MEHa COOOIICHUSIMH MEXIy 6aHkomaTtoM U xocT-DBM 6anka pou uaeHTU(UKAINM U IIJIaTEXKe, CXeMa
npoxokaeHust TaHHbIX ¢ PIN kiauenTa Mexay 6ankoMaTroMm, 0aHKOM-3KBaiiepoM U 0aHKOM-3MHTEHTOM.

33. VYumBepcanbHas miatexHas cuctema UEPS (Universal Electronic Payment System), coctar
U apXUTEKTypa IUIAaTEKHOU CUCTEMBI, PACIIPEACIICHUE KIII0UEH U IIapojIeH, UK IUIATEKHON TPaH3aKIIUH.

34. Toprossle TepMuHaIbl, GOPMUPOBAHNE CECCUOHHBIX KIIIOUEH, YMUCCHSI KapTOUEK, pa3rpaHHu-
YEeHHUE OTBETCTBEHHOCTH MEXAYy OaHKaMHU-Y4aCTHUKAMH OOIIEH IIaTeXHOH CHCTEeMBbI, JBOWHOE mmdpo-
BaHUeE 3allMCH O TPAH3aKIMU Ha KJIouax O0aHKa-dKBaiiepa U 0aHKa-dMHUTEHTA.

35. OobecrieueHre 6€30aCHOCTH JIEKTPOHHBIX TUIATEXEH depe3 ceThb Internet.

36. Aptopuzanus u mudpoBaHue GuHAHCOBON MHGOpMaIu B ceTH Internet.

37. Tlporokonsl mmdppoanuss SSL (Secure Socket Layer) u SET (Secure Electronic Transac-
tions), ucmonas30BaHKMe CEPTUPHUKATOB.

38. OredecTBEeHHBIE MPOTPAMMHO-AINIAPATHBIE CPEICTBA KPUMITOTPAPHUECKON 3aIMUTHl KOMITh-
IOTEPHBIX CHCTEM.

39. CpexacrtBa U CUCTEMBI YIPaBICHUS KOHTPOJIEM JOCTYIA B KOMIBIOTEPHBIX TEXHOIOTHSX.

40. OcHoOBHBIE MTOJXO/IBI K 3aIIMTE JaHHBIX OT HECAHKIIMOHUPOBaHHOTO AocTyma. [lludpoanue.
Kontpons nocrymna. Pasrpannyenns goctyna k Qaiimam.

41. 3amuTa NpOrpaMMHOIO MPOAYKTa OT HECAHKIIMOHUPOBAHHOTO KOTIUPOBAHHUS.

42. HecanknuoHupoBaHHOE KonMpoBaHue nporpamm kak tun HC/I.

43. HOpuanueckue acreKThl HeCAaHKIMOHUPOBAHHOTO KOMUpOBaHUs mporpamMm. OO01ee NoHATHE
3alIUTHI OT KOMTUPOBAHMS.

44, Pa3HOBUAHOCTHU 33/1a4 3alIUTHI OT KonupoBaHus. [1oaXobl K 3a/1a4e 3aIIUThl OT KOIUPOBa-
HUSL.

45. Tlpusszka 1O k anmapaTHOMY OKpYXEHHMIO M (DU3HYECKMM HOCHTENSIM KaK €IMHCTBEHHOE
CPEACTBO 3aIIUTHl OT KOTIMPOBAHUSI.

46. TlpuBszka k BHEIIHUM (100aBisieMbIM) 35eMeHTaM [I9BM. TlpuBsizka K HOPTOBBIM KJIHOUaM.
Hcnonp30BaHne TOTIONMHUTENBHBIX IJIAT PACHIMPEHHUS.

47. Metoasl «BOASHBIX 3HAKOB» M METOJIbl «OTIEYATKOB MaJIbLIEBY.

48. 3amuTa MPOrpaMMHOTO MPOIYKTA OT U3yUESHHS.

49. W 3ydeHue u oOpaTHOE MPOEKTHPOBAHUE MIPOrPAMMHOI0 00ECIIEUeHMS: TIOHATHE U3yUeHUS U
00paTHOTO MPOEKTUPOBAHUS MPOTPAMMHOTO OOECIeYeHHsI, CIOCOObl U3YUYEeHHS MPOTPAMMHOI0 olecrie-
YeHusl (CTaTUYEeCKOe U JMHAMHUYECKOe M3y4deHHE), BpeMEHHas HaJeKHOCTh (HEBO3MOXKHOCTh obecreue-
HUS TapaHTUPOBAHHOMN HAICKHOCTH).

50. 3anmauum 3amUTHI TPOTPAMMHOTO MPOIYKTA OT U3YYEHHS M CIIOCOOBI UX PEIISHUI: 3aluTa OT
OTJaJK{, TMHAMHYECKOEe TIpeoOpa3oBaHue KOJa,

51. MUrepaTuBHBII nporpaMMHbIi 3aMOK A. [lonaruxa

52. TlpuHOWO JOBYIIEK W TPUHIWI H30BITOYHOTO KOJAA, 3aIldTa OT JU3acCeMOJIMPOBAHMS,
MIPUHIUI BHEIIHEH 3arpy3ku (aiiioB, TMHaAMUYecKass MOAU(UKALIKS TPOrpaMMBbI, 3aIlUTa OT TPACCUPOB-
KH TI0 TIPEPHIBAHHSIM.

53. ACHEeKTHI 3aIIUThI OT UCCIIEAOBAHMS: CITIOCOOBI aCCOLIMAHUPOBAHUS 3aUTHI U IPOTPAMMHOTO
o0ecrieYeHus1, OleHKa HaJIS)KHOCTH 3aIIUTHI OT OTIIA]IKH.

54. 3ammTa OT pa3pylIaOMKX MPOrPaMMHBIX BO3ICHCTBUIA.

55. Bupycsl kak 0coOBIi KJIacC pa3pylIaloldX MPOrpaMMHBIX Bo3jaeicTBuil. HeoOxoaumeie u
JIOCTaTOYHBIE YCIOBUS HEJIOMYILEHHs pa3pyIlaoiero BO3AeHCTBUS.
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56. IlonsATHE M30JUPOBAHHOM MPOTPAMMHOMN CPEJIBI.

IV. IEPEYEHD JIUTEPATYPBI, HEOBXOJIUMOW JUISI OCBOEHMS
JUCHUATIIMHBI

4.1. OcHoBHas JUTEpaTypa

1. TIporpammHo-amnmapaTHbIe CpelcTBa 3auuThl nHpopMaruu : yueobnoe mocodue / JI.X. Mudraxona,
A.P. Kacumosna, B.H. Kpacunpaukos u ap. — Cankr-Ilerepoypr : U1 "Unrepmenus”, 2018. — 408 c.
: CXEM., TalJI. — Pexum JOCTyMa: o MOJINKCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=481123 (nata ooOpamenus: 01.09.2021). —
bubmuorp.: c. 404-405. — ISBN 978-5-4383-0157-8. — TekcT : 37E€KTPOHHBIA.

4.2. lonoJHUTEIbHAS JIUTEPATYpPa

1. IIpoxymes, S.E. [IporpammHo-anmapaTHbIEe CpelCcTBa 3allUThl WH(MoOpMauu : yueOHoe mocodue /
SL.E. Ilpokymie. — Caunkrt-IletepOypr : UL "UuaTepmenus”, 2017. — 168 c. : cxeM., Tabdn. — Pexum
noctyna: o moamucke. — URL: https://biblioclub.ru/index.php?page=book&id=481158 (nara oopa-
menus: 01.09.2021). — bubnumorp.: c. 154. — ISBN 978-5-4383-0147-9. — TeKcT : 2I€KTPOHHBII

2. IlporpammHO-ammapaTHbIE CpEACTBA 3alIMTHI WH(OPMAIIMOHHBIX CHUCTEM : ydeOHoe mocobue /
10.10. I'pomos, O.I'. IBanoBa, K.B. Crapony6oB, A.A. KaasikoB ; TaMOOBCKuil rocyaapCTBEHHBIH
TEXHUYECKH yHUBEpcUTET. — TaMO0B : TaMOOBCKUI rocy1apCTBEHHBIN TEXHUYECKUN YHUBEPCUTET
(TrTY), 2017. - 194 c. : wi. — Pexum jgocrynma: 1o  HOANHMCKE.  —
URL.: https://biblioclub.ru/index.php?page=book&id=499013 (nata oOpamenus: 01.09.2021). —
bubmuorp.: c. 190. — ISBN 978-5-8265-1737-6. — TekcT : 3JE€KTPOHHBIA.

V. IIEPEYEHb PECYPCOB HUH®OPMAILIMOHHO-
TEJEKOMMYHUKAIIMOHHOMN CETU «MHTEPHET», HEOBXOJUMBIX
JJIAA OCBOEHUSA TUCHUIIJIMHBI

Cceblika HA HaumeHnoBanue pa3padoTku

o . HoctrynHocTs
HH(OpPMalLMOHHBII pecypc B 3JIeKTPOHHO# (opme

1. http://edu.ru/ Poccuiickoe o6pa3oBa-
Hue: DegepanabHbIi CB0OOIHBIH J0CTYN
nopraJ. Bkiaroyaer
CCbUIKM Ha IMOpTajlbl H
caifTel 0Opa3oBaTeNbHbIX
YUpPEKIACHUM; rocyuap-
CTBEHHbIC o0pa3oBa-
TCJIBHBIC CTaHOapThI;
HOpPMAaTHBHBIE JIOKYMEH-
TBI; KaTaJIOT SKCKYPCHI 1
00yyYaroImux Mporpamm.

http://citforum.ru/database/osbd/contents.shtml WudopmarmonHo-
2. aHanmuTH4Yeckue MaTepu- | CBOOOAHBIN noCTyn
aJIbI



https://biblioclub.ru/index.php?page=book&id=481123
https://biblioclub.ru/index.php?page=book&id=481158
https://biblioclub.ru/index.php?page=book&id=499013
http://edu.ru/

V1. COBPEMEHHBIE IPO®ECCHUOHAJIBHBIE BA3bI JAHHBIX
N UTHOOPMAIINOHHBIE CIIPABOYHBIE CUCTEMBI

Perucrpanus yepes Jiro-
00if YHUBEPCUTETCKHI
KOMIIBIOTED.

DNeKTPOHHO-ONOIMOTeYHAs o
B nanpHeiimem npemo-

- cucrema (ObC
1. | http://www.biblioclub.ru ( ) CTaBISICTCS HEOTPaHUYCH-
YHuBepcuterckas 6ubimoreka oH- . .
At HBII WHAWBUTYaTbHBINA

JIOCTYII U3 JII0O0M TOUKH,
B KOTOPOW UMeeTCs J10-
cTyn K cetu MHTEpHET

www.garant.ru y .
WNudopmanoHHO-TIpaBOBO mopTal CB0OOIHBIH JOCTYT

Poccuiickuit nHGOpMAITMOHHBIN TTOP-
3. | www.elibrary.ru TaJI B 00JIACTH HAYKH, TEXHOJIOTHH, CBOOOHBINI JOCTYTT
MEJTUIMHBI H 00pa30BaHuUs

Poccuiickas KOMIIBIOTEPHAsS CIIPABOY-
HO-IIPaBOBasi CUCTEMA

4. | www.consultant.ru CBOOOHBII JOCTYTT

VIl. JUOEH3UMOHHOE U CBOBO/HO PACITPOCTPAHSAEMOE
IHPOI'PAMMHOE OBECIIEYEHHUE

[Tpu peanmzanmy y4eOHOW AMCHUIUIMHBI IPUMEHSETCS CIeIyIoIee JIMIEH3HOHHOE U CBOOOIHO pacIpo-
CTpaHsACMOC IIPOIrpaMMHOC 06CCH6‘1€HI/IGZ

- Microsoft Windows;

- Microsoft Office;

- Libre Office u np.

ViIl. OBGOPYAOBAHUE U TEXHUYECKHUE CPEJACTBA OBYYEHUNA],
HEOBXO/UMBIE JIJ151 OCYHECTBJIEHUSA OBPA30OBATEJIBHOI'O
HNPOLECCA 11O AUCIUIIJIMHE

VY4eOHbIe 3aHATUS TPOBOIATCS B ayAMTOPHAX, YKOMIUICKTOBAaHHBIX CIICHATH3HPOBAHHOM
MeOelbI0, B TOM YHUCIIC CTAI[MOHAPHBIMU WJIM TIEPECHOCHBIMU TEXHUYECKUMH CPEJCTBAMH OOyUYCHHS
(IpoeKTop, 3KpaH, KOMIBIOTEP/HOYTOYK).

JlabopaTopHbIe 3aHSTHS, TPYIIIOBbIC ¥ WHAWBUIyalIbHbIC KOHCYIbTAIIMU, TEKYIIAs U MPOMe-
JKYTOYHAs aTTECTAI[MH TPOBOJATCS B CIICIIUATN3NPOBAHHBIX KOMIBIOTEPHBIX Kiaccax. [lepedeHs oc-
HOBHOTO O0OpPY/IOBaHHsS: aBTOMAaTH3WPOBaHHBIE pabodrMe MecTa C KOMIBIOTEpaMH, MPOrPaMMHOE
obecrnievyeHue o01Iero u npodeccuoHaATbLHOTO Ha3HAYCHUS.

CamocrosTenpHas paboTa MPOBOANTCS B KAOWHETAaX, OCHAIIEHHBIX KOMITBIOTEPHOH TEXHUKOM
C BO3MOXKHOCTBIO MOJKIIOYECHUS K ceTh «MHTepHeT» U o0ecreueHrneM JI0CTyna B 3JIEKTPOHHYIO WH-
(dbopMarmoHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

[IpenycMOTpeHBI MOMEIICHUS ISl XpaHEHHS M NMPOQUIAKTHYECKOTO OOCITY)KMBaHHS y4eOHOTO
00opyIOBaHUA.
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