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PABOYAA ITPOI'PAMMA IUCIUITIINHBI

b1.B.01.09 3amuTa uadopManu B KOMIBIOTEPHBIX CETHAX

Hanpagsaenne noaroroBku: /0.03.01 Ungpopmayuonnas 6ezonacHocmo

HanpaBaennocts (mpopuisb): Opeanuzayus u mexHoro2uu 3aujumaol ungopmayuu (no ompaciu
unu 8 cghepe npogeccuoHaIbHOU 0esimeabHOCmU)

KBanundukauus (crenenn): oaxanasp

dopma 00yueHUs: ouHas

HMHceTHTYT: MaTeMaTUKH, €CTECTBO3HAHUS U TEXHUKH
Kadeapa: maremarnueckoro MoaeIupOBaHUsI, KOMIIBIOTEPHBIX TEXHOJOTUN U MH(POPMALIMOHHOM
0e30macHOCTH

ouHasi popma O0YHO-320YHAS 3a04yHas popma
dopma
Kypc 4
Cemectp 7
Jlexknun 20
JlabopaTopHble 3aHATHSA 20
IIpakTuyeckue (ceMUHAPCKHE) 3aHATHSA 10
B T. 4. IPAKTHYECKAs MOATOTOBKA 4
®opma(bl) MPOMEKYTOYHOM aTTeCTAlNU Ix3amen — 0,3
KonTtpoJas 9
HNuble popmbl padoThl
CamocrosiTesbHast padoTa 84,7

Bcero uacos: 144
TpynoemkocTb: 4  3a4eTHBIX eIHHUIBI.

Pazpabotuuk(u) paboueil mporpamMmsl:
KaHouoam uzuko-mamemamuieckux Hayk, 0OueHm C.A. Pourynkun




|. OPTAHM3AIIMOHHO-METOJUYECKHWH PA3EJI
He.]Ib H3YyYCHUHA TUCHUILIINHBIL

(dhopMupoBaHHE y 00YJAIOIIMXCSl 3HAHUN U YMEHUH 10 3alUTe KOMITBIOTEPHBIX CETEH C
IIPUMEHEHUEM COBPEMEHHBIX MPOrPAMMHO-AIIAPATHBIX CPEACTB.

33[{8‘11/1 H3YYCHUA TUCHUIIJIUHBI:

- (hopmupoBaHKe y 00YJIAOIIUXCS 3HAHUH 0 METOAAX M CPEJICTBAX 3AIIUTHI MH(OOPMALIUU B KOMITh-
FOTEPHBIX CETSX;

- 03HAaKOMJICHHE OOYJAIOIIUXCS C TEXHOJIOTUSIMHU MEKCETEBOTO SKPAaHUPOBAHHS;

- 00yueHne 00y4JaroInXcsl BOIIPOCaM YPOBHS 3alUIIIEHHOCTH HH()OPMALIMOHHBIX

CHCTEM.

Mecto nucununinnbl B cTpykrype OIIOIL: peanusyercs B BapuaTUuBHOM YacTu (4a-
ctH, popMupyeMoii ydacTHUKaMHU 00pa30BaTeIbHBIX OTHOIIIEHUH) O10Ka b1. Jlucrumimab

(Momymn).

Ilnanupyembie pe3yJabTaThl 00YUYCHHUs 10 TUCHHUILIMHE:

Ko HNuaukatopsl qocThxkeHus: komnereH- | [liianupyemsie pe3yjbTaThl 00yve-
KOMIeTeHIHH o i
M0 AUCHMILIIHHE
3HaTh: 3Haer:
- JCHCTBYIOIIME TIPABOBBIE HOPMBI, | - TEXHOJIOTHHA OOHAPY>KEHHS KOMITBIO-
obecneunBaroiue 00pr0y ¢ KOppyIuueil | TEpHbIX aTaK U UX BO3MOXHOCTH;
B Pa3IUYHBIX 00J1acTSX | - OCHOBHBIC YS3BUMOCTH WM THUIIOBBHIE
KHU3HEIEATEIIbHOCTH, a TaKXe CIIOCOOBI | aTaKl Ha COBPEMEHHBbIE KOMIIbIOTEp-
npOopUIAKTUKA KOppYHIHA U | HBIE CUCTEMBI;
dbopmupoBaHus HETEePIHUMOTIO | - BO3MOXHOCTH M OCOOCHHOCTH HC-
OTHOIIIEHHUS K HEH. MOJIb30BAHUS  CIIEIUAIN3UPOBAHHBIX
IpOrpaMMHO-aNapaTHBIX ~ CPEICTB
NIPY TIPOBEJICHUH ayAuTa HHPOpMAIH-
OHHOM 6€30MacHOCTH.
Ymers: Ywmeer:
- IUIaHUpOBaTh,  OPraHU30BaTb M | — BBINOJHATH (PYHKIMM aJMHHUCTpA-
IPOBOJTUTH MEPOTIPUSATHSI, | Topa 0€30ITaCHOCTH 3AIUIIIEHHBIX
YK-10 o0ecreunBaromue (dbopMHpOBaHUE | KOMIIBIOTEPHBIX CHCTEM;
TpaXkIaHCKOU MIO3HIIUT U | - BBINOJHATH HACTPOWKY 3aIUTHBIX
IpeoTBpaleHNe KOPPYILIH B | MEXaHU3MOB CETEBBIX TPOTPAMMHO-
oOmiecTse. anmnapaTHBIX CPEJCTB;
- HacTpauBaTh IOJIUTHKY Oe30macHo-
CTH CpeACTBaMHU MPOrpaMMHO-AIIIa-
PaTHBIX KOMITJIEKCOB CETE€BOM 3allUThHI
MH(}OpMaLINH.
Baagers: Baapeer:
- IpaBUJIAMH OOIIECTBEHHOTO - CpPeICTBaMHU aJIMUHUCTPHPOBAHUS
B3aMMO/ICICTBUS HA OCHOBE CEeTEBbIX IPOTrPaMMHO-aNapaTHBIX
HETEPIIMOTO OTHOIICHHUS K KOPPYIIIUU. | KOMIUIEKCOB 3aIIATHI HHPOPMAIINH;
- CpPeJCTBaMHU aJIMUHUCTPUPOBAHUS
CHCTEM OOHAPYKEHHS KOMITBIOTEPHBIX
aTak.
MNKC-1 3HaTD. 3HaeT:




- CYLIHOCTb U TIOHSITHE
nH(pOpMaIMOHHOM 0€3011aCHOCTH,
XapaKTEPUCTHKY €€ COCTABIIAIONINX,
UCTOYHUKHU yIPO3 U MEPHI 110 HX
IPE0TBPALICHHUIO;

- METOIBI ¥ CPEJICTBA YIIPABJICHUS
UH(POPMALIMOHHOM 0€30MacHOCTbIO, a
TaKKe OCHOBHBIC TIOXOJIBI K
pa3paboTke, peanu3alum,
9KCIUTyaTaluy, TUarHOCTHKE, aHAITU3Y,
COIIPOBOKICHHUIO U
COBEPILIEHCTBOBAHUIO CHCTEM 3aIUThHI
uHOpMaLnu.

- MCTOJbI 3allIUThl KOMIIbIOTCPHBIX CC-
TEH;

- KJIacCU(UKAIIMIO U OOIIYIO0 XapaKTe-
PHUCTUKY CETEBBIX MPOTPAMMHO-AIIIa-
PaTHBIX CPEICTB 3aIIUTHI HHPOPMa-
L,

- OCHOBHBIC ITPUHIUIIBI AIMUHUCTPU-
POBaHUS 3aIIUIICHHBIX KOMIIBIOTEP-
HBIX CUCTEM;

- 0COOCHHOCTH peaJn3allii METOJIOB
3alIUThI I/IH(i)OpMaL[I/H/I COBpPCMCHHBIMU
IPOTrpaMMHO-aIapaTHBIMHU CPE/l-
CTBaMH,

YMmern:

- OIICHUBATh 3aIUIIEHHOCTD,
KJaccu(puIUpoOBaTh OCHOBHBIE YTPO3bI,
oOecrieunBaTh HHHOPMAITMOHHYIO
0€30I1aCHOCTh KOMIIBIOTEPHBIX CUCTEM,
IpUMEHSST HEOOXOJMMBbIE TPOrPaMMHO-
annapaTHble CPeJCTBA U CUCTEMBI
3alUTh HHQOpPMAITHH;

- IPUHUMATh YIIPaBJIEHYECKUE U
aJIMAHUCTpATHBHBIE PEIICHHs B cepe
3alUThl HH(OPMALIHH.

VMeer:.

- IPUMCHATH MCXaHWU3MBbI 3alIUThI, PC-
QIM30BaHHBIC B IPOrPaMMHO-aIIIa-
PAaTHBIX KOMILJICKCAX, C LEJIbIO I10-
CTPOCHHMS 3alTUIIICHHBIX KOMITBIOTEP-
HBIX CETEHi;

- OPraHU30BBIBAThH 3AIIUTY CETMEHTOB
KOMITHIOTEPHOM CETU C UCIIOJIH30Ba-
HHUEM MEKCETEBBIX IKPAHOB.

Baagers:
- KaTeropuaibHbIM annapaTom B
o0nactu obecriedeHusi KOMILJIEKCa Mep

o aAMUHUCTPUPOBAHUTIO U TUATHOCTUKE

CUCTEM 3alllUuThl UH(POpMaLINH;

- IpaBUJIAMH, METO/IaMH, CPEJICTBAMH,
poueaypaMH yIpaBiIeHUs U
a/IMUHUCTPUPOBAHUS HHPOPMALMOHHOM
0€30MacHOCThI0 O0BEKTA.

Baaneer:

- CpeICTBAMHU U CUCTEMaMH ayJInTa
UH(OPMAIIMOHHON 0E30MaCHOCTH;

- METOJIUKOW TTPOBEJICHUS ayAUTa UH-
(dhopmarmoHHON 0€30MaCHOCTH;

- CpeICTBaMU aMUHUCTPUPOBAHUS
CUCTEM OpraHU3alliy BUPTYAIbHBIX
YaCTHBIX CETEM.

Il. COAEP’KAHUE U OB BbEM JUCHUIIJIMHbI

€ YKa3aHMEM KOJHMYEeCTBA YACOB, BbIICJECHHbIX HA KOHTAKTHYIO padoTy 00y4aoumuxcs

¢ mpemnoaasareseM (110 BUAAM Y4eOHbIX 3aHATHI) 1 HA CAMOCTOSAITEILHYI0 padoTy

Ounas popma o0yueHust

AyIUTOpHbBIE 3aH5-
Ne HaumeHnoBaHue pa3jaeioB U TeM Beero va- THS Cam.
COB K | 3 | 7B Pa6.
7 cemecmp
Paznen 1. «O0Hapy:keHHEe KOMIIBIOTEPHBIX aTaK 45 6 3 6 30
1 | Tema 1. [Tonsarue u knaccudukanms aTak Ha KOMITb-
1oTepHble ceTH. OCHOBHBIE THIIBI CETEBBIX aTak.
CpencrBa peanuzanuu aTtak. MexXaHU3MbI TUIIOBBIX 15 5 1 5 10
aTak, OCHOBaHHBIX Ha YSI3BUMOCTSAX CETEBBIX IMPOTO-
KOJIOB. ATaKH Ha CETEBbIE CIYKObI. ATaKu C UCTIOJb-
30BaHUEM MIPOMEKYTOUHBIX Y3JIOB U TEPPUTOPHIL
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Tema 2. TexHomoruu 0OHAPYKEHHUSI KOMITBIOTEPHBIX
aTak U UX BO3MOXHOCTH. [IpsiMble U KOCBEHHBIE MPHU-
3HaKH aTak. MeTo el OOHapyxkeHus atak. CUTHATYp-
HBII aHaM3 U oOHapyxeHue anoMmanui. Kinaccudu-
kanus cuctem obHapyxenus arak (COA). CereBbie
u ysnoBele COA. TpeGoBanus, MpeabSIBISIEMbIE K
COA. Cranmaptuzanus B 001acTé OOHaApyKEHUS
aTax.

15

10

Tema 3. Apxutektypa COA. Tunoasi apxutekrypa
COA B cocTtaBe ceHcopa, MOAYJIs yIpaBJeHUs, aHa-
nu3atopa, Habopa MPOTOKOJIOB B3aWMOJCUCTBUS H
cpeactBa pearupoBanus. Jkcruryaramus COA. Ba-
puanTtsl pasmelieHuss COA. Pa3melienue ceHCOpoB
COA. PearupoBanue Ha HHIUACHTHL. [IpoOGieMsl,
cBs3anHbie ¢ COA.

15

10

Pasne

J1 2. «TexHo10rHsl MeKCeTeBOr0 SIKPAHUPOBAHUS

45

30

Tema 4. CtpaTteruu u cpeicTBa MEXCETEBOI0 3Kpa-
HupoBaHus. Co3/laHue 3alUIIEHHBIX CETMEHTOB IIPU
pabore B cetu IHTEpHET ¢ UCNOIb30BAaHUEM MEKCE-
TEBbIX 3KpaHOB. TpeOoBaHUS PYKOBOISIIMX JIOKY-
MeHToB OCTOK Poccun k MEXCETEBBIM SKpaHaM.
0630p noxymentoB RFC, perinamenTupyommx uc-
MI0JIb30BAHNE MEKCETEBBIX 3KpaHOB. THIBI MEXce-
TEBBIX 3KpaHOB. CXEMBI MEKCETEBOI0 3KPaHUPOBa-
HUSL.

15

10

Tema 5. ®unbTparus naketoB. Kpurepuu u npaBuia
¢mpTpanun. Peanmzanus maketHsix GpuiasTpos. Ilo-
HATHE JEMWIMTAPU30BAHHOU 30HBI. YKPEIUICHHBIN
KOMIIbIOTEp OacTHOHHOTO TUNa. Opranuzanus y3jioB
JUIsl OTBJIEYEHMS] BHUMAHHUS 3JI0yMBIIUIEHHHUKA. Oco-
OeHHOCTH (PUIBTPALIMK PA3IUYHBIX TUIIOB TpaduKa.
[Taxetnsrit punbTp Ha 6a3e OC Windows.

Cnyx6a RRAS. IIporpamMma ynpasneHus: ciayx0oi
RRAS.

15

10

Tema 6. Imro3el mpuknagHoro ypoBHs. Cepep
SQUID, npuHIMIbl paboTsl, BapuaHThl KOHPHUTypa-
uu. Kontpons HTTP-tpaduka u snekTpoHHOM 10-
yrpl. Hanucanue npaBui (uibTpanuu, BO3MOKHO-
CTH 10 AHAJIN3Y COAEPKUMOTO.

15

10

Pazpge
Tel»

J1 3. «Opranuszanusi BUPTYaJbHbIX YACTHBIX Ce-

20

10

7

Tema 7. 3apauu, permaemble VPN. TyHHenupoBanue
B VPN. YpoBHU 3alIMIIIEHHBIX KaHAJIOB.

3amuTa JaHHBIX Ha KaHAJIBHOM YypoBHE. OpraHusa-
nua VPN cpencrsamu nportokosna PPTP.
VYcranoBka u HacTpoiika VPN. AHanu3 3aiuiieHHo-
CTH IepeiaBaeMoi HHpOpMaIiu.

3amuTa JaHHBIX Ha ceTeBOM YpoBHe. lIpoToxon
SKIP. ITporokon IPSec. Oprann3anus

VPN cpenctBamu C3U «VipNety». Mcnonbs3zoBanue
npotokona [PSec ms 3ammre! ceteit.

10




IudpoBanue Tpaduka ¢ UCIOIB30BAHUEM IPOTO-
koJia IPSec. Hactpoiika monuTuku

MEXXCETEBOI'0 SKPAaHUPOBAHUS C HCIOJIb30BAHUEM
npotokoza [PSec.

Tema 8. Opranumzamus VPN cpeactBamu C3U
«StrongNet». Onucanue cucteMbl. ['eHepanus u
pacmpocTpaHeHue KJIFOYEBOM nHbopmMauu.
Hactpoiika C3U «StrongNet». YcraHoBka 3amu-
nieHHoro coeanHenus. Opranuzanus VPN npukian-
HOTO YpOBHS cpeacTBamu mporokona S/MIME wu
CK3U KpunrolIpo CSP. 3amunieHHbIi 0OMEH 3J1eK-
TPOHHOM MOYTOM.

10

Pazpne
uH¢po

J1 4. «TexHonornu 3ammineHHoi o0padoTku
Malum»

13

Tema 9. IlpuMeHEeHHE TEXHOJIOTUH TEPMHUHAIBLHOTO
nocryna. O61mmue cBeIeHHs 0 TEXHOJIOTUU
TEPMHUHAIIBHOTO focTyna. ObecrieyeHre 0e301macHo-
ctu cepepa OC. Hactpoiika cepsepa MSTS.
Hactpoiika npotokona RDP. Cnyx0bl KaTanoros.
OO6urme cBeneHus o ciyxbax katanoro. CTpykrypa
karajora LDAP. Cucrema equHoro Bxoia B CETh Ha
ocHoBe npotokona Kerberos. Coznanue eauHoro
npocTpaHcTBa Oe3omacHocTH Ha 0aze  Active
Directory.

13

Pa3pne

J 5. «AyauT uHGpopMaNMOHHOI 6€30NaACHOCTH B

KOMIIBIOTCPHBIX CETHX»

11,7

6,7

10

Tema 10. Llenu u 3agauu npoBeneHUs ayaurta 0e3-
OIACHOCTH. DTallbl U METOJbI IPOBEICHUS, PE3YJIb-
TaThl padboT. HopmaTuBHO-TIIpaBOBBIE U OpraHU3aIU-
OHHBIE OCHOBBI IIPOBEIEHUS aynuTa 0€30MacCHOCTH
KOMIIBIOTEPHBIX CHCTEM. MeXayHapoaHble, TOCy-
JAPCTBEHHBIE U BEIOMCTBEHHBIE CTAHAAPTHI U PEKO-
MEH/JIaIliU B 00J1acT HH(GOPMAITMOHHOM Oe301acHo-
ctu. OnpeneneHue cTpykTypbl HH(GOPMAIIMOHHO-Te-
JIEKOMMYHUKaIMOHHBbIX ceTeid. [IporpammMubie cpen-
CTBa aHaJM3a TOIOJIOTMU BBIYMCIHUTEIBHON CETH.
OmnpeneneHnne MaplIpyTOB HPOXOXKAECHUS CETEBBIX
nakeToB. OOHapyxeHue o0bekToB cetu. IlocTpoe-
HUE CXEMbI CeTU. BhIsBlIeHNE TEIEKOMMYyHUKAIIMOH-
HOro oOopyaoBaHUs. BbIsiBIeHHE W TMOCTpoeHHE
cxeMbl MH(GOPMAIMOHHBIX IOTOKOB 3alllUIIaeMOoi
uHpOpMaLIUH.

11,7

6,7

CDopMa omyemHocmu

IK3aMCH

Konmpons

9

Dxzamen

0,3

Hmozo0 3a 1 cemecmp

144

20

10

20

84,7

B T.4. IPAKTHUYICCKad MOATOTOBKaA

4

2

UToro

144

20

10

20

84,7

OuHo-3204Has popma 00yUeHUS HE peaiu3yeTcsi

5




3aouHas popma 00ydyeHHs He peaiM3yeTcH

I1l. OHEHOYHBIE MATEPUAJIBI VIS1 TIPOBEJEHUSI TEKYIIEA U
INPOMEXYTOUYHOU ATTECTAIIMU OBYYAIOIIUXCA 11O JUCHUITJIMHE

Tekymias arrectamus IpoBOAUTCS B (OpMe KOHTPOJIbHOU PabOTHI.

TunoBoil BApMAHT KOHTPOJILHOM PadoTHhI

1. Co3nanue 3allMIEHHBIX CETMEHTOB NpU padoTe B ceTu MHTepHeT ¢ ucnosb30Ba-
HUEM MEKCETeBBIX 3KpaHoB. [[pumenenune punpTpyromniero mapupyruzaropa WinRoute.

2. 3amurta ceteBoro Tpaduka ¢ ucnoip3oBanueM nporokona [PSec 8 Windows. Op-
ranm3anus VPN cpencrteamu nporokosa PPTP.

3. IlpumeneHne crienuanu3upOBaHHBIX CPEACTB opranu3aunu VPN Ha npumepe
«VipNet» u «StrongNET».

4. Ilpumenenne COA Snort i1 06HapYKEHUSI CKPBITOIO CKAaHUPOBAHUSA, aTak, UC-
NOJIB3YIOIIMX MPEIHAMEPEHHOE HAPYLIEHUE CTPYKTYPBI CETEBBIX MMAKETOB, aTaK BUJIA «OT-
Ka3 B 00CITy>)KUBAHUW».

5. IIpuMeHeHne TEXHOJIOTUHA TEPMUHAIBHOTO JTOCTYTIA.

6. IIpuMeHeHne nNporpaMMHBIX CPEJICTB ayAUTa MHPOPMAIIMOHHON O€30MacHOCTH ¢
LEJIBbI0 TECTUPOBAHUS COCTOSIHUS 3ALIUILIEHHOCTH KOMIBIOTEPHBIX CUCTEM OT HECAHKIIMO-
HUPOBAHHOIO JIOCTYIIA U BBIPAOOTKHU MEpP 3aIUTHI OT BBISBIIEHHBIX YIPO3.

ITpoMexyTouHas arrecTanys 00ydJaromuXxcs OCYIECTBISIETCS B (POpME 3K3aMeHa C UcC-
MI0JIB30BAHNEM CIIETYIOIINUX OLIEHOUYHBIX MaTEPUATIOB: NEPEUeHb 80NPOCO8 K IK3AMEHY.

Bomnpocs! k 3K3aMeny
(7 cemecTp, ouHast popma 00yueHNs )

TeopeTnueckne BOpoCkl

1. Ataku Ha IPOTOKOJBI U Iy 0bl UHTEpHET. METOIbI U CpeICTBA 3aLUTHI.

2. IlonaTtue mexceTeBbIX dkpaHOB. KoMITIOHEHTHI MexxceTeBoro skpana. Ilonutuka ce-
TEBOI 0€30I1aCHOCTH.

3. Kputepuu ¢punbtpannn nakeroB. OCHOBHbIE CXEMbI CETEBOW 3alIUThI HA 0a3e MExX-
CETEBBIX DKPAHOB.

4. Co3naHue 3alMIIEHHBIX CETMEHTOB CETEN C HCII0Ib30BAHUEM MEKCETEBBIX SKPAHOB.

5. KondurypupoBanue ceTeBbix GUIbTPOB Ha 0a3e HACTPOEK O€30MACHOCTH MPOTOKOJIA
TCP/IP B OC.

6. 3ammTa pabo4YNX CTaHIMH C UCTIOJIB30BAHUEM IEPCOHAIBHBIX CETEBBIX (PUIBTPOB.

7. Opranuzanusa VPN-cereil. 3agaun, pemaembie VPN. TynnenupoBanue B VPN.

8. DnextpoHHbie cepTUdUKaThl. [loHsATHE HHPPACTPYKTYPHI OTKPBITHIX KIFOUEH.

9. Ilpotokoibl U cpenctBa opranu3auuu VPN Ha cetreBoM ypoBHe. HazHauenue, 00-
JaCTh MPUMEHEHHUS, ayTeHTU(DUKanus 1 muppoBaHue JaHHbIX B mpoTokonax SKIP u [PSec.

10. IIpotokonst PPTP, SSL. Haznauenue, 06s1acTb NpUMEHEHHMsI, ayTeHTU(PUKALUS U
mu(ppOBaHUE TaHHBIX.



11. IIpeumyiecTBa TEXHOJOTUU TEPMHUHAIBHOTO nocTymna. ObecrneueHue 6e30macHo-
CTH.

12. Ha3nauenue cuctem oOHapykeHus arak. Kimaccudukanus cucreM oOHapyKeHHU
aTax.

13. Ciyx0b1 katasnoros. OO1Ire cBeJleHus 0 ciryxk0ax katanoros. CTpyKTypa KaTaiora
LDAP.

14. Cucrema ennHOTO BX0/1a B CE€Th Ha OCHOBe IIpoTokoiia Kerberos. Co3nanue equHOro
pocTpaHcTBa Oe3omacHOCTH Ha 6a3e Active Directory.

15. Ayaut Ge3onmacHOCTH KOMIBIOTEPHBIX cucTeM. Llenu, cranaapThl, MOIXOIbI.

16. acTpyMeHTaNbHBIE CPEACTBA ayAnTa 0€30MaCHOCTH KOMIBIOTEPHBIX CHCTEM, UX
BO3MOKHOCTH U HEOCTaTKU. [I[puMeHeHre MHCTPYMEHTANIbHBIX CPEJICTB ayiuTa Oe3omnac-
HOCTH KOMIBIOTEPHBIX CHCTEM.

17. TectupoBaHre COCTOSIHUSA 3AIIUIIEHHOCTA KOMITBIOTEPHBIX CHCTEM OT HECAHKIIUO-
HUPOBAHHOIO JIOCTyIa C MCIIOJIb30BAaHUEM CKaHEpOB Oe3omnacHocTU. MeToauka mnposeje-
HUSI HHCTPYMEHTAJIbHBIX IPOBEPOK.

18. Knaccudukanus cpeacTs 1 ”HPOPMAIMOHHBIX PECYPCOB B COOTBETCTBUHU CO CTaH-
naptom ISO-17799.

19. Ha3znaueHue U OCHOBHBIE (PYHKIMM NMPOTPaMMHBIX KoMIiuiekcoB «I'pud-crenua-
muct» u «Kongop-cneunanuct». Iloctpoenne Moienu 3auThl KOMIIBIOTEPHOU CUCTEMBI €
UCIIOJIb30BaHUEM KOMILIEKCHOM 3KCIIEPTHOU cucTeMbI «ABaHl api».

20. Buasr tpeboBanuii 6e3onmacHoctu cornacio 'OCT P UCO/MBK 15408-1-2002.
«MHpopmanrionHas TexHoJorus. Meroasl U cpeacTBa odecrieueHus: 6ezonacHocT. Kpu-
TE€PUH OLIEHKH 0€30MMacCHOCTU UH(OPMAITMOHHBIX TEXHOJIOTHID.

21. Ha3zHauenue cucrem oOHapyxeHus arak. Knmaccudukauus cucrem oOHapyKEHHs
atak. Mcrionb3oBaHuE CUCTEMBI OOHAPYKEHUS aTak «Snorty.

[IpakTrueckue BOIPOCHI

1. Pa3paboTaiiTe MONUTUKY JJII TAKETHOTO (DUIBTPA, PA3pEIIAOIEeTO TOJIBKO MOTyde-
nHue uadopmaiuu ¢ FTP-cepBepoB. PeanuzyiiTe momMTHKY CpeicTBaMu CETEBBIX (DUITBTPOB.

2. Pa3paboTaiiTe MOMUTHUKY IS TAKETHOTO (DUIIbTpa, pa3periaroIiero ToIbKO Mmoayye-
HUE U OTIPABKY JIEKTPOHHOM MOUTHI. Peanu3yiiTe MoMUTHKY CpeICTBAMU CETEBBIX (DUITb-
TPOB.

3. PazpabotaiiTe u peanusyiTe MOJUTUKY IJIs MAKETHOTO (DUIbTpa, 3ampelaroiiero
CKaHUPOBAaHWE BHYTPEHHEN CTPYKTYPHI CETH. Pealln3yiiTe MOMUTHUKY CPEICTBAMH CETEBBIX
(GuIBTPOB.

4. PazpaboTaiiTe 1 peaqu3yuTe MOIUTUKY JJISI TAKETHOTO (DUIIBTPA, 3aMpeIaroIiero mno-
Jy4EHHUE U3BHE JIOCTYyNA K pecypcaM KOMIIbIOTEPA 3a UCKIIFOYEHUEM JIBYX JTOBEPEHHBIX y3-
JIOB.

PeanuzyiiTe NOJUTUKY CPEACTBAMU CETEBBIX (PUILTPOB.

5. Pa3zpaboraiite u peanu3yiTe MOIUTHKY JJIs TAKETHOTO (PUIIbTPa, 3aIPEIIaroIero mo-
aydeHue goctyna Kk Web-pecypcam ompeeneHHoro ysna. PeanusyiiTe MOIUTUKY Cpea-
CTBAaMHU CETEBHIX (PUIHTPOB.



6. Pa3pabotaiiTe u peanu3yiiTe MOJUTHKY ISl MMAKETHOTO (UIBTPA, pa3pelaroiero
TOJIbKO Moy4YeHue aocryna Kk Web-pecypcam aByx onpeneneHHbIX y3i10B. Peanusyiite mo-
JUTUKY CPEJICTBAMH CETEBBIX (DUIBTPOB.

7. PazpabotaiiTe u peaqu3yiTe MOJUTUKY JJIA MAaKETHOTO (QUIbTpa, pa3peliaroliero
ToJIbKO npocMoTp Web-pecypcoB. Peanu3yiite moauTUKy CpelicTBAMH CETEBBIX (DPUITBTPOB.

8. PazpaboraiiTe MOTUTUKY [IJIsl MAKETHOTO (PUIIbTPA, pa3pelIaroiero TOJIbKO Moyyde-
Hue unpopmaruu ¢ FTP-cepsepoB. Peanuzyiite nonutuky cpeacrsamu nporokosna [PSec.

9. Pa3paboTaiiTe MOJUTHKY AJISl MAKETHOTO (PUIIBTPA, PA3PEUIAIOIETO TOIBKO MOIyde-
HHAE W OTIPABKY JJIEKTPOHHOM NOYTHI. Peann3yiTe MOJMTHKY CPEACTBAMHM HPOTOKOJA
IPSec.

10. Pa3zpaboTaiiTe u peaqn3yiTe MOIUTUKY JJIsl MAKETHOTO (UILTpa, pa3peliaoiero
TOJIbKO TIpocMoTp Web-pecypcoB. Peanu3yiite monutuky cpeactBamu nporokosna [PSec.

11. C ucnonszoBanueM nporpammel «bpanamaysp Windows» (Windows Firewall) Bbi-
IOJIHUTh HACTPOWKH, 3alPEILAOIINE UCIIOIB30BAaHUE BCEX MOPTOB 3aLIUIIAEMOr0 y3JIa 3a
uckmoueHueM TCP-niopta 3389.

12. PazpaboTaiiTe u peaqu3yiTe MOMUTHKY JJIs MAKETHOTO (UIbTPA, 3aMPeIlaroiero
CKaHUPOBAHUE BHYTPEHHEN CTPYKTYphI ceTU. Peann3yiiTe MOJUTUKY CpelICcCTBAMU MPOTO-
kona [PSec.

13. CrenepupyiiTe u moyryuute B Buje (aiina cepTuukaT OTKPHITOrO KJIF04a C UCTIOIb-
3oBaHueM obpasza OS.

14. Hactpoiite Web-cepBep [u1st opranuzanuu 3auiieHHoro gocryna k Web-crpanune
C UCTIOJIb30BaHUEM TpoTokoJia SSL. BeimosHUTS ¢ ucnoib3oBanrem oopaza OC. daitn-cep-
TU(UKAT OTKPBITOrO KJIK0Ya MpUilaraeTcs.

15. Hactpoitte Bxoasuee noakntouenne VPN ¢ ucnonb3zoBanuem nportokosna PPTP.
Hactpouth M yCTaHOBUTH MOJKIIOUEHHE KIMEHTCKOTO y3ja. BBIMOMHUTH ¢ MCHOJB30Ba-
HueM obpaza OS.

16. OcymecTBuTe KpUnTOorpahuyeCcKyro 3aluTy CETEBOro Tpaduka CpeicTBaMH MPOTO-
KoJa

IPSec B OC. IlepexBaTtuTe B JIOKAJHHOM CETH MaKEThl, yOeAUTECHh B MIU(POBAHUHU Tpa-
¢buka.

17. OcymecTBUTE KpUNTOrpaPUUECKYIO 3aUTy ceTeBoro Tpaduka cpeacrsamu CK3U

StrongNet. [lepexBatute B JOKaJIBHOW CETH MAaKEThl, yoenuTech B MH(PPOBAHUHN Tpa-
¢buka.

18. Oprann3oBaTh 3alUILIEHHBII OOMEH MOYTOBOW MH(POpPMaLUE MEKIY ABYMS MOJIb-
3oBarensamu. [lIudpoBanue Mo4TOBBIX COOOIIEHUI BBINOJHUTH C MOMOIIBIO AJITOPUTMA
I'OCT 28147-89, peanuzyemoro cpenctBamu CK3M Kpunrollpo CSP. Beimonnuts ¢ uc-
noJyib30BaHueM oopazon OC.

19. Pa3pabotaiite ¢aiin konpurypamuu u Hactpoirre COA Snort Ha OOHApYKEHUE Te-
CTUPOBAHHUs BHYTpEeHHEN CTPYKTYpbl cetn I[CMP-3ampocamu.

20. Pazpaboraiite (aitn kondurypamuu u Hactporre COA Snort Ha oOHapyKeHHE
ICMP-

MaKeTOB OOJIBIIION JJIMHEI.

21. Pa3paboraiite aitn konpuryparuu u Hactpoiite COA Snort Ha oOHapyKeHue ycTa-
HaBJIMBaeMbIX U3 BHemHel cetu TCP-coequHenHuii.
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22. YcTaHOBUTH CIIy:K0y TEPMHHAJIBHOTO JTOCTYIA. BBIMONMHUTH HACTPOMKHU CITYKOBI
MSTS, pazpemaroniue J0cTyn K pecypcaM TEPMUHAIBHOTO CEPBEPa TOJIBKO JUJISl YUETHBIX
3aMucel, 3aperuCTPUPOBAHHBIX B CO3JaHHON 1Mo ymosyanuto rpymnme «Remote Desktop
Users».

23. YCTaHOBUTH CIYX)OY TEPMUHAIBHOTO JIOCTYIA. BBINOIHUTS HACTPOMKHU IPOTOKOJIA
RDP, 3anpemiaromuye UCHOIb30BaHUE PECYpCOB paboyeil craHuuu, BKiIodas Oydep o0-
MEHa, IPUHTEPBI U HAKOIUTEIIN.

24. BpIsIBUTE CETEBBIC Y3JIbl B JOKAJIBHOM CETEBOM CETMEHTE C MCIOJb30BaHUEM: YTH-
autel fping; ytunutsl ping u mupokoBemarenbHod [CMP-nocbutky; yrunutel icmpush
(tunn ICMP-niakeToB13 1 17); yTUIHTHI ping 1 MHOTOAIPECHOM PaCChUIKU; YTHIIUTHI arping;
yrunuThl hping3 u metogos TCP- u UDP-pa3Benku; yrunutsl Ethereal u Mmetona nmpocimy-
IIMBaHU CETH.

25. C nomMomp0 YTHIMATBI map MPOBEAUTE CKAHMPOBAHUE IMOPTOB CETEBOTO Y3JIA.
Cdopmupyiite cucku oTkpbIThix TCP- u UDP-noproB, unentudunupyiite Bepcuun OC u
3aIyIlIeHHbIX cepBUCOB. [1o pe3ynpTaTam caenaiite BbIBOA O BOZMOXXKHOCTH OOHApYKEHUS
OTKPBITHIX TOPTOB U UJeHTUPHUKauu Thna u Bepcun OC, a Takke CETEBbIX CEPBHUCOB.

IV. IEPEYEHDB JJUTEPATYPBI, HEOBXOJUMOMH 1151 OCBOEHUSA
JANCIUIIJINHBI
4.1. OcHoBHasI JIUTEpPATypa

1. MHmeiinos, B. 5. Undopmanmonnas 6e300aCHOCTb U 3alIUTa MHPOPMALUK: TEOPUS U MPAK-
THKa : yadeOHoe nocodue : / B. 5. MmelinoB. — Mocksa ; bepnun : Jlupekr-Menua, 2020. — 271 c. : cxem.,
taba. — Pexxum mocryna: o moanucke. — URL: https://biblioclub.ru/index.php?page=book&id=571485
(mata oOpamenus: 01.09.2021). — bubnuorp. B k. — ISBN 978-5-4499-0496-6. — DOI 10.23681/571485.
— TeKCT : AIEeKTPOHHBIN.

4.2. lonosHUTEIbHAS JIUTEPATYPA

1. Tymersesa, T. A. OcHoBbl 3amMTHl HHGOpMaMK : yuebHoe nocodue : / T. A. T'ynbrseBa. —
HoBocubupck : HoBocubupckuii rocynapcTBeHHbIN TeXHUUECKU yHuBepeuteT, 2018. — 83 c. : mi., Tabm.
— Pexxum nocryna: o moanucke. — URL: https://biblioclub.ru/index.php?page=book&id=574730 (nata 00-
pamtenus: 01.09.2021). — buGmmorp. B kH. — ISBN 978-5-7782-3641-7. — TekcT : 31€KTPOHHBIN.

V. IIEPEYEHb PECYPCOB UH®OPMAIINMOHHO-TEJIEKOMMYHUKAILIU-
OHHOM CETU «<MHTEPHET», HEOBXOJUMBIX JIJI1 OCBOEHUSA JUCIIHU-

IJIMHbI
Ne .
Ccpliaka Ha HaumeHoBaHue pa3paGoTKH B 3J1eKTPOHHOI
m nHGOpMaNMOHHBIN pecypc dhopme Aocrynmocrs,
1. http://edu.ru/ Poccuiickoe oopasoBanue: deje-
paJjbHbIi nopraj. Bkiroyaer CB0OOHBIH
CCBUJIKM Ha MOpTajbl U caliThl 00pa3oBa- JIOCTYTI
TENbHBIX YYPEXKIECHUN; TOCYIapCTBEH-
Hble 00pa3oBaTeNbHbIE CTAHIAPTHI; HOP-
MaTUBHBIE JOKYMEHTBI; KaTajlor 9KCKYp-
cuil 1 00y4aroIIKX MPOTPamMM.
http://citforum.ru/database/osbd/c | MupopmanmonHO-aHaTUTHYECKUE Ma-
2. | ontents.shtml Tepuabl



https://biblioclub.ru/index.php?page=book&id=571485
https://biblioclub.ru/index.php?page=book&id=574730
http://edu.ru/

CBOOOIHBIHI
JOCTYIT

V1. COBPEMEHHBIE IPO®ECCHUOHAJIBHBIE BA3bI IAHHBIX
N UHOOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI

Perucrpanus uepes nrodoi
YHUBEPCUTETCKUH KOMITBIO-

DNEeKTPOHHO-OMOIMOTeUHAs tep. B nanbHeitem npeso-
- cucreMa (ObC CTaBJISIETCSL HEOTPAHUYEH-
1. | http://www.biblioclub.ru ( ) N pam
YHuBepcuterckast OMOJIMOTeKa OH- | HbIM WHANBUIYAIBHBIHN J10-
JaliH CTYII U3 JIFOOOW TOYKH, B KO-

TOPOU UMEETCs TOCTYIl K
cetu UHTEpHET

Www.garant.ru . .
HudopmannonHo-npaBoBoit moptan | CBOOOAHBIN AOCTYII

Poccuiickuii naopMamoHHbIH
3. | wwwe.elibrary.ru nopTaj B 00JIaCTH HAYKH, TEXHOJIO0- | CBOOOIHBIN TOCTYII
T'MH, MEJUIMHBI U 00pa30BaHUs

Poccuiickas koMnbIOTEpHAs CIipa-
BOYHO-IIPABOBas CUCTEMaA

4. | www.consultant.ru CBOOOIHBII JOCTYII

Vil. JUIEH3UOHHOE U CBOBOJHO PACIIPOCTPAHSAEMOE
ITPOTPAMMHOE OBECIIEYEHHME

[Tpu peanuszanun y4eOHONW AMCHUIUIMHBI IPUMEHSETCS CeNyrollee JUIEH3NOHHOE U CBOOOIHO pacIpo-
CTpaHseMOe NPOrpaMMHOE O0ecIieueHue:

- Microsoft Windows;

- Microsoft Office;

- Libre Office u ap.

VIll. OBOPYIOBAHUE U TEXHUUYECKHE CPEJCTBA OBYUEHMNS,
HEOBXOJIMMBIE JJISI OCYIIECTBJIEHUSI OBPA3OBATEJIBHOIO
MPOLECCA MO JUCIHUATIIMHE

YueOHble 3aHATHS TPOBOJISATCS B AyAUTOPHUSIX, YKOMIUIEKTOBAHHBIX CICIIMATH3UPOBAHHON Me-
0eJTbI0, B TOM YHCJIC CTAI[AOHAPHBIMA WA TIEPEHOCHBIMU TEXHUYCCKHUMHE CPEJICTBAMHU 00ydeHUS (ITPo-
€KTOp, 9KpaH, KOMIBIOTEP/HOYTOYK).

JlabopaTopHbIC 3aHSATHS, TPYIIIOBBIC ¥ WHIMBHyalbHBIC KOHCYJIBTAIIUU, TEKYIAs U MPOMe-
’KYTOUHAsl aTTECTAI[MH MTPOBOIATCS B CICIIHAIM3UPOBAHHBIX KOMITBIOTEPHBIX Kilaccax. [lepedeHs oc-
HOBHOTO OOOPYZOBAaHMS: aBTOMAaTHU3WPOBAHHBIE paboOyhe MecTa C KOMIBIOTEPaMH, MPOTPAMMHOE
obecreuenue 001Iero u MpohecCHOHATHFHOTO Ha3HAYEHUS.

CamocTtosTenpHas paboTa IPOBOAUTCS B KaOMHETaX, OCHAIIEHHBIX KOMITBIOTEPHOU TEXHUKOU
C BO3MOYKHOCTBIO IOJIKITIOUCHUS K ceTH «MHTepHEeT» U 00ecIeYeHHeM JOCTyIa B JICKTPOHHYIO WH-
dbopMaImoHHO-00pa30BaTEIBHYIO CPENY YHUBEPCUTETA.

[TpemycMOTpEeHBI TIOMEIICHHS JIJISl XpaHSHHS W MPO(PHIAKTHISCKOr0 00CITYy)KHBaHHS YI€OHOTO
000pyIOBaHUS.
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