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PABOYAS ITPOTPAMMA JUCHUITJIMHBI
b1.5.07 Kpunrorpaguuyeckue MeTOAbI 3a1UUTHI HHPOPMALMH

Hanpasiaenue nogrorosku: 10.03.01 Hupopmayuonnas 6ezonacnocms
Hanpasiaennocts (mpoduiib): Opeanusayus u mexnoao2us sauumol ungopmayuu (no
ompacau unu 8 cghepe npoheccUoHAIbHOU OessmenlbHOCHU)

KBanndukauus (crenenn): 6axanasp

®opma 00yueHuUs: ouHas

HMHceTHTYT: MaTeMaTUKH, €CTECTBO3HAHUS M TEXHUKH
Kadenpa: maremaTnyeckoro MoAeIMpOBaHUs U KOMIIBIOTEPHBIX TEXHOJIOTUI

oyHasi popMa | OYHO-320YHAsA 3a04Hast
¢popma ¢popma
Kype 3
CemecTp/TpuMecTp 6
Jlexknun 36
JlaGopaTopHbIe 3aHATHSI 36
IIpakTHYeckne (CeMHMHAPCKUE) 3aHATHS 36
KoncyabTanun 2
®opma(bl) MPOMEKYTOUHOI aTTecTanuu | Jx3ameH — 0,3
Kontpoab 36
HNubie popMbl padoTh
CamocrosiTejibHas padoTa 141,7

Bcero yacos:_288
TpynoemkocTb: __8 3a4eTHBIX eTHHUII.

Pa3paborunk(u) paboueii mporpaMMsl:
KaHOUOAm (husuko-mamemamuyeckKux Hayk, 00yeHm O.b. I'naokux




|. OPTAHU3AIIMOHHO-METOJUYECKHA PA3IEJ

He.]'lb H3Yy4YCHUA TUCHUILIINHBI:
U3y4eHHE OCHOBHBIX MaTEeMaTHUECKUX IOIX0/I0B K PELICHHUIO 3a/1a4 KOMITBIOTEpHOM Oe3omac-
HOCTH U, MPEXJIE BCEro, K MOCTPOCHUIO COBPEMEHHBIX KPUNTOTPaUUECKUX anropuTMoB. Jlucim-
IUTMHA JIOJKHA CIOCOOCTBOBATh Pa3BUTHIO TBOPYECKHX CIIOCOOHOCTEW OakaJaBpOB, YMEHHUIO HC-
MOJIb30BAaHMS MAaTEMAaTHYECKOTO arnapara JUlsl BbIBO/Ia CBOMCTB pa3padaThIBaeMbIX METOJOB, yMe-
HUIO TBOPYECKH IPUMEHSTh U CAMOCTOSITEIBHO MOBBIIIATH CBOM 3HAHHS B 00J1aCTH KPUIITOrpaduu 1
3aImuThl HHGOPMAITUU BOOOIIIE.
?.azla‘m H3YYCHUA TUCHUIIJIUHBI:
— JaTh CTYAEHTaM 3HaHUS 00 OCHOBHBIX IOJIOKCHHSAX MAaTEMAaTHYECKHE OCHOB KPHIITOrpadu-
YEeCKUX M METOJ[ax KpUNTorpadhuvyeckoi 3amuTsl HHPpOpMaIum;
— cmocoOcTBOBaTh (POPMUPOBAHHMIO YMEHUI M HABBIKOB, CBSI3aHHBIX C OCBOGHHEM METOAMK HC-
MOJIb30BaHMS IPOTPAMMHBIX CPEJIICTB Ul PEIICHHS NPAKTHYECKHX 3a]1a4 B 00JIaCTH 3alIUThI
uHpOpMannu.

Mecto mucuuminnbl B cTpyKType OIIOII: peanusyercs B pamkax 6a3oBoil yactu
onoka b1. Jlucuunimas! (Moxynm)

Ilnanupyembie pe3yJabTaThl 00YUYCHHUS 110 JUCIHUIIMHE:

Kon HNupukatopsl AocTHxkeHus kommne-| [laaHupyemble pe3yJibTaThl 00yUeHHs
KOMIICTCHLIM TeHLMH 0 JUCHUILINHE
OIIK-2 3HaTh: 3Haer:

- OCHOBHBIC TIOHATHS, UJIEU, METO/BI
byHIAMEHTAIBHOW ¥ TPUKIATHOM
MaTeMaTHKH, (pOPMYJIUPOBKU U J0O-
Ka3aTeabCTBA YTBEPKIACHUW, BO3-
MO>KHBIE c(pepbl X TPUMEHEHUS JUIs
pelIeHns MPUKIAIHbIX 3a/1a4;

- OCHOBHBIE ITOAXO0/bI K IIPOBEIECHUIO
TEOPETUUYECKUX U IKCIEPUMEHTAIIb-
HBIX MCCIENOBAaHUM, a TaK)Ke aHa-
JIU3Y UX PE3ybTaTOB;

- NPUHLUIBI MAaTEMaTHYECKOIO MO-
JIeJINPOBAHNS;

- OCHOBHBIE CITIOCOOBI pelLIeHus 3a/1a4
npo¢eCCuOHAIBHONU 00JIaCTU C MPHU-
MEHEHUEM MaTeMaTH4YECKUX METO-
JIOB X MOJIEJIEM.

- OCHOBHBIC IIOHATHUS, HAEH, METOIBI
(GyHIaMEHTaJIbHON W MpPUKIAJIHON Ma-
TEMaTUKH, (HOPMYIMPOBKUM M J0OKa3a-
TEIbCTBA YTBEPKICHHM, BO3MOXKHBIC
chepbl UX NPUMEHEHHs IS peleHHs
MIPUKJIAHBIX 33/1a4.

YMers:

- OCYIIECTBIISAITH BBIOOP MeTaMaTeMa-
TUYECKOTO HHCTPYMEHTapus, 3aKo-
HOB €CTECTBEHHOHAYYHBIX JIHCIH-
IUIMH JUIs PEIIEHUs IMOCTaBICHHBIX
MaTeMaTHYeCKUX M MPHUKIATHBIX 3a-
nau;

- IpuJIaraTh MOJy4eHHbIE MaTeMaTH-
YECKUE 3HAHMUS K IPOBEIECHUIO HC-
CJIEIOBaHMM, a TAaKXKe aHAINU3Y UX pe-
3yJIbTATOB;

Ymeer:

- OCYIIECTBIISATH BBIOOp MeTaMaTeMaTH-
4eCKOr0 HHCTPYMEHTApuUs, 3aKOHOB
€CTECTBEHHOHAYYHBIX JUCIUIUINH IS
pEIIeHUs] MOCTABJIEHHBIX MaTeMaTHue-
CKUX W MPUKJIAJHBIX 33]1a4;

- IIpwIaraTh MOJY4YEHHbIE MaTeMaTHye-
CKH€ 3HaHUs K IPOBEICHUIO HCCIe10Ba-
HUH, a TaK)K€ aHAJIN3Y UX PE3yJIbTaTOB.




- IPUMEHATHh HA TPAKTUKE METOJIBI
MareMaThu4eckoi 00paboTKu HHGOP-
MaIlid U METOJIbI MaTeMaTUYECKOTO
MOJIETTUPOBAHUS;

- HCHOJIb30BaTh MaTE€MAaTHYECKHUI
anmnapar Ui pelIeHUs MPUKIAJIHBIX
3aja4d B 00JacTu 3amuThl HH(popMa-
11U, & TaK)Ke MPUHSATHUH ONTUMAJb-
HBIX YIPABJICHYCCKUX DEIICHUI B
SKOHOMHUKE.

Bnaners:

- 0a30BBIM KaTeropHajJbHBIM MaTe-
MaTHYECKUM alapaToM s TOo-
CTPOCHUSI U pPEaHM3aliid OCHOBHBIX
MaTeMaTHYECKUX AJITOPUTMOB, aHa-
JIM3a MATEeMaTHYECKUX M SKOHOMHUYE-
CKUX TIpoOJIeM, pelieHHs TpaKTHJe-
CKHUX 3a]1ay;

- cmocobaMu HaKOIUICHHS, 0Opa-
OOTKH W UCIOJIB30BaHUSI MaTEMaTH-
4yeckoi napopmaium;

- HaBBIKAMU MOCTPOCHUS, aHAIIN3A U
MPUMECHECHHS MATEMAaTHIECKIX METO-
JIOB U MOJEJCH Ui PelICHUs TpH-
KJIa/IHBIX 337134,

- HaBbIKaMH NIPHUMEHEHUS COBPEMEH-
HOTO MaTeMaTHYECKOTO MHCTPYMEH-
Tapust ISl PEIICHHS TIPUKIIATHBIX 3a-
nad B o0yacTy 3ammuThl MH(OpMa-
1y,

- IJIAaHUPOBAHUS W IPOTHO3UPOBA-
HUS, TPHUHIATAS  ONTUMAJIbHBIX
VIIPaBJICHYECKUX PEIICHHH B 9KOHO-
MUKE.

Biageer:

- HaBBIKAMU IIPUMEHEHHUS COBpPEMEH-
HOr'o MaTreéMaTU4CCKOro HMHCTPYMCHTA-
pHst 171 pEeLIeHUs IPUKJIAAHBIX 3a/1a4 B
o0yacTy 3a1uThl HH(OPMaLUK;

OIIK-7

3HaTh:

- OCHOBHBIC BHJBI M KIaccHU(pUKa-
U0 MH(POPMALIMOHHBIX PECYPCOB
OpraHH3aIy;

- MOJeNUu yrpo3 MHQPOPMAIMOHHOMN
0e30MacHOCTH W HapyIIUTENeH,
METOJIUKH OIICHKH PHUCKOB peaju-
3aluu yrpo3 npu QyHKIHOHUPOBA-
HHHU 00BbEKTa 3alUTHI;

- MPUHIMUNBI obecrieueHus UHPOpP-
MaIlMOHHOM 0€30MMaCHOCTH C TTIOMO-
b0 MPOTPAMMHO-ANMAPATHBIX H
TEXHHYECKUX CPEJCTB 3alUThl WH-
dopmanuu;

- TEPMHUHOJIOTHIO, OCHOBHBIE PYKO-
BOJSIIIME U pEriaMEeHTHPYIOIIHE

3Haer:

- OCHOBHBIE METO/IBI OIMMCAHUS CHCTEM;
- 3HaTh OCHOBHBIE METOJIOB HCCJIEI0Ba-
HHS CJIOKHBIX CHUCTEM.




JOKYMEHTBI B 00iacT MHQpOpMa-
IIMOHHOM 0€30IaCHOCTH.

YMers:
- BBIICIATH M3 00mux uHpOpmaIm-
OHHBIX PECYPCOB MPEAIPUATHUS UH-
dopMmaruio, TOUISKAIIYI0  3a-
HIUTE;
CTPOUTH YaCTHBIE MOJEIU YIrpo3
UH(POPMALIMOHHON  0e30MacHOCTH
MPEIPUATHS, IPUMEHSTh Ha ITPaK-
THUKE METOJIMKH OLIEHKH PUCKOB pe-
anu3anuyu yrpo3 npu (QpyHKIHOHU-
pOBaHMM OOBEKTA 3AITUTHI;
ONpeAensiaTh HEOOXOAUMBIH HH-
CTPYMEHTApUH, IPOrpaMMHO-aIl-
napaTtHble U TEXHHYECKHUE Cpe-
CTBa 3alIUTHl HH(pOpMAIHH;
pealn30BbIBATh MOJUTHKY UH(DOP-
MalMOHHOH O€30MaCHOCTH, IpUMe-
HSITh HOPMATHUBHO-TIPABOBBIE aKThI
U HOPMATHBHO-TIPABOBBIE JOKY-
MeHTHI B o0nactu Ub.

Ymeer:

- peaHM30BBIBATH MOJUTHUKY MH(pOpMa-
IIUOHHOW 0€30MacHOCTH, NPUMEHSTH
HOPMaTUBHO-IIPABOBBIC aKThl M HOpPMa-
TUBHO-TIPABOBBIE JJOKYMEHTHI B 00J1aCTH

Ub.

Biagers:

- CHOCOOHOCTBIO OIPENENIATh HH-
dbopMalMoOHHBIE PECYPCHI, TOJIC-
Kallye 3aluTe, yrpo3sl Oe3omnac-
HOCTH MH(POPMALIUU U BO3MOXKHBIE
OyTH WX peaJn3alud Ha OCHOBE
aHaJIN3a CTPYKTYPHI M COJIEPIKAHHS
UH(POPMALIMOHHBIX TPOLECCOB H
ocoOeHHOCTEN  (PyHKIMOHHPOBA-
HUS 00BEKTA 3alUThI;
METOJMKAMHU TIOCTPOCHUS YaCTHOU
MOJIENId  YyTpo3 HHGPOPMALMOHHOM
0€30MacHOCTH NPEANPUATHS;
HaBbIKAMU YCTAHOBKH, HACTPOMKH
U METOJIaMHU, WHCTPYMEHTaMH Te-
CTMpPOBaHUS  NPOrpaMMHO-arIa-
pPaTHBIX M TEXHUYECKHX CPEJICTB
3alUThl UH()OpMAIIH;
pa3palaTeiBaTh MPOEKTHl HOpMa-
TUBHBIX Y OPTaHU3AI[IOHHO-PACIIO-
PSIATENEHBIX TOKYMEHTOB, perJia-
MEHTUPYIOIIUX paboTy 1o 3amuTe
uH(pOpMalIUH.

Bunageer:

- CIIOCOOHOCTBIO OTPeIeIsITh HHpOpMa-
IIUOHHBIE PECYPCHI, TOJICIKAIINEC 3a-
muTe, yrpos3sl 0esonacHoctd UHQOP-
MAaIii U BO3MOXHBIC ITyTH UX peaju-
3allMd Ha OCHOBE aHAllu3a CTPYKTYPHI
U colepkaHus WHGOPMAITMOHHBIX
MPOIIECCOB U OCOOEHHOCTEN (YHKITH-
OHHMPOBAHUS 00BEKTA 3aIUTHI,

I1K-15

3HaTh:

- OCHOBBI OPTaHHU3AI[MOHHOTO U TIpa-
BOBOT0 o0OecrieueHus: nHpopMaIu-
OHHOM 0€30MacHOCTH, OCHOBHBIC
HOPMATUBHBIE IPABOBBIC AKTHI B

- OCHOBBI OPraHM3allMOHHOTO U MPaBO-
BOro obecrnieueHus HHPOPMAIIMOHHOM
0€30MaCHOCTH, OCHOBHbBIE HOPMAaTHB-
HbI€ IIPABOBBIE aKThI B 00jacTu odec-
nedyeHus: nHPOpPMAIMOHHOM Oe3ormac-
HOCTHU U HOPMATUBHBIC MCTOANYCCKUC




obmactu obecnieueHus: nHpopma-
IIMOHHOK 0€30IacHOCTH W HOpMa-
TUBHBIE  METOJUYECKHE  JIOKY-
MeHTel ®CB Poccum u OCTOK
Poccun B o6nactu 3amuTsl HHPOP-
MallH;

- IPaBOBBIC OCHOBBI OPTaHU3AIINH 3a-
IUThl UHPOpMauu KOHPUACHITH-
ITBHOTO XapaKTepa;

- OpraHu3aIyio padoThl U HOPMATHB-
HBIC TIPABOBBIC AKTHI, U CTAHIAPTHI
10 JIUIICH3UPOBAHUIO JICATCIIBHO-
CTH B 00JIaCTH 00€CICUYCHUS TeX-
HUYECKOW 3aIluThl HH(pOpMaIHH
KOH(UICHIIMAILHOTO ~ XapakTepa,
o arrecranuu 00BEKTOB HH(OP-
MaTH3alud W cepTudukanum
CPEJICTB 3alUThl HHPOPMAITUH.

nokymeHTel @Ch Poccun u ®CTIOK
Poccuu B obnactu 3amuthl nHpOpMa-
uy;

YMers:

- IPUMEHATh HOPMAaTUBHBIE IPABO-
BbIE aKTHl 1 HOPMAaTHUBHBIE METOTH-
YeCKUe JIOKYMEHThl B 00JIaCTH
oOecrieueHUss  MHPOPMALIMOHHOM
0€30I1aCHOCTH;

- pa3palaTbIBaTh IMPOEKTHl HOpMa-
TUBHBIX 1 OPraHU3aL[IOHHO-PACIO-
PSAAMTENBHBIX TOKYMEHTOB, periia-
MEHTHPYIOIIUX paboTy Mo 3aiuTe
uH(pOpMaLUH.

Ywmeer:

- IPUMEHSTh HOPMAaTHBHBIC MPABOBBIC
AKThl 1 HOPMATHBHBIC MCTOJAUYCCKHC
JIOKYMEHTBHI B 005acTH oOecredyeHus
UH(GOPMAITMOHHON 0€301TaCHOCTH;

Biagers:

- HaBBIKaMU pabOTHI ¢ HOPMATHUB-
HBIMU TPAaBOBBIMH aKTaMHU;

- METOJAAaMHU OpraHW3alMyd M YIpaB-
JIeHUs JIeSTeNBbHOCThIO CIIYKO 3a-
MIATHI HTHPOPMAIIUN Ha TIPEIIPHs-
THH;

- MeroaamMu (QopMupoBaHus Tpebdo-
BaHMI 110 3a11uTe HHPOPMALIUH.

Bianeer:

- HaBBIKaMHU PabOTHI C HOPMATHBHBIMU
IIPaBOBBIMHU aKTaMU;

- METOJIaMH OPTaHU3AINH U YIIPABJICHUS
JeSITebHOCTBIO CITYXO 3aluThl HH(pOP-
MaIlfH Ha TMPEATPUSTHH;

- Meronamu (GopMHpoBaHUS TpeOoBa-
HUH 10 3a1tuTe HHGOPMAITHH.

Il. COAEP’KAHUE U OB BbEM JUCHUIIJIMHbI

€ YKa3aHMEM KOJHMYeCTBA YACOB, BbIICJECHHbIX HA KOHTAKTHYIO padoTy 00y4aroumuxcs
¢ mpemnoaasarteseM (110 BUAAM Y4eOHbIX 3aHATHI) 1 HA CAMOCTOSAITEILHYIO padoTy

OuHnas popMma 00yueHust

Ne | HaumeHoBaHue pa3iesioB Beero AyIUTOpPHBIE 3aAHATHS Cam.
n/n U TeM JIK 3 JIb pao.
Pazpea 1.
«Kpunrorpadus ¢ cummer- 23 3 3 3 13
PUYHBIMHU KJITFOUaAMU»




Tema 1.

«Iudpsr  MOACTAHOBKH.
Iudppsr  mepecTaHOBKH.
[Torounbie mudpsl. brou-
HbIE IUGPH»

23

13

Pazpmea 2.
«CK3U ¢ cuMMeTpUUHBIMH
KIIOYaMU»

23

13

Tema 2.

«CUMMeTpUYHOE pacIipe-
nenenue kiaroyer. Kpunro-
rpaduueckas cets. [Ipume-
HEHHE CUMMETPUYHOTO
muGpoBaHUS»

23

13

Paznea 3.

«KOHTpOIb  1ETOCTHOCTH
JMaHHBIX.  Xeml-(QyHKIUH.
NmuroBcraka. DIII»

23

13

Tema 3.

«KoHTponb 1eT0CTHOCTH
JIaHHBIX. KoHntposbHas
cymma. Xem. I'OCT P
34.11-94. HmuToBCTaBKA
(MAC, message
authentication code — xox
AyTEeHTUYHOCTH  cooO1e-
Hus). DLy

23

13

Pasznea 4.
«Kpunrorpapuss ¢ acum-
METPUYHBIMU KJIIOUaMHU»

23

13

Tema 4.

«Anroput™ Huddu-
Xemnmana. Anroput™m
RSA»

23

13

Pa3pea 5.
«CK31U c¢ acummerpuu-
geiMa  kiroyamu. MTOK

(PKI). OSCP»

23

13

Tema S.

«Kpunrocucrema ¢ OT-
KpbITbIM KiIrouoM. Conep-
KUMOE cepThudHKaTa OT-
KpbiTOro kiroda. Muppa-
CTPYKTYpPa OTKPBITBIX KJTFO-
yeil. [Iporokon OSCPy

23

13

Pa3pea 6.
«Tema 6. MD. VPN»

23

13

Tema 6.
«IPsec  (IP  Security).
OpenVPN»

23

13




Paszpnen 7.
«CK3H ¢ cuMMeTpruYHbIMU
KIJIFOUaMU»

23

13

Tema 7.

«CUMMETpUYHOE pacmpe-
nenenue kirouen. Kpunro-
rpaduueckas cetb. [Ipume-
HEHUE CUMMETPUYHOTO
mudpoBaHus»

23

13

Pazpea 8.

«KoHTpOonp  1eN0CTHOCTH
JaHHBIX.  Xem-(QyHKIUH.
Nmuroscrapka. DIII»

23

13

Tema 8.

«KOHTpOJIb LIETOCTHOCTH
JTAHHBIX. Konrtponbnas
cymma. Xem. ['OCT P
34.11-94. HMmurtoBcTaBKa
(MAC, message
authentication code — kon
ayTEHTUYHOCTH  cooO1ie-
Hus). DIy

23

13

Pasznen 9.
«Kpunrorpapus ¢ acum-
MeTpI/I‘-IHI)IMI/I KIIFOYaMMN)»)

26

13

Tema 9.

«Adroput™ Huddu-
Xennmasa. Anroputm
RSA»

26

13

Paznen 10.
«CK3U c¢ acummerpuu-

HeiMA  kimroyamMu.  MTOK
(PKI1). OSCP»

26

13

10

Tema 10.
«Kpunrocucrema ¢ OT-
KpBITbIM KimroduoM. Cognep-
KUMOE cepThuduKaTa OT-
KpeiToro Kitoda. Wubpa-
CTPYKTYpa OTKPBITBIX KIIIO-
yeil. [Iporokon OSCPy

26

13

Pa3zpen 11.
«AcUMMeTpHYHOE MHPpo-
BaHue. X3IUPOBAHUE»

16

11,7

11

Tema 11.
«QIIMNTHYECKAsT KPUIITO-
rpajpus. TOCT P 34.10-
2012. Anroput™mbl XeIIu-
poBanusi. ['OCT P 34.11-
2012»

16

11,7

Koncynomayus




Koumponw 36
Dk3amen 0,3
Hmoeo 3a 6 cemecmp 288 36 36 36 177,7
UTOTI'O: 288 36 36 36 1777

OuHo-3a04Hasi popMa oOyueHHs1 (He peau3yercsi)
3aouHas ¢popma o0yueHus (He peaynuzyercs)

111. OIEHOYHBIE MATEPHAJIBI JUISI TIPOBEJIEHUS TEKYILIEN 1
MPOMEKYTOYHOI ATTECTALIMU OBYYAIOLIUXCS
MO JUCLUITJIMHE

Tekymas aTTectanus NpoBOAUTCS B (popMe KOHTPOJIHHOU paboThl B BUJE TeCTa, pedepara.

TunoBoil BApMAHT KOHTPOJILHOM PadOTHI
Bapuanr 1
1) Bepnsl 1 yTBepKACHUS?
A) Anroputm mudposanust DES coctout u3 uepenyroieiics mocieaoBaTeabHOCTH epe-
CTaHOBOK U IIOJICTAHOBOK.
B) Anroputm mudposanus DES ocymectiser mudpoBanue 20-OUTHBIX OIOKOB € TOMO-
b0 20-0UTHOrO KIIr0Ya.
[TonGepure npaBUIbHBIN OTBET.
A —na, B - HeT
A —na, B -na
A —wet, B - Her
A —mner,B - na
2)BepHbl 11 yTBEpKIeHUs?
A) Anroputm mudposanus 3-DES ucnone3yercs B cuTyanusx, Korjaa HaJe:KHOCTh aJro-
put™a DES cuuTaeTcs HeJ0CTaTOYHOM.
B) Anroputm mudposanus 3-DES umeer MeHbIIyI0 KpUNITOCTOHKOCTh, yeM DES.
[TonGeprre NpaBUIBHBINA OTBET.
A — na, B - Her
A —ma, B-na
A —mer, B - et
A —mner, B - na
3)BepHbl 11 yTBEPKICHUS?
A) Anroputm mudposanust 'OCT 28147-89 npennazHaueH TOIBKO ISl allapaTHON peau-
3alHH.
B) Anroputm mudposanus 'OCT 28147-89 npeacrapnser cob6oit 64-0UTHBIN O10YHBIN ai-
TOPUTM C 256-0UTHBIM KITFOUOM.
[TonGepuTe MpaBUIBHBIA OTBET.
A —mer,B - na
A —1ma, B - Her
A —na, B -na
A —wet, B - Her
4)Ha pucynke npezacraBieHa 0000IIeHHas cxemMa MHU(POBaHUs B aJITOPUTME
8




DES
RSA
I'OCT 28147-89
MD5
5)Ha pucynke npeacraBieHa 00001eHHas cxeMa MuGpPOBaHUS B aJITOPUTME
I'OCT 28147-89
RSA
DES
MD5

6)Ha pucynke npejcTaBiieHa mporeaypa GopMupoBaHus JEKTPOHHON H(PPOBOIA TOATHUCH

(BLIT). Tperwnii 610K UMEET HA3BaHUE
ACHMMETPUYHOE IU(PPOBaAHHE
CUMMETpPUYHOE MHU(PpOoBaHUE
X3IIMPOBAHUE
nposepka DT

7)Ha pucyHke npencTaBieHa cxema KPUTIITOCUCTEMBI I (PpOBa-

HUSL.
ACUMMETPUYHOU
CAMMETPUYHOHN
CTaTUYECKOMN
TUHAMUYECKOH
8)Ha pucyHke npencrapiieHa cxema KPHUIITOCUCTEMBI MU (poBa-
HUSL.
CUMMETPUYHOU
ACUMMETPUYHOU
CTaTUYECKOMN
TUHAMUYECKOH

9)BepHbl 11 yTBEp>KICHUS?

A) CuMMeTpHUYHBIE KPUNTOCUCTEMBI HCIOB3YIOT KIFOUYHM OTHOCUTENIBHO HEOOIBIION
JUIUHBI.

B) be3 a¢ddexTuBHOI opraHn3anuy 3alUIIeHHOr0 pacipeaesieHus KIIIouei nenoab30BaHne
CUMMETPUYHBIX KPUIITOCUCTEM HEBO3MOKHO.

[TonGepure npaBUIbHBIN OTBET.

A —na,B-na
A —na, B - Her
A —wet, B - Her
A —wer, B— na

10) Bepubl nu yTBEpKk1eHUA?

A) CuMMeTpHUYHBIE KPUIITOCUCTEMBI XapaKTEPU3YIOTCSI HU3KON CKOPOCThIO MU(POBAHHUSL.

B) C nomotpo cCHMMETPUYHBIX KPUIITOCUCTEM 00€CIIeYNBAETCsl KOH(PHUIEHIIUATbHOCTD,
MOJUTMHHOCTB U LIEJIOCTHOCTD NepeaBaeMoil nH(pOpMaInH.

[TonGepuTe MpaBUIBHBIA OTBET.

A —mHer, B - na
A —1ma, B - Her

A —na, B-na

A —mer, B—Her

11)Bepusbl 11 yTBepk’AEHUS?

A) Anroputm mudposanust RSA sBisieTcs mepBbIM aJrOPUTMOM C OTKPBITHIM KIIFOUOM, KO-
TOPBIN MOXKET paboTaTh Kak B peKUMe IU(PPOBaHUS JAHHBIX, TAK U B PEKUME JIEKTPOHHOM
1M (poBOH MOMHUCH.

B) Hanexxnocts anropurMma mugpoBanust RSA ocHOBbIBaeTCs Ha TPYIHOCTH (aKTOpPH3aLUN
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OOJIBIIMX YMCEJ U BBIYUCIICHUS AUCKPETHBIX JIOTapU(PMOB B KOHEUHOM IIOJIE.
[TonGepure npaBUIbHBIN OTBET.
A —ga,B-nma
A — na, B - Her
A —wert, B - Her
A —uer, B— na
12)BepHbl 1 yTBEpKICHHS?
A) briounsie muGpsI SBIAIOTCSA TOH OCHOBOH, HA KOTOPOU pean30BaHbl IPAKTUYECKU BCE

CUMMETPUYHBIE KPUIITOCUCTEMBI.
B) CummeTpuuHbIe KPUNITOCUCTEMBI MTO3BOJIIOT KOJAUPOBATh U JCKOJUPOBATH TOIBKO He-
OoJpIITHE TI0 pa3Mepy (anbl.
[TonGepure npaBUIbHBIN OTBET.
A —na, B - Her
A —na, B-na
A —wert, B - Her
A —ner,B—na
13)BepHsbl 11 yTBepkKACHUS?
A) B 2002 roxy B P® 661 npunst @enepanbHbiii 3aKk0H «O0 37eKTPOHHOM IU(POBOI 101~
IIUCHY.
B) 3akoHoM «O0 371eKTPOHHOM TU(PPOBON TOIMHUCH» OTIPENIEICHBI YCIOBHS TPU3HAHUS PAB-
HO3HAYHOCTH 3JIEKTPOHHON IU(PPOBON MOAMUCU U COOCTBEHHOPYUYHON HOIHCH.

[TonGepute NpaBUIBHBII OTBET.
A —ga,B-na
A —nma, B - Her
A —wert, B - Her
A —ner,B—na
14)BepHsbl 11 yTBepkKACHUS?
A) B acuMMeTpUYHBIX KPUIITOCHUCTEMAX HE pellieHa IpobiieMa pacipeieleHusl KITIoueH.

B) ACI/IMMeTpI/I‘{HbIe KPHUIITOCUCTEMEI CYIIICCTBCHHO MCIJICHHEC CUMMECTPUYIHBIX.

[TonGepuTe MpaBUIBHBIN OTBET.
A —Hert, B - 1a
A —1ma, B - Her
A —na, B -na
A —mer, B—Her

15)BepHsl 11 yTBEpKACHUA?
A) B cootercTBuM ¢ PenepanbHbIM 3aKOHOM «O JIHIIEH3UPOBAaHUH OTAEIBHBIX BUIOB J€s-

TENBHOCTUY» 0053aTeIbHOMY JIMIEH3UPOBAHHIO TPUHAJICKUT PACIPOCTPAHEHUE U TEXHUYE-
CKoe 00Cy)KMBaHHE MU (PPOBATBHBIX (KPUNITOTpapUUECKHUX) CPEACTB.

B) B cootBercTBuM ¢ DenepanbHbIM 3aKOHOM «O JIMIIEH3UPOBAHUH OT/IEJIBHBIX BHJIOB Js-
TEIBHOCTU» 00s3aTeIbHOMY JIMIIEH3UPOBAHUIO TPUHAJJICKUT BblJIada CEPTUPHUKATOB KIIIOUen

3JIEKTPOHHOHN IIM(PPOBOI MOAMUCH.
[TonGepuTe MpaBUIBHBIA OTBET.
A —na, B-na
A —1ma, B - Her
A —mer, B - et
A —mner, B - na
16)BepHsbl 11 yTBEpkKAECHUS?
A) Kpunroanroputm RSA npusHaH cTONKHUM IpU JOCTATOYHOM JUIMHE KITFOYa.
B) Kpunroanroputm RSA ucnons3yercs npu nepenaue 60JIbIIMX 00bEMOB COOOIIEHUH.

[TonGepuTe MpaBUIBHBIA OTBET.
A — na, B - et
10



A—pa,B-na
A —mer, B - et
A —wuer,B— na
17)BepHsbl 11 yTBEpKACHUS?
A) Kpuntorpadus sBisercst METO0J0IrMYECKOH OCHOBOM COBPEMEHHBIX CUCTEM olecrieye-
HUs 0e30macHOCTH HH(POPMAITH B KOMIIBIOTEPHBIX CUCTEMAX.
B) OcHoBoli 60s1bIIMHCTBA KPUNITOIPAa(hUUIECKUX CPEJICTB 3aILUThl HHPOPMALIUY SBIISIETCS
mudpoBaHne TaHHBIX.
[TonGepuTe MpaBUILHBIA OTBET.
A —na, B-na
A —na, B - Her
A —mer, B - et
A —wuet, B - na
18)BepHsbl Jin yTBEpKACHUS?
A) KpuntocucteMsl ¢ OTKPBITBIM KJIFOUOM MOKHO UCIOJIb30BATh KaK CAMOCTOSTENIbHBIE
CPEICTBA 3aIIUTHI IEPEAaBAEMbIX U XPAHUMBIX JaHHBIX.
B) Kpunrocuctemsl ¢ OTKpPBITBIM KJIFOUOM MOKHO HCIOJIB30BAaTh KAaK CPEJCTBA AJIs pacipe-
JIEJICHUS KIIIOUYEH.
[TonGepure npaBUIbHBIN OTBET.
A—na,B-na
A —na, B - Her
A —wHet, B - Her
A —wuer,B— na
19)Bepusb! 1 yTBEpKICHUS?
A) JIro6as kpunrorpaguyeckas CUCTEMa OCHOBaHA Ha UCIOJIb30BaHUU KPUIITOTrpahUIECKUX
KJIFOUEH.
B) Ilox kimrodeBoit nH(opMareil MOHUMaOT COBOKYITHOCTb BCEX JIEHCTBYIOMIMX B UH(OP-
MAallMOHHOM CUCTEME KIIFOUEH.
[TonGepure npaBUIbHBIN OTBET.
A —na,B-na
A —na, B - Her
A —wer, B - Her
A —wHer, B - na
20)BepHsbl 11 yTBEpKACHUS?
A) Meton Iudpdu-Xennmana gaet BO3SMOKHOCTb HIM(PPOBATH JaHHBIE TIPU KaXKJJOM CEaHCe
CBSI3M Ha HOBBIX KJIFOYaX.
B) Meton Iudpu-Xenimana nmo3BossieT peaan3oBaTh METO KOMIUIEKCHON 3allIUThI KOH(H-
JEHIIMAIbHOCTH U ayTEHTUYHOCTH NE€PEIaBaAEMbIX JTaHHBIX.
[TonGepure npaBUIbHBIN OTBET.
A —na,B-na
A — na, B - Her
A —wer, B - Her
A —Her, B— n1a
21)Bepusbl 11 yTBEpKACHUS?
A) Meton Iuddu-Xennmmana no3BosieT 0OMEHUBATHCS KIOYaMH 110 HE3alUIEHHBIM Ka-
HajaM CBS3H.
B) bezonacnocts Merona Juddu-Xemmana o0ycioBieHa TpyJHOCTbIO BBIYUCICHUS AUC-
KpPETHBIX JIOTapu(MOB B KOHEUHOM II0JIE.
[TonGepure npaBUIbHBIN OTBET.
A —na,B-na
A — na, B - Her
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A —mwer, B - Her
A —Hert, B - na

22)BepHbl 1 yTBEpKIACHUS?

A) OTedecTBEHHBIM CTaHAaPTOM I€HEPUPOBAHUS XAII-PYHKIUH sBisieTcst anroputM DES.

B) Cranmapt DES sBisieTcst 00s3aTeIbHBIM 11 IPUMEHEHUS B KQ4€CTBE aJITOPUTMA XDIIIH-
POBaHMS B TOCYIApCTBEHHBIX Opranu3anusax PO.

[TonGepuTe MpaBUIBHBIA OTBET.

A —mer, B - mer
A —na, B - Her
A —na, B-na

A —wuet, B - na

23)BepHbl 11 yTBEPKACHUS?

A) Ilo 6picTpoaericTBriO anroput™ mudpoBanus DES 3HaunTeI5HO YCTYyMaeT alropuTMy
mmdposanus RSA.

B) Ilporpammuas u anmapaTHas peanusaius anropurma mudposanus RSA ropasmno ciox-
Hee anroputma mmdposanus DES.

[TonGepute MpaBUIBHBIA OTBET.

A —wuert, B - na
A —na, B - Her
A —ma, B-na
A —mwer, B - Her

24)BepHbl 11 yTBEPKACHUS?

A) Ion pactdpoBanueM NOHUMAETCS IPOIECC MPeoOPa30BaHMsl OTKPHITHIX JaHHBIX B 3a-
I (ppOBaHHBIE [TPHU TOMOLIY 1K ppa.

B) Ilponecc npeoOpazoBanus 3amuPpoBaHHBIX TAHHBIX B OTKPBITHIE MPU TOMOIIHU KIF0UYa
Ha3bIBACTCS 3alMPpOBaHUEM.

[TonGepure MpaBUILHBIA OTBET.

A —Her, B - Her
A —na, B - Her
A —ma, B-na

A —wHer, B - na

25)BepHbl 11 yTBEpKACHUS?

A) Ilpu ucnons3oBanuu creraHorpaduu 1jist 3aceKpeuynBaHusi UHHOPMAIIUU CKPBIBACTCS
caMm (akxT nepeaadu cooOIeHus, HapuMep, CEKpeTHast UHPOpMaIHs CMELIUBAETCS C HEKOTO-
poii apyroit nHpopMaIMeil 1 paccunTaHa Ha HE3HAHUE OMIOHEHTA.

B) IIpu ucnonp3oBanuu Kpuntorpaduu it 3aceKpeynBaHUs HHPOPMAIIUN CKPBIBAETCS
caMo cojiep)KaHue MepeaBaeMoro COOOIIEHHs ¢ MOMOIIBI0O KOHKPETHOTO criocoba mudpona-
HUSL.

[TonGepure npaBUIbHBIN OTBET.

A —na,B-na
A — na, B - Her
A —wer, B - Her
A —Her, B— n1a

26)BepHbl 11 yTBEpKACHUS?

A) C momoripio Kiro4a mudpoBaHus MOKHO BapbUPOBATh PE3YIbTAT KPUMTOTPahUIECKOro
peoOpa3oBaHuUs.

B) PaznuuaroT ABa Kiacca KPUIITOCUCTEM: CTATUYECKUE U JUHAMUYECKUE.

[TonGepuTe MpaBUIIBHBIA OTBET.

A — na, B - Het
A —ma, B-na
A —ner, B - et
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A —wuert, B - na
27)BepHbl 11 yTBEpKACHUS?
A) Ceprudukar OTKpBITOTO KIIto4a 31eKTpoHHOU udposoi noamucu (DLIT) moarsep-
XKIAeT MPUHAIICKHOCTh OTKpbITOro Kitoya LI Briagenbiry ceKpeTHOro Kiro4a MOJIMUCH.
B) Ceprudukar otkperroro kimroda LI cozmaercs Bnagenbiiem DLIIT.
[TonGepuTe NpaBUILHBIA OTBET.
A — na, B - Her
A —na,B-na
A —wert, B - Her
A —wHer, B - na
28)BepHbl 1 yTBEpKACHUS?
A) CummMeTrpruyHOe muppoBaHUE MOIPA3IEISICTCS Ha ABa BUA: OJIOYHOE U TIOTOYHOE.
B) Anroputmbl OTOYHOTO MIK(PPOBaHUS MHU(PYIOT TaHHBIE TOOUTHO UM ITOCUMBOJIBHO.
[TonGepuTe NpaBUILHBIA OTBET.
A —ga,B-na
A —nma, B - Her
A —wer, B - Her
A —mer, B - na
29)BepHbl 11 yTBEpKACHUS?
A) Xs1IMpoBaHUE MOXKET BBITIOJIHITHCS TOJIBKO C UCIIOJIB30BAHUEM CEKPETHOTO KIIFOYA.
B) XsmmpoBaHue npuMeHsieTCs B CXeMax 3JIEKTPOHHOMN MOMUCH U ayTeHTU(UKALIUY MOJTb-
30BaTelIeH.
[TonGepure MpaBUIBHBIA OTBET.
A —wuert, B - na
A —na, B - Her
A —ma, B-na
A —wHert, B - Her
30)lnsa pactipeneneHus KITF4Yeil MeX1y MoJb30BaTeISIMU HH()OPMAITMOHHONW CHCTEMBI TIPH-
MEHSIEeTCS:
A) uCnoIb30BaHNUE OJHOTO UM HECKOJBKHUX IEHTPOB PACIIPECIICHHS KITIOUeH.
B) npsimoit oOMeH KiIro4aMu MeXay MOJIb30BaTENIIMUA CETH.
[TonOepuTe MpaBUIBHBIN OTBET.
A—na,B-na
A —na, B - Her
A —mer, B - et
A —mner, B - na
Bapmuanr 2
1. BriGepute npaBUIbHBIN BapuaHT OTBETA
Kpuntocucrema o6agaeT cieayonMe YepTaMu: pe1ycCMaTpruBaeT UCIOIb30BaHUE OfI-
HOTO U TOTO K€ 3aKPBITOr0 KJIF04a JJisl I poBaHus U ACMU(PPOBAHUS TaHHBIX, XapaKTepPH-
3yeTCsl BBICOKOI CKOPOCTBIO pabOThI, HO CJIOKHOCTHIO 0€30MacHOM Iepeaun CaMoro STOTo
3aKpBITOTO KiI04a. Ha30BUTE THI KPUMITOCUCTEMBI.
AcUMMeTpUYHas KPUNITOCUCTEMA
CummeTpudHasi KpUNTOCHCTEMA
Kpunrocucrema, ucrnonb3yromias HHGPaCTPyKTypy OTKpBITHIX Kimtoueit (PKI)
N36pITOUHAsT KpUNITOCHCTEMA
2. BeiOepuTe npaBUIIbHBIN BapUaHT OTBETA
UTto 13 yka3aHHOTO HE SIBIISETCS NMPEAMETOM H3YydeHHs Kpuntorpadun?
[MudpoBanme ¢ OTKPHITHIM KIOYOM
Co3zanne anropuTMOB HAJICKHOM STIEKTPOHHOM MOTUCH
Meroa uuknunueckoro koga CRC
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3amyra nepeiaBaeMbIX JaHHBIX OT HECAHKIIMOHUPOBAHHOI'O U3MEHEHUS
3. BriOepuTe Bce mpaBUIIbHBIC BapUAaHThl OTBETOB
VYKaxure Bce BEPHbIE YTBEPKJIEHHS O IU(PPOBAHUU JAHHBIX.
JIx0001i U3BECTHBIN anropuT™M MUPPOBaHUs (HCKIIIOYast a0COTIOTHO CTOMKUH mudp)
MO’KHO B3JIOMaTh, I1epedpaB BCE BO3MOXKHbIE BApUAHTHI KIIH0Uel Mn(pOBaHUS
IIpu conocraBUMON KPUNTOCTOMKOCTH JJIMHA KPUIITOCTOMKOTO KIIFO4Ya JUIsl CAMMETPHY-
HOTO aJIrOpUTMa MN(POBAHUS MEHBIIIE, YEM JUIsl aCUMMETPUYHOIO AJIFOPUTMA
Cospemennsie anroputmsl mudppoBanust [OCT 28147-89 (Poccus) u AES (CILIA) sBis-
IOTCSl aCHMMETPUYHBIMU
ACUMMETPUYHBIX aITOPUTMBI IU(PPOBaHHS PabOTAIOT MEUIEHHEE 10 CPABHEHUIO C CUM-
METPUYHBIMU AITOPUTMaMHU
J1s acHMMETPUYHBIX AJITOPUTMOB IIU(PPOBAHUS HE U3BECTHO JJOKA3aTEIbCTBO HIKHEH
OLIEHKHU MX CTOMKOCTH
4. Bpibepute npaBuiIbHbIA BapUAHT OTBETA
RC4 - 570 ...
ANTopuTM MOTOKOBOTO MU poBaHus (stream cipher)
Anroput™m 6;1ounoro mmdposanus (block cipher)
Anroputm acummerpuuHoro mudposanus (public-key encryption)
Anroputm xamupoBanus (hash algorithm)
AnroputMm co3nanust nudposoit moanucu (digital signature)
5. BpiGepuTte npaBuiIbHBIN BapuaHT OTBETA
Jiist kakoro anropuTMa mu(poBaHUs THIIMIHOH SBIIsSETCS JuinHA Kimtoda 1024 6ut?
RC4
AES
3DES
RSA
I'OCT 28147-89
6. BriOepute nmpaBUIIbHBII BApHAHT OTBETA
ANTOpUTMBI X3II-(YHKIUH CTPOSATCS TAKUM 00pa3oM, YTOOBI MUHUMHU3UPOBATh BEPOSIT-
HOCTB TOTO, YTO JIBAa PA3JIMYHBIX COOOIIEHHUS OyIyT UMETh OIMHAKOBHIH X211, TeM He MeHee,
MOJTy4eHHE TaKUX COOOIIeHnH BO3MOXXHO. Kak Ha3pIBaeTcs mapasiokc, ¢ y4eToM KOTOpOro
OKa3bIBAETCS, YTO KOJIMUYECTBO MepeOOpOB AJIs MOJYyUEHHUs ABYX Pa3HbIX COOOIIEHHH ¢ OJIMHA-
KOBBIM X3IIEM I'Opa3/lo MEHbIIIE, YEM CYIIECTBYET BO3ZMOKHBIX BAPHAHTOB XJILIEH.
[Tapagokc 3eHonHa (Zeno's paradox)
[Tapanokc RSA (RSA paradox)
[Mapanoxc aus poxaenus (birthday paradox)
[Tapanoxc npsimoro niepedopa (brute-force paradox)
7. BpiOepuTe npaBUIIbHBIN BapUaHT OTBETA
[TpuMepoM Kakol aTaku sBJISIETCS MEPeXBaT 3710yMBIIUIEHHUKOM MepeJaBaeMbIX JaHHBIX C
OJIHOBPEMEHHOM uX Moaudukauen "mpo3padyno” 1t 00euX y4acTBYIOIINX B OOMEHE CTO-
poH?
[TpocnymmuBanue cetu (sniffing)
[Toagmena wnu cyduHr (spoofing)
[TepexBat coequnenus (hijacking)
[ToBTOopHas nepenaya (replay)
Yenosek B cepenune (man in the middle)
8. BriOepuTte nmpaBUiIbHBIN BApHAHT OTBETA
VYkaxuTte BU aTaku, KOT/[a 3JI0YMBIIUICHHHUK ITOCHUTAET Ha KOMITBIOTEP CIIEIIHAIBHO CKOH-
CTPYHMPOBaHHBIN CETEBOW MAKET U MOJyYaeT MOJIHbIN y1aleHHbI KOHTPOJIb HaJl 3TUM KOMIIb-
FOTEPOM.
DoS-araka (DoS attack)
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[Tepenonuenne Oydepa (buffer overflow)
[Toagmena unu cyuHr (spoofing)
ITepexBat coenunenus (hijacking)
[ToBTOpHAas mepenaya (replay)
9. BriOepuTe paBUIIBHBIN BApHAHT OTBETA
Ot kaxkoi U3 KpunTorpauIeckux aTak COBPEMEHHBIE AJITOPUTMBI I (POBAHUS AU~
LIEHBI JTy4lIe BCEro?
ATaka ¢ UCTIOJIb30BaHUEM TOJIBKO IU(ppoBaHHOro TeKcTa (cipher text-only attack)
ATaka ¢ UCIOJIb30BaHHUEM OTKPHITOro M3BecTHOro TekcTa (known-plaintext attack)
ATaka ¢ uCroiIbp30BaHuEM U30paHHOTO OTKPHITOro TekcTa (chosen plaintext attack)
ATaka 1o cIoBapo
10. BriOepure Bce MpaBUIbHBIC BAPHAHTHI OTBETOB
YkaxuTe KOMIOHEHTB HHOPACTPYKTYPBI OTKPHITHIX Kitouel (Public Key Infrastructure
(PK1))
Lentp cepruduxamnuu (Certification Authority)
[Mudpossie ceprudukarel u ux katanor (Digital Certificates and Certificate Catalog)
[Tonutuka cepruduxarmu (Certification Policy)
[MpunokeHus, HCIOJIB3YIOIIUE HHPPACTPYKTYPY OTKpHITHIX Kitoueit (PKI-enabled
Applications)
[Tporoxon Kerberos
11. BsiGepuTe Bce NpaBUIbHBIC BAPUAHTHI OTBETOB
Uto U3 yKa3aHHOTO CIHMCKA SBISIETCS HITM MOXKET SIBJIATHCS JIEMEHTOM [IU(PPOBOTO CEPTH-
¢ukara?
OTKpBITHIN KITtOY
3aKphITHIN KITFOY
WM nonws3oBarens
[{udposast MOANUCH IEHTPA CEPTHUPUKAIIHN
Cpoxk nelictBus ceptuduxara
WNHudopmanus o MECTOHAXOKICHNUHU CIIMCKA OTO3BAaHHBIX CEPTU(DHUKATOB
12. ypoBeHb OC omnpezenser B3auMOAeCcTBHE ¢ IT100aIbHBIMU
pecypcamu Ipyrux opraHu3anui.
Buemnni
13. ypoBeHb OC cBsi3aH ¢ JOCTYNOM K HH(GOPMAIIMOHHBIM pe-
cypcaM BHYTPH OpTaHU3ALNH.
CereBoit
14. XapaKTEePU3yeT COOTBETCTBUE CPEACTB OE30MAaCHOCTH pe-
[IIaeMbIM 3aJ]a4aM.
D¢ heKTUBHOCTH
15. — 9TO FapHTHUS COXPAHHOCTH JIaHHBIMH MTPaBUJIbHBIX 3HA-
YEeHUH, KOTOpasi 00eCIeUnBaCTCSI 3aIIPETOM ISl HEAaBTOPU30BAHHBIX ITOJIb30BATEIICH KaKHM-
1100 06pa3zoM MOIUPHUIIMPOBATE, pa3pyLIaTh WU CO3/1aBaTh JaHHBIE.
[lenoctHOCTH
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AN AW —

IIpumepHasi TeMaTuKa pedpepaToB

. OCHOBHBIE 3Talbl CTAHOBJICHUS KpUNTOIpadUH KaK HAyKH.

. Buasl uadopmarum, nouiexalye 3aKpbITHIO, KX MOJEIIU U CBOMCTBA
. Monenu mudpos.

. bi1o4Hble n moTOYHBIE MUQPBI.

. IloHsATHE KPUNITOCUCTEMBI.

. Pyunble u MalimHHbIE UQPBI.

7. Pa3HOBHIHOCTH MM (POB MEPECTAHOBKU: MApUIPyTHBIE, BEPTUKAIBHBIC IEPECTAHOBKH, PEIICTKH
Y TaOMPUHTHI.

8. Kpunroananus mm@poB nepecTaHoBOK.

9. OnHoandaBUTHBIC 1 MHOTOAJI(DaBUTHBIC 3aMCHBI.

10.
. CrangapTHble aJrOpUTMbI KPUNITOrpadUYeCKOM 3alUThl JaHHBIX.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

11

Bomnpocs! kpunToaHanu3a NpocTeHIINX IH(PPOB 3aMEHBI.

TabnuuHOE ¥ MOAYIBHOE TAMMUPOBAHHUE.

CiyuaiiHble ¥ IICEBIOCITY4aiHbIE TAMMBI.

Kpunrorpammsl, noixy4eHHbIe P HOBTOPHOM UCIOJIb30BaHUU KIIIOYA..
Teopernko-uHpopMaMOHHBIHN TOIX0 K OLIEHKE KPUITOCTOMKOCTH MU(POB.
Kpunrorpaduueckas cToikocTb HHPPOB.

Wmutanus ¥ noaMeHa cooOIEHHMS.

XapakTepuCcTHKa IMUTOCTOMKOCTH IIH(POB.

Konp! ayreHTHhUKALIH.

XapaKkTepUCTUKHU [IOMEXO0YCTONYMBOCTH.

Xapakrepuzanuus mudpoB, He Pa3MHOXKAIOLIUX UCKAKEHUI THIIA 3aMEHBI U MPOITYCKa OyKB.
OcHoBHbIE CTIOCOOBI peanu3aiyi KpUnrorpapuueckux alropuTMoB U TpeOOBaHUs, IPEAbABIIA-

CMbIC K HUM.

23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
. [IpoTokobl pacnpenesieHus KIrYen.
42.
43.
44.
45.

41

Meroas! TOTy4eHUs CIIy4alHbIX U IICEBIOCIYYalHbIX ITOCIIEI0BATEIbHOCTEM.
MeTob! yCII0KHEHHUS ITOCIIEA0BATEIbHOCTEN TICEBAOCITYYalHbIX YUCEIL.
[TonsiTHE KpUNITOATAKH.

Knaccudukanus kpunroarax.

Knaccugukanys MeTo10B aHamM3a KpUNTorpaguueckux alropuTMoB.
Kpunrocucremel RSA u Oinp-I"amans.

[IpenmyriecTBa aCHMMETPUYHBIX CUCTEM HIN(PPOBAHUS.
Kpunrorpadguueckue x3m-QyHKINH.

XapaKkTepUCTUKU U AJITOPUTMBI BBIPAOOTKH XAIII-() yHKIIUH.

[TonsaTue kpunTorpau4ecKoro NpoToKoa.

OcHOBHBIE IPUMEPBI.

Knaccudukanus kpunrorpadudeckux npoToKoJIOB.

[TonsiTre anexTpoHHON UGPOBOM MOIIUCH.

Crangapter OLII.

[IpOTOKOJIBI YyCTAaHOBIEHUS TOAJIMHHOCTH.

B3anMocBs3p MeX 1y MPOTOKOJIAMH ayTeHTH(PUKAIUU U HU(PPOBOM MOJIITHUCH.
[IpoTOKOJIBI ypaBiIeHUS KIIFOYaMH.

ITpoTokobI cepTUdUKALIUT KITIOYEH.

Bomnpocs! opranuzanuu ceteif 3aCeKpedeHHOM CBA3H.
KirroueBsie cucTeMsl.

HopmaruBHslii 6a3uc kpunrorpaduu.

VY nocroBepsrorniue neHTpbl. DyHKIIMOHAIBHBIE 00SI3aHHOCTH

[TpomeskyTouHas aTTecTanys 00y4aroLUINXCsl OCYILECTBIIAETCS B (POpPME HK3aMEHa C UCIIOJb-

30BAHUCM CIICAYIOIHUX OLUCHOYHBIX MATCPUATIOB!:
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Bomnpocekl k 3xk3aMeny

(6 cemecTp, ounasi popma o0yUeHms)
Kpunrorpadus ¢ cummerpuunbiMu kiitouamu. [udpsr noacranoBku
Kpunrorpadus ¢ cummerpuunbivu kitodamu. [lndpsr nepecranoBku
Kpunrorpadus ¢ cummerpuunsiMu Kiitouamu. [loTounsie mudpbl
Kpunrorpadus ¢ ciMMeTpUYHBIME KIIt0YaMu. biodnsie mmdpst
CuMMETpHUYHOE paclpeiesICHUe KITIoUei
Kpunrorpaduueckas cetb
[Ipumenenne cuMMETpUYHOTO MUGPOBAHUS
KonTposs nenocrnoctu nanueix. KontpoapHas cymma
Xem. Xenr-pyukuu. TOCT P 34.11-94.
10. UmurtoBcraBka. DIIIT
11. Kpunrorpadus ¢ acHMMETpUYHBIMH KiTtouaMu. Anroputm Juddu-Xemimana
12. Kpunrorpadus ¢ acHMMETpUYHBIMU KIt04aMu. AnroputM RSA
13. Kpunrocucrema ¢ OTKpPBITHIM Kit04oM. Cozep:kuMoe cepTruduKaTa OTKPhITOro Kitouya
14. NadpactpykTypa OTKpHITHIX Kinroueit. [Iporokon OSCP
15. IPsec (IP Security). OpenVPN
16. Ayrentuduxanus. Kpatkuii anaam3 npoToKoJI0B ayTeHTU()UKALUN
17. TIpoTokosnbl ayTeHTU(UKALIUN BHI30B-OTBET
18. B3aumHas ayreHTHU(UKAIUSL
19. Ayrentudukanus mo oIHOPa3OBLIM MMAPOIISM
20. MuorodakTopHas ayTeHTU(UKAIUSL
21. Kpunroananus. Knaccudukaius MeTo10B KpUIITOAaHAIN3a
22. CrryyaifHble 4rcia B KpunTorpahuu
23. VicTouHMKY ciydyalHBIX uncen. ['eHepaTopsl ceBaoCTyYailHbIX Yncen
24. CummetpuyHoe mudpoBanue. biounsie mmdpsi
25. Cummerpuunoe mudposanue. TOCT 28147-89. AES (Rijndael)
26. DuAnTHYecKkast Kpunrorpadus
27. AcummerpuuHoe mugpposanue. OCT P 34.10-2012
28. Anroputmsl xemmposanus. [OCT P 34.11-2012

CoNoO~wNE

IV. IEPEYEHB JINTEPATYPHI, HEOBXOAUMOM JJIsI OCBOEHUA JUCHUILJIAHBI

4.1. OcHOoBHas1 JJUTEpaTypa
1. Koros, lO.A. Kpunrorpapuueckue MeToabl 3alluThl MHGOpPMALMU: CTaHIAAPTHBIC MIUQPBHIL.
udpst ¢ oTkpbITEIM KiTH04YOM : [16+] / FO.A. KoToB ; HoBocHOUpCcKuii rocyaapcTBEHHBIN TEXHU-
yeckuil yHuBepcuteT. — HoBocuOupck : HoBocuOupckuii rocy1apcTBeHHbIH TEXHUUECKUN YHU-
BEPCHTET, 2017. - 67 c. — Pexum  pocryna: 0  TOATMHCKE. —
URL.: http://biblioclub.ru/index.php?page=book&id=574782 (nara oGpamenus: 30.08.2020).. —
bubGmmorp. ¢ 46. — ISBN 978-5-7782-3411-6.

4.2. JIonoJIHUTEJIbHAS JINTEPATYyPA

1. ByrakoBa, H.I'. Kpunrorpaguyeckue MeTosbl U cpeacTBa 3alIUThl HHDOpManuu: yuyeOHoe mo-
cobue / H.I'. ByrakoBa, H.B. ®enopos. - Cankr-Ilerepoypr: UL "Unrepmenus", 2017. - 384 c.
URL.: http://biblioclub.ru/index.php?page=book&id=482787.

2. Wmyxosa, E.A. Kpunrorpaduueckue npoTokoisl U cTaHAapThl: yuedHoe nocodue / E.A. Unry-
koBa, E.A. Jlo6oBa; MunucrepctBo o6pazoBanus u Hayku P®, KOxHbIi dhenepanbHbId yHUBED-
cureT, MHxKeHepHO-TeXHOIorn4Yeckas akaaemus. - Taranpor: M3parensctBo HOxHOro dene-
paIbHOTO YHUBEPCUTETA, 2016. - 80 C. URL:
https://biblioclub.ru/index.php?page=book&id=493059 (nara oopamenus: 30.08.2020). — bub-
auorp. B KH. — ISBN 978-5-9275-2066-4. — TekcT : 311eKTPOHHBIH.
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http://biblioclub.ru/index.php?page=book&id=574782
https://biblioclub.ru/index.php?page=book&id=493059

3. Kopxwuk, B.M. OcHoBwl kpunrorpadun: yaedbnoe nocooue / B.M. Kopxuk, B.A. SkoBnes. -
Cankr-IlerepOypr: UL "Untepmenns”, 2016. - 312 c. URL: Kop:xuk, B.1. OcHOBBI Kpuntorpa-
¢un : yuebnoe nocodue / B.1. Kopxkuk, B.A. fAxosnes. — Cankr-IlerepOypr : UL "UnTepme-
mus", 2016. — 312 c¢. : cxem., Tabim. — Pexum poctyma: mno MOANUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=482794 (nara obpamenus: 30.08.2020). —
bubmmorp. B k1. — ISBN 978-5-89160-097-3. — TeKCT : 21€KTPOHHBIH.

4. Koros, I0.A. Kpunrtorpaduueckue meTo bl 3amuThl nHGopmaruu: mmdpsr : [16+] / FO.A. Ko-
ToB ; HoBOCHOUMpCKHii rocynapcTBeHHBIN TeXHU4Yeckuid yauBepcureT. — HoBocubupck : Hoso-
CUOMPCKUN TOCYJTapCTBEHHBIN TeXHUYECKHUU yHuBepcuteT, 2016. — Pexxum pocryna: mo moj-
nucke. — URL: http://biblioclub.ru/index.php?page=book&id=576379 (mata oOparieHus:
30.08.2020). — bubauorp. B kH. — ISBN 978-5-7782-2959-4.

5. Kpunrorpaduueckue MeToab! 3alIuThl HHPOPMALUHU: Ja00PATOPHBIA MPAKTUKYM / aBT.-COCT.
N.A. Kanmeixos, [[.0. Haymenko, T.A. I'um ; CeBepo-KaBka3ckuit penepanbHbIil yHUBEPCUTET.
— CraBponons : CeBepo-KaBkazckuit @enepanbubiii yausepcuter (CKOVY), 2015. — 109 c. —
Pexxum moctyna: mo mommucke. — URL: http://biblioclub.ru/index.php?page=book&id=458059
(narta obpamenus: 30.08.2020). — bubauorp. B kH. — TeKCT : 2JIEKTPOHHBIIA..

6. Jleuna, A.b. MoaenupoBanue kpuntocuctem: yueonoe nocooue / A.b. Jleuna. - Cankr-Ile-
TepOypr: ni "UnTepmenus"”, 2016. - 144 c. URL:
http://biblioclub.ru/index.php?page=book&id=482798 (nara obpamenus: 30.08.2020). — bub-
muorp. B KH. — ISBN 978-5-4383-0136-3. — TekcT : 371€KTPOHHBIH. .

V. IEPEYEHB PECYPCOB HH®OPMAIIMOHHO-TEJEKOMMYHHUKA-
IIAOHHO CETU «MHTEPHET», HEOBXO/JUMBIX JIJIsI OCBOEHUSA
TV CHMUTIIAHBI

Ne Ccplika Ha
1011 HHpOopMaALMOHHBIH

pecypc

HaumeHoBaHue pa3padoTKHu B JIeK-

N JocTynmHocTb
TPOHHOI (popme

1. https://infourok.ru/ OO0pa3oBarebHBIi UHTEPHET-NIPOeKT | CBOOOIHBII TOCTYII
Poccun. Bxirodaer: KOHCIEKTHI YPOKOB,
HPE3CHTALINH, TECThI, BUICOYPOKHU H APY-
T'He MaTepPHAIIbI 110 MPEAMETaM IIKOTbHON
POTPaMMBI.

2. http://edu.ru/ Poccutiickoe oopazoBanue: Penepanbbiii | CBOOOIHBIN JOCTYII
noprai. BKITIOYaeT CChUTKH Ha MOPTAIbI U
caiiTel 00pa30BaTEIbHBIX YUPEXKICHUN;
rOCy/IapCTBCHHBIE obpa3oBaresbHbIE
CTaHAAapThl; HOPMATUBHBIC JOKYMCHTBI;
KaTaJor 3KCKYpPCHil W 0Oydarolux mpo-
rpaMm.

3. https://www.intuit.ru/ | HaumonanbHbIii OTKpBITHIA yHUBepcUTET | CBOOOIHBIN TOCTYIT
- OpraHu3anys, MPeIOCTaBISIONAs C 10-
MOIIIBI0 COOCTBEHHOTO CalTa YCIyr'H JH-
CTaHI[MOHHOTO O0YYEHHSI [0 HECKOJIbKUM
00pa3oBaTeNbHBIM MTPOTPaMMaM, MHOTHE
U3 KOTOPBIX KacaroTcsi HHPOPMAIIMOHHBIX
TexHOJOTui. CalT COAEPIKUT HECKOIBKO
COTEH OTKPBITBIX 00pa30BaTEIbHBIX Kyp-
COB, MO0 MPOXOXKJIECHHH KOTOPBIX MOXKHO
OeCIIaTHO MOJYYUTh JJIEKTPOHHBIN Cep-
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tudukat. Takke BOZMOKHO TUIATHOE I10-
JTy4eHHe CepTU(HUKATOB O MOBBINICHUU
kBanudukanuu. Kpome toro, opranusa-
Ul JeHCTBYET KaK M3JaTeNbCTBO, BbI-
IyCcKasi yueOHYIO JINTepaTypy o Kypcam.

V1. COBPEMEHHBIE IPO®ECCHUOHAJIBHBIE BA3bI IAHHBIX
N UHOOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI

1. | www.garant.ru FapaHT.PUV — MH(POPMAIOHHO- CBOGOHBI 0CTYIL.
MIPaBOBOI MOpTa
http://www.biblioclub.ru | DnexTpoHHO-OMOIHOTEYHAS Perucrpanus uepes mo0oi
cucreMa (ObC) - YHuBepcuTeTCKas | yHUBEPCUTETCKUM KOMIIb-
OubIroTeKa OHJIAHH 10TEpP.
B panbuelimem npeno-
2. CTABIISICTCS HEOTPAHUYCH-
HBII UHAMBUAYAIBHBIHN 10-
cTyn u3 o000 TOYKH, B
KOTOPOM HMMeeTCsl JIOCTYI
K cetu VIHTEpHET
3 Www.garant.ru HNudopmannoHHo-ipaBoBoil  mop- | CBOOOIHBIN J0CTyM
Tal
www.elibrary.ru Poccuiickuit nHGOpMAIIMOHHBIH CBOOOHBII JOCTYTT
4. 1opTa B 00J1aCTH HayKH, TEXHO-
JIOTUU, METUIIUHBI U 00pa30BaHUs
5 | www.consultant ru Poccuiickas komnbroTepHas cupa- | CBOOOJIHBIN JocTyn
BOYHO-TIPABOBAsi CUCTEMa
VII. JUHEH3UOHHOE U CBOBO/IHO PACITPOCTPAHSAEMOE
IMPOI'PAMMHOE OBECIIEYEHHUE
— Ilpu peanuzanmu ydeOHON NUCHMIUIMHBI PUMEHSETCS CIEAYIONIEe JUIICH3UOHHOE U CBO-
00/IHO pacrpocTpaHseMoe NIPOrpaMMHOe 0OecTIeYeHHE:
— - Microsoft Windows;
— - Microsoft Office;
— - Libre Office u np.
VIiIl. OBOPYJIOBAHUE U TEXHUYECKHUE CPEJACTBA OBYYEHUSI, HE-

OBXO/IUMBIE /I OCYHIECTBJIEHUA OBPA3OBATEJIBHOI'O ITPO-
HECCA 11O JMCIHUIIJIMHE

VYyeOHble 3aHATHS MPOBOJATCS B ayAUTOPHUSIX, YKOMIUIEKTOBAaHHBIX CIELUAIU3UPOBAH-
HOW MeOeINpI0, B TOM YHCIIe CTAIlHOHAPHBIMU HJIM TIEPEHOCHBIMH TEXHUYECKUMH CPEACTBAMHU
o0yuyeHHs (IPOEKTOP, IKpaH, KOMIBIOTEP/HOYTOYK).
JlaGopaTopHbIe 3aHATHS, TPYIIOBBIE W WHAWBHIYAIbHbIE KOHCYJIbTAIUU, TEKYIIas H
IPOMEKYTOUYHAs! aTTECTAIlMU TPOBOJSATCS B CHIEIMAIN3UPOBAHHBIX KOMITBIOTEPHBIX Kiaccax. [le-
peueHbh OCHOBHOTO OOOpPYIOBaHHS: aBTOMATH3WPOBaHHBIE pa0OYMe MeCTa ¢ KOMITbIOTEpaMH,
nporpamMMHoe o0ecrieueHue o0ero u npodeccCHoHaAIBHOTO Ha3HAUYEHUS.
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CamocTosTenbHas paboTa MPOBOIUTCS B KAOMHETaX, OCHAIICHHBIX KOMITBIOTEPHOM TeX-
HUKOW C BO3MOXHOCTBIO MOJKIIIOUEHUS K ceTH «MHTepHeT» U 00ecredeHrneM JOCTyIa B AIIeK-
TPOHHYIO HH(POPMAIIMOHHO-00Pa30BaTEIbHYIO CPEly YHUBEPCUTETA.
[TpenycMOTpeHbl OMEIIEHHUS A1l XpaHeHUS W MPO(PUIAKTHYECKOTO 00CTyKMBaHUS y4eO-
HOTO 000pyI0BaHUS.
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