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51.0.04.12 OcHOBBI YIPABJEeHUA HH(HOPMAIIMOHHON 0€30MACHOCTHIO

Hanpagsaenue noaroroBku: /0.03.01 Ungpopmayuonnas 6ezonacHocmo
HanpasienHocts (Mpouiab): be3onacHocms KOMNbIOMEPHBIX cucmem (o Ompaciu uiu 8

cghepe npogheccuonanvholi dessmenbHOCmMU)

KBanundukanus (crenenn): oaxanasp
dopma o0yueHHsi: ouHas

HNucTuTyT: Mamemamuxu, ecmecmeo3Hanus U MexHuKu
Kadenpa: namemamuueckoeo mooenuposarnust, KOMNbIOMEPHBIX MEXHOI02UL U UHDOPMAYUOH-

Holl bezonacHocmu

oyHas ¢popMma

OYHO-3a04YHas

3aouHas gopma

¢dopma
Kype 3,4
Cemectp 6,7
Jlexknun 28
JlabopaTopHble 3aHATHUS 56
IIpakTHYeckHe (CeMHMHAPCKHUE) 3aHATHS 28
B T. 4. IPAKTHYECKAs MOAT0TOBKA
3aver

®opma(bl) MPOMEKYTOYHON aTTECTANMHA

(6 cemecTp)
Ix3amen - 0,3
(7 cemectp)

KonTtpoJusn 9
HNuble popMbl padoThl
CamocrositeibHas padora 238,7

Bcero yacos: 360
Tpynoemkocthb: 10 3a4eTHBIX eIMHULBI.
Pa3paborunk(u) paboueii mporpaMMmsl:

KaHOUOam husuko-mamemamuyeckux Hayk, OOUeHm

C.A. Pourynkus




|. OPTAHU3AIIMOHHO-METOIMYECKUIA PA3JIEJI
HCJ’IL I/I3y‘IeHl/Iﬂ JUCIITUIIJIMHBI:

MOJTy4YeHHEe HEOOXOAMMBIX 3HAHHMN O MPUHIUIAX U METOJaX, MHCTPYMEHTAIBHBIX CPEJCTB, HOPMa-
TUBHBIX JOKYMEHTaX pPeryjasTopax, MO3BOJSIOUIMX YCIEUIHO yMHpaBiIsaTh MHPOPMALMOHHON Oe30macHo-

CThIO OpraHU3allui B YCJIOBHUAX aKTUBHOI'O UCITIOJIB30BAHUA I/IH(i)OpMaL[I/IOHHLIX TEXHOJIOTHH.

?DaIla‘II/I H3YYCHUA TUCHUIIJIUHBI:
- O3HAKOMJICHHE CTYJICHTOB C TEPMUHOJIOTHEH yIpaBiieHHs: HHPOPMALMOHHON 0€3011aCHOCTHIO;
- U3y4eHHE METO/IOB U CPEACTB obecneueHust nH(POPMALMOHHOMN 0e301MacHOCTH;

- OCBOCHHE HaBBIKOB (hopMUpOBaHUs TpeOoBaHMi k cucteme yrnpapieHus b koHkpeTHOro oobekra.

Mecto nucuuminibl B cTpykrype OIIOIL: peanusyercs B o6s3arenbroit yactu 6oka B1.

Jucuuniauael (MOAYIHN).

HﬂaﬂnpyeMMe PE3YIbTATHI Oﬁy‘leﬂl/lﬂ MO0 JUCIHUIIJINHE:

H.Ha}mpyeMbIe pe3yJdbTaThbl

- OCHOBHBIE HOPMATHUBHBIC IPABOBBIC
aKThl, TEXHUYECKHE CTaHIApThl U
crenuuKanuy, HOpPMaTHBHBIE
Meroandeckue N0KyMeHTbl @Chb PO u
OCTIK PO B chepe naDopManmoHHON
0€30I1aCHOCTH;

- CTaHAApTHI IO JIMIICH3UPOBAHUIO Jes-
TEIILHOCTH B 00J1aCTH 00E€CIICUCHUS TEX-
HUYECKOM 3aluThl MH(OpPMAIUU KOH-
buaeHIMaTPHOTO XapakTepa, Mo aTTe-
cTalu OO0OBEKTOB HH(pOpMaTU3ALMUU U
cepTudUKaIy CpeaCTB 3aUUThHl HHPOP-
MaIyH.

Kox NHauKaTopbl 10CTHKEHHS
o0yueHust
KOMIIETeHINH KOMIIeTeHINH
0 JUCIUILINHE
OIIK-6 3HATE. 3Haer:

- 3aKOHOJATeNbHbIE aKThl Poccuiickoi
Odenepanyu, peryIupyrmux BOIPOCHI
3amuThl “HGOPMAIMKU, TPEOOBaHUS K
3alUTe TOCYAapCTBEHHOW TalHbI, WH-
CTPYKIIMM U PErJIaMEHThI, H3JaHHBIC
OCb u OCTIK;

- TpeOOBaHUN K MOJIYYCHHIO JTUICH3UU
Ha JIeATENbHOCTh, CBSI3aHHYIO C 3alllH-
TOW MH(OPMAIHH, TIPOIIETYPHI ATTECTa-
U MH(OOPMALIMOHHBIX CUCTEM U Cep-
TU(UKALMOHHBIX  TPOIECCOB  JUId
CPEICTB 3aluThl WHGOpPMAIUU  CO-
TJIACHO YCTAaHOBJICHHBIM CTaHapTaMm.

Ymers:

- MCIIOJIb30BaTh HOPMATHUBHO-TIPABOBBIE
JIOKYMEHTBI, TEXHUYECKHUE CTaHJapThl U
cneundukanuy, HOpPMAaTHBHBIE
meTtoaudeckue n1okymMeHTbl @Chb PO u
OCTIK PO B chepe napopmarionHon
0€30MacHOCTH Ha KOHKPETHBIX 00BEKTaX
3aLIUTHI;

- 000CHOBAHHO BBIOMPATH U MPUMEHSTH
COOTBETCTBYIOIINE KOHKPETHON CHUTya-
MU CTaHAAPTHl 1O JIMIEH3UPOBAHUIO
JeSITeIbHOCTH B 00JacTu oOecredeHus
TEXHUYECKON 3almuThl HUH(pOpMauu
KOH(HICHIIMATIBHOTO XapaKTepa, Mo at-
TECTallM aBTOMAaTHU3UPOBAHHBIX CH-
CTEM.

Ymeer:

- IPUMEHATh HOPMBI 3aKOHOAATEIbCTBA
U PEKOMEHJAIMU PEeryJATOPOB IS
o0ecreyeHnss COOTBETCTBUS MH(pOpMa-
LMOHHBIX CHUCTEM TpeOoBaHUsIM O€3-
OTaCHOCTH, PAaBUIBHO UHTEPIPETUPO-
BaTh TOJOXEHUS HOPMATHUBHBIX IOKY-
MEHTOB M aJalTHpPOBaTh UX MOJI KOH-
KpPETHBIE YCIIOBHS OJKCIUTyaTallid WH-
(OpMaIMOHHBIX CUCTEM;

- OLIEHUBATh HEOOXOIUMOCTH MOJyYe-
HUS JIMLEH3UU Ha BBIOJHEHHE paboT
mo 3ammre WH()OpMAIUK, MPOBOJUTH
aTTeCTalMIO CCTeM 00pabOTKH KOH(H-
JICHIINATBHON HHPOPMAIINH, OCYIIIECTB-
JISITh BBIOOP MOJXOASIINX CTaHAAPTOB U




METOJIUK ISl CepTU(UKAIIMHU CPE/ICTB
3aIMThl HHOOPMAITUH.

Baagers:

- HaBBIKAMU IPOBEJCHUS aHAJM3a WH-
dbopMaIrmoOHHON 0€30MacHOCTH O00BEK-
TOB U CHCTEM Ha COOTBETCTBHE TpeOOBa-
HUSM  HOpPMaTHBHO-IIPaBOBON  0Oaze,
CTaHJapTaM M crienudukanusm, HopMa-
TUBHBIM METOJUYCCKUM JOKYMEHTaM
OCB PO u @CTIK PD B chepe undop-
MaIIMOHHOH 0€30I1aCHOCTH;

- METO/IaMHU TEOPETHUYECKOTO ¥ IKCIIEPH-
MEHTAJILHOTO MCCIIEIOBAHUS TPU pelie-
HUH PA3JIUYHBIX MPO(HECCHOHAIBHBIX 3a-
a4 C Yy4€TOM OCHOBOIIOJIATAIOMINX JI0-
KYMEHTOB IO JIMIICH3UPOBAHHIO, CTaH-
JApTU3AIHH, CePTUDUKAITH.

Bunaneer:

- HaBbIKAMM IIPOBEACHUs ayJUTOB H
MPOBEPOK HH(OPMALNMOHHBIX CHUCTEM
Ha IpeAMeT cOoOJII0EHUSI yCTaHOBJICH-
HBIX HOPM H CTAaHAApPTOB, BLIABJIICHHC
HapyleHUH U pa3pabdoTka Npeaoxe-
HUM 110 YCTPAHEHHUIO HEIOCTATKOB;

- QHAIMTUYECKUMHU TIOJXOAAMH U SKCIIE-
PUMCHTAJIbHBIMU MCTOAAMU IJISA U3YyUC-
HUS Tpo6JIeM yrpaBieHus HHdopmaiu-
OHHOM 0€3011aCHOCTH, OLIECHUBATh COOT-
BETCTBUE CUCTEM U CPEICTB 3allUTHI
IpCaABABIACMbBIM Tpe60BaHI/ISIM.

OIIK-10

3HaTh!

- TPUHIUNBI pean3aliy, Pa3BUTUSA U
COBEPILICHCTBOBAHUS CHCTEM
obecrnieueHus UH(POPMALMOHHOM
0€30IMaCHOCTH MPEIIPUATHS B pamKax
KOMILJIEKCHOTO TIOJIX0/1a;

- CTPYKTYPY MOJIUTHKH
nH(OPMAITMOHHOK 0€30TaCHOCTH;

- OCHOBHBIC TEXHUYECKHE METOJbI |

3Haert:

- METOJbI M CPEJICTBA yNpPaBICHUS WH-
dbopmarmoHHoi  0€30MacCHOCTHIO, A
TaK)K€ OCHOBHBIC MOJXOJABI K paspa-
00TKe, pealu3aliM, JKCIUTyaTall|H,
aHaM3y, COMPOBOXKICHUIO M COBEp-
IICHCTBOBAHUIO CHCTEM YIPABJICHUS
UH(POPMALIMOHHOM 0€301acCHOCTbIO
OTIPEIEIEHHOT0 00BEKTA;

TIPUHITAITBI yIpaBICHUS
uH(pOpMaITMOHHOM 0€301aCHOCTBIO
HIPEANPUITHI OTPACIIH.

Ymers: Ymeer:

- OTpeNeNsITh KOMIUIEKC Mep (TipaBuia,
OpOLEAYphl, TMPAKTUYECKUE TPUEMBIL,

PYKOBOJISIIIE  METOJbI, IPUHIIMIIHI,
CpeICTBA) JUTSt obecrnieueHus
MH(pOpMaLOHHON 0e30MacHOCTH
WH(OPMAIIMOHHBIX CUCTEM;

- pa3pabaThiBaTh MOJINTUKY
UH(POPMALIMOHHOM 0e30macHOCTH

00BEKTa 3aIUTHI;
- IPUMEHATh Ha IpaKTHKE OCHOBHbBIE
MeXaHU3MBI yTpaBJICHUS
UH(POPMALIMOHHOM 0€30MacHOCThIO Ha
00BEKTE 3aLIUTHI.

- MOTUBUPOBAHHO BBIMOJHATE TIpodec-
CHOHAJIbHYIO JIeATEIHHOCTh B 00JacTH
obecrieuenus wHGOPMAIMOHHONW 0€3-
OTIaCHOCTH.

Baajgers:

- HaBBIKAMH  IUTAHUPOBAaHUSA U
OpraHu3aIuu CHUCTEMBI 3aIUTHI
uH(pOopMaLnu;

- HaBBIKAMU peallu3allid dJIEMEHTOB
MTOJTUTUKHU nH()OPMATMOHHON
0e30IMacHOCTH;

Baapeer:

- HpaBI/IHaMI/I, METOdaMU, Cpe)ICTBaMI/I,
MpoleaypamMu  yrpaBjieHus HHpopMa-
LIMOHHON 0€30MaCHOCTLIO 00OBEKTA.




- METOIaMU OpPTaHU3aLUU U YTIPABICHUS
NEeATeILHOCTRIO CITy X0 3aIIUTEI
uH(GOpMAIIMU Ha MPEANPUSTHH.

OIIK-12

3HaTh!

- TepeueHb HEOOXOAMMBIX HCXOIHBIX
JMAHHBIX NI TPOEKTUPOBAHUS MOJICHU-
CTEM M CPEJICTB 00ECTEUEHUs 3alIUTHI
uH(pOpMallii, OCHOBHBIE BO3MOXKHBIE
IIPOEKTHBIE PEUIEHUs] aBTOMAaTU3HPO-
BaHHBIX CUCTEM U IOJICUCTEM, CPEJICTBA
WX 3QIUTHI;

- [IpaBWJIa BHIMOJIHEHHS] TEXHUKO-9KOHO-
MHYECKOTO aHaju3a M OOOCHOBAaHUS
MIPOEKTHBIX PEHICHUH MO 0OecreyeHuto
UHPOPMALMOHHOM 0€30MaCHOCTH.

3naer:

- TEPMUHOJIOTHIO, OCHOBHBIC PYKOBO/ISI-
M€ W PErJaMEHTHPYIOIIUE IOKY-
MEHTBI B 00JIaCTH yIIpaBieHHsI UHHOP-
MAaIMOHHOHN 0€301acHOCTH.

Ymern:

- IPOBOJIUTH AHAJIU3 MUCXOJIHBIX JTAHHBIX
JUISL TIPOCKTUPOBAHHMSI TTOJICUCTEM IIepe-
Ja4u uHpOpMaun u
cpeAcTB olecrieueHuss WHQPOPMAIIUOH-
HOI 0€30IMacHOCTH;

- MPOBOJHUTH TEXHUKO-IKOHOMHUYECKUH
aHajgu3 ¥ 000CHOBAHME MPOEKTHBIX pe-
IICHUH, CBA3aHHBIX C 00ECTIICUCHHEM HH-
dbopmarmoHHON 6€30MaCHOCTH.

Ymeer:
- KOHTPOJHPOBATh 3()(HEKTUBHOCTH MEP
3alUThl, CO3JaBaTb HEOOXOAUMBIE

YCJIOBUS ISl UCTIOJIb30BAHUSI ITPOTPaM-
MHO-aIlapaTHeIX CPEICTB obecmeue-
HUS MH(QOPMALMOHHOW 0€301MacHOCTH
COBPEMEHHBIX WH(POPMAIMOHHBIX TEX-
HOJIOTHH,

Baagersn:

- HaBBIKaMH oOecriedueHus: nHPopMaIu-
OHHOW O0€30MaCHOCTH HCXOJHBIX HaH-
HBIX TSI IPOCKTHPOBAHUA MMOACUCTEM U
CPEICTB;

- HaBbIKaMHM BBIITOJIHCHUA TCXHHUKO-3KO-
HOMHMYECKOTO aHain3a U 00O0CHOBAaHUSA
MMPOCKTHBIX pemeHHﬁ, CBsI3aHHBIX C
obecrieueHreM HH(poOpMaOHHON 0e3-
OITACHOCTH.

Baaneer:

- HaBbIKaMH (OPMaJIbHOW MOCTAHOBKU
W peIlIeHMs 3aJauyd 00ecreueHUs] WH-
(dbopMaIrMOHHON 0E30MaCHOCTH KOMITh-
IOTEPHBIX CHCTEM.

OIlIK-1.1

3HaTh:

- Tmpoueaypy GpopMUpOBaHUS U BBINOJ-
HEHHUS KOMILIEKCa Mep 10 00eCIIeueHn0
yOpaBlIeHUsI JOCTYIIOM B KOMIIBIOTEp-
HBIX CUCTEMaAX.

3Haer:

- mpolecc pa3pabOTKH TMOJTUTUKH J0-
CTyma, BKJIIOYAIOIICH HIEeHTU(UKAINIO
MOJIb30BaTENeH, ayTeHTH(PHUKAIUIO, aB-
TOPU3AIIMIO U KOHTPOJIb MPaB JOCTyIa K
pecypcam. Takke HEOOXOAMMO 3HAThH
MEXaHU3Mbl peATH3alluh dTUX TIPOoIIe-
nyp B pamkax koprnopatuBHbix UT-cu-
CTEM.

YMeTn:

- IPOBOAUTD IpOLEAYyPY POPMUPOBAHUS
Y BBITIOJIHEHHUSI KOMIUIEKCa Mep 1o obec-
IICYCHUIO ynpaBJ'IeHI/IH )IOCTYHOM B KOM-
MBIOTEPHBIX CUCTEMAX.

YMmeer:

- pas3pabaThiBaTh MOJUTHKY YIIpaBJe-
HUSI JIOCTYTIOM, HacTpauBaThb CPEACTBa
KOHTPOJISI IOCTYyTa, OCYIIECTBIISATh MO-
HUTOPHHT U ayJIUT JEHCTBUI MOJIb30BA-
TeJIeH, a TAK)KE KOPPEKTHO pearupoBaTh




Ha WHIMJEHTHI, CBSI3aHHBIC C HapyIe-
HUEM IPaBUJII IOCTYIIA.

Bunaners:

- IPAKTUYECKUM OIBITOM IIJITAHUPOBAHUS
Y IIPUMEHEHUs KOMILIEKca Mep 1o odec-
IICUEHUIO YIIPABJICHUSI TIOCTYIIOM B KOM-
INBIOTCPHBIX CUCTCMAX.

Bunaneer:

- ONBITOM BHEJIPEHUS U MOJAEPKKHU CHU-
CTEM YMPaBJICHUS TOCTYIOM, HACTPOl-
KO poJiell U MPUBUJICTUN MOJIb30BaTE-
JIed, IPUMEHEHUSI TEXHOJIOTMH MHOIO-
(akTopHOHN ayTeHTU(UKAINH, a TaKXKe
yIPaBJICHUE )KU3HEHHBIM [IUKJIOM y4eT-
HBIX 3aIllUCEN COTPYIHUKOB U BHELIHUX

KOHTPAareHTOB.
OIIK-1.2 3HaTh: 3uaer:
- IPUHITUTIBI HACTPOUKH M aIMUHUCTPHU- | - APXUTEKTYPY U (PYHKIIMOHAILHEIE BO3-
pOBaHUs CPEACTB oOecrieueHus HHPOP- | MOKHOCTH PA3IUYHBIX CpPEACTB 3a-
MaIMOHHON 0€30MacHOCTH B KOMIIBIO- | IIUTHI HH(OPMAIINH, a TAK)KE 0COOCH-
TEPHBIX CUCTEMAaX H CETSX. HOCTH MX MHTETPAIMU B HHPPACTPYK-
TYpY NPEAIPUSATHS.
Ymers: Ywmeer:
- BEIOUpATh aJITOPUTMEI PAOOTHI CPEJICTB | - OICHWBATh PA3JIMYHBIC CICHAPHH
oOecrieueHuss WH(POPMAIMOHHOW 0€3- | yrpo3 v moAOUpPaTh ONTUMAIBHBIC ME-
OIACHOCTH B KOMITBIOTEPHBIX CHCTEMaX | TOABI 3allUThI, COOTBETCTBYIOIIUE
U CETSX. cnenuduke  KOHKPETHOH  Cpelbl,
BKJIOYasi BBIOOpD TapaMeTpoB U
HACTPOEK CPEJICTB 3alllUThI, obOecre-
YUBAIONINX HEOOXOIUMBIA YPOBEHB
0€301aCHOCTH.
Bnanets: Baaneer:
- IPaKTUYECKUM OIBITOM HACTPOWKH W | - HABBIKAMU KOH(UT'YPUPOBAHUS U MO-
aJIMHUHHCTPUPOBAHUS CPEJCTB OOECIe- | HITOPUHTA CPEICTB 3allUThI JJIS pas-
yeHUs] THPOPMAITMOHHOM 06€30MacHOCTH | HBIX THIIOB O0OBEKTOB (cepBepsl, pabo-
pPa3IUYHBIX IO CBOEMY XapakKTepy 00b- | uhe CTaHI[UH, CETeBOE 000pyI0BaHUE) C
€KTOB 3aIIUTHl B KOMITBIOTEPHBIX CUCTE- | YYETOM OCOOEHHOCTEH KaXJIOTO 00b-
MaX U CETsIX. €KTa, YMEHUE YCTPAHSITH BOSHUKAIOIIHE
npobiemMbl U obecredynBaTh Oecriepe-
00iiHyI0 PabOTy 3alIUTHBIX MEXaHWU3-
MOB.
OIIK-1.4 3HaTh: 3Haer:

- IpoLeAY Py aHaIu3a HH(POPMAIIMOHHOMN
0€30MacHOCTH KOMIIBIOTEPHBIX CUCTEM U
ceTeil Ha COOTBETCTBHE TPEeOOBAHUAM
CTaHJApTOB.

- MpoIenypy aHanu3za WH(OPMAaIMOH-
HOM 0€30MacHOCTH KOMIIBIOTEPHBIX CH-
CTEeM U CeTell Ha COOTBETCTBHUE TPeOOBa-
HUSIM CTaHJApPTOB, METOJOJOTUU TIPO-
BeneHus ayaura Wb, a takke npuHUU-
TIOB OIIEHKH PUCKOB U YSI3BUMOCTEH.

YMers:

- IPOBOJUTH NPOLEAYpPY aHaIu3a HH-
(dopManoHHOM 6€3011aCHOCTH KOMITBIO-
TEPHBIX CHCTEM M CETe Ha COOTBET-
CTBHE TPEOOBAaHUSIM CTAaH/IAPTOB.

YMmeer:

- HJ'IaHI/IpOBaTB 158 OpFaHI/IBOBBIBaTB
ayJuT, COOMpaTh JaHHBIE O TEKYyIIEeM
COCTOSTHUU CHUCTEMBI 3alIUThl HHPOP-
MalliM, aHaJIU3UPOBaTh PE3YJIbTaThI
HpOBGpOK, BBIABIISITD HCCOOTBECTCTBUSA
CTaHJapTaM M MpeasiaraTb Mepbl AJis
X YCTPAaHEHHUSL.




Bnanets:

- IPAaKTHYECKUM OIBITOM MpPHUMEHEHUs
METOJIOB aHaliu3a HH()OPMAIMOHHOM
0€30MacHOCTH KOMIIBIOTEPHBIX CUCTEM U
ceTell Ha COOTBETCTBHE TPEeOOBAHUAM
CTaH/IapTOB.

Bnaneer:

- HaBBIKAMHM HCITOJIF30BAaHUS CIICIIHATIH-
3UPOBAaHHBIX MHCTPYMEHTOB ISl Te-
CTUpOBaHUs 0€30MaCHOCTH, JOKYMEH-
TUPOBAHUS PE3YJbTATOB IPOBEPKHU,
MOJATOTOBKU OTYETOB M PEKOMEHJa-
LA 10 YJYYUIEHUIO YPOBHS 3alllu-
IEHHOCTH MH(GOPMAIIMOHHBIX Pecyp-
COB OpraHU3aluH.

Il. COAEP’KAHUE U OFBEM JIMCLHUIIJINHBI

C YKazaHHuEM KOJINYeCTBA YaC0B, BLIICJICHHBIX HA KOHTAKTHYIO paﬁoTy oﬁyqamumxcsl

¢ nmpenogasareJsieM (10 BUJIaM Y4eOHbIX 3aHATHI) M HA CAMOCTOATEIbLHYIO PadoTy

Ounas popma o0yueHust

HaunmeHnoBaHnue pa3ieJioB U TEM

AyauTopHBIE 3aHS-
THAA
JK [ m3 | Jab

Cam.
Pao.

Bcero ua-
COB

6 cemecmp

Paznen 1. «TeopeTuyeckne 0CHOBbI HH()OPMALIMOHHOM
0e3omacHOCTI

216 18 | 18 | 36 54

1

Tema 1. bazoBeie monsiTus. OOmias cxema Mpo-
ecca obecrneuenus Oe3zomacHocTd. OOmias cxema
nporecca obecniedeHus OezonmacHocTd. WneHTH-
¢bukanus, ayreHTUUKALMA, YIPaBICHUE AOCTY-
IIOM

72 6 6 12 48

Tema 2. 3ammura OT HECAHKLMOHUPOBAHHOIO J0-
cryna. Mopnenu Ge3omacHocTd. Moaens Xappu-
cona—Py3o0—YnpmaHna

Mogenps bemna—Jlallagyna

72 6 6 12 48

Tema 3. PosteBasg Mozess O€30I1aCHOCTH
[Tporecc mocTpoeHHs U OIEHKU CUCTEMBI 0Oecte-
yeHus 0e30MacHOCTH

72 6 6 12 48

@opjvza omuyemHocmu

3a4CT

3auem

Hmozo 3a 6 cemecmp

216 18 | 18 | 36 144

B T.4. IPAKTHYCCKad MOAroTOBKa

7 cemecmp
Paznen 2. «OcHoBbl kpunrtorpaguu. 3amura ungop- 61 5 6 10 40
MAILHH B CETAX»
4 Tema 4. OcHoBHble mnoHATHSA. Krnaccuduxarms 15 1 2 2 10
mdpoB. Cummerpuunbsle mugpsl. Cxema Deii-
CTeJIsL.
5 | Tema 5. ludp DES. Hludp T'OCT 28147-89. 14 1 1 2 10
Mudpp Blowfish. Ynpasnenue xpunrtorpapude-
CKMUMH KJIFOYaMH JJISi CAMMETPHYHBIX MIH(POB
6 | Tema 6. Acummerpuunbie muppsl. OCHOBHBIE T10- 16 1 1 4 10

Hatus. Pacnpenenenue xiroueit mo cxeme Juddu—
Xemnmana. Kpunrorpaguueckas cucrema RSA




Kpunrorpaduueckas cucrema Dnp—Iamans. Cos-
MECTHOE MCII0JIb30BaHNE CUMMETPHUYHBIX U aCHM-
METPUYHBIX MHUPPOB

7 | Tema 7. Xom-pyHkiuu. Xom-GyHKIHHA 0€3 KIrova. 16 2 2 2 10
Anroputm SHA-14. Xsm-pyskuuu ¢ kiarodom. MH-
(bpacTpykTypa OTKpBHITHIX Kitoueil. Lludposbie cep-
TU(UKaThl. [IpOTOKOJIBI 3aIUTHI

Pa3znen 3. «AHajJu3 M ynpaB/jieHHe pucKaMu B c(epe 73,7 5 4 10 54,7
HHGOPMAILIMOHHOI §€30NACHOCTI))

8 | Tema 8. Benenne B mpoOiemMy. YTpaBJICHHE PHUC- 25 1 1 2 21
kamu. Mojiens 6€30IacHOCTH C TIOJTHBIM TTEPEKPHI-
THEM

9 | Tema 9. MeToauKu MOCTPOCHUS CHUCTEM 3alUTHI 28 2 1 4 21
unpopmanuu. MeToIMKH ¥ MPOTrpaMMHBIE MPO-
JTYKTBI JIJIsl OLICHKH PUCKOB

10 | Tema 10. Bei6op npoekTa cucTeMbl 00eCTICUCHHS 20,7 2 2 4 12,7
nHpopManMoHHOH Oe3omacHocTH. UrpoBas Mo-
JIeNIb KOH(MIIMKTA «3allUTHUK-HAPYIIUTEIb).
Dopma omuemnocmu 9K3aMeH
Koumponw 9
IK3amen 0,3
Hmozo 3a 7 cemecmp 144 10 10 20 94,7
B T.4. IPAKTHYECKas MOJATOTOBKA
HUTOI'O 360 28 | 28 | 56 | 2387

OuHo-3204Has popma 00yUeHHs He peanu3yercsi

3aouHas popma 00yueHHs He peaaTu3yercs

I1l. OHEHOYHBIE MATEPUAJIBI VISI TPOBENEHUST TEKYIIEA 1
IHPOMEXYTOUYHOU ATTECTAIIMU OBYYAIOIIINXCA ITO JUCHUITJIMHE

OrneHKa OCBOCHHUSI OOYYAIOIMUMUCS COAEPKAHUS TUCHMUIUIMHBL (MOYJIsI) BKIIIOYAET

TEKYILMHA KOHTPOJb YCIIEBAEMOCTH U MPOMEXKYTOUHYIO aTTECTALUIO O0yYarOIINXCA.

Texyuuii KOHTPOJIb YCIEBAEMOCTH 00ECIIEUNBAET OLICHUBAHUE X0J1a OCBOCHUS JUC-
LUIUIMH (MOZAYJIEH) U OCYIECTBIISIETCS C IIOMOILBIO CIIETYIOIIMX OLEHOYHBIX CPEACTB: KOH-

TPOJIbH

03N N KW

ast pabora.

TunoBoii BApMAHT KOHTPOJIbHOM PadoOTHI

. PazpaboTka Mosienn yrpo3 KOHKpPETHOT'O OOBEKTa.
. Pazpabotka monenu mapymmrens b konkperHoro oobekTa.
. Ouenka puckos 1b.
. Pa3paboTka kopnopaTUBHONH METOJUKH aHAJIN3a PUCKOB.
. Tunosele nporeccel ynpasieHus Ub.
. Pa3paboTka nonutuku 6e3onacHocTy M1Ib KOHKpEeTHOTO 00BEKTA.

. PazpaboTka muiana nposenenus ayauta b KoHKpeTHOro 00beKTa.
. Aynut coctostHUM MHDOpPMALIMOHHONM 6€30MacHOCTH.
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9. Ynpasnenune nHPOpMaIMOHHON O€30MaCHOCTHIO HA TOCYAPCTBEHHOM ypoBHE: OOIINe MPUHIIAITHI

u poccnﬁcxaﬂ IIpaKTUKa.

10. ITocTpoenue cucTteMsl ynpapieHus nHGpopMannoHHo# 6e3onacHocThio (CYUD).
11. Pa3pabotka noxymentauuu CYUB.

12. BHenpenue u conpoBokaeHre KOMILIEKCHbIX cucteM CYUBD.

13. Ilopnepxka paspadorannoit CYUD unu oTenbHbIX IPOLIECCOB.

[TpomexxyTouHas arrecTanus 00y4aromuXcsl OCYIECTBIsAETCS B popMe 3adera U HK3a-

MCHa C HCIIOJIb30BAHUCM CJIICAYIOIIHNX OLICHOYHBLIX MATCPUAJIOB: nepedeHb 60npocoe K 3a-
yemy u 9K3ameH) .

RO ~NoOOR~WNE

el vl ol
UM WNEO

RBR O N ORWNE

0.
1.
12.
13.
14.
15.
16.

Bonpocsl k 3a4ery
(6 cemecTp, ouHasi popMa 0OyUEHHS)

[Tonstre nudopmarmonHoi 6e3omacHocTH. OOBEKT 3alUTHI HHPOPMAIIUH.

OCHOBHBIE COCTaBJISIONIME HH)OPMAIIMOHHOW OE30ITACHOCTH.

VYnpasnenue nHGOPMAITMOHHOMN 0€30MaCHOCTHIO.

BaxxHocThb U CI105KHOCTH TPOOIEMBbI HHPOPMAIIMOHHON 0€30MaCHOCTH.

OcHoBHbIE OIpeieTIeHHs U KpUTepuu Kiaccupukanuu yrpo3. OCHOBHBIE YTPO3bI TOCTYITHOCTH.
OcHOBHBIE YTPO3bI IETOCTHOCTH. OCHOBHBIC YTPO3bl KOHPUACHIIUATHLHOCTH.

Bpenurenbckue mporpaMMei.

O6m1as cxema nporiecca odecreueHus 6€30MacHOCTH.

Wnentudukanus, ayreHTH(UKALNS, YIPABICHHE JOCTYIIOM.

. 3aImmTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA.

. Mozenu 6€30macHOCTH.

. Monens Xappucona—Py30—YapMmaHa.

. Mogenp bemna—Jlallanyna.

. Ponesas Mmoenns 6€30acHOCTH.

. [Iportecc mocTpoeHus ¥ OIEHKU CUCTEMBI OOecTieueH sl O€30IMacCHOCTH.
. Cranmapt ISO/IEC 15408.

Bomnpocsl k 3xk3aMeny

(7 cemecTp, ouHasi popma o0ydeHUs!)
OcHosHzble nousaTus. Knaccuduxamus mmdpos.
CummerpuuHble UL
Cxema DelicTens.
HIudp DES.
HIudp 'OCT 28147-89.
HIudp Blowfish.
VYnpasienue KpunrorpadpuyecKuMu KI9aMy Ui CHMMETPUYHBIX MIH(POB.
AcuMMeTpUyHbIe IUQPBHIL.
OCHOBHBIE OHSATHS.
Pacnpenenenue kiroueit mo cxeme Auddpu—Xennmana.
Kpunrorpaduueckas cuctema RSA.
Kpunrorpaduueckas cucrtema dnab—I amans.
CoBMecCTHOE UCIIOJIb30BaHNE CUMMETPUYHBIX U ACUMMETPUYHBIX MIH(POB.
X31I-(yHKIHH.
Xom-pyHKIKK 6€3 KiIrova.
Anroputm SHA-14.



17. Xsur-pyHKIuu ¢ KIro4uom.

18. NudpactpykTypa OTKpBITHIX Kitouel. L{uppoBbie cepTuhUKaTHI.

19. IlpoToko:n 3anuThl 3aeKTpoHHOU TouThl S/MIME.

20. IIporokonsr SSL u TLS.

21. IIporokomsl IPSec u pactipenenenne KIrO4e.

22. MexceTeBbIe DKPaHbl.

23. Ynupanenue puckamu. Mojiesib 6€30MaCHOCTH C TIOJTHBIM MEPEKPBITUEM.

24. Ynpasnenue nHpopmanuonHoi 6e3onacuocteio. Ctanaaptsl ISO/IEC 17799/27002 u 27001.

25.TOCT P UCO/MDBK 17799:2005 «Mudopmarnmonnas texnosorus. [Ipaktuueckue npaBuia yrpasiie-
HUS HH)OpMAITMOHHON 6€301aCHOCTBION.

26. TTOCT P UCO/MDK 27001-2006 «MudbopmarimonHas TEXHOJIOTHsA. METOIbI U CpecTBa 00ecredeHus
6e3onacHoctu. CucreMsl MeHeKMeHTa HH(opMarmonHoi 6e3onacHocTu. TpeboBaHus».

27. MeToTMKU TTOCTPOSHUSI CUCTEM 3aIUTHI HH(GOPMAIIHIH.

28. MeToIMKH | MPOTPAMMHEIE IPOJTYKTHI JISI OIICHKH PUCKOB.

29. Monens Lifecycle Security.

30. Mojesib MHOTOYpPOBHEBOH 3aIIUTHI.

31. MeToauKa yrpaBJIeHUs] pUCKaMHU, ITpeyiaraeMast.

32. Maiikpocodr.

33. Meroanka CRAMM.

34. Meronuka FRAP.

35. Meroanka OCTAVE.

36. Metonuka RiskWatch.

37. [IpoBeieHUE OIICHKU PUCKOB B COOTBETCTBUU C METOAMKONW MalKpoCcodT.

38. AHayu3 CyIIECTBYIOMIMX MTOIXO0B.

39. Be10op mpoekTa CUCTeMBbI 0OecTieueHH HH(HOPMAITMOHHOW 0€301TaCHOCTH.

40. UrpoBasi MozielTb KOH(MIIUKTA «3aIIATHUK-HAPYIIHTEIIBY.

IV. IEPEYEHD JIUTEPATYPBI, HEOBXOIUMOM JIJIs1 OCBOEHMUSI
JAUCIIUITIJIMHBI

4.1. OcHOoBHas1 JiUTEpaTypa

1. Cysoposa, I'. M. Mudopmanmonnas 6e3omnacHocTs : yuedHoe nocobdue st By308 / I'. M. Cy-
BOpoBa. — 2-¢ 3., nepepad. u gom. — Mocksa : M3natensctBo FOpaiit, 2024, — 277 c. — (Bricuiee
obpazoBanue). — ISBN 978-5-534-16450-3. — Tekcr : anexrponHsiid / OOpa3oBatensHas matdopma
FOpaiit [caiit]. — URL.: https://urait.ru/bcode/544029 (nara odpamenus: 18.04.2024).

2. 3enkoB, A. B. MnpopmanmnonHasi 6€30MacHOCTh U 3aliuTa HHPOpMAIHH : y4eOHOe TTocooue
s By30B/ A. B. 3enkoB. — 2-e u3a., nepepabd. u non. — Mocksa : M3natensctBo FOpaiit, 2024. —
107 c¢. — (Boicmiee oOpaszoBanue). — ISBN 978-5-534-16388-9. — Texkcer : anekrponHsiid // OOpazoBa-
tenbHas miardopma FOpaiit [caiit]. — URL.: https://urait.ru/bcode/544290 (nata oopamenus: 18.04.2024).

4.2. lonosiHUTEIbHAS JIUTEPATYpPa

1. [Hunos, A.K. Ynpasnenue nndopmaimoHHoM 6e30macHOCThIO : yueoHoe mocodue / A.K. 11Iu-
JI0B ; MUHHCTEpPCTBO HAayKH U BhIciiero oopazoanus PO, KOxubiit penepanbublii yausepcuret, MHCTUTYT
KOMITHIOTEPHBIX TEXHOJIOTHI 1 HHPOPMAIIMOHHOK 0e30macHoCTH. — PocToB-Ha-Jlony ; Taranpor : FOxHbIit
denepanpublii  yHUBepcuteT, 2018. — 121 c¢. : wun. — Pexum [gocTyma: Mo TMOAMHUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=500065 (nata obOpamenus: 18.04.2024). — bub-
muorp.: ¢. 81-82. — ISBN 978-5-9275-2742-7. — TekcT : 371€KTPOHHBIM.

2. Aognenos, A. CoBpeMeHHbIE CUCTEMBI YIIPaBJIE€HUS HHPOPMAIIMOHHOM 6€30MMaCHOCTBIO : yueo-
Hoe nocobue : / A. Abnenos, I'. Jlponosa, B. Tpyumn ; HoBocubupckuii rocy1apcTBEHHbIN TEXHUUECKUI
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yHuBepcureT. — HoBocubupck : HoBocuOGupckuii rocyiapcTBeHHbIN TeXHUUECKUi yHuBepcuter, 2017. —
48 C. : WL — Pexum JIOCTyIa: 1o IIOJIIHCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=574594 (nata obpamenus: 18.04.2024). — bub-
muorp.: ¢.43-44. — ISBN 978-5-7782-3236-5. — TekcT : 21eKTPOHHBIH.

V. IEPEYEHb PECYPCOB UHOOPMAIMOHHO-TEJIEKOMMYHHUKAIIH-
OHHOU CETU «<MHTEPHET», HEOBXOANUMBIX /LI OCBOEHUA TUCIIU-
IJIMHbI

CcbLIKa Ha HaumeHoBaHue paSpaﬁOTKl/l B J3JICK-

N N JocrynHocTh
nHGpoOpMaNMOHHBII pecypc TPOHHOI (hopme

1. http://edu.ru/ Poccuiickoe oopa3zoBanue: ®Me-
AepanbHbIA mopTaa. Brio- CBOOOAHBIN TOCTYII
yaer

CCBUJIKM Ha MOPTajbl U CAUTHI 00-
pPa30BaTENBHBIX  YYPEXKIACHUM;
rocyaapcTBeHHbIE 00pa3oBaTelb-
HbIC CTaHIApPThI, HOPMATHUBHBIC
JIOKYMEHTBI; KaTaJIOT SKCKYpCHUil
1 00yYaroUuX MPOrpaMM.

http://citforum.ru/database/osbd/conte HudopmannoHHO-aHAIHTHYE-
2. nts.shtml CKHE MaTepHAJIbI CBOOOIHBIN JOCTYTI

V1. COBPEMEHHBIE [IPO®ECCHUOHAJIBHBIE BA3bI TAHHBIX
N UTHOOPMAILIMOHHBIE CITPABOYHBIE CUCTEMBI

Perucrpanus yepes Jro-
0011 YHUBEpCUTETCKUI
KOMIIBIOTED.

DNeKTPOHHO-ONOIMOTeYHAs o
B nansnelimem npeno-

. cucrema (ObC
1. | http://www.biblioclub.ru ( ) CTaBIISICTCS HEOTPaHUYCH-
VYHHUBepcuTeTcKas OubImoTeKa oH- . .
At HBII WH/AWBU/TY aJIbHBINA

JOCTYTI U3 JII000H TOUKH,
B KOTOPOU MMeEETC J10-
cTyn K cetu MHTepHeT

www.garant.ru y .
WNudopmanronno-npaBoBoii nopran | CBoOOIHBINA AOCTYI

Poccuiickuit uHpopMaIMOHHBIHN 1Op-
3. | www.elibrary.ru TaJI B 00JIACTH HAYKH, TEXHOJIOTHH, CB0OOAHBII JOCTYTT
MEIULMHBI U 00pa30oBaHus
Pocculickas KOMIIBIOTEPHAs CIIpa-
BOYHO-TIPABOBAsI CHCTEMA

4. | www.consultant.ru CBOOOIHBIN TOCTYTT
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Vil. JUIEH3UMOHHOE 1 CBOBOJHO PACITPOCTPAHSAEMOE
IMPOI'PAMMHOE OBECIIEYEHUE

[Tpu peanuzanun y4eOHOW AUCHUIUIMHBI IPUMEHSETCS CIeIyrollee JUIEH3HOHHOE U CBOOOIHO pacIpo-
CTpaHACMOE€ IIPpOIrpaMMHOE 06ecnequI/Ie:

- Microsoft Windows;

- Microsoft Office;

- Libre Office u np.

VIll. OBOPYIOBAHUE U TEXHUUYECKUE CPEJCTBA OBYUYEHMS,
HEOBXO/JIMMBIE JJIS1 OCYIECTBJEHUS OBPA3OBATEJIBLHOIO
MPOLECCA MO JUCLHUIUIMHE

YueOHble 3aHATHS TPOBOJATCS B Ay AUTOPHUAX, YKOMIUIEKTOBAHHBIX CIIEIUAIN3UPOBAHHON Me-
0eIbI0, B TOM YHUCIIC CTAI[MOHAPHBIMHU HITU IEPEHOCHBIMUA TEXHUYECKUMU CPEIICTBAMU 00y4YeHUs (TIPO-
€KTOp, SKpPaH, KOMITBIOTEP/HOYTOYK).

JlaGopaTopHbIe 3aHATHS, TPYNIIOBbIC ¥ WHIUBHYaJIbHBIC KOHCYJIbTAIUU, TEKYIIAs ¥ MPOMe-
YKYTOUYHAs aTTECTAIlMX TPOBOJATCS B CIIENMAIN3UPOBAHHBIX KOMIBIOTEPHBIX Kiaccax. [lepeyens oc-
HOBHOTO 00OpYZOBaHMs: aBTOMAaTU3UPOBaHHBIC pabO4YMe MeCTa C KOMITBIOTEPAaMH, MPOrPaMMHOE
obecrnieueHne o0IIero u MpoQecCHOHATBPHOTO Ha3HAYCHUS.

CamocTtosTenbHas paboTa IPOBOAUTCS B KaOMHETaX, OCHAIIEHHBIX KOMITBIOTEPHOM TEXHUKOMN
C BO3MOKHOCTBIO TIOAKITIOUEHHsI K ceT «MIHTepHeT» n o0ecredeHrneM JI0CTyIa B AIEKTPOHHYIO WH-
(bopManmOHHO-00pa30BaTEIBHYIO CPETy YHUBEPCUTETA.
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