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|. OPTAHU3AIIMOHHO-METOJJUYECKHWM PA3IEJ

Heab n3yyeHus TUCHUNITHHBI:

- (hopmupoBaHHE y OOYJArONIMXCS 3HAHUK W YMEHHUH TO 3alIUTe KOMIBIOTEPHBIX
CeTel ¢ MPUMEHEHHNEM COBPEMEHHBIX IIPOrPaMMHO-AIAPATHBIX CPEJICTB.
3agaum M3yyeHusi JUCHUIIHHBI:

- (¢opMupoBaHHE Yy OOydalOImUXCS 3HAHUH O METOJAaX M CpPEIACTBAX 3allUuThl
UHPOPMAITUU B KOMIIBIOTEPHBIX CETSX;
- 03HAKOMJICHHE 00YUaIOIINUXCS C TEXHOJOTUSIMH MEKCETEBOT0 SKPAHUPOBAHUS;

- oOydeHre OOydJarommxcss BOMPOCAM YPOBHS 3aIUIIEHHOCTH WHOOPMAITMOHHBIX

CHUCTCM.

Mecro nucunmiaunbl B ctpykrype OIIOIL: peanusyercs B yacTt, popMupyemon
y4acTHUKaMU 00pa30BaTeIbHbIX OTHOIIEHUH O0ka b1. Jluciuminabi(MOayIn).

I[lnanupyemble pe3yJibTaThl 00yUeHHs N0 JMCUHUILINHE:

NuaukaTopsl 10CTHKEHUS

Ilnanupyembie pe3yabTaThl

- CYITHOCTH U TIOHSITHE
nH(pOpMaIMOHHOM 0€3011aCHOCTH,
XapaKTEPUCTHKY €€ COCTABIISIONINX,
MCTOYHUKHU yTPO3 U MEPHI IO UX
IPE0TBPALICHHIO;

- METOJIbI U CPEJICTBA yNPABICHUS
MH(OpPMaLMOHHON 0€3011aCHOCTHIO, a
TaK»e OCHOBHbBIE MOAXOJIbI K
pa3paboTKe, peanu3alum,
DKCIUTyaTaluy, JUArHOCTHUKE, aHAIIU3Y,
COITPOBOKICHHUIO U
COBEPILIEHCTBOBAHUIO CUCTEM 3allUThI
uH(pOpMaLIUH.

Kox
KOMIIETEeHI[HHU o0yueHHs
KOMIIETEeHI[HH
1o JUCHHUILIHHE
MNKC-1 3HaTh. 3Haer:

- METO/IbI 3AIIUTHI KOMITBIOTEPHBIX
ceTelt;

- KJIacCU(UKAIHIO U OOIIYIO
XapaKTEPUCTUKY CETEBBIX
IPOrpaMMHO-aIapaTHBIX CPEACTB
3alUThl UH(POPMAIIHH;

- OCHOBHBIE TIPUHIIMITEI
aJIMUHUCTPUPOBAHHUS 3alIUIIICHHBIX
KOMITBIOTEPHBIX CUCTEM;

- 0COOCHHOCTH peaJin3allii METO/IOB
3alUThl HHPOPMALIUH COBPEMEHHBIMH
POTPaMMHO-aIapaTHBIMH
CpeIICTBAMU;

Ymers:

- OLICHUBATh 3aIIUIIEHHOCTb,
KJIaccu(pUIUpOBaTh OCHOBHBIE YTPO3HI,
obecnieunBaTh UHPOPMAILIIOHHYIO
0€30I1aCHOCTh KOMIIBIOTEPHBIX CUCTEM,
pUMEHSST HeOOXOJMMBIE TTPOTPaMMHO-
anrmapaTHble CPeJCTBA U CUCTEMBI
3alUThl HH(OPMaLIUK;

- IPUHUMATD YIPaBICHYECKHE U
a/IMAHUCTPATHBHEIE PEIICHHS B cepe
3alUTHl HH(OPMAIHH.

Ymeer:

- IPUMEHSTh MEXAHU3MBI 3aLIUTHI,
peanu30BaHHbIE B IPOrPAMMHO-
anmnapaTHbIX KOMILJIEKCAX, C IEJIbI0
IIOCTPOEHHUS 3aIIMUILEHHBIX
KOMITBIOTEPHBIX CETEM;

- OPraHU30BBIBATH 3AIUTY CETMEHTOB
KOMITBIOTEPHOU CETH €
UCIIOJIb30BAaHUEM MEKCETEBBIX
HKPaHOB.




- KaTCropHuaJIbHbIM arrapaTtoM B

CUCTEM 3allluThl HUH(pOpMaLINH;
- paBUJIaMU, METOJaMH, CPEJICTBAMH,
IpoLeaypamMu yIpaBJICHUS U

0€30I1aCHOCTBI0 O0OBEKTA.

Baanersn: Baangeer:
- CPEJCTBAMU U CHCTEMaMHM ayJUTa
o0acTi obecrieueHus: KOMIUIEKca Mep UH(POPMALMOHHOM O€3011aCHOCTH;
10 aIMHHUCTPUPOBAHUIO U TUATHOCTUKE | - METOANKOM MPOBEICHNUS ayIUuTa
nH(OPMAIIMOHHON OE30MaCHOCTH;
- CPEICTBAMHU AJAMUHUCTPUPOBAHMS
CHCTEM OpraHU3alllH BUPTYaJIbHBIX
aJIMAHUCTPUPOBAHUS HHOOPMAIIIOHHON | YaCTHBIX CEeTEH.

Il. COAEP’KAHUE U OB BbEM JUCIHUIIJIMHbI

C YKazaHueM KoJIMIeCTBa 9aC0B, BLIACJICHHBIX HA KOHTAKTHYIO paﬁoTy oﬁyqammnxca

Ounas ¢popma o0yueHust

¢ mpenojaBartesieM (10 BUAAM Y4eOHbIX 3aHATHIT) 1 HA CAMOCTOSITEJILHYIO padoTy

HaumenoBaHue pa3iesioB 4 TeM

Bcero
JacoB

AyauTopHbIe
3aHATHA

JK | 113 | JIB

Cam.
Pao.

8 cemecmp

Pa3nen 1. «O0HapyxkeHHe KOMIBIOTEPHBIX ATAK

21

5

5

5

1

Tema 1. IlonstTe u KinaccupukanMs aTak Ha
KOMIIbIOTEpHbIE CceTH. OCHOBHBIE THIBl CETEBBIX
arak. CpencrtBa peanusanuu aTak. MeXaHU3MBI
TUINOBBIX aTaK, OCHOBAaHHBIX Ha YSI3BUMOCTSX
CETEBbIX MPOTOKOJIOB. ATakd Ha CETEBbIE CIYXOBbI.
ATaku ¢ MCIOJIb30BAaHUEM IIPOMEXKYTOYHBIX Y3JIOB U
TEpPUTOPUI

1

1

1

Tema 2. TexHonoruu oOHapy>KEHUSI KOMIbIOTEPHBIX
aTak M HUX BO3MOXXHOCTH. lIpsiMble W KOCBEHHBIE
NpU3HAaKu arak. MeTroasl OOHapyXKEeHHs aTak.
CurHatypHblii aHamu3 ¥ OOHapy>KE€HHE aHOMAaJIHH.
Knaccugukanus cucrem obHapyxenust atak (COA).
CereBoie u  y3noBele COA.  TpeGoanus,
npeabsBiasiembie kK COA. Ctangaptusaius B 00J1acTu
oOHapy’KeHHs aTax.

Tema 3. Apxurextypa COA. TunoBas apXuTekrypa
COA B cocraBe ceHcopa, MOXyJ YIPaBICHHUS,
aHaIM3aTopa, Habopa MPOTOKOJIOB B3aUMOJECHCTBUS U
cpeactBa  pearnpoBaHus.  Okcrutyarauus — COA.
Bapuanter  pasmemenus  COA.  Pasmenienue
ceHcopoB COA. PearupoBaHue Ha WHUUACHTHIL.
[Tpo6Guiemsl, cszanHbie ¢ COA.

Paznen 2. «TexHoJI0rHsI MeKCETEBOT0 IKPAHHPOBAHHUS»

21

4

Tema 1. Crpareruu W CpeICcTBa MEXKCETEBOTO
skpanupoBaHus. Co3gaHue 3alMIEHHBIX CETMEHTOB
npu pabore B cetu VHTepHET ¢ HCHOJIb30BaHUEM
MEKCETEeBBIX JKpaHOB. TpeOoBaHMS PYKOBOISIIMX
nokymeHToB DPCTOK Poccum K MEXCETEBBIM
JKpaHaM. 0630p JIOKYMEHTOB RFC,
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PCrIIaMCHTHUPYIOIUX HUCIOJB30BAHUC MCIKCCTCBBIX
SKpaHOB. THIBI MEXCETEBBIX HSKpaHOB. (CXeMbI
MEXCETEBOI0 IKPAHHUPOBAHUSI.

Tema 5. ®unbTpamus maketoB. Kpurepun u
npaBuiaa QuiubTpanuu. Peanm3zamms  MaKeTHBIX
¢ubTpoB. [loHsATHE AEMUIMTAPU30BAHHOW 30HBI.
VKpenJeHHblii KOMITBIOTEp OacTHOHHOTO THIIA.
Opranuzanus y3JIOB Ul OTBJICYEHUS BHUMAaHMS
3noyMblUieHHUKa.  OcoOeHHOCTH — (DMIIbTpanuu
pa3nuuHbIX TUIIOB Tpaduka. [lakeTHbI QuiIbTp Ha
6aze OC Windows. Cnyx6a RRAS. IIporpamma
YIPaBJIECHUs CIIyKO00H

RRAS.

Tema 3. [lmro3er mpukiagHoro ypoBHsA. Cepsep
SQUID, IIPUHLAIIBI paboThl, BAPUAHTHI
koHpurypauuu.  Koutpons  HTTP-tpaduka wu
AIEKTPOHHOU IIOYTBHI. Harnncanue [IpaBUII
bunbTpanum, BO3MOXKHOCTH o aHaIU3y
COJIEP’KUMOTO.

Pasznen

3. «Opranu3anusi BUPTYaJbHbIX YACTHBIX CeTeil»

13

7

Tema 1. 3agauu, pemaembie VPN. TyHHenupoBaHue
B VPN. VYpoBHM 3anuIICHHBIX KaHAJIOB. 3aluTa
JaHHBIX Ha KaHaibHOM ypoBHe. Opranuzanus VPN
cpeactBamu  nporokosa PPTP.  VYcranoBka wu
HacTpoMKa VPN. Ananus 3alIMIIEHHOCTH
nepeaaBaeMoil uMHpopmanuy. 3aliuTa JaHHBIX Ha
cereBoM ypoBHe. [Iporokon SKIP. ITporokon IPSec.
Opranmzanus VPN cpeactBamu C3U  «VipNet».
Hcnionp3oBanuenpoTokosa |IPSec mist 3amuThl cereit.

Tema 2. Opranmzanust VPN cpencrBamu C31
«StrongNet». Omnucanue cucrembl. ['eHepauus u
pacrpocTpaHeHue KITOYEBOI UHpOpMaINH.
Hactpoitka  C3U  «StrongNet».  YcraHoBka
3anMIeHHoro coeauHenus. Opranuzanus VPN
MPUKIATHOTO YPOBHS  CPEACTBAMH  MPOTOKOJIA
S/MIME u CK3U Kpunrollpo CSP. 3amuiieHHbIi
0OMEH JIEKTPOHHOU MOYTOM.

Pa3zgen

4. «TexHoJI0TMH 3aIMILEHHOH 00padoTKH

HHpopMaLUN»

9

Tema 1. [IpumeHeHue TEXHOJIOTUU
TepMUHAIBHOrO Joctymna. OOmmMe cBeaeHus o
TEXHOJIOTUU TEPMUHAITLHOTO JOCTyTA.
Obecnieuenne  Oe3omacHoct  cepepa  OC.
Hacrpoiika cepsepa MSTS.Hactpoiika mpotokoia
RDP. Cayx0b1 karanoroB. OOmme cBeleHUS O
ciyx0ax katanoroB. Ctpykrypa kartamora LDAP.
Cuctema eaMHOTO BXOJa B CETh Ha OCHOBE
MPOTOKOJIA Kerberos. Cozmanne €IUHOTO
npocTpaHcTBa Oe3omacHocTH Ha 0Oasze  Active
Directory.

Pazgen

5. «Ayaut uHGOPMaAINHOHHON 0€30MaACHOCTH B

10

4




KOMIBbIOTEPHBIX CETAX)
10 Tema 1. Ilenm u 3amaum mpoBeneHus ayauta 6e3 | 10 2 2 2 4
OMAacHOCTU. JTambl © METOAbl IMPOBEACHUS,
pe3ynbratel  pabotr. HopMaTuBHO-TIpaBOBBIE U
OpraHU3allMOHHbIE OCHOBBI TPOBEJICHUS ayJIUTa
0e30MacHOCTH KOMITBIOTEPHBIX CHUCTEM.
Me:x1yHapoHbIE, roCcyJ1apCTBEHHBIE u
BEJIOMCTBEHHbIC CTaHJApThl M PEKOMEHAALUU B
obnactu nH(OPMAIMOHHON 0€30MMacHOCTH.
Onpenenenue  CTPYKTypel — MH(OPMAaLMOHHO-
TEJICKOMMYHUKAIIMOHHBIX ceTeil. IIporpammubie
CpeICTBa aHalu3a TOIMOJOTHH BBIYMCIUTEIBHON
cetu. OrmpeneneHue MapUIpyTOB IPOXOKICHUS
ceTeBbIX MakeToB. OOHapyxeHHe OOBEKTOB CETH.
[Toctpoenue CXEMBI CeTH. BrisBrienue
TEJIEeKOMMYHHUKAIIMOHHOTO 000py0BaHUsI.
BrisiBrieHne u mocrpoeHue

cxeMbl MH(GOPMAIMOHHBIX MOTOKOB 3alIHIIAEMOM

uHbOpMaLUH.
Dopma omuemHocmu IK3zamen
Konmponw
Hmozo 3a 8§ cemecmp 72 16 |16 |16 |24
B T.4 mpakTuueckasi moAroToBKa
UTOrO 72

OuHo-3204Hast popMa 00yUeHHS He peain3yercs
3aounas ¢gopma 00yueHHS He peau3yercs

I11. OEHOYHBIE MATEPHUAJIBI JIJISI TIPOBEJEHUS TEKYIIEA U
MNPOMEXYTOUHOM ATTECTAIIUU OBYYAIOUIUXCS MO JUCHUIIJINMHE

Tekymias arrectanus MPOBOAUTCS B PopMe KOHTPOIBHOM paboTHI.

TunoBoii BApMaHT KOHTPOJIbHOU PadoThI

1. Co3nanue 3alIMIIEHHBIX CErMEHTOB IMpu pabote B cetu MuTepHer c¢
MCIIOJIb30BAHUEM MEXCETEBBIX 3KpaHOB. [IprMmeHeHne GUIbTpyronero MapupyTuzaropa
WinRoute.

2. 3ammTa cereBoro Tpaduka ¢ ucHoib3oBaHueM mpoTokosia IPSec B Windows.
Opranuzanust VPN cpeactBamu nporokosna PPTP.

3. [lpuMenenue cnenuanu3upoBaHHBIX cpeacTB opranmzaiuu VPN Ha mpumepe
«VipNet» u «StrongNET».

4. ITpumenenue COA Snort ayns oOHapy>KEHHUSI CKPBITOTO CKaHUPOBAHMSI, aTak,
HCIIOJIB3YIOIUX MPEIHAMEPEHHOE HApYIIEHUE CTPYKTYPbI CETEBBIX IMAKETOB, aTaK BUIA
«OTKa3 B 00CITYy)KUBAHUM.

5. [IpuMeHeHne TeXHOIOTUH TEPMUHAIBHOTO JJOCTYTIA.

6. [IpumeHeHue NporpaMMHBIX CPEJCTB ayIuTa MHGOPMAIIMOHHON 0€30MacHOCTH C
HEeIbl0 TECTUPOBAHUS COCTOSHUS  3AIIMIIEHHOCTH  KOMIBIOTEPHBIX CHCTEM  OT
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HCCAaHKIIUOHHUPOBAHHOTO JOCTYIIa U BBIpa6OTKI/I MCP 3aIIUThI OT BBIAABJICHHBIX YI'PO3.

[TpomexyTouHas aTTecTalys 00y4aromuXxcs OCyIIEeCTBIsIETCs B (hopMe IK3aMeHa C
VICII0JIb30BAHUEM CIIEAYIOIINX OLEHOYHBIX MATEPUAIIOB: nEpeuetb 6ONPOCO8 K IKIAMEH).

Bomnpocs! k 3Kk3aMeny
(8 cemecTp, ounasi popma 00yUeHHs1)

TeopeTnueckre BOIPOCHI

1. Ataku Ha TPOTOKOJIBI U CiIy k06l THTEpHET. METOABI U CPE/ICTBA 3AILUTHI.

2. IlonsiTue MexceTeBbIX HKpaHOB. KommoHeHTHI MexceTeBoro skpana. [lommutuka
CeTeBOW OE30MaCHOCTH.

3. Kputepun ¢unbrpanuu mnaketoB. OCHOBHBIE CXE€Mbl CETEBOM 3alIUThl Ha Oa3ze
MEKCETEBBIX SKPAHOB.

4. CozmaHue 3alUIIeHHBIX CETMEHTOB CETEH C CTIOIb30BAaHUEM MEKCETEBBIX IKPAHOB.

5. KondurypupoBanue ceTeBbix GUIBTPOB HAa Oa3e HACTPOEK O0E30MaCHOCTH MPOTOKOJIA
TCP/IP B OC.

6. 3amuTa pabounx CTaHLIUN C UCTIOJIB30BAHUEM MIEPCOHAIBHBIX CETEBBIX (PUIBTPOB.

7. Opranuzanusa VPN-cereit. 3anaun, pemaembie VPN. Tynnenuposanue B VPN.

8. DnexTponnsie cepruduxatel. [loHsTHE HHOPACTPYKTYPHI OTKPBITHIX KIFOUEH.

9. IIporokonel u cpenctBa opranusanuu VPN Ha cereBoM ypoBHe. Haznadenwe,
o0JacTh MpUMEHEeHHsI, ayTeHTU(UKanua U mudpoBaHue AaHHBIX B mpoTokoiax SKIP u
IPSec.

10. ITporokonsl PPTP, SSL. Ha3znauenue, 061acTh NMpUMEHEHHUsI, AyTeHTU(DUKAIIUSA U
muppoOBaHKE TAHHBIX.

11. IlpeumymiecTBa  TEXHOJOTHM  TEPMHHAIBHOTO  jgoctyma.  OOecnedyeHue
0€30MacHOCTH.

12. Haznauenue cucrem obHapyxkeHus: atak. Kmaccudukamus cucrem oOHapYyKEHHS
aTax.

13. Cy>x651 kaTasioros. O01IMe cBeACHH O Ciry»)0ax katayioroB. CTpyKTypa KaTajiora
LDAP.

14. CucremMa equHOTO BXOJ1a B CETh Ha OCHOBE npoTokoa Kerberos. Cozmanue equHoro
npocTpaHcTBa Oe3omacHocTr Ha 0a3e Active Directory.

15. Ayaut 6e30macHOCTH KOMITBIOTEPHBIX cUcTeM. Llenu, cTtanaapThl, OIX0IbI.

16. UacTpyMeHTaIbHBIC CPEICTBA ayuTa OE30MAaCHOCTH KOMITBIOTEPHBIX CHUCTEM, MX
BO3MOXXHOCTH M HEJIOCTaTKU. [IpMMEHEHWE WHCTPYMEHTAJIBHBIX CPEJICTB ayauTa
0€30MacHOCTH KOMIBIOTEPHBIX CUCTEM.

17. TectupoBaHWE€ COCTOSHUS  3AIIUIIEHHOCTH  KOMITBIOTEPHBIX  CHCTEM  OT
HECaHKIITMOHUPOBAHHOTO JIOCTYTIAa C UCIIOIh30BAHUEM CKaHEPOB Oe30macHOCTH. MeToanka
MIPOBEICHUS HHCTPYMEHTAIBHBIX TIPOBEPOK.

18. Knaccudukarus cpeacts u MHGOPMAIIMOHHBIX PECYPCOB B COOTBETCTBHH CO
cranaaptom 1SO-17799.

19. Haznauenne u OCHOBHbIE (YHKIMH TIPOTPAMMHBIX KOMIUIEKCOB «I'pud-
cnermamiucTy u «Konmop-crenmamucty. [locTpoeHne Moaenu 3aliuThl KOMIIBIOTEPHOM

CHUCTEMBI CHCTIOJIb30BAHUEM KOMILIEKCHOM IKCIIEPTHON cUCTEMBI «ABaHI api».
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20. Buasr tpeboBanuii 6e3onacuoctu cornacio 'OCT P UCO/M3BK 15408-1-2002.
«UudopmanrionHas TexHonorus. Meronbl W cpeAcTBa oOecredeHus Oe30MacHOCTH.
Kputepuu onieHkn 6€30macHOCTH HHPOPMAITMOHHBIX TEXHOJIOTHIT.

21. Ha3nauenue cuctem oOHapykeHHs artak. Kmaccudukammsi cucteM oOHapYKEHUS
atak. Mcnonb3oBaHue cucTeMbl OOHAPYKEHHS aTak «Snorty.

[IpakTHyeckne BOIpoOCkl

1. PazpaboTtaiiTe TOAUTHUKY [JIsi TAKETHOTO (UIbTpa, pa3pelIaroIiero TOJIBKO
noydeHue uHpopMmanuu ¢ FTP-cepBepoB. Peanm3yiiTe mMOTUTHKY CPEICTBAMH CETEBBIX
(GUIBTPOB.

2. PazpabotaiiTe TOJWUTUKY IJIs IMAKETHOTO (UIbTpa, pa3periaroIiero TOJIbKO
MOJY4YEHHE U OTIPABKY JIEKTPOHHOU MOUTHI. Peanu3yiiTe MOJUTUKY CPEICTBAMU CETEBBIX
buIBTPOB.

3. PazpaboraiiTe u peanusyiTe MOJUTUKY JJIs MAKETHOrO (DUIBTpa, 3alpelaroliero
CKaHUPOBAHUE BHYTPEHHEN CTPYKTYpPHI C€TU. Peann3yiiTe MOJUTUKY CPEICTBAMU CETEBBIX
buIBTPOB.

4. PazpabotaiiTe U peaiu3yiTe MOJUTUKY JUIsI TTAKETHOTO (PUIbTpA, 3aMpeliaroliero
MOJIyYEHHUE M3BHE JOCTyNa K pecypcaM KOMIBIOTEPA 3a UCKIIOYEHUEM JIBYX JIOBEPEHHBIX
y3JI0B.

PeanuzyiiTe NOJUTUKY CPEeICTBAMU CETEBBIX (DUIBTPOB.

5. PazpaboraiiTe u peanuzyuTe MONUTUKY JJIsl MAKETHOTO (UIIBTpA, 3alpeniaroliero
noiayuenue nocrtyna k Web-pecypcam ompeaesneHHOro ys3na. PeanusyiiTe MNOIUTHUKY
CpelICTBaMH CETEBBIX (PUIIBTPOB.

6. PazpaboTaiiTe u peanusyiiTe MOJUTUKY IJIA MAKETHOTO (UIBTPA, pPa3pelIaroIiero
TOJILKO TIOJTydeHue noctyma Kk Web-pecypcam AByX OmpeneleHHBIX y370B. Peanmusyiite
HOJIUTUKY CPEJICTBAMU CETEBBIX (PUIIBTPOB.

7. Pa3paboTaiiTe u peanu3yiliTe MOJUTUKY JJIsi MAKETHOro (PUIIbTpa, pa3perlaroiiero
ToJbKO TIpocMoTp Web-pecypcoB. PeanusyiiTe MOJMTHKY CpEJCTBAMU CETEBBIX (DMIIETPOB.

8. Pazpabotaiite monuTUKy I TAKeTHOro (WIBTpa, pPa3pelIaroiero TOJIBKO
nonyyeHue unpopmainuu ¢ FTP-cepsepoB. Peannsyiite NoauTuKy cpeAcTBaMHU MPOTOKOJIA
IPSec.

9. PazpaboraiiTe TOMUTUKY JJs MMAKETHOro (UIbTpa, pa3peraroIiero TOJIbKO
IIOJy4YEHUE M OTIIPABKYy JJIEKTPOHHOW IOYThl. Peanu3yite MNOMUTUKY CpeACTBAMU
nporokonalPSec.

10. PazpaboraiiTe U peanuszyiTe MOJUTUKY JIsI TTAKETHOTO (PUIIbTpa, pa3peniaroniero
ToJbKO TipocMoTp Web-pecypcoB. PeanusyliTe MoJIMTHKY cpeacTBaMu poTokoiia IPSec.

11. C ucnonws3zoBanueM mnporpammbl «bpanamaysp Windowsy» (Windows Firewall)
BBITIOJIHUTh HACTPOWKH, 3aMpellaiolife UCIOIb30BaHUE BCEX MOPTOB 3alIMIIAEMOro y3Jia
3a uckioueHueM T CP-mmopta 3389.

12. PazpaboraiiTe U peanusyiTe MOJUTUKY JJII MAKETHOTO (DUIIBTpa, 3alperiaroiiero
CKaHUpPOBAaHUE BHYTPEHHEHU CTPYKTYpbl CE€TU. Peann3ylre IMOJUTUKY CpPEACTBAMU
npotokoina [PSec.

13. Crenepupyiite u moiyuute B Buie ¢aina cepTUPUKAT OTKPHITOTO KIHOYa C
HCIIOJb30BaHeM oopa3za OS.



14. Hacrpoiite Web-cepBep 115 opraHu3aiuy 3aliuieHHoro qocrymna k Web-crpanuie
C UCITOJIb30BaHMEM MTPOTOKOJa SSL. BemomHuTk ¢ ucnosibzoBanueM oopaza OC. daiin-cep-
TU(UKAT OTKPHITOTO KIII0Ya MpUIaraercs.

15. Hacrpoiite Bxoasmee nojakiaouenne VPN ¢ ucnons3oBanrem nporokona PPTP.
Hactpouts W yCTaHOBUTH TOJKIIOYEHHUE KIUEHTCKOTO Yy37a. BBIMOTHUTH C
ucrosb3oBanueM oopasa OS.

16. OcymiecTBUTE KpUNTOTPaPUUECKYO0 3alllUTy CETeBOro Tpauka CpelCTBAMU
IPOTOKOIa

[PSec B OC. IlepexBature B JIOKQJIBHOM CETH MakKeThl, yOeauTech B MIM(PpOBaHUU
Tpaduka.

17. OcymectBute Kpunrorpaduueckyro 3aumuTy cereBoro Tpaduka cpeacrsamu CK3U

StrongNet. IlepexBatutre B JIOKAJIBHOW CETH IMaKeThl, yOenuTech B MIU(PPOBAHUU

Tpaduxka.

18. OpranuzoBaTh 3alIUIICHHBIA OOMEH MOYTOBOM HHGPOpMAIMEH MEXIY IBYMs
nonp3oBaressiMi.  [llugpoBaHre NOYTOBBIX COOOIIEHUH BBIIIOJHUTHE C IOMOIIBIO
anroputMa ['OCT 28147-89, peammsyemoro cpeactBamu CK3M Kpunrtollpo CSP.
Beimonuuts ¢ ucnosibzoBanrem odpazon OC.

19. Pazpabotaiite ¢aitn xondurypanuu u Hactpoiite COA Snort Ha oOHapyKeHHE
TECTHUPOBAHUS BHYTpeHHEH cTpyKTypsl cetn ICMP-3anpocamu.

20. Pa3zpabotaiite ¢aitn xonduryparmuu u Hactporte COA Snort Ha oOHapykeHHe

ICMP-

MAKETOB OOJIBIIION JIJTMHBI.

21. Pazpaboraiite ¢aiin xondurypanuu u Hactpoiite COA Snort ma oOHapyKeHue
yCTaHaBJIMBaeMbIX U3 BHemHel cetn T CP-coenuuenuii.

22. YCTaHOBUTH CIIyOy TEPMHUHAIBHOTO JIOCTYTA. BBIMOTHUTH HACTPOUKHU CITYKOBI
MSTS, paspemaromue J0CTyl K pecypcaM TEPMUHAIBHOTO CEpBEpPa TOIBKO ISl YUETHBIX
3amuceil, 3aperuCTPUPOBAHHBIX B CO3/JaHHOW MO yMosuaHuto rpymme «Remote Desktop
Users».

23. YCTaHOBUTH CITy)Oy TEPMHUHAIBLHOTO TOCTYMA. BBIMOIHUTH HACTPOUKH MPOTOKOJIA
RDP, 3anpemiatomye HUCMIOIB30BaHUE PECYpCcOB pabodeid crTaHuuM, BKIo4das Oydep
oOMeHa, MPUHTEPHI U HAKOITUTEIH.

24. BoisiBUTE CceTEBbI€ Y3JIbl B JIOKAJIbHOM CETEBOM CEIMEHTE C HCIOJIb30BaHUEM:
yTWMThl fping; yTwimThl ping u mupokoBemareabHolt [CMP-ToChITKM;  yTHIUTHI
icmpush (tunm ICMP-nmakeToBl13 u 17); yTuiautel PINg ¥ MHOTOQJPECHOM PACCBHUIKH;
yTUIMTHI arping; yruutel hping3 u meronoB TCP- u UDP-passenku; yrunutsl Ethereal u
METO/1a MPOCITy- IIMBAHUS CETH.

25. C nomoIIpl0 YTUIKMTHE hmap MPOBEAUTE CKAHMPOBAHUE MOPTOB CETEBOTO Yy3Ja.
Cdopmupyiite cnucku oTkpbITix TCP- u UDP-noptoB, unentudunmpyiite sBepcun OC u
3amylEeHHbIX cepBUCOB. [1o pesynbTaTam crenaiite BbIBOJ O BO3MOKHOCTH OOHAPYKEHUS
OTKPBITHIX MOPTOB U UAeHTUPHKauH Thna u Bepcun OC, a Takke CeTEBBIX CEPBHUCOB.

IV. IEPEYEHD JJUTEPATYPBI, HEOBXOJINMOM JJISI OCBOEHUS
JUCTUTILIAHBI

4.1. OcHoBHas1 JIUTEpPaTypa
8



1. 3enkoB, A.B. MudopmaronHas 6¢30MacHOCTh U 3amuTa HHGOpMaIiK: yaeOHoe mocobue s By30B /
A. B. 3enkoB. — 2-e u3j., nepepad. u non.— Mocksa: M3gatensctBo FOpaiit, 2024. — 107 c. — (Bricmiee
obpazoBanue). — ISBN 978-5-534-16388-9. — Tekcr : anmextponHbIi // OOpa3oBarenbHas miaatdopma
FOpaiir [caiit]. — URL.: https://urait.ru/bcode/544290 (nara obparuenus: 18.04.2024).

4.2. lonoJTHUTEIbHAS JIUTEPATypa

1. CyBoposa, I'. M. UnpopmarmonHas 6e30macHOCTSh : yueOHoe nocobue s By30B / I'. M. CyBopoBa. —
2-¢ 3., mepepad. u gon. — Mocksa : M3natensctBo FOpaiit, 2024. — 277 c. — (Bsicmee obpazoBaHue).
— ISBN 978-5-534-16450-3. — TekcT : anexTponHsIii / O6pa3oBarenpHas miatdopma FOpaiit [caiiT]. —
URL: https://urait.ru/bcode/544029 (nara obpamenus: 18.04.2024).

V. IEPEYEHb PECYPCOB UH®OPMALIMOHHO-TEJJEKOMMYHHUKAIIU-
OHHOU CETU «MHTEPHET», HEOBXOJAUMBbIX IJIs1 OCBOEHUS TUCLUA-

INJIMHBI
Ne .
Cceblika Ha HaunmeHoBaHue pa3padoTKu B 3JIeKTPOHHOMI
nn . JocTtynHocTh
HH(OPMaLIMOHHBI pecypc ¢opme
1. http://edu.ru/ Poccuiickoe o0pa3oBaHue:

denepaabHbIH NnopTaJl. CB0OOOIHBIH
Bkirouaer JOCTYII
CCBUIKM HAa TOpTalbl U CaAUTHI
o0Opa3oBaTeIbHbIX YUpEXKICHUH;
rocy/lapcTBeHHbIE  00pa3oBaTeNbHbIC

CTaH/IapThl; HOPMATUBHBIE JOKYMEHTHI;
KaTaJor »3KCKypcud M oO0ydaromux
IIPOrPaMM.

http://citforum.ru/database/osbd/c
2. | ontents.shtml

HudopmalinoHHO-aHATUTUYECKHE
MaTepHuabl

XV. COBPEMEHHBIE ITPO®ECCHOHAJIBHBIE BA3bI
JAHHBIXX UTHO®OPMAIINMOHHBIE CITPABOYHBIE
CUCTEMBbI

1. | http://www.biblioclub.ru

DNIEeKTPOHHO-OMOINOTEeUHAs
cuctema (3bC)

YHuBepcurerckast 0ubimuorexa oH-
JIaliH

Peructpanus yepes 060
YHUBEPCUTETCKUN
KOMITIbIOTED. B nanpHelmem
IIPEIOCTABIISAETCS
HEOTpaHUYEHHBIN
VHAWBUYaAJIbHBIN TOCTYII
13 1000 TOUKH, B KOTOPOM
UMEETCSI TOCTYI K

cetu MHTepHET

www.garant.ru

HHdopmaninoHHO-TIPaBOBOM mOpTa

CBoboaHbIi foCTYI

3. | www.elibrary.ru

Poccuiickuii nuopMaimoHHbII
noprai B 00JacTH HayKH,
TEXHOJIOTUH, MEAUIIVHBI U
00pa3zoBaHUs

CBoboaHbIi foCTYI

4, www.consultant.ru

Poccuiickas KOMITILIOTCpHAA
CIIpaBOYHO-IIpaBOBasA CUCTEMA

CBoOoaHbI focTYyn
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http://www.elibrary.ru/
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http://edu.ru/
http://citforum.ru/database/osbd/c

Vil. JMOEH3UOHHOE U CBOBO/HO PACITPOCTPAHAEMOEIIPOI'PAMMHOE
OBECIIEYEHMUE

[Ipu peanuzanuu yu4eOHOW TUCIUTIIMHBI IPUMEHSIETCS CIISAYIOINIEe JTUIIEH3MOHHOE W CBOOOIHO
pacmpocTpaHseMoe MPOrpaMMHOE 00eCTICUeHHE:

- Microsoft Windows;

- Microsoft Office;

- Libre Office u ap.

ViIl. OBGOPYAOBAHUE U TEXHUYECKHUE CPEJACTBA OBYYEHMUAI,
HEOBXO/JUMBIE /UIA OCYIMECTBJIEHUA OBPA3OBATEJIBHOT'O IIPOLECCA
O AMCIUITJIMHE

V4eOHbIe 3aHITHUS MPOBOMIATCS B AyJUTOPHUSAX, YKOMILICKTOBAHHBIX CIICIIHATU3UPOBAHHOM
MeOeIbI0, B TOM YHCJIC CTAIlHOHAPHBIMU WU MEPEHOCHBIMUA TEXHUYECCKHUMH CPEICTBAMHU OOYYCHHS
(IpOeKTOp, 9KpaH, KOMIbIOTEP/HOYTOYK).

JlaboparopHble 3aHATHS, TPYNIOBBIE W WHAWBHIyAIbHBIC KOHCYJIBTALUU, TEKyIas U
NPOMEKYTOUHAsI aTTECTAllMM TPOBOJATCS B  CICIHATU3UPOBAHHBIX KOMITBIOTEPHBIX —KJIaccax.
[lepeyeHsr OCHOBHOTO OOOpYIOBaHUS: ABTOMATH3MPOBAaHHBIC pabodre MecTta C KOMITBIOTEPAMH,
pOTrpaMMHOE00eCIeYeHUE 00IIEero U MPOPECCHOHATIPHOTO HA3HAYCHHUSI.

CamocTosTenpHas paboTa MPOBOAUTCS B KaOMHETaX, OCHAIICHHBIX KOMIIBIOTEPHON TEXHUKOU
C BO3MOKHOCTBIO TMOJAKIIOUCHHS K ceTd «lHTepHeT» W olOecreueHHeM J0CTyna B DIICKTPOHHYIO
UH(POPMAIIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.
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