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PABOYAS ITPOT'PAMMA JUCIIUITIMHBI

51.0.04.07 IIporpaMMHO-annapaTHblie CPeACTBA 3aAUTA HHPOPMaALIUU

Hanpagsaenne noaroroBku: /0.03.01 Ungpopmayuonnas 6ezonacHocmo
Hanpasiaennoctb (mpopuiinb): bezonacrocms KOMNbIOMEPHLIX CUCHEM (N0 OMPACU UU 8
cghepe npogheccuonanvholl dessmenbHOCmu)

KBanndukauus (crenenn): 6axanasp

®opma o0yueHUs: ouHas

UueTutyT: Mamemamuxu, ecmecmeo3HaHUs U MeXHUKU
Kadeapa: namemamuueckozo mooenuposarnust, KOMnbIOMEPHBIX MEXHOIO2ULL U UHDOPMAYUOH-

Holl bezonacrocmu

ouHasi popma

OYHO-3a04YHas

3a04Hasi popma

dbopma
Kypc 3
Cemectp 5
Jekuun 18
JlabopaTopHbie 3aHATHS 36
IIpakTnyeckune (ceMUHAPCKHE) 3aHATHUSA 18

B T. 4. IPaKTH4Y€E€CKasl MOJATr0OTOBKAa

®opma(bl) IPOMEKYTOYHON aTTECTALMH

3ader ¢ OLEHKOM
(5 cemecTp)

Kountpoun

HNubie popMbl padboThI

CamocrosiTesbHast padora

144

Bcero uacos: 216

TpynoeMKocTh: 6 3a4eTHBIX eIMHHIIBI.

Pa3paborunk(u) paboueii mporpaMMmsl:

KaHOUOAm husuko-mamemamuyeckux Hayk, OOUeHm

C.A. Pourynkun




|. OPTAHU3AIIMOHHO-METOIMYECKUIA PA3JIEJI

HCJ’IL HU3YyYCHUA TUCHUILIMHBI:
dbopMupoBaHHUE 3HAHWK B OO0JIACTH TEOPETUYECKUX OCHOB HMH(OPMAIMOHHOW OE30MacHOCTH W
HABBIKOB MPAKTUYECKOT0 00eCeueHus: IPOrpaMMHO-aINapaTHbIX CPEICTB I 3allUThl HH(OPMALIUK.

3anatm H3YICHUA TUCHHUILJIMHBI:

— O3HAKOMJICHHE CO CTaHIapTaMH, METOJAUYCCKHMMU ¥ HOPMATHBHBIMU MaTepUaaMH, KOTOPbIC
OTIPEIEISAIOT TPOCKTUPOBAHKUE U PA3pa00TKy 0OBEKTOB MPO(HECCHOHATHHOU IeITeTbHOCTH;

— H3y4YCeHHE MOJIEJIeH, METOIOB U (JOopM OpraHU3aIMK Ipoliecca pa3padboTku 00beKTOB podec-
CHOHAJILHOM JIeATEIbHOCTH;

— W3y4YeHHE METOJIOB U CPEJCTB aHAIM3a U MOJCIMPOBAHUSI 00BEKTOB MPOECCHOHATBHOM Jes-
TEJIBHOCTH M UX KOMIIOHEHTOB.

Mecto qucuuniuabl B cTpykrype OIOII: peanusyercs B pamkax o6s3arenbHON YyacTu
6moxa b1. lucuuniauHs! (MOIYIIH).

Il1aHupyembie pe3yJbTAThl 00YYEeHHUS M0 TUCIHHUIINHE!

Kon NuaukaTopsl 10CTHAKEHHUSA I[InanupyemMble pe3yjbTaThbl 00y4eHHS
KOMIeTEHIIHH KOMIIETEeHIIUH M0 AUCHHIIIHHE
OIIK-7 3HaTh: 3Haer:
- THUIBl aNTOPUTMOB M CIOCOOBI WX | - THUIBI QITOPUTMOB M CIOCOOBI HX
HanucaHus, OCHOBHBIE SI3BIKM | HAMMCaHus JUIsl obecriedyeHus: uHpopma-
POrpaMMHPOBAHUS W COBPEMEHHBIEC | IMOHHON O€301MacHOCTH C  IMOMOIIBIO
MporpaMMHBIE  cpeibl  Pa3palOTKHU | IPOrpaMMHO-ANMapaTHbIX CPEJCTB 3a-
aBTOMATH3MPOBAHHBIX CUCTEM U | IIUTHI HHPOPMAITUH.
TEXHOJIOTUH  JOns  peueHus  3aaad
poheCCHOHATTLHON ICATENIHOCTH.
YMers: YwMmeer:
- COCTaBJIATH aJITOPUTMBI, THCaTh H | - COCTABIATH AalTOPUTMBI, MUCATh Ha
MPOBOJIUTH OTIAAKY KOJa Ha S3bIKE | S3bIKE MPOrPaMMHUPOBAHUS sl oOecrie-
MIPOrpaMMHUPOBAHHSI, TECTUPOBATh | YeHUS MH(DOPMAITMOHHON 0€301MacHOCTH
paboTOCIIOCOOHOCTh MTPOrPaMMBI. C MOMOUIBIO NMPOTrPaMMHO-ANIapaTHBIX
CPEJICTB 3alUThl HHGOPMAIUH.
Buanmers: Bunaneer:
- HaBBIKAMH  TNPOTPAMMHPOBAHMS, | - HABBIKAMU TMPOTPAMMHPOBAHUS, OT-
OTJIAJIKU ¥ TECTUPOBAHUS POTPAMMHBIX | JIATKA W TECTUPOBAHUS MPOTPAMMHBIX
MPOAYKTOB  JUIA  pEUIeHHs  3a/Jay | IpOAYKTOB TUTST MPOrpaMMHO-
npodeccuoHanbHOM e TENbHOCTH. anmnapaTHBIX CPEACTB 3allUThl HH)OP-
MaIuu.
OIlK-1.3 3HaTh: 3Haer:
- TIPUHIMIBI 00ECTIeYeHHs 3allUThl UH- | - MPUHIUIBI 00ECTICYSHHs 3allUThl HH-
dbopmaruu mpu pabote ¢ 0azamu JaH- | popMalMOHHON Tpu padbore ¢ Oazamu
HBIX W TpH Tepefade WHGOPMALUU M0 | JAHHBIX M TpU mepeaade WHGOpMaIuu
KOMITBFOTEPHBIM CETSIM. M0 KOMITBIOTEPHBIM CETSIM C MOMOIIBIO
MIPOTrPaMMHO-AMNIAPaTHBIX M TEXHHUYE-
CKHX CPEJICTB 3alIUTHI HH()OPMAIIHH.
YMers: YmMmeer:
- BBIOMpATh ANTOPUTMBI OOECHEUYECHHS | - OMPEACNIATh HEOOXOAUMBIM HHCTPY-
3amuThl HHQOpMaIMK 0a3 JaHHBIX U | MEHTapHi, MpOrpaMMHO-aNmapaTHbIe U
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JITOPUTMOB 3aIIUTHI UHPOPMALUU TIPH
repeaaye 1o KOMIBIOTEPHBIM CETSAM.

TCXHUYCCKHUC CpCACTBA 3alllMUTbl HH-
dbopmaruu 6a3 JaHHBIX U AJITOPUTMBI
3alMThl HTHPOPMAIIUK TP Mepeaade mo
KOMITBIOTEPHBIM CETSIM.

Bnanets:

- MPAKTUYECKUM OIBITOM HACTPOUKH U
aMUHUCTPUPOBAHUS CPEICTB obecIie-
YeHHs] UHPOPMAIIMOHHOM 0€30IacHOCTH
i nHpopManuy U3 0a3 NaHHBIX U IS
uHpopmanuy, mnepeaaBaeMond MO KOM-
IIBOTCPHBIM CCTAM.

Bnaneer:

- HaBbIKAMHU YCTaHOBKH, HACTPOWKU U
METOJaMHU, I/IHCprMeHTaMI/I TeCTI/IpOBa-
HUSI IPOrpaMMHO-aNMNapaTHbIX U TEXHHU-
YECKHX CPEJACTB 3alIUTHl HWH(GOpMAINU
n3 0a3 JaHHBIX, NIEPEAABAEMOMN IO KOM-
HBIOTepHBIM CCTSAM.

Il. COAEP’KAHUE U OFBEM /IUCHUIIJINHBI

C YKazaHHuEM KoOJINYeCTBA YaC0B, BLIICJICHHBIX HA KOHTAKTHYIO paﬁoTy oﬁyqamumxcsl

¢ nmpenogasareJsieM (10 BUJIaM Y4eOHbIX 3aHATHH) M HA CAMOCTOATEIbLHYIO PadoTy

QOunas ¢popma 00yueHus

Ne HauMeHoBAHEE PAIIEIOB K TeM Bcero AyauTOpHBIE 3aHATHSA Cam.
4acoB JIK 113 Jb Paé.
Paznen 1. «OCHOBHBIE IOHSATHS M ONIPeIeIeHUs» 26 4 4 8 24
1 | Tema 1. [Ipenmer u 0OBEKT 3aIUTHl MHPOPMALIUH. 12 2 2 4 12
OO6mwekT 3ammThl MHGOpManuu. CaHKIMOHUPOBAH-
HBII W HECAaHKUMOHMPOBAHHBIA JOCTYIL. ba3oBbie
cBoiicTBa Oe3omacHocTd MHGOpMAUU. YTPo3bl 0e3-
OIMAaCHOCTH M KaHAJIbI pealTU3aliK yTPO3.
2 | Tema 2. Knaccudukauus yrpo3 uHGOpMALUMOHHON 14 2 2 4 12
6e3onmacHocTd. OCHOBHBIE MPHHLIUIBI 00ECIICUCHUS
uHpopMallMOHHON Oe3omacHocTH. LleHHOCTH UH-
dopmarmu. CranmapTsl HHPOPMAITMOHHON Oe3omac-
HocTU. Metoabl oOecrieueHHst OE30MAaCHOCTH KOM-
MBIOTEPHBIX CUCTEM.
Paznen 2. «KomniekcHbI 10AX0 K NOCTPOEHUIO CH- 22 4 4 4 24
CTEM 3aLIUTHI 0T HAPYILICHHUS CBOMCTB HHGpOpPMaLUH»
3 | Tema 3. IlocTpoeHme cHCTEM 3aIIUTBI OT YIPO3 22 4 4 4 24
HapylleHus: KOH(PHIECHIMAIBHOCTH HH(OpMaIuy,
HapyIIEeHHUs [EIOCTHOCTH W HapYUICHUs JTOCTYITHO-
CTH
Paznen 3. «Mojaejn KOHTPOJIA KOHPUIEHINATBHOCTH U 16 2 2 4 24
1eJIOCTHOCTH HHGpOPMALLUN»
4 | Tema 4. [lonsTue nonutuku 6ezonacHocTy. Moaenu 16 2 2 4 24
KOHTPOJIsl KOH(PUISHIMAIbHOCTH MH(POPMALIUU
Paznea 4. «AnenTuduxanus u ayreHTUGUKALUSI» 16 2 2 6 24
5 | Tema 5. IlaponbHas ayTeHTH(UKaLUsA. AyTeHTUH- 16 2 2 6 24
Kallusi Ha OCHOBe cepTudukaTtoB. lcmonb3oBaHue
ayTeHTU(UIUpPYIOMUX ycTpoicTB. bruomerpuueckue
METOBI Ay TeHTU(DUKALIUT
Pasnea S. «Konrpoas nesoctnoctn uapopmanuu. Ilo- 10 2 2 6 24
HSTHE YJIeKTPOHHOI MOMUCH»
6 | Tema 6. CepTudukarsl OTKPBITHIX KIIt0UeH. Y aocTo- 10 2 2 6 24
BEPSAIOIIMM LIEHTp. TexXHOJOIMM 3IEKTPOHHOU IOJ-
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MMCH Ha OCHOBE HOK. [lonTBepkieHue mOBepHs
3JIEKTPOHHOW mnoanucu.  J{oBepeHHbIE KOpPHEBBIE
ylocroBepsitonire neHTpol. ObecredeHne opuande-
CKOI 3HAUMMOCTH

Pasnea 6. «3amura uHpopManuu B KOMIIBIOTEPHBIX 18 4 4 8 24
cetsix. Undopmanmnonnasi 6€30nacHOCTH B ONepaIu-
OHHBIX CHCTEMAX)

7 | Tema 7. OCHOBHBIE THUIIBI CETEBBIX aTaK U METOJBI 9 2 2 4 12
npotuBoAeiicTBus M. (OOecrniedeHne WHPOpPMAIH-
OHHOM 0€3011aCHOCTHU CEeTeH.

8 | Tema 8. IlpumMeHEHHE TEXHOJOTHH MEKCETEBBIX 9 2 2 4 12
9KpaHOB. YTpo3bl 0€30MaCHOCTH OINEPAllMOHHON CH-
CTeMbl. AJIMUHUCTPATHUBHBIC MEPBI 3AIIUTHI.

Dopma omuemuocmu 3auer ¢
OLICHKOU
Hmozo 3a 5 cemecmp 216 18 18 36 144
B T.4. IPAaKTHUECKas MOATOTOBKA
HUTOT'O 216 18 18 | 36 144

OuHo-3204Hast popma 00yueHHs
HE peam3yercs

3aounas ¢popma o0yueHust
HE peainzyercs

I11. OUEHOYHBIE MATEPHAJIBI JIJISI IPOBEJEHUS TEKYIIENA U
MPOMEXYTOUHOM ATTECTAIIMU OBYYAIOIIUXCS IO JUCHUIJIUHE

OrnieHKa OCBOEHHUSI OOYYAIOIMUMUCS COAEPKAHUS TUCHMUIUIMHBL (MOJYJIsI) BKIIIOYAET
TEKYIIUHA KOHTPOJb YCTIEBAEMOCTH M MPOMEXKYTOUHYIO aTTECTALUIO O0yYarOIINXCA.

Tekymmii KOHTPOJb YCHEBAEMOCTH OOECIEUMBAET OIEHWBAHHE XOJa OCBOCHHUS
JTUCIUTUINH (MOJIyJIeH) U OCYIIECTBIISIETCS C TIOMOIIBIO CIIETYIONTUX OIIEHOYHBIX CPEJICTB:
KOHTpOJIbHAas paboTa B BUJIE TECTA.

TunoBoii BApMAHT KOHTPOJIbHOM PadoTHI

Ungopmayus, ne asnarowasaca ooue0ocmyntou, Komopas cmasum Jquy, 001a0aroumux e 8 CuLy
€80€20 CIYHCEOHO20 NONONCEHUS 8 NpeuUMyUWecmeeHHoe NOJI0JCeHUe N0 CPABHEHUI0 C OpYUMU
00vbeKmamu.

1. cnyxebnast unpopmanus

2. KOMMepyeckas TailHa

3. OaHKOBCKas TaifHa

4. xoH¢uaeHINATbHAS WH(OPMAIUS

Habop annapammubix u npocpammHuix cpeocme 0 0becheueHusi COXpaHHoCmu, 00CMynHOCMU U
KOHQUOEHYUATbHOCMU OAHHBIX:

1. 3amwuTa nHpopManuu

2. KommbroTepHas 0€300aCHOCTb



3. 3amumeHHOCTh HHPOPMAIIH
4. be30macHOCTb JaHHBIX

Tapanmus moeo, umo KoHKkpemHas uHpopmayus O0OCMYNHA MOAbKO MOMY Kpyey Uy, 015 K020
OHA NPEOHA3HAYEHA:

1. KoH(}pUAEHIINATHLHOCTH

2. JOCTYITHOCTB

3. ayTeHTHUYHOCTb

4. 1eIOCTHOCTH

Anmueupycnas npozpamma npunyun pabomuol, KOMOPoUu OCHOBAH HA npogepke ¢hatinos, cexmo-
P08 U CUCTNEMHOU NAMAMU, U HOUCKE 8 HUX U3BECHHBIX U HOBIX 8UPYCO8 HA3bIGACHICSL:

1. peBuzopom

2. MMMYHHU3aTOPOM

3. CcKaHepoMm

4. nokropa u ¢daru

HeamenvbHocms no npedomepawjeHur0 HeKOHMpPOAUPYeMo20 PACHPOCMPAHEHUs 3auuaemot
uHgopmayuu om ee pazenauleHus U HeCAHKYUOHUPOBAHHO20 OOCMYNA K 3auuuiaemor ungopma-
Yuu U om NOIYHeHUs 3auunaemol uHgpopmayuu:

3amuTa HHPOPMAIUK OT HETIPEAHAMEPEHHOTO BO3ICHCTBUS

3amuTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3/ICHCTBHUS

3anUTa HHGOPMAIK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

4, 3amura OT YTeUKH HHGOpMAIUn

wWMn e

K oocmouncmeam mexunuyeckux cpedcme 3aujumsl OMHOCAMCA:
1. perynsipHBIA KOHTPOJIb
2. CO3/1aHuE KOMITICKCHBIX CHCTEM 3aIlUTHI
3. CTeNeHb CI0XHOCTH yCTPOMCTBA
4. Bce BapUaHTbI BEPHbI

CogokynHocmes HOpM, NPABUNL U NPAKMUYECKUX PEKOMEHOAyUll, peciameHmupyrouux padbomy
cpeocmes 3auumol KOMNbIOMEPHOU cemu 0m 3a0AHHO20 MHONCECMEA Yepo3 Oe30NACHOCML:

1. KommurekcHoe obecnieueHre HHGOPMAITMOHHON 6€3011acCHOCTH

2. bezonmacHocth AC

3. aTaka Ha aBTOMAaTH3UPOBAHHYIO CHCTEMY

4. monmTHKa O€30MaCHOCTH

T'apaunmus mozo, umo npu xpanenuu uiu nepeoade uHpopmayuu He ObLIO NPOUIBEOEHO HECAHK-
YUOHUPOBAHHBIX UBMEHEHULL:

1. xoH(}pUAEHIINATHEHOCTH

2. IICJIOCTHOCTH

3. JOCTYITHOCTb

4. ayTEeHTUYHOCThb

Hccnedosanue 6o3modrcnocmu pacuugposanus ungopmayuu 6e3 3Hanus Kuodetl:
1. xpunrosorus
2. KpUIITOAHAIIU3
3. B3JIOM
4. HeCaHKIIMOHUPOBAHHBIN JOCTYTI



eticmsue, npednpurHumaemoe 310y MblULIeHHUKOM, KOMOPOe 3aKNI0Yaemcsl 8 NOUCKe U UCHONb30-
8aHUU MOU UIU UHOU YA36UMOCTU KOMNbIOMEPHOU Cemiu.

1. KommiekcHoe obecnieueHre nHGOPMAITMOHHON 6€3011aCHOCTH

2. be3omacHOCTh KOMIIBLIOTEPHOU CETH

3. ¥Yrpo3za uapopmamoHHoi 6€30MacHOCTH

4. ATtaka Ha KOMIIBIOTEPHYIO CETh

[IpomexxyTouHas aTTecTanusl 00y4YarIUXCsl OCYIIECTBIAETCS B JOpME 3a4eTa ¢ OLEH-
KOW C MCIOJIb30BAaHUEM CIEAYIOIIMX OLEHOYHBIX MAaTE€PUAJIOB: nepeyeHb 80NPOCos8 K 3a-
yemy ¢ OYeHKOU.

Bonpocel k 3a4eTy ¢ OLeHKOH

(5 cemecTp, ouHas popma 00yUeHUs )

1. Tloustue «MHpopmannonHas 6e30nacHOCTb». OCHOBHBIE METOI0JIOTHYECKHE U HOPMATUBHO-
IIPABOBBIE TOKYMEHTHI 10 HUHPOPMALIMOHHOM O€3011aCHOCTH.

2. OCHOBHBIE MOHATHSA 10 3aIIUTE KOMIBIOTEPHBIX JaHHBIX. JlocTyn K MHPOPMALIUHU, CAHKIIHO-
HUPOBAHHBIM J1OCTYI, HECAHKIIMOHUPOBAHHBINA JOCTYH, KOH(PUICHINANBHOCTh JaHHbIX, CYObEKT U 00b-
€KT MH(POPMAIIMOHHBIX TEXHOJIOIHM, JOCTYITHOCTh KOMIIOHEHTA WJIM pecypca CUCTEMBI, yrpo3a Oe3omac-
HOCTH aBTOMAaTU3UMPOBAaHHOM HMH(pOpPMALMOHHON cucTteMme, yuepO Oe3zomacHoctH, ys3Bumocts ACOU,
aTaka Ha KOMITBIOTEPHYIO CUCTEMY, ITOJINTHKA 0€301acHOCTH.

3. OcHOBHbIE BUJBI yIpo3 0OE30MACHOCTH KOMIIBIOTEPHBIX CHCTEM, YTPO3bl HapylEHHs Ie-
JIOCTHOCTH MH(pOpMAIHH, yrpo3sl Hapymenus padorocrnocoonoctu ACOU u oTkassl B padboTe.

4.  CTpyKTypHbIE COCTaBIAIOLIME TUIIOTETHYECKOW Mozenu Hapymutens, IIpenqHamepeHHble
MOTEHIHaTIbHBIE Yyrpo3bl. Kilaccudukanus kaHaIoOB HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

5. Haubonee pacnpocTpaHeHHbIE ClIOCOObI HECAHKIIMOHUPOBAHHOT'O 1I0CTYNa B KOMIIBIOTEPHBIX
texHojorusix. IlepexBar maposeil, Mackapal, HE3aKOHHOE HCIOJb30BaHUE NPUBHWIIETHM, MAaCCUBHOE
BropkeHue B ACOU, akTUBHOE BTOPKEHUE.

6. OcCHOBHBIC MOAXOMBI JUISI MAPUPOBAHUS M HEUTpATU3allMd Yrpo3 WHPOPMAIMOHHON 0e3-
OIAaCHOCTH: (pparMeHTApHBIN MOAXO0/ U KOMIUIEKCHBIN TOJXOI.

7. Tlonutuka Ge3omacHOCTH. Buasl moauTHKKU 0€30MacHOCTH: M30UpaTeabHasl MOJMTHKA 0e3-
OIAaCHOCTH, MOJTHOMOYHAsI MOJUTHKA 0€30MacCHOCTH.

8.  Drambl NOCTPOCHHS CHCTEMBI 3alIMTHI ABTOMATH3UPOBAHHBIX HH(OPMAITMOHHBIX CHCTEM.
CocTaBisomuye OTIENbHbIX 3TAIOB.

9.  OcHOBHBIE 33J]a4l METOJIOB 3aIIUTHI HHPOPMALIMU B aBTOMATH3UPOBAHHBIX WH()OPMAIOH-
HBIX cuctemax. [IpuHiuns! cucremsl 3amuTel nHGopmanuu B ACOU.

10. HpenTudukamus ¥ MpoBepKa IMOIIMHHOCTU IJIEKTPOHHBIX JOKYMEHTOB M TOJBh30BaTEIeH
KOMIIBIOTEPHBIX TEXHOJIOTHI.

11. . Unentuduxanuss 1 MeXaHU3Mbl MOATBEPXKACHUS MOJJIMHHOCTH Iosb3oBaTens. B3zaumuas
IIPOBEPKHU MOJJIMHHOCTH TOJIb30BATENEH.

12. Tlpomemypa «pyKOTOKATHD).

13. IIpoTokosibl ayTeHTHU(HUKAMY C HYJIEBOM nepeaayeii 3HaHu.

14. TlapannenbHas uaeHTHU(PHUKALUS C HYJIEBOU Nepenadyeil 3HaHUH.

15. Cucrema unentudukanuu ['ninoy-Kyuckyorepa.

16. VYmnpasneHnue kpuntorpadpuIecKUMH Kirouamu. ['eHeparis u XxpaHeHHe KIFoueH.

17. Hepapxus xitoueil muQppoBaHUs JAHHBIX B KOPIIOPATUBHBIX KOMIIBIOTEPHBIX CUCTEMAX.

18. PacnpeneneHne Kiroueii B KOPIIOPATUBHBIX KOMIBIOTEPHBIX cUCTeMax. Vcnonp3oBaHue oOf-
HOT'O WJIM HECKOJIKUX IEHTPOB pachpeaeneHun kmoueil. [Ipsamoil oOMeH ceaHCOBBIMH KITIOYaMU MEXIy
CaHKIIMOHUPOBAHHBIMU MOJIb30BATEIISIMU.



19. MexanusM 3ampoca — OTBETa B CETEBbIX TEXHOJIOTHIX, MEXaHU3M OTMETKU BPEMEHHU.

20. Pacmpenenenue kirodeii ¢ yuactuem LleHTpa pacnpeneneHun Kitouei.

21. TIpoTOoKOJ 151 CAMMETPUYHBIX KPUIITOCUCTEM C HCIIOIb30BAaHHEM OTMETKU BPEMEHHU.

22. TIpoTOKOI ANl aCHMMETPHUYHBIX KPUITOCHCTEM C HCIIOJIb30BAaHHEM CEPTH(PHKATOB OTKPHI-
TBIX KJIFOYEH.

23. AJNTOpUTM OTKPBITOTO pactpenenenus kioueit Juppu-Xenmana.

24. Tlpotokon SKIP ynpaBieHus: KpUTITOKITIOUAMHU.

25. AyTteHTH(HKAIMA MOJIH30BaTENeH KaK OCHOBHON KOMITOHEHT MEKCETEBbIX IKPaHOB.

26. Cxema 3alIUThl KOMIBIOTEPHBIX CETEBBIX TEXHOJOTHMN HAa OCHOBE MEKCETEBBIX JKPAHOB:
GUIBTPYIOIMKA MapHIPyTU3aTOP, MEKCETEBOW AKpaH Ha OCHOBE JABYIMOPTOBOTO IILII033, MEXKCETEBOMN
9KpaH Ha OCHOBE PKPAHHPOBAHHOIO IIII03a, SKPAaHUPOBAHHAS IMO/ICETh, MEKCETEBbIE dKPaHbl IJIsl Opra-
HU3AI[MH BUPTYAJIbHBIX KOPIIOPATUBHBIX CETEH.

27. TlporpammHbIe METO/IbI 3aIIMTHI CETEBBIX TEXHOJIOTHI B Internet cTpykTypax.

28. 3ammTa JaHHBIX B 3JICKTPOHHBIX IUIATEKHBIX CUCTEMAX.

29. IlpuHuunsl GyHKIHOHUPOBAHUS DJIEKTPOHHBIX MIATEKHBIX CUCTEM.

30. DnexTpoHHBIE TIACTUKOBBIE KapThl. IlacCuBHBIC M aKTHUBHBIE IJIACTUKOBBIE KapThl. OCHOB-
HbI€ TUIBI AKTUBHBIX IJIACTHUKOBBIX KapT: KapThl-CUETYMKHU, KAPTHI C MaMATHIO, KAPThl C MUKPOIIPOLIECCO-
POM, KapThl C KOHTAKTHBIM CUYMTHIBAHHEM, KapThl C HHIYKIIMOHHBIM CYUTBAHUEM.

31. TIlepconanbubiii uneHTudukannonusii Homep (PIN). Obecrieyenne 0e30MacHOCTH 3JEK-
TpoHHO-TaTeKkHOU cuctembl POS (Point-0f-Sale), cxema ¢yukimonuposanus POS.

32. OobecneueHne 6€30MACHOCTH OAHKOMATOB B AJIEKTPOHHBIX IJIATEKHBIX CHCTEMax, cxema 00-
MEHa COOOIICHUSIMH MEXTy OaHKOMaTroM u XocT-OBM 0aHka pou WIACHTU(UKAIMH M IUIATeKE, cXeMma
npoxoxaeHus faHHbIx ¢ PIN kiamenTa mexay 6ankomMatom, 0aHKOM-3KBaliepoM 1 0aHKOM-3MHTEHTOM.

33. VuusepcanpHas miatexxHas cucrema UEPS (Universal Electronic Payment System), cocras
U apXUTEKTypa IUIaTeKHON CUCTEMBbI, paclpe/elIeHHe KIII0UeH U maposiei, UKII IUIaTeXHOW TPaH3aKIUH.

34. ToproBsie TepMUHAIBI, ((OPMUPOBAHNE CECCHOHHBIX KIIIOUEH, SMUCCHS KapTOYEK, pa3rpaHu-
YeHHE OTBETCTBEHHOCTH MEXIy OaHKaMHU-y4YaCTHUKAMU OOIIEH MIaTeKHON CHCTEMBI, IBOMHOE HMIH(PO-
BaHUE 3allMCU O TPAH3aKLUU Ha Kitouax OaHKa-dKBaliepa U OaHKa-IMHUTEHTA.

35. Oobecneuenne 6€30MaCHOCTH JIEKTPOHHBIX IIaTeXel uepes cethb Internet.

36. Aprtopuzanus u mmdppoBanue GpuHaHCOBOI MH(pOpManmu B ceTu Internet.

37. Tlporokonsl mmudpposanus SSL (Secure Socket Layer) u SET (Secure Electronic Transac-
tions), ucnonp30BaHUe CePTHHUKATOB.

38. OteudecTBEHHBIE MPOrPaMMHO-AMIAPATHBIE CPEICTBA KPUNTOrpapuuecKoil 3amuThl KOMIIb-
IOTEPHBIX CHCTEM.

39. CpexacrtBa ¥ cUCTEMBI YIPaBIEHUS KOHTPOJIEM JOCTYIA B KOMIIBIOTEPHBIX TEXHOJIOTHSX.

40. OcHOBHBIE TTOAXO/IBI K 3alIUTE JAHHBIX OT HECAHKIIMOHUPOBAHHOTO jaoctyna. llndposanne.
KonTpons nocryna. Pasrpanndenus qoctyna k Qaitnam.

41. 3amuTa NporpaMMHOI0 MIPOJYKTa OT HECAHKIIMOHUPOBAHHOTO KOTMPOBAHMSL.

42. HecaHknoHupoBaHHOE KonupoBaHue nporpamm kak tun HC/I.

43. HOpuamueckue acreKThl HeCAHKIIMOHUPOBAHHOTO KOMUPOBaHUs mporpamMm. OOIee MOHITHE
3alIUTHI OT KOTUPOBAHMSL.

44, Pa3HOBUAHOCTH 3a/1a4 3alIMTHI OT KOMUpoBaHUs. [10AX0BI K 3a/1a4€ 3aIIUTHI OT KOITUPOBa-
HUSL.

45. Tlpusszka 1O x anmmapaTHOMY OKpYKEHHIO W (DU3MUYECKHMM HOCHUTEISIM KaK €IWHCTBEHHOE
CPEeACTBO 3alUTHl OT KOMMUPOBAHUS.

46. TlpuBsizka Kk BHEIHUM (1n00aBisieMbiM) d5ieMerTaM [I9BM. [puBsi3ka K MOPTOBBIM KITFOUaM.
Hcnonb30BaHue TOMONMHUTENBHBIX IJ1aT PACIIUPEHHUS.

47. MeToasl «BOASHBIX 3HAKOB» U METOJIBI «OTIIEYATKOB MABIIEB).

48. 3amuTa MPOrpaMMHOTO MPOIYKTA OT U3YyUCHHS.

49. HW3zydeHue u 0OpaTHOE MPOCKTHPOBAHUE MTPOTPAMMHOTO 00ECIICUCHHS: TTOHITHE U3yICHUS
00paTHOrO MPOEKTUPOBAHUS MPOTPAMMHOIO OOECIeYeHHUs, CIOCOObI U3yUeHHsI POrpaMMHOro obecrie-
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YeHUs (CTaTUYECKOe M JUHAMUYECKOE M3YyYCHHE), BPEMEHHAs HaJEeKHOCTh (HEBO3MOXKHOCThH OOecreye-
HUS TAPAHTUPOBAHHOW HAIC)KHOCTH).

50. 3agauu 3amIUTH IPOrPAMMHOIO MPOAYKTA OT U3YUYEHUS M CIIOCOOBI UX PELICHUIl: 3aluTa OT
OTJaJK{, TMHAMHYECKOEe TIpeoOpa3oBaHue KOa,

51. MUrepaTuBHBIN IporpaMMHBIiA 3aMoK A. JloaruHa

52. TlpuHUuWN JIOBYIIEK W TPHUHIUIN W30BITOYHOTO KOJA, 3allWTa OT JIU3acCeMOIMPOBAHWS,
MIPUHIIMIT BHEIIHEN 3arpy3ku (aiinoB, nuHaMudeckass MoAU(UKAIUS TPOrpaMMBbl, 3allIUTa OT TPACCUPOB-
KH T10 TIPEPHIBAHUSIM.

53. AcneKxTsl 3alUThl OT UCCIIEI0OBAHUS: CIIOCOOBI ACCOLMAaHUPOBAHUS 3aLIUTHI M IIPOTPAMMHOIO
o0ecrieyeHus1, OLeHKa HAJIS)KHOCTH 3AIIUTHI OT OTIIAJIKH.

54. 3ammra OT pa3pylIaloUIMX IPOrpaMMHBIX BO3ACHCTBUIA.

55. Bupychl Kak 0CcOOBIN KJacc pa3pylIalOIIUX MPOrpaMMHBIX Bo3jaelcTBuil. HeoOxoaumbie u
JOCTATOYHBIE YCIOBUS HEIOMYIIEHUS pa3pyIaloIEero BO3ACHCTBHUS.

56. TloHATHE U30IMPOBAHHON MPOTPAMMHOM CPEIBI.

IV. IEPEYEHD JIUITEPATYPBI, HEOBXOJIUMOI 1JISI OCBOEHUS
JUCHUATIIMHBI

4.1. OcHOoBHas1 JiUTEpaTypa
1. Kazapun, O. B. [IporpamMHo-anmnapaTHbie Cpe/icTBa 3alIUThl HHPOpMaMU. 3aluTa IPOrpaMMHOTrO

obecrieyeHus : yuyeOHUK U mpaktukym it By3oB / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa :
WznarensctBo HOpaiit, 2024. — 312 c. — (Bsicmiee o6pazosanne). — ISBN 978-5-9916-9043-0. —
Texct : onekrponsbii // OOpasoBarenbHas minatdopma IOpaiit [caiit]. — URL:

https://urait.ru/bcode/562070 (mata oopamenus: 18.04.2024).

2. IlporpammHoO-amnmapaTHble CpeACTBa oOecredueHus: WHPOPMAIMOHHON Oe30macHoCTH : jJabopaTop-
HBIIA npakTHKYM : / P. A. @ununmos, A. I1. ['opros, JI. b. ®ununmosa [u ap.]. — Mocksa ; bepnun :
Hupexkt-Meauna, 2020. — 128 c. : wm., Tabn. — Pexum poctyma: mo mnoamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=700563 (narta obparuenus: 18.04.2024). — bubauorp.
B kH. — ISBN 978-5-4499-1762-1. — DOI 10.23681/700563. — TekcT : 3IEKTPOHHBII.

4.2. JlonoJIHUTEJIbHAS JINTEPATypPa
1. TIporpamMHoO-anmmapaTHbIE CpEACTBA 3aIIUThl WH(GOPMAIMOHHBIX CHCTEM : ydyeOHoe mnocobue /
10.1O. I'pomosg, O.I'. UBanoBa, K.B. Ctapony6oB, A.A. KagsikoB ; TaMOOBCKHiIl roCy1apCTBEHHBIHN
TEXHUYECKUH yHUBepcUTeT. — TamO0B : TaMOOBCKUIl roCy1apCTBEHHbBIN TEXHUYECKUN YHUBEPCUTET
(TrTY), 2017. — 194 c¢c. : wn. — Pexum Jocryna: mno  MOJNUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=499013 (nara oOpamenus: 18.04.2024). -
bubGmmorp.: c. 190. — ISBN 978-5-8265-1737-6. — TekcT : 2IeKTpOHHBIHA.

V. IEPEYEHb PECYPCOB HH®OPMAINIMOHHO-
TEJEKOMMYHUKAIIMOHHOU CETH «<MHTEPHET», HEOBXOANMbIX
JJIA OCBOEHUA AUCIIUITJIMHBI

Ne

Ccpliaka Ha HaumeHoBaHue pa3padoTku
nn " . JoctynHocTh
HH(OpPMaLMOHHBII pecypc B 3JICKTPOHHOI1 (hopme
1. http://edu.ru/ Poccuiickoe oopa3oBa-
Hue: DenepajbHbIi CBOOOIHBIN TOCTYTT

nopraJ. Bkiaouaer
CCBUIKM Ha TOPTAIbl H
caiThl 00pa30BaTeIbHBIX



https://biblioclub.ru/index.php?page=book&id=700563
https://biblioclub.ru/index.php?page=book&id=499013
http://edu.ru/

YUYpEKIACHUN; rocyuap-
CTBECHHBIC obOpazoBa-
TeJIbHbIE CTaH/APThI;
HOPMAaTUBHBIE JTOKyMEH-
TBI; KaTaJIOT dKCKYPCUM U
00yyaroIuX NporpamMmm.

http://citforum.ru/database/osbd/contents.shtml

WNudopmannonno-
aHAJIMTUYECKHE MaTepH-
aJIbl

CBOOOIHBIN TOCTYTI

V1. COBPEMEHHBIE [IPO®ECCHOHAJIBHBIE BA3bI JTAHHBIX
N UTHOOPMAILIMOHHBIE CITPABOYHBIE CUCTEMBI

1. | http://www.biblioclub.ru cucrema (9bC)

JIafH

DNeKTPOHHO-O0MOIMOTeYHAs

YHuBepcurerckas OMOIMOTEKA OH-

Perucrpanus yepes Jro-
00if YHUBEPCUTETCKHUI
KOMIIBIOTED.

B nanpHeiimem npeno-
CTaBJIIETCS HEOTPAHUYEH-
HbII UHAMBUAYAJIbHbII
JOCTYII U3 JII0O0H TOUYKH,
B KOTOPOW UMEEeTCs J10-
cTyn K cetu MuTepHer

Www.garant.ru

HNudpopManimoHHO-IPaBOBOM MOPTAI

CBoOOIHBIN [OCTYTT

Poccuiickuit nHGOpMaAIMOHHBIN TTOP-
3. | www.elibrary.ru TaJ B 00JIACTH HAyKH, TEXHOJIOTHH,
MEIHIMHBI M 00pa3oBaHus

CB0OOIHBIN 1OCTYI

4, www.consultant.ru

Poccuiickas KOMIIBXOTCpHAs CIIPpaBOY-
HO-IIpaBOBasg CUCTCMaA

CBoOOIHBIN 1OCTYT

Vil. JUIEH3UOHHOE U CBOBOJHO PACITPOCTPAHSAEMOE
ITPOI'PAMMHOE OBECIIEYEHUE

HpI/I peajm3ann yqe6H017I AUCHUIIIIMHBI TPUMCHACTCA CIICAYIOIICC JIMICH3NOHHOC U CBO6OI[HO pacIipo-

CTpaHseMOe MPOrpaMMHOE o0ecIieueHue:
- Microsoft Windows;

- Microsoft Office;

- Libre Office u ap.

VIll. OBOPYIOBAHUE U TEXHUYECKHE CPEJCTBA OBYUEHMS,
HEOBXO/JIMMBIE JJIs1 OCYIECTBJEHUS OBPA3OBATEJBLHOIO
MPOLECCA MO JUCLHUATUIMHE

VYueOHbIe 3aHATHUS MMPpOBOJATCA B ayAUTOPUAX, YKOMIIJICKTOBAHHBIX CHCI_II/IaJIH3I/IpOBaHHOﬁ
Me6eJ'II)IO, B TOM YHCJIC CTAlMOHAPHBIMU HJIU MEPECHOCHBIMU TEXHHUYCCKUMU CPEACTBAMU 06yquI/1$1

(IpoeKTOp, IKpaH, KOMIBIOTEP/HOYTOYK).

Ha6opaTopHHe 3aHATUA, TPYIIIOBBIC U MHAWNBUAYAJIBHBIC KOHCYJIbTAalWUW, TCKYLIAasaA U IIPOMEC-
JKYTOYHAA aTTeCTAllUr MPOBOAATCA B CIICHUAIIU3UPOBAHHBIX KOMIIBIOTCPHBIX KJIACCaX. HCpG‘-ICHB oC-
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http://www.biblioclub.ru/
http://www.garant.ru/
http://www.elibrary.ru/
http://www.consultant.ru/

HOBHOT'O 00OpYyIOBaHUs: aBTOMATU3MPOBAHHBIC paboyYMe MecTa ¢ KOMIBIOTEpaMH, MPOrPaMMHOE
obecrniedueHne o0Iero u NpodeccuoHATBLHOTO Ha3HAYCHUS.

CamocrosiTenbHas paboTa MPOBOIUTCS B KAOMHETAaX, OCHAIICHHBIX KOMIIBIOTEPHOW TEXHUKON
C BO3MOJKHOCTBIO TOJKITIOUeHHsI K ceTu «MHTepHEeT» U 00eCIeYeHneM 0CTyIa B SJICKTPOHHYIO WH-
(bopMaIOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.
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