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CEUTyTa MaTEMaTHKH,
XHUKH
/C.A. Poumynkua

PABOYAS ITPOI'PAMMA JUCHUITJIMHBI
b1.B./IB.02.01 be3onacHocTh 0€CIIPOBOAHBIX JIOKAJIbHBIX CeTeH

Hanpagsaenne noaroroBku: /0.03.01 Ungpopmayuonnas 6ezonacHocmo

HanpaBiaenHocts (mpouiib): bezonacHocms KOMRbIOMEPHLIX cucmem (R0 OMpaciu uiu 8
cghepe npogheccuonanvholl dessmenbHoOCmu)

KBanndukauus (crenenn): 6axanasp

®opma 00yueHUs: ouHas

MHCTHTYT: MaTeMaTHKH, €CTECTBO3HAHUS U TEXHUKHU
Kadeapa: maremarnueckoro MoAeIMpOBaHUSI, KOMITBIOTEPHBIX TEXHOJOTUN U MHPOPMALIMOHHOM
0e30macHOCTH

oyHas ¢opma O0YHO-3204YHAN 3a04Has popma
dopma
Kype 4
Cemectp 7
Jlexknun 10
JlabopaTopHble 3aHATHSA 20
I[MpakTuyeckue (ceMUHAPCKHE) 3aHATUSA 10
B T. 4. IPAKTHYECKAs MOATO0TOBKA 4
®opma(bl) MPOMEKYTOUHON aTTeCTANMHA 3auer
KonTtpoJasn
Hubie popmbl padoTh
CamocrositeibHas padora 32

Bcero uacoB: 72
TpynoeMKoCTh: 2 3a4eTHBIX eIHHHIIBI.
Pazpabotunk(u) paboueil mporpamMMsbl: kanoudam nedazocuyeckux Hayk, ooyenm JI.H. Anexcanaposa




|. OPTAHU3AIIMOHHO-METOIMYECKUIA PA3JIEJI

].[e.m; HU3YyYCHUA TUCHUILIMHBI:
¢dopmupoBanue

KOMIIETEHLIMM 10 OCHOBHBIM pas3ieiaMm  JIUCLUIIIMHBI
MPEACTABJICHUS TPUHIIMIIOB ITOCTPOCHHMS, HCCIICIOBAaHMS W aHajdu3a 3allUIICHHBIX OECIPOBOIHBIX
JIOKAJILHBIX CETEH.

3ajaum u3y4eHus: AU CIUTIAHbI:
- U3y4eHUE OCOOCHHOCTEH OECIPOBOIHBIX TEXHOJIOTHI, B TOM YHCIIC JIOKAIBHBIX;

- I3YYCHHE MMPUHIIMIIOB Pa3pabOTKU OeCIIPOBOAHBIX CETEH 1 oOecreueH s X 0€30MMaCHOCTH;
- YCBOSHHME OCHOBHBIX CTAHJIAPTOB IMOCTPOCHUS M 3allIUThI OECIIPOBOIHBIX JIOKAILHBIX CETEH.

JIIA

Mecto aucuumianabl B cTpykrype OIIOII: peanusyercs B uactu, dhopmupyemoit
y4acTHHKaMH 00pa30BaTeIbHbIX OTHOIIEHHMI 6110Ka B1. JJucuumiab! (MOIyIn).

ILnanupyembie pe3yJabTaThl 00YUYEeHHUs] 10 JUCIHUIIMHE:

OCHOBHBIE BHUIBl H KIACCUPUKAIIIO

MH(POPMALIMOHHBIX pecypcoB

OpraHu3anuu (IpearnpusIThs);
CYLIHOCTb npodeccnoHaIbHON

JACATCIIBHOCTH 11O 00eCIICYCHUIO 3allUThI
I/IH(1)OpMaI_II/II/I B IIpOHECCe SKCIUTyaTauuunu
ABTOMATHU3UPOBAHHBIX CUCTCM.

Kon NHaukaTopbl 10CTHKEHU ST IlnanupyemMblie pe3yabTaThbl
KOMIIeTEeHIIUH KOMIIeTEeHIIUH 00yuyeHusi 10 TUCUMILINHE
IMKC-2 3HaTh: 3Haert:

- [OKa3aTelu KauecTBa pabOThl
O0ecpoBOJIHBIX ~ CEeTeH; CTaHAAPThHI
COBPCMCHHBIX n MEPCIICKTUBHBIX
CUCTeM  MOOMJIBHOH  CBSI3U U
6ecnipoBogHOro MHTEpHETA;

- TpeOOBaHMA U CTaHAAPThl IO
obecrieyeHHI0 0E30MAaCHOCTH  CeTel
0ecrpoBOHOIO A0CTYIIA.

YMern:

- BBLIENIATE u3 o01Imx
HH()OPMALIMOHHBIX pecypcos
TIPEATPUATHS nH(OpPMAIIHIO,

MOJICIKAITYHO 3alIUTEC,

- CTPOUTH MOJIETHU 3alIUTHI HHPOPMALTUU

Ymeer:

- BBIABIIATH YA3BUMOCTHU
OeCIPOBOIHBIX CETEH, aHATU3UPOBATh
yrpo3sl U IpEeNOTBpallaTh aTakd Ha
OecrpoBOIHBIE CETH;

- TMPOBOAWTH OLIEHKY 0€30MacHOCTH

Ha OCHOBC aHajlIn3a CTPYKTYPbl H 6eCHpOBOI[HLIX ceTen.

coziepKaHus MH(OPMaLIMOHHBIX

MIPOLIECCOB u ocoOeHHoCTeH

SKCIUTyaTalldd  aBTOMATU3HPOBAHHBIX

CHCTEM.

Baanern: Baaneer:

- CITOCOOHOCTBIO OTIPEeNATh | - CIoco0aMHu OmpeAeNeHus: 3anad,
nH(pOpMaIIUOHHBIE pecypchl, | IPOBEICHUsS]  OPTaHU3AIMOHHBIX U
MOJIyIekKaIue 3aIIuTe, YIpO3bl | TEXHUYECKUX MEpONPUATHIA no
0€30MacHOCTH nHpopManuu U | KOHTPOJIIO (MOHUTOPUHTY)
BO3MOXXHBIE MYTH HMX pealu3aliil Ha | 3alIMIIEHHOCTH KOH(MUICHIIMATBbHOMI
OCHOBE  aHaJM3a  CTPYKTYypbl U | HHMOpMAIUH, MTOJTOTOBKH
coJiepKaHus UH(OPMAIIMOHHBIX | MATEPHUATIOB o pe3yabTaTam
MIPOIIECCOB u 0COOEHHOCTEHN | KOHTPOJIS;

OKCIUTyaTallii aBTOMATU3HUPOBAHHBIX
CHCTEM.

- HaBbIKAMM  pealu3alu  Mojelen
3amuThl  WHGOpPMAIMM HAa  OCHOBE
aHaJIM3a CTPYKTYpbl M COAEpKaHUs

- HaBBIKaMU pa3pabOTKH 3aIIUIIEHHBIX
OeCTIPOBOHBIX CETEH.
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UH(POPMALIMOHHBIX IIPOLIECCOB u
0COOEHHOCTEH IKCIUTyaTaIluu
ABTOMATH3HUPOBAHHBIX CHCTEM.

Il. COAEP’KAHUE U OBFBEM /IUCHHUIIVINHBI

€ YKa3aHMEM KOJIMYeCTBAa YaCOB, BbIICJICHHbIX HA KOHTAKTHYI0 padoTy 00y4arouuxcs
¢ nmpenogasareJsieM (10 BUJIaM Y4eOHbIX 3aHATHH) M HA CAMOCTOATEIbLHYIO PadoTy

Ouynas ¢popma 00yueHust

Bcero AyIHTOpHbIE Cam.
Ne HaumeHnoBaHue pa3/aesioB U TeM 4ACOB 3aHATHA Pab
JK | 113 | Jb ’
Pa311“e.11 1. OcHOBBI PYHKIIMOHUPOBAHUS OECIPOBOTHBIX 28 4 4 8 12
cereif
1 Tema 1. OcoGeHHOCTH OECIIPOBOIHBIX CETEH U WX 14 9 2 4 6
Kyaccuukanms
2 | Tema 2. Opranuzanus OecIIpoBOHBIX
IIMPOKOIIOJIOCHBIX ceTed Pa3sBenka W atakum Ha 14 2 2 4 6
OECIPOBOIHBIC CETH.
Parm:e.n 2. be3onmacHocTh 0eCpPOBOMHBIX JOKAJBHBIX 44 5 6 12 20
cereii
3 Tema 3. Tlogxompl K MPOSKTHPOBAHHWIO CHCTEMBI
nH(pOpMaIMOHHOW 0€30MacHOCTH  OECIPOBOIHBIX 14 2 2 4 6
cereit
4 Tema 4. Cetu WI-FI. 3amura B cetsax WI-FI. 14 2 2 4 6
5 |Tema 5. BupryansHsle uacTHele cetu VPN.
16 2 2 4 8
Texnonoruu u anroputMel mudposanus B VPN,
3auem
Konmpons
Hmozo 3a 7 cemecmp 72 10 10 | 20 32
B T.4. PAKTHYECKasi MOATOTOBKA 4 2 2
HUTOTI O 72 10 10 20 32

OuHo-3204Has popma 00yueHHs
(He peanuzyeTcs)

3aounas ¢popma o0yueHust

(He peamusyercs)

I1l. OHEHOYHBIE MATEPUAJIBI JI5SI TIPOBEJEHUSI TEKYIIEN U
HNPOMEXYTOYHOU ATTECTAIIUN OBYYAIOIIIUXCA 11O JTUCHUIIVIMHE

Tekyras arrectamus IpOBOAUTCS B (OpMe KOHTPOJIBHOU PabOTHI.

anexkTpoHHou nmoure Ha y3en HostB. Coolmienune kakoro tuma oronuiet y3en HostA?

3ananue 1. [TocmoTtpute Ha n3o0paxenue. Ha y3ne HostA mosb3oBaTens OTChUIAET COOOIIEHHUE 1O




3apanue 2. [locmoTtpute Ha u3zoOpaxkenue. Ilocie ycTaHOBIEHHS COEAUHEHUs, MOJIb30BATEIIO
HNHTepHera HeoOXOAMMO BBITPY3UTh TeKCTOBBIA (aityr. [lpu wmcmonms3oBanmu wmonenu TCP/IP, Ha
MPUKIIQJTHOM YPOBHE TpeOyeTCs OMH IMPOTOKOJ, @ HA MEKCETEBOM YpPOBHE - pyroii. Kakue n1Ba mpoTokosna
OyIyT UCIIOJIb30BaHBI JUISl BHITPY3KH Ha JABYX BBILICYKa3aHHBIX YPOBHSIX?

WHTepHer

3amanue 4. Ilocmorpute Ha wuzoOpakeHue. OOpa3oBaTelIbHOE YUPEKICHHE HYKIACTCS B
noakaoueHun Kk Mareprery cucrem I1IK, ncnons3yronmux yactayro IP-agpecanmro. locryn k MHTEpHETY
TpeOyeTcst A1 HECKOJIBKUX CUCTEM, HO 00pa30BaTelbHOE YUPEKICHIE MOKET MPUOOPECTH TOIBKO OJIMH
ny6omuunbiii [P-ampec. UTo HEOOXOIUMO aKTHBHPOBATH Ha MHTETPUPOBaHHOM MapiipyTtusatope Linksys
IUIA JOCTHIKEHUS ITOM nenu?

gl I ﬁ

IP: 202.11.12.13 Mapwpyrusarop

O6p TENbHOE Yup

3ananue 5. [locmorpute Ha nzoOpakenue. [Ipennoaoxkum, yTo MpUBEICHHbIE BBIXOHBIC JAHHBIE
MOCTYIWIM C Yy3J1a, MOJAKIIOYEHHOT0 K MHTErpUpoBaHHOMY Mapiipytuzaropy Linksys. Uto HeoGxoaumo

IMPOBEPUTDH B IICPBYIO OUCPEIb, CCJIN IJIS ITIOUCKA HeHCHpaBHOCTeﬁ HCITOJIB3YCTCA NPUHIUIL "CHI/I3y BBCpX"?
C:Docurnents and SettingsWser= ipeonfig
<<BRIXOIHEIE JAHHEDR ONYIUERE >

IPAddress . ..................: 17216325
Subnet Mask .. ... .. e 29.2530.0
Default Gateway . . . 17216321

C\Docuraents and Settings\User= ping 172.16.32.1

Pinging 172.16.32.1 with 32 bytes of data
Reguest tired out
Request timed out.
Request tired out
Request tireed out.
Ping statistics for 172,16 32.1:
Packets: Sent = 4, Recerved = 0, Lost = 4 (100% loss).

ITpoMexyTouHass arrectanusi OOy4arOUIMXCs OCYILECTBISETCS B (OopMe 3adeTa C
MCIIOJIb30BAHUEM CIIENYIOIINX OLEHOUHBIX MAaTEPUATIOB: nepeueHb 60NPoCco8 K 3auemy.
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10.
11.

12.
13.

14.

15.

16.

17.

18.
19.
20.
21.
22.
23.
24,
25.
26.

Bonpocsl k 3a4ery
(7 cemecTp, ouHasi popma o0yueHNs )

becnpoBogHast cpena - uH(ppakpacHOe H3Iy4YECHHE, Jiaep, pajuorepenada B Y3KOM Uara3oHe,
paznuornepeaya B pacCesTHHOM CIIEKTpE.

BecnipoBogHBIE MOOUIIBHBIE CETH — MMAKETHOE PAAMOCOSAMHEHUE, MUKPOBOJIHOBBIE CUCTEMBI, COTOBBIE
CeTH, CIYTHUKOBbIe cTaHIMU. CocTaB U apXUTEKTypHble oOcoOeHHocTH mnocTtpoeHus bC,
(yHKIMOHATIBHBIE OCOOCHHOCTH.

CekTop JOKalbHbIX HUHTEPPEHCOB (KOPOTKOJEHCTBYIOIIME TEXHOJOTMM OECIpOBOAHON mepenadu
TaHHBIX

(Bluetooth, WirelessUSB), cextop JOKaabHBIX JOMAIIHUX U OPHUCHBIX CETeH (CpeaHeaeHCTBYIOITNE
TEXHOJIOTHH OeCIpOBOIHOM nepeaaun ganHbix (WiFi).

CekTOop peruoHaNbHbIX TOPOACKMX ceTel (CpeqHelNeHCTBYIOME TEXHOJIOTUU OecrpoBOIHON
nepenaun ganHbix (WiMAX, Mobile Broadband Wireless Access), CeKTop TI00aNIbHBIX CETEH
JaJIbHEICHCTBYIOLIME TEXHOJOTMM OEcpOBOAHOM Iepenauyd AaHHBIX Ha 0a3e paguopereyHBbIX,
COTOBBIX U CITyTHUKOBBIX TEXHOJIOTHN).

becnipoBoaubie TexHnomoruu Zigbee, Z-Wave, WirelessHART, ISA100.11a, Wavenis, MESH cetu u
Ap.

Metoapl 1ianupoBaHust 30HbI MOKpbITUS BIIIIC - cratuctudeckue, AeTepMHUHHPOBAHHBIE,
KBa3H1I€TePMUHUPOBAHHBIE METO/IBI.

[Toka3zarenu kauecTBa 00CITy)KUBaHUS U (DAKTOPHI, ONIPEIEIISAIONINE UX.

Mogenu npocTpancTBeHHOH opranu3zauuu: Orau, Okamypa, Okumura-Hata, JIu u np.
Knaccugukanuu ceTeBbix yrpo3 U ya3BUMOCTEH.

IIpsimble yrpo3sl — RogueDevices, HedukcupoBaHHas IpUPOJa CBsI3H, YA3BUMOCTHU CETeH U yCTPOUCTB,
HEKOPPEKTHO CKOH(UTYpUpPOBaHHBIE TOYKM JOCTYIA, HEKOPPEKTHO CKOH(HUTYpUPOBAHHBIC
OeCTIpOBOIHBIC

KIIMEHTHI, B3JIoM I poBanus, umnepconarus u Identity Theft, oTkasbr B o0cmyxuBanuu.
KocBeHHbIe yrpo3bl - yTeUkd MH()OPMALMK U3 MIPOBOJHON CETH, 0COOEHHOCTH (PYHKIIMOHUPOBAHUS
0ecrpoBOIHBIX CceTel (aKTUBHOCTH B HEpabodee BpeMs, CKOPOCTH, HHTEP(HEPEHIIHSI, CBA3D).
Knaccudukanum cereBbix atak. Pa3zseska, ataku Ha cetn ¢ WEP-mmmdpoBanuem, naccuBHbIE CETEBbIE
aTaKkW, aKTUBHBIC CETEBbIC aTaky, ITOBTOPHOE MCIIOJIb30BaHKe BekTopa nuunuamuzanuu (Initialization
Vector Replay Attacks), manunyssiuus 6uramu (Bit-Flipping Attacks), ataku Ha cetu ¢ WPA/WPA2-
mugpoBaHueM, ataka no cioBapio Ha WPA/WPA2 PSK, araka nepeycraHoBku kioda B WPA u
WPA2 (KRACK). Cuu¢o¢unr, araka MitM (Man in the Middle), ARP-cnydunr, ucnonb3oBanue
MIEPEHOCHOW TOYKH JIOCTYTIA U JIp.

Pexomengamuu P 1323565.1.012-2017 (kiacchl 3aUIUIIEHHOCTH); MPoeKT «KoHIenmu co3aaHus u
pasButus cereit SG/IMT-2020 B Poccutickoii deneparum.

Mepbl, METOJBl M CpeACcTBa 3alIUThl OECHpPOBOJHBIX CETEi: TEeXHUYECKHEe, OpPraHU3alMOHHBIE,
¢dopmaneHBIe ¥ HehOpMaTbHBIC; ammapaTHble, MPOrpaMMHbBIE, TPOrPaMMHO-AIIapaTHeie. BiusHue
YeJI0BeYeCcKoro (akTopa Ha CeTeBYI0 0€30MacHOCTb.

KondurypupoBanue u jmormdeckasi opraHumsanusi cetd. KoHIenmus eIuHOro BXoja B JOMEHHYIO
CHCTEMY U NMPOBEPKa MOAJTUHHOCTH.

THunbl y4eTHBIX 3aIHCEH.

Buptyanuzamus cereil.

[IpaBa, mpuBWIIETHH U pa3pelIeHHs JOCTyIa. A IMHHUCTPUPOBAHUE JOCTYIIA K OOIINM pecypcam.
3ammra pecypcoB U aIMUHUCTPUPOBAHUE IOCTYTA CPEACTBAMU (ailioBOM CUCTEMBI.
MHoro0MeHHas JTOrHYecKasi OpraHu3aIus CETH.

JloBepUTENbHbIE OTHOILIEHHS TOMEHOB.

TpansutuBHas aytentudukanus. Mepapxus 10MeHOB.

MOHUTOPHHT pecypcoB U COOBITUI ceTH. MOHUTOPUHT CETEBOr0 Tpaduka.

Orenka 3¢ heKTUBHOCTH HAOOPOB CPEJCTB, METO0B U MEP 3aIIUTHI OECTIPOBOAHBIX CETEH.
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27. MeTonuueckuii oaXo K ONTHMH3AIMU BBIOOpAa METOJIOB, ME€P U CPEJCTB 3aIUThl O€CIIPOBOIHBIX
cerelt rpynnsl crangaptos IEEE 802.11.

28. Ontumu3anus BbIOOpa METOA0B, MEp U CPENICTB 3allUThl. MHOroCI0iHas cucTeMa 3alluThl CETH -
mmdposanus, ckpeitue SSID, unstpanus MAC-aapecoB u nepenada naaubix no VPN.

29. Coueranue Mexay HAJEKHOCTBIO 3alIUTHl M YyJOOCTBOM HCIONb30BaHUs ceTu. [IpumeHeHue.
Tornosnorun. ApXuTekTypa TUIIMYHON OECIIPOBOIHOI CEHCOPHOH CETH.

30. Buasl y310B u ycrpoiictBa cetu. CTaHaapThl OECIIPOBOIHBIX CEHCOPHBIX CETEH.

31. TexHomnorus perpancaupyemoit onmknel paguocs3u 802.15.4/ZigBee - «CeHcopHBIE CeTHY.

32. Opranm3anus cereir Wi-Fi. AHaim3 MeTo10B 3amuThl. MeTO bl OTpaHUYeHUs JOCTyIa — (PrIbTpanus
MAC-aznpecoB; pexum ckpbiToro uaentudukaropa SSID.

33. Metonpl ayTeHTHGUKAIMU - OTKpbITas ayreHTU(ukanusa(Open Authentication); ayTeHTHUKAIMS C
obmum kitouoM (Shared Key Authentication); ayrentuduxanus no MAC-anpecy; Wi-Fi Protected
Access (WPA); WI-FI Protected Access2 (WPA2, 801.111); Cisco Centralized Key Managment
(CCKM).

34. WEP-mudposanne; TKIP-mudpoBanue, mporokonm Message Integrity Check nns mpoBepku
nenoctHoctu coobmennii. CKIP-mmgposanue.

35. WPA -mudposanue, anroputmsl RC4, AES, EAP, pacuupsiemblii TpOTOKON ayTeHTU(DUKAIHH).
Pesxxumbr: Pre-Shared Key (WPA-PSK) - kaxplii y3ei1 BBOJUT Iapoiib IS JOCTyIa K ceTu; Enterprise
- mposepka cepBepamu RADIUS. WPA2-mudposanue (IEEE 802.111).

36. [IpenmymiecTBa U HEOCTATKU MCIIOJIB3YyEMbIX MH(POB.

37. IlpeumymiectBa VPN. Bunsl coenunenuii. [loctpoenne BUpPTyanbHBIX YacTHBIX ceTedl. Hacrtpoiika
coeauHenus yepe3 VPN-cepeep. VPN-nuito3. VPN-TyHHENb.

38. IIporokomasr: PPTP, L2TP, IPSec. PPTP - co3ganue 3amuiieHHbIX KaHAIOB 11 0OMEHA JJaHHBIMHU T10
pasznnuHbM npotokosaMm — IP, IPX, NetBEUI u ap.

39. Meroa ummdposanus, npumensiemslii B PPTP. Ycranosnenue coequnenust PPTP.

40. OcHOBHBIE HACTPOWKH MONMUTHKA Oe3omacHOCTH. Co3MaHne yrnopsJOYeHHOTO CIUCKa alrOPUTMOB U
Diffie-Hellman rpym.

41. Orpannuenue [PSec, cxembl npumenenus IPSec. VYcranoBka u mnopzepxxkka VPN. OOmen
COOOIIEHUSIMU B CTAH/IAPTHOM U arpeCCUBHOM PEKHUMaX.

42.Co3nanuy HecKOJIBLKUX TyHHeNelH 1 ucnonb3opanuu npotokona NAT Traversal. Dead Peer Detection.

IV. IEPEYEHD JIUTEPATYPBI, HEOBXOJIUMOI 1JISI OCBOEHUS
TUCTUTILIAHBI

4.1. OcHoBHasI JIUTEPATypa
1. Bacsesa, H. C. IlpoexkTupoBanue JTOKalIbHBIX BEIUNCIUTEIBHBIX CETeH : yueOHoe mocobue ass
KypcoBoro npoektupoBanus : [16+] / H. C. Bacsesa, E. C. Bacsesa ; [loBomkckuil rocyjapcTBeHHBIN
TEXHOJOTUYECKUI YHUBEPCUTET. — romKap-Ona : ITOBOJKCKMI TOCYIapCTBEHHBIA TEXHOJIOTHYECKUI
yauBepcurer, 2019. — 94 c¢. : wuin - Pexum goctyma: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=560566 (mnata obOpamenus: 18.04.2024). — bubnuorp.: c.
78-79 — ISBN 978-5-8158-2062-3. — TeKCT : 3JEKTPOHHBIH.

4.2. lonoJHUTEIbLHAS JIUTEPATYpPa
1. babuus, JI. II. CoctaB u xapakrepucTtuka cereBoro obopynoBanus JIBC : npaktuueckoe
nocobue / JI. Il. babunpin. — Mocksa : JlaGoparopus kauru, 2012. — 155 ¢. — Pexxum nmocrtyma: 1o
nonmucke. — URL:  https:/biblioclub.ru/index.php?page=book&id=142475 (mara oOparieHus:
18.04.2024). — ISBN 978-5-504-00926-1. — TekcT : 2JIeKTPOHHBIN.
2. emunos, JI. H. OcHOBBI 3KCIUTyaTalluu KOMIBIOTEPHBIX CETeH : yueOHMK At GaKaiaBpoB /
JI. H. demunoB. — Mocksa : [Ipomereis, 2019. — 799 c. : ui., Tabi., cxem. — Pexxum ocTyma: 1mo moamucke.



— URL: https://biblioclub.ru/index.php?page=book&id=576033 (matra oOpamenus: 18.04.2024). —
bubmumorp.: c. 750 - 752. — ISBN 978-5-907100-01-5. — TekcT : 371€KTPOHHBIH.

3.  KowmmbrorepHsie TenekoMMyHuKaIuu : yueoHoe mocoowue / 10. FO. I'pomos, B. E. {uapux, W.
B. Qunpux [u np.] ; TamOoBckuii rocy1apCTBEHHbIN TEXHUYECKUI YHUBEpPCUTET. — TaMO0B : TamOOBCKUi
rocygapcTBeHHbIM TexHuuyeckuid yHuepcurer (TI'TY), 2012. — 224 c. : w1, Tadn., cxem. — Pexum
nocryma: o noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=277792 (nata obparmieHus:
18.04.2024). — bubauorp.: ¢. 220. — TeKCT : 3JIEKTPOHHBIIA.

4.  Tpodumos, B. B. I'moOanbHbIe 1 JIOKAJIbHBIE CETH : yueOHUK Ui By30B / B. B. Tpodumos,
M. U. bapabanosa, B. 1. KusieB. — 4-e uz ., nepepad. u non. — Mocksa : M3natensctBo FOpait, 2024.
— 151 c¢. — (Bwicmee obpazoBanme). — ISBN 978-5-534-20428-5. — TekcT : 3neKTpOHHBIA //
Oo6pazoBarenpHas miaTdopma FOpait [caiiT]. — URL: https://urait.ru/bcode/558136 (maTa oOpareHus:
18.04.2024).

V. IEPEYEHb PECYPCOB UHO®OPMAIIMOHHO-
TEJEKOMMYHUKAIIMOHHOU CETU «MHTEPHET», HEOBXOANMBIX
JJIA OCBOEHUA AUCIHIUITJIMHBI

Ne

CchLika Ha HaumeHnoBaHne pa3padoTkn
nn

., . JocrynHocTs
HHPOPMaLMOHHBII pecypc B 2JIEKTPOHHOM (hopme

1. http://edu.ru/ Poccuiickoe
oOpa3oBaHmue: CBOOOIHBII JOCTYT
degepajJbHbIi HOPTAL.
Brarouaer

CCBUIKM Ha TIOPTajbl H
caiiTel 00pa30BaTENbHBIX
YUPEKIACHUM;
rocy/1apCTBEHHbBIE
o0pasoBaTteibHbIC
CTaHJapThI;
HOpPMAaTHBHBIE
JIOKYMEHTHI; KaTanor
AKCKYpCUii 1 00yJaroInx
Iporpamm.

http://citforum.ru/database/osbd/contents.shtml WudopmarmonHo-
2. AHAJIUTUYECKUE CB0OOIHBIN JOCTyII
MaTepHabl

V1. COBPEMEHHBIE TIPO®ECCHUOHAJIBHBIE BA3bI IAHHBIX
N THOOPMAILIMOHHBIE CITPABOYHBIE CUCTEMbI

Peructpanus yepes 1060

YHUBEPCUTETCKUN
KOMIIbIOTEpP. B nanbHeimem
DIIEeKTPOHHO-OUOIMOTeUHAS DeTOCTABISETCS
_ - cuctema (3bC) p N
1. | http://www.biblioclub.ru HEOTpaHUYCHHBIN
VYHuBepcurerckast OubimoTexa o
. WHAWBUIYaTbHBIM JOCTYI U3
OHJIAMH

110001 TOYKH, B KOTOPOU
HMEETCS IOCTYIl K CETH
HHTtepHer



http://edu.ru/
http://www.biblioclub.ru/

Www.garant.ru . .
WNudopmannoHHo-nipaBoBoii mopran | CBOOOIHBIN 10OCTYII

Poccuiickuii nunhopmMaimioHHbIH
HopTa B 00J1aCTH HAYKH,
TEXHOJIOTUH, MEAULIUHBI 1
00pazoBaHMs

3. | www.elibrary.ru CBOOOIHBIN JOCTYIIT

Poccuiickas komnbroTepHas
CIIPaBOYHO-IIPaBOBAsi CUCTEMA

4. | www.consultant.ru CBOOOIHBIN TOCTYTI

Vil. JUEH3UOHHOE 1 CBOBOJHO PACIIPOCTPAHSAEMOE
ITPOI'PAMMHOE OBECIIEYEHMUE

[Ipn peanmuzanuu ydeOHON JUCIUIUIMHBI TPUMEHSCTCS CIEAYIOIIee JIMIICH3MOHHOE W CBOOOIHO
pacmpocTpaHseMoe MPOrpaMMHOE 00eCTIeUeHHE:

- Microsoft Windows;

- Microsoft Office;

- Libre Office u mp.

VIiIl. OBOPYAOBAHUE U TEXHUYECKHUE CPEJACTBA OBYYEHMUSI,
HEOBXO/UMBIE /IJ151 OCYHHECTBJIEHUA OBPA30OBATEJIBHOI'O
INPOLHECCA IO INCIUIIVIMHE

VY4eOHble 3aHATHS MPOBOAATCS B AyAUTOPHUAX, YKOMIUICKTOBAHHBIX CIEIHATH3UPOBAHHOM
MeOeIbIo, B TOM YHUCIIe CTAI[HOHAPHBIMU WIJIM NEPEHOCHBIMU TEXHUYECKUMH CPEJCTBAMH OOyUCHHS
(IpoeKTop, 9KpaH, KOMIBIOTEP/HOYTOYK).

JlaGopaTopHble 3aHATHS, TPYNIOBBIE M WHAWBUAYaJIbHbIC KOHCYJbTAIlMM, TEKyIIas u
NPOMEXYTOYHAsI aTTECTAI[MM MPOBOIATCS B CIEHUATU3MPOBAHHBIX KOMITBPIOTEPHBIX KIIACCAX.
[TepeueHb OCHOBHOrO OOOpYZOBaHUS: aBTOMAaTH3MPOBAaHHBIE paboyMe MecTa C KOMIIBIOTEpaMH,
IporpaMMHoOe obecriedyeHre 00111ero u NpohecCUOHaIbHOTO Ha3HAYESHHUS.

CamocrosTenbHas paboTa MPOBOAUTCS B KAOMHETaX, OCHAIIEHHBIX KOMITBIOTEPHOI TEXHUKON
C BO3MOKHOCTBIO TIOAKIIOYEHHS K ceTH «VIHTepHeT» m oOecledeHneM JOCTyIa B AIIEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYIO Cpe/ly YHUBEPCUTETA.


http://www.garant.ru/
http://www.elibrary.ru/
http://www.consultant.ru/

