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|. OPTAHU3AIIMOHHO-METOJUYECKHWH PA3EJ
e n3yvyeHus: IMCUMILIHHBI:
dbopmupoBanue B3risga Ha uHGopmanmoHHyo 6e3omacHocte GPRS u IP- tenedo-
HUM KAaK Ha HAy4YHO-TIPAKTUYECKYIO NESITEIbHOCTh, HOCSUIYH) NPHUKIAIHON XapakTep;
npenacraBiieHus o poiau uHpopmarronnon 6ezonacHoctu GPRS u IP- tenedonun, xak o
3HAUUMOM MeCTe€ B 00JIacTh WMH(OPMAIMOHHBIX TEXHOJOTUHM, CBSA3aHHOW C mepeaauei
KOH(UICHIIMATBEHON HH(POPMALIMK 110 KaHajlaM CBS3H.

3agaum u3yyeHust JMCUMILINHBI:

CO3JaHME MPEACTABICHUS O NMPAaBUJIaX OpPraHU3AlMK MEPEadn TaHHbIX IO KaHaJIaM
GPRS u IP-tenedonun, o crpykrypax cucrem GPRS u IP-tenedonnn, a taxke yrposax
MH()OpPMAMOHHOW O€30MMACHOCTU 3TUX CUCTEM, a TAK)KE Pa3BUTUE CIIOCOOHOCTEH MO HC-
MOJIb30BAHUIO CYIECTBYIOIIMX METOAOB oOecreueHuss HHPOPMALIMOHHON 0€3011aCHOCTH B
KaHaJIax CBS3H.

Mecto nucuumiaunbl B cTpykrype OIIOIL: peanusyercss B BapMaTUBHOW 4acTu
(gacTtu, popMupyeMoil ydacTHUKaMU 00pa30BaTeIbHBIX OTHOIIEHU) O0ka b1. Jluciumn-

JUHBI (MOJTYJIN).

Il1aHupyembie pe3yJbTaThl 00y4eHHUs MO TUCHUILINHE:

Tl UHPOPMALIUH.

Kon NuauKaTopbl 10CTHKEHUS] KOM- I[Lnanupyemble pe3yJabTaThl 00yYeHHSs
KOMIIETEeHIIUH neTeHIHH M0 TMCIMIINHE
3HaTh: 3Haer:
- CYLIHOCTb W TIOHATHE HH(pOpMa- - IpaBUJIa OpraHU3alM HH()OPMAIIMOHHON
IIMOHHOM 0€30MacHOCTH, Xapak- | 6ezonacHocTd GPRS u IP- Tenedonuy;
TCPUCTHKY €€ COCTABIIAIONINX, HC- | - ocHOBHBIE  TOHATHUSA, ApPXUTEKTYypy U
TOYHHKH yIPO3 M MEPBI II0 HX | crpykTypy KaHayioB cBsa3u GPRS u IP- Te-
IPEOTBPALICHHUIO; e OHHH;
METOMBI M CPEACTBA YUPABICHIA | _ \jexapn3Mbl 0Oecrieuenus HH(GOpMAIH-
MHOPMAIMOHHOH  6€30MacHO- | ot Gesomacroctn GPRS 1 IP- Tenedo-
CTBIO, A TAKIKE OCHOBHBIC MOIXO- | pyppyy.
Abl K paspaOOTKe, peanusauii, | poTOKOIIEI KaHaoB cBsizu GPRS u IP-
IKCILTyaTaIiH, JUATHOCTHKE, | yonodripri.
aHaJu3y, COIPOBOXKICHHUIO U CO-
oKC-1 BEPIICHCTBOBAHHUIO CHUCTEM 3alllH-

YMeTh:
- OIIGHMBATH 3alllMIIECHHOCTh, Kjac-

cU(UIUPOBATH OCHOBHBIC YTPO3HI,
obecrieunBaTh MH(POPMAMOHHYIO
0€301MacHOCTb KOMITBIOTEPHBIX
CHCTEeM, MPHUMEHsISI HEOOXOAUMBIE
pOrpaMMHO-AMMapaTHeIe  Cpeli-
CTBa M CHCTEMBI 3alUTHl MHDOP-
Malluy;

NPUHUMATh YIPaBICHYECKUE U
aIMUHUCTPATUBHBIC PpELICHUS B
cdepe 3amuThl THPOPMALIUH.

Ymeer:

- IPUMEHATH U3BECTHBIC METO/IbI U CPEACTBA
obecrieuennss WHGPOPMAIIMOHHONW Oe3omac-
Hoctu GPRS u IP-tenedonumy;

- MPUMEHSATh OCHOBHBIE MEXaHWU3MBI 3alllH-
ThI UHPOPMALIMU HA TIPAKTUKE.
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uHpOpMaLnu;

BaMH, MPOLEAYpaMH YIIPaBIICHUA
U aJIMHHHCTPUPOBaHUS HHPOP-
MAaIMOHHOI 0€30I1aCHOCTBI0 00b-
eKTa.

Baaners: Baapgeer:
- KAaTerOpUANBHBIM ammapaToM B | - HaBbIKaMu (OpMaTbHON TOCTAHOBKUA H
o0acTi oOecrieueHus] KOMIUICKCa | PelIeHUsT 3ajadu oOecriedeHus: MHQopma-
Mep MO aJAMHHHCTPUPOBAHUIO W | ITMOHHOW OE30MacHOCTH KOMIBIOTEPHBIX
JIMarHOCTUKE CUCTEM  3alllUTHI | CUCTEM,;
- METOJIaMHU yTpaBJICHUS HHPOPMAIIMOHHOM
- TpaBWJaMH, MeToiamu, cpeacT- | 6ezomacHocThio GPRS u IP-Tenedonmm.

¢ nmpenoaasaresieM (110 BUIaM Y4eOHBIX 3aHATHI) M HA CAMOCTOATEIbHYI0 PadoTy

Il. COAEP’KAHUE U OBBEM JUCIHHUIIJIMHbI

€ YKa3aHHeM KOJUYeCTBA YAaCOB, BbIJIeJIEHHBIX HA KOHTAKTHYIO padoTy 00y4aromuxcs

Ounas ¢popMma 00yueHuUs1

AyauTOpHbBIE 3aH5A-

Ne HaumeHnoBaHue pa3jeioB  TeM Beero va- THSA Cam.
COB K | 3 | 1B Pao.
7 cemecmp
Pazgea 1. «Ctpykrypa cetu GPRSy» 13 4 4 4 1
1 | Tema 1. CoBpeMeHHOE cOCTOsSTHUE HH(DOPMAITMOHHON 13 4 4 4 1
oe3onacHoct GPRS u IP- tenedhonnn. MoOuiabHas
craniusi. basoBas craHmus. Y3en o0OCITyKHBaHUS
abonentoB GPRS. V3en mapuipyruzanuu GPRS.
Pa3nea 2. «Mexanu3mbl obecriedeHusi HH(POPMAIIMOHHOM 7 2 2 2 1
oezonacHoctu GPRSy»
2 | Tema 2. besomacHocth MOOMIBHON cTaHmmuu (SIM- 7 2 2 2 1
kapta). bezonacnocts coenunenus. Ipouenypa non-
KITFOUEHUsT MOOMITbHOM cTanmmu K cetu GPRS.
Pazgen 3. «CTpykrypa cucremsl |P-renedonuny» 8 2 2 2 2
3 | Tema 3. ¥Y3enm mepenaun JaHHBIX (IIITIO3), «IHCIICT- 8 2 2 2 2
4ep», KMOHUTOP», A0OHEHTCKHUI MyHKTBI
Paznen 4. «Opranu3anus 3JieKTPOHHOT0 IOKYMEHT0000- 8 2 2 2 2
poTa
4 Tewma 4. TlepexBar ganubpix. OTKa3 B 00CTyKHBaHUU. 8 2 2 2 2
[Tonmena Homepa. ATaka Ha AOOHEHTCKUU ITyHKT.
ATaka Ha ucrneT4yepa
Dopma omuemnocmu
Konmpons
IK3amen
Hmozo 3a 7 cemecmp 36 10 10 | 10 6
B T.4. MPAKTHYECKasl MOATOTOBKA 4
8 cemecmp
Paznen 5. «O6ecneuenue nHGPOPMALTMOHHOM 0e30MaCHO- 20 2 2 6 10
ctu |P-Teneponnm»
5 | Tema 5. Boibop mpaBuibHON Tomosnoruu. duznye- 20 2 2 6 10
ckass OesomacHocTh. KonTtpombs goctyma. VLAN.
[MugpoBanne. MexcereBble SKpaHbl. AyTEHTH(U-
karusi. RFC 1918. Cuctembl 0OHapy»XKeHUS aTak.
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Pa3nen 6. «IlocTtpoeHne ceTu Ha 0a3e peKOMeHIAUMHU 20 2 2 6 10
H.323»

6 | Tema 6. Tepmunan. I1lro3. ITpuBpaTHUK. YCTpOKCT- 20 2 2 6 10
BO OpPTraHU3aIH KOH()EPCHITHIA.

Pa3nen 7. «IIporokoa RAS» 20 2 2 6 10

7 | Tema 7. ObHapyxeHue mpuBpaTHUKA. Peructparus 20 2 2 6 10

obopynoBanus. [loctyn k cereBbIM pecypcam. Ormpe-
JIeTICHHE MECTOIIOJIOKEHUSI O0OPYAOBaHHS B CETH.
Omnpoc tekymiero cocrosinus. OcBOOOXKIEHHE MOJIO-
CBI MPOMYCKaHUSI.

Pa3nen 8. «Curnanbublii kanaa H.225.0. Ynpasasirommid 26 4 4 6 12
KaHaia H.245»
8 Tema 8. OcHoBHBIE coOOIIeHUS KaHana. [IpuHIHTIBI 26 4 4 6 12

paboTel. OmpeneseHre BeIyIIero U BeIOMOro 000-
pynoBanusi. OOMeH AaHHBIMH O (YHKIIMOHAJIBHBIX
BO3MOKHOCTSIX 00OpynoBaHusi. OTKpBITHE JIOTHYE-
CKHX KaHAJIOB.

Paznen 9. «IlocTtpoenue certeii |IP-tenedponun Ha Oase 22 4 4 4 10
nporokoja SIP»
9 | Tema 9. ®yHKIHOHATbHBIE BO3MOXKHOCTH MPOTOKO- 22 4 4 4 10

na. Anpecarus. OnemenTsl SIP-cetn. IlepcriekTuBbl
pasButuss GPRS u IP-tenedonun, a Takke METOI0B

WX 3aIIUTHI.
Dopma omuemnocmu 3auer ¢
OLEHKOM
Konmpons
Ox3zamen
Hmozo 3a 8 cemecmp 108 14 14 | 28 52
B T.4. IPAKTHYECKAs MMOJATOTOBKA 4
UTOI'O 144 24 | 24 38 58

OuHo-3204Han popma 00y4eHHs He pean3yercsi
3aouHas popma 00yueHHs He peaaTu3yercs

I11. OHUEHOYHBIE MATEPHUAJIBI JIJISI IPOBEJAEHUS TEKYIIENA U
HNPOMEXYTOYHOU ATTECTAIIUN OBYYAIOIIIUXCA 11O JTUCHUIIVIMHE

Tekymias arrectaius IpOBOAUTCS B (POpME KOHTPOJIbHOU PabOTHI.
TunoBoii BApMAHT KOHTPOJIbHOM PadoTHI

Crpyxkrypa cetu GPRS.

Mexanusmbl obecrieuenus napopmarmonHoii 6ezonacuoctu GPRS.
CrtpykTypa cucrems! |P-tenedonun.

Yrpo3sl uHbopManmoHHol Oe3omacHocTH |P-Tenedonumn.
Ob6ecneuenne nHGopMaMOHHOM O6e3omacHocTr IP-Tenedonnm.
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6. Iloctpoenue cetu Ha 6a3e pekomenaauuu H.323.

7. Tlporokxon RAS.

8. Curnanbnbiit kanan H.225.0.

9. Vnpapnsromuii kanain H.245.

10. [Toctpoenue cereii IP-tenedonnu Ha 6a3e nportokona SIP.

[IpomexxyTouHas aTTecTalsi 00y4arolUXCsl OCYIIECTBIAECTCS B JopMe 3aueTa C OLICH-
KOW C MCIOJIb30BAaHUEM CIIEAYIOIIHNX OLEHOYHBIX MAaTEPUAJIOB: nepeyeHb 80NPOCos8 K 3a-
yemy.

Bompocs! k 3a4ety
(8 cemecTp, ouHast popma o0yueHNs)

1. CoBpemenHoe cocrosinue mHpopmannonHon 6ezonacHoctd GPRS u IP- Tenedonun.
MooOunbHas ctannus. bazosas craHmus.

2. VY3en obcmyxuBanus abonentoB GPRS. V3en mapmpyruzanun GPRS.

3. Mexanusmbl obecnieueHus: nHpopmarnmonHoit 6e3omacHoctd GPRS be3zonacHoctsh Mo-
owibHOM ctrannuu (SIM-kaprta). bezonacHocth coenunenus. [lporeaypa moaximoueHus
MoOmIIbHOM cTaniuu k cetu GPRS.

4. Ctpykrypa cuctembl |IP-tenedonun Y3en mepenauu AaHHBIX (IILTI03), «IUCTIETYEPY,
«MOHHUTOP», AOOHEHTCKUH MTYHKT.

5. VYrpossl undopmannronnoi 6e3omnacHoct IP-renedgonun. Ilepexpat nanaeix. OTKa3 B
00CITy>KUBaHUHU.

6. Ilomvena HoMepa. ATaka Ha aDOHEHTCKHUI MyHKT. ATaka Ha TUCIeTYepa.

7. OGecnieuenue uHpopmalMoHHon Oe3zonacHocTH |P-tenedonun BriOop mnpaBuiibHOU
tonosiornd. Pusnueckas Oe3zonacHocTb. Kontposb noctyma. VLAN. Illudposanue.
MesxcerteBbie 2kpanbl. Ayrentudukarms. RFC 1918. CucreMsr 00HapyKeHUs aTak.

8. Tloctpoenne cetn Ha 6aze pekomenmammu H.323 Tepmwunan. [mro3. IlpuBpaTHuk.
YcTpolicTBO OpraHu3auy KOHPEPEHITH.

9. IIportoxon RAS. OOHapyxeHue npuBpatHuka. Peructpamus obopynoBanus. JJocTym k
CETEBBIM PECYPCAM.

10. Ompenenenre MeCTOMOJIOKEHUST 000py0BaHusl B ceTu. Onpoc TEKYIIEro COCTOSIHUS.
OcB00OXIeHUE MOJIOCHI TPOITYCKAHUSI.

11. Curnanwhsiii kanan H.225.0 OcHoBHbIe cooOmienns kanana. [IpuHIuner paboThI.

12. Yopasmstonuii kanan H.245 Omnpepenenne Bemyliero M BEIOMOTO OOOpPYIOBaHUS.
OOMeH TaHHBIMH O (YHKIIMOHATBHBIX BO3MOXHOCTSX 000pymoBaHus. OTKpPBITHE JIOTHY E-
CKUX KaHAJIOB.

13. Iloctpoenue cereit IP-renedonnn Ha 6a3ze npotokoisia SIP @yHKIIMOHAIBHBIE BO3MOXK-
HOCTH TIpoTokona. Anpecanus. DnemeHTsl SIP-cetu. Ilepcniexktusel pazsutust GPRS u IP-
TeneOHNH, a TAK)KE METOJIOB UX 3aIHTHI.



IV. IEPEYEHD JIUTEPATYPBI, HEOBXOJINUMOW JIUISI OCBOEHMS
JUCHUILIAHBI

4.1. OcHoBHasI JIUTEPATYypa

1. Hemunos, JI.LH. OcHOBBI 3KCIUTyaTallid KOMIBIOTEPHBIX CeTel: Y4eOHMK s
6akanaspos : / JI.H. JlemunoB. — Mockga : [Ipomerteit, 2019. — 799 c. : wi., Tabi., cxeM. —
Pexxum JOCTyTA: o MOJITTKCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=576033 (mara oOpareHus:
01.09.2021). — bubmwmorp.: c. 750 - 752. — ISBN 978-5-907100-01-5. — TekcT : 351eKTpoH-
HBI.

4.2. JlonoJIHUTEJIbHAA JIUTEPATYypPa

1. TlonoB, M.B. Ananu3 cucrem Oe30macHOCTH, UcCTONb3yromuX GSM KaHambl
CBs3M : mpakTudeckoe nmocooue / M.B. Ilonos. — Mockga : Jlaboparopust kauru, 2010. —
92 C. — Pexxum JIOCTyTIA: o MOIIHCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=86424 (nata oOparmeHus:
01.09.2021). — TekcT : 37€KTPOHHBIH.
2. |P-tenedonuss B KOMIBIOTEPHBIX CeTAX : ydeOHoe nocodue / U.B. backakos,
A.B. IIponerapckuii, C.A.MenbHaukoB, P.A.degotoB. — MockBa : HWMuHTepHer-
Yuusepcurer Undopmanronnsix Texnonoruit (MHTYUT) : bunom. Jlabopatopus 3Ha-
Huii, 2008. — 184 c. : wn.,tabn. — (OcHOBBI MH(DOPMALIMOHHBIX TEXHOJOTHH). — Pexxum
J0CTyTIA: o TTO/TITHCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=232984 (nara oOpaleHus:
01.09.2021). — ISBN 978-5-94774-978-6. — TekcT : 3JCKTPOHHBIIA.

V. IEPEYEHb PECYPCOB HH®OPMALIMOHHO-
TEJEKOMMYHUKAIIMOHHOM CETU «MHTEPHET», HEOBXOINMBIX
JUISI OCBOEHMS TUCIATIIMHBI

Ne

Ccbliika HA HaumeHnoBanue pa3padoTku
nn

. . HoctrynHocrs
HH(OpPMalLMOHHBII pecypc B 3JIeKTPOHHO# (opme

1. http://edu.ru/ Poccuiickoe o6pa3oBa-
Hue: MdegepanbHbIi CBoOOIHBIHM J0CTYT
nopraJj. Bkiaroyaer
CCBUIKM Ha TOpPTaNbl H
caifTel 0Opa3oBaTeIbHbIX
YUpEKIEHUM; Trocynap-
CTBEHHbIC o0pazoBa-
TEJbHBIC CTaHJAPTHL;
HOpPMAaTHBHBIE JOKYMEH-
TBI; KaTAJIOT KCKYPCHM 1
00yYaromux MNporpamMmm.

http://citforum.ru/database/osbd/contents.shtml WudopmarmonHo-
2. aHanutudeckue mare- | CBOOOAHBIN TOCTYI
pHaJIbI



https://biblioclub.ru/index.php?page=book&id=576033
https://biblioclub.ru/index.php?page=book&id=86424
https://biblioclub.ru/index.php?page=book&id=232984
http://edu.ru/

VI. COBPEMEHHBIE [TIPO®ECCUHOHAJIBHBIE BA3bI JTAHHBIX
N UTHOOPMAIINOHHBIE CIIPABOYHBIE CUCTEMBI

Perucrpanus uepes jro-
00l YHUBEpCUTETCKUI
KOMIIBIOTED.

DIIeKTPOHHO-OUOIMOTEeUHAS o
B nanbnelimem npenoc-

_ cucrema (ObC
1. | http://www.biblioclub.ru ( ) TaBJIIETCS HEOTPAHUYEH-
YHuBepcurterckas 6nbInoTeKa OH- . .
it HBI WHINBUAYaJIbHBIN

JOCTYI U3 JIt00OH TOUKH,
B KOTOPOM MMEETCs 10C-
Tyl K cetu MHTEepHET

Www.garant.ru . .
HNudopmannonHo-1IpaBoBOi opTal CB0OOIHBII JOCTYTT

Poccuiickuit nHGOpPMAITMOHHBIN TTOP-
3. | wwwe.elibrary.ru TaJl B 00JIACTH HAYKH, TEXHOJIOTHH, CBoOoaHBII JOCTYI
MEIHIMHBI 1 00pa3oBaHus

Poccuiickas KOMIIBIOTCpHAA CIIpaBO4-
HO-IIpaBOBasg CUCTCMaA

4, www.consultant.ru

CBoOOIHBII JOCTYTT

VII. JUOEH3UMOHHOE U CBOBO/JHO PACITPOCTPAHSAEMOE
ITPOTPAMMHOE OBECIIEYEHHME

[Ipu peanuzanuu yueOHOM AUCIUILUIMHBI PUMEHSIETCS CIEAYIOIIee JIUIIEH3NOHHOE U CBO-
00JIHO pacIpoCTpaHIEMOe ITPOrPaMMHOE 0OECIICUCHHUE:

- Microsoft Windows;

- Microsoft Office;

- Libre Office u ap.

VIll. OBOPYJIOBAHUE U TEXHUUYECKUE CPEJCTBA OBYUEHMNS,
HEOBXOJIMMBIE JJISI OCYIIECTBJIEHUSI OBPA3OBATEJIBHOIO
MPOLECCA MO JUCIHUATIIMHE

VYueOHbIe 3aHATHS MPOBOMAATCS B ayAUTOPHUSAX, YKOMILJIEKTOBAHHBIX CIICIIAAIIN-
3UPOBAHHON MeOEbIO, B TOM YHCJIC CTAIIHOHAPHBIMH WJIM IEPEHOCHBIMU TEXHUYECKH-
MU CpelcTBaMu 00ydeHusl (MMPOCKTOP, IKPaH, KOMIIBIOTEP/HOYTOYK).

JlaGopaTopHble 3aHATHSI, TPYNIIOBBIC U WHIWBHUIYATbHBIC KOHCYJIbTAIIUU, TEKY-
1iasi ¥ IpoOMEKyTOYHas aTTECTAlMK MTPOBOASATCS B CIEIIUATU3UPOBAHHBIX KOMITBIOTEP-
HbIX Kiaccax. [lepedeHb OCHOBHOro OOOpyAOBaHUS: aBTOMAaTHU3MPOBaHHbIE paboune
MecTa C KOMITbIOTepaMH, IPOrpaMMHOE oOecIieueHre o0IIero u mpodecCruoHaIbHOTO
Ha3HAYCHHUS.

CamocrosiTenbHas paboTa IPOBOJUTCS B KAOMHETaX, OCHAILIEHHBIX KOMITbIOTEP-
HOM TEXHUKOU C BO3MOXHOCTBIO MOJKIIOUEHHUs K ceTu «IHTepHeT» 1 obecneueHueM
JIOCTYTIA B JIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTENbHYIO CPE/ly YHUBEPCUTETA.
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http://www.biblioclub.ru/
http://www.garant.ru/
http://www.elibrary.ru/
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[IpexycMOTpeHbl OMEIIECHUS ISl XpaHSHHsSI U TPO(QUIAKTHIECKOTO 00CITyXKU-
BaHMS y4eOHOr0 000PY/I0BaHMUS.



