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b1.5.06 IIporpamMmHo-annapaTHbie CPeACTBA 3a1MTa HHPOPMALTHT

Hanpagsaenune noarotroBku: /0.03.01 Unpopmayuonnas 6ezonacHocmo

HanpaBaennocts (mpopuisb): Opeanuzayus u mexroio2us 3auumaol UHgopmayuu (no ompaciu
unu 6 cghepe npogeccUoHaIbHOU 0esimeIbHOCmU)

KBanundukanus (crenenn): oaxanasp

d®opma o0yueHHsi: ouHas

HNucTuTyT: Mamemamuxu, ecmecmeo3Hanus U MexHuKu
Kadenpa: mamemamuuecxkoeo mooeruposarusi, KOMNbIOMEPHbIX MEXHOLO2UL U UHDOPMAYUOH-
HoOU be3onachocmu

o4Has ¢popma OYHO-3204YHASA 3ao4yHas popma
¢popma
Kype 3
CemecTp 5
Jekuun 18
JlabopaTropHble 3aHATHUS 18
IIpakTH4eckue (ceMMHAPCKHE) 3aHATHSA 18
B T. Y. IPAKTHYECKAs MOAr0TOBKA
®opma(bl) MIPOMEKYTOYHOH aTTeCTALMU 3a4er
Konrtpoun
HNubie popMbl padoThI
CamocrosiTesibHas paboTa 54

Bcero uacos: 108
TpynoemkocTb: 3 3a4YeTHBIX €IMHHIIDI.

PazpaboTtunk(n) pabodeit mporpaMMel:
KaHOUOam uzuxo-mamemamuyeckux Hayk, OOueHm C.A. Pomynkun




|. OPTAHM3AIIMOHHO-METOJUYECKHUH PA3JIEJI
Heab u3ydeHusi AUCHUNIHHBI:
dbopMHpoBaHUEe 3HAHUN B 00JIACTH TEOPETHUUYECKUX OCHOB MH(POpPMALMOHHOU O€30-
MAaCHOCTH U HABBIKOB IMPAKTUYECKOI0 00ECHeueHUs] MPOrpaMMHO-ANNapaTHbIX CPEJCTB
JUTSL 3aIUTHI HH(OpMAaIuu.

3agaum n3y4yeHuss JMCUMILINHBI:

— O3HAKOMJICHHE CO CTaHJIapTaM{, METOAUYCCKHMMH M HOPMATHBHBIMH MaTepHa-
JlaMU, KOTOPBIE OMPEEISIOT MPOSKTUPOBAHNE U Pa3pabOTKy 00BEKTOB MPOGEeCCHOHA b-
HOH J1€ATEIIbHOCTH;

— HW3y4YCHHUE MOJIENICH, METOJ0B M (JOpM OPTaHHM3AIMH MPOIecca pa3padOTKu 00b-
€KTOB MpodecCHoHaNbHOUN eI TEIbHOCTH;

— HU3y4YeHUE METOJIOB U CPEJCTB aHaJIM3a M MOJCIUPOBAHHS OOBEKTOB mpodec-
CHOHAIBHOM JCATEILHOCTH U UX KOMIIOHCHTOB.

Mecto nucuuninnbl B ctpykrype OIIOII: peanusyercst B pamkax 0a30Boil 4acTu

osioka b1. Jluciuniauuel (MOIyn).

HJIaHI/IpyeMl)Ie PE3YIbTATHI Oﬁy‘leHHﬂ o AUCHUILJIMHE:

BO3/IWCTBUI Ha MH(OPMAIIMOHHBIE
pecypcsl,

- IPUMEHATh MPOTrPaMMHBIE U all-
MapaTHblE CpEACTBA 3alIUTHl HH-
dopmanuu  ANS ONTHMH3ALUHU
CTPYKTYpbl ¥  (YHKIIMOHAIbHBIX
MPOIIECCOB O0BEKTA 3aIUTHI U €ro
MH(OPMALIMOHHBIX COCTABJISIONINX.

Kon HNHaukaTopbl 10CTHKEHH S I[InanupyemMble pe3yJbTaThl 00yUeHHS
KOMIIETEeHIINH KOMIIETEHIINH o AUCHHUILINHE
3HaTh: 3HaerT:
- HWCTOYHMKM W KJIAacCU(DHUKAIUIO | - TPHUHIMIBI oOecriedeHuss HHGOPMAIHOH-
BO3MOXXHBIX JIECTPYKTUBHBIX BO3- | HOM 0€30MacHOCTH C TMOMOIIBI0 MPO-
neicTBuii Ha HWHGOPMAIMOHHBIE | TPaMMHO-aNMapaTHBIX HM  TEXHUYECKHUX
pecypcesl; CPEIICTB 3alUThl HHPOPMAIUH.
- TporpaMMHBIE U allapaTHbIE
CpeIcTBa 3alluThl  WH(pOpPMAIIUH,
HalpaBJieHHbIE Ha ONTUMHU3AINIO
CTPYKTYpbl ¥  (YHKIIMOHATBHBIX
MPOIIECCOB OOBEKTA 3AIUTHI U €T0
MH(OPMAIIMOHHBIX COCTABJISIONINX.
VMmeTs: VYmeer:
- aHAIM3UPOBATh M OILICHWBATH Be- | - OMpPENEITh HEOOXOMUMBIA MHCTPYMEHTA-
OIIK-2.2 POSITHBIN yIIepO OT JECTPYKTHBHBIX | Wi, MpOrpaMMHO-amnmapaTHble W TEXHHU-

YCCKUC CPEACTBA 3alIUThI I/IH(I)OpMaI_[I/II/I.

Bnagerts:

- METOJIaMH M CPEJICTBAaMH BBISIBIIC-
HUSL JECTPYKTUBHBIX BO3JACHCTBUUI
Ha nH(OpPMAITMOHHBIE PECYPCHI;

- cnoco0aMu YCTaHOBKH, HACTPOMKHU

Bnaneer:

- HaBBIKaAMHU yCTaHOBKI/I, HaCTpOﬁKH n MCTO-
laMH, UHCTpYMEHTaMH TECTHPOBAHHUS IIPO-
rpaMMHO-ANMapaTHbIX M TEXHUYECKUX
CPEACTB 3aIUTHI I/IH(bopMauHH.
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U HCIIOJIb30BAHUS TPOTPAMMHBIX U
anmnapaTHbIX CpPEJCTB 3alUThl WH-
dbopMauu B aBTOMaTHU3WPOBAHHOI
CHCTEME.

1. COAEP’ KAHUE U OB BEM JUCHUIIJINHbI
€ YKa3aHHeM KOJMYeCTBA YACOB, BbIJIeJIEHHBIX HA KOHTAKTHYIO pa0oTy 00y4aouiuxcs
¢ mpenoaaBartesieM (110 BHIaM Y4eOHBIX 3aHSITHI) U HA CAMOCTOATEIbHYI0 PadoTy

Ounas popma o0yueHust

Ne HauMeHOBAHHE PA3IEIOB H TeM Bceero AyIMTOPHBIE 3aHATHUS Cam.
4acoB JIK 113 Jb Pab.
Pa3nen 1. «OcHOBHbBIE IOHSATHSI U ONIPeIeTeHUs 26 4 4 4 14
1 | Tema 1. IIpenmer u OOBEKT 3aIUTHl UHPOPMALUH. 12 2 2 2 6
OO6mwext 3amutel uHpopMmauuu. CaHKIMOHHPOBAH-
HbII M HECAaHKIMOHMPOBAaHHBIA jaocTyn. ba3oBbie
CBOMCTBa 0€30macHOCTH MH(pOpMaUu. YTPo3bl 6e30-
MACHOCTH U KaHAJIbl PEAIH3aluU YTPO3.
2 | Tema 2. Knaccudukauus yrpo3 uHPOpMALMOHHOU 14 2 2 2 8
6e3onacHocTH. OCHOBHbIE NPUHILUIIBI 00ECHEUECHMUS
uHpopManmoHHoW O6e3onacHocTH. L{eHHOCTh MHGOP-
maiuu. Crangaptsl HH(OPMALMOHHOW Oe301acHo-
cti. Mertoabl obecriedeHus: GE30MACHOCTH KOMIIbIO-
TEPHBIX CHCTEM.
Paznen 2. «KoMiuiekcHbIi MOAX0/ K OCTPOEHUIO CHC- 22 4 4 4 10
TeM 3aLUThI OT HAPYIIEHHUH CBOICTB HH(pOpMALMK)
3 | Tema 3. IlocTpoeHne cHCTeM 3alIUTHl OT Yrpo3 Ha- 22 4 4 4 10
pyIIEHUs] KOH()HJIECHIMAIBHOCTH HH(pOpMAIMM, Ha-
pYIICHHUS TIEIOCTHOCTH M HAPYIICHUS TIOCTYITHOCTH
Pa3nea 3. «Mopaenn KOHTPOJI KOH(PHACHINATBHOCTH H 16 2 2 2 10
1eJIOCTHOCTH MHGpOPMaLLUN»
4 | Tema 4. [lonsTHe MOTUTHKU Oe30mMacHOCTH. Mozaenu 16 2 2 2 10
KOHTPOJISI KOH(PUIEHTMAIbHOCTH UH(DOpMaINH
Pasznen 4. «<AnenTuduxkannus u ayreHTH(PUKAIUD) 16 2 2 2 10
5 | Tema 5. IlaponbHas ayreHTuuUKanusa. AyTeHTHUU- 16 2 2 2 10
Kallusi Ha OCHOBE cepThduKaToB. Vcnonb3oBaHue ay-
TEHTUUIUPYIOIINX YCTpOHCTB. buomerpuueckue
METO/bI AYTEeHTU(UKAITIH
Paznen S. «Kontpouab nenocruoctu ungopmanuu. Io- 10 2 2 2 4
HSATHE 3JIeKTPOHHOM MOAMUCH»
6 | Tema 6. Ceprudukarsl OTKPBITHIX KJItOYEeH. Y mocTO- 10 2 2 2 4
BEPSIOIIMNA LEHTp. TEeXHOJIOrMM 3JIEKTPOHHOM MOJI-
nucH Ha OCHOBe HOK. [loxTBepxaeHue poBepust
AIIEKTPOHHOM NoANHcH. JloBepeHHbIE KOPHEBBIE YII0-
cToBepsromue neHTphl. OOecredeHne PUAnIECKON
3HaYMMOCTH
Pa3nea 6. «3amura nHpOpManH B KOMIILIOTEPHBIX 18 4 4 4 6
cetsax. UndopmannonHasi 6e30acHOCTb B ONepanu-
OHHBIX CHCTEMAaX»
7 \ Tema 7. OCHOBHBIE THUIIBI CETEBBIX aTaK U METOIbI 9 2 2 2 3
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npotuBoaekicTBus uM. OOecriedueHrne HHGOPMAIHOH-
HOW 6€30IaCHOCTH CeTeH.

8 | Tema 8. IlpuMeHEeHNE TEXHOJIOTUN MEKCETEBBIX dKpa- 9 2 2 2 3
HOB. YTPO3bl 0€30MACHOCTH OINEPAIIIOHHON CHCTEMBI.
AJIMHHUCTPATHBHBIC MEPHI 3AIIUTHL

Dopma omyemHocmu 3a4eT

Konmponw

IK3ameH

Hmozo 3a 5 cemecmp 108 18 18 18 54
B T.4. IPAKTHYECKasl MOJATOTOBKA

HUTOI'O 108 18 18 18 54

OuyHo-3204Hast popma 00yUeHHS
HE peanu3yercs

3aounas ¢popma o0yueHus
HE peam3yercs

I1l. OHEHOYHBIE MATEPHAJIBI VIS1 TIPOBEJEHUSI TEKYIIEA U
INPOMEXYTOUYHOU ATTECTAIIMU OBYYAIOIIUXCA 11O JUCHUIIJIMHE

Tekymias arrectanus IpOBOAUTCS B (POpME KOHTPOJIBHOU PaOOTHI.
TunoBoit BApMaHT KOHTPOJILHOM PadoTHhI

1. Kparko onummure MoJeiab NOTEHIHATBHOTO HAPYLIUTENS.

2. OcHOBHBIC KaHAJbl yTEUKHA WHPOPMAIUH.

3. OxapaktepusyiiTe CBOWCTBAa JOCTOBEPHOCTH U CBOEBPEMEHHOCTH HH(OpMa-
UH.

4. Tlpueaute kimaccuukaiuio KoHPUACHIMAIbHOW nHpopManuu. Yem ompese-
JsieTCs LIGHHOCTh UH(opmanmun?

5. Tlpenmer 3amuthl HHGOPMAITUH

6. Oxapakrepusyiite nH()OPMAIUIO U €€ CBONCTBA.

7. Onexktponnbii fokyMeHT (D/]). [lonsitue /1. Tuner /1.

8. Bunsl unpopmanuu B KC. Mupopmannonnsie noroku B KC. Ionstue ucnoJ-
HSIEMOTO MOTYJISI.

9. Vsa3BuMOCTh KOMIBIOTEPHBIX cucTeM. [loHsiTHE nocTyna, CyObEeKT U OOBEKT AOC-
Tyma.

10. Tlonsatue HecankumonupoanHoro gocryna (HC/), kmacest u Buast HC/I. He-
CaHKIMOHUPOBAHHOE KOMMPOBaHKE NIporpamm Kak ocoObiit Bux HC/I.

11. TloHsATHE 3]I0YMBIIUIEHHUKA; 37I0yMBIIUIEHHUK B KpUNTOrpaduu U Npu pelieHnn
npoOsieM koMIbtoTepHoit 6e3omacHocTH (KB).

12. [lonuThka 0€30MacHOCTH B KOMITBIOTEPHBIX cucTeMax. OIeHKa 3alUIIeHHOCTH.

13. Crioco06sI 3aiuThl KOH(GUACHIMAIBHOCTH, LIEIOCTHOCTH U AocTynHocTH B KC.

14. PykoBogsuue qoKkyMeHThI ['ocrexxkomuccu 1o oueHke 3amuiieHHocty ot HCJI.
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15. [lonsiTue uneHTHU(PUKALMK TONb30BaTENA. 3aJa4a WACHTU(UKALUN OJIb30BaTe-
ns. Ilonstue mnporokona wuiaeHTU(UKauuu. JlokanbHas W yJajleHHas WJICHTH(QUKaLMSL.
WNnentudpunmpyromas nHpopMaus (MOHATHE, CIOCOObI XpaHEHUs, CBS3b C KIIIOUEBBIMU
CHUCTEMaMH).

16. OcHoBuble noaxoas! k 3ammre AaHHbIXx oT HCJI. Iugposanue. Konrpoias noc-
Tyna. Pasrpannuenue gocryma.

17. ®aiin kak 00beKT noctyna. OneHKa HaZie)KHOCTU CUCTEM OIPaHUUYEHUS TOCTYTIa —
CBECHHE K 3a/1a4€ OLEHKH CTOMKOCTH.

18. Opranuzanus nocrtyna k ¢ainam. Mepapxudeckuit goctyn k ¢aitnam. [lonstue
aTpuOyTOB AocTyna. Opranuzanus gqoctymna K ¢aiiam paznuansix OC.

19. 3amuTa ceteBoro (ailyloBOro pecypca Ha MpHUMEpax OpraHH3alMy JOCTyHa B
pazmuunbix OC.

20. Cnoco0On1 (ukcaruu pakropoB moctyma. KypHanbl 10CTylma U KPUTEPUU UX WH-
(hopMaTUBHOCTH.

21. BeisBiieHHE CI€10B HECAHKIIMOHUPOBAHHOTO JI0CTYyNA K (haiiinaM, METO MHULIUU-
poBanHoro HC/I.

22. JlocTyn TaHHBIX CO CTOPOHBI IIpolecca (TIOHATHE; OTIIMYMS OT I0CTyIa CO CTOPO-
HBI [I0JIb30BATEII).

23. IlonsiTie U mpuUMeEpbl CKPBITOro JocTymna. HaneXHOCTh CHUCTEM OrpaHUYEHHS
J0CTyTa.

24. 3ammrta MaccMBOB MH(OpManMu OT u3MeHeHus: (mmuro3ammura). Kpunrorpadu-
YecKasl IIOCTAHOBKA 3allIUThI OT M3MEHEHUsI NaHHBIX. [10X0/IbI K PEIICHHUIO 3a/1a91 3alUTHI
JAHHBIX OT U3MEHEHUSI.

25. 3amuTa OT pa3pyIIaoIIMX MPOTPAMMHBIX BO3IEHCTBUN. Bupychbl kak ocoObrit
KJIacC pa3pylIaoIINX MPOrPpaMMHBIX BO3eiCcTBUNA. HeoOXxoaumbie 1 1I0CTaTOUHBIE YCIOBUS
HEJOMYLIEHUS pa3pyLIAOIIEro Bo3AeucTBUA. [[oHATHE N30IMPOBAHHON IPOIPAMMHOM Cpe-
TIBL.

26. [TocTpoeHue mporpaMMHO-aMMapaTHBIX KOMILIEKCOB IMIU(PPOBAHUSI.

2. AnmapatHble U IPOrpaMMHO-aIIapaTHble CPeICTBA KPUIITO3AIUTHI JaHHbIX. [1o-
CTPOEHHUE amMapaTHbIX KOMIIOHEHT KPUITO3ALIUThI JaHHBIX, crenuanuzupoBanibie CBUC
KaK HOCHUTEJSI alrOpUT™Ma MIM(PPOBAHHUS.

28. 3amuTa anropuT™Ma MMQPPOBAHUS; MPUHIUI YyBCTBUTEIHLHON 00JIACTH U TMPUH-
IIUII TJIABHOTO KITFOYa.

29. HeoOxoauMble U 1OCTaTOYHbIE (DYHKIIMHU allllapaTHOTO CPEICTBA KPUIITOZAUIUTHI.
[IpoekTrpoBaHre MOAYIEH KpUNITONPEeoOpa30BaHU HA OCHOBE CUTHAJIbHBIX MTPOLIECCOB.

30. Kimaccudukanus 3anmiraemMbix KoMrnoHeHT [I9BM: oTuyknaeMbie M1 HEOTUYK-
naeMble KoMmoHeHTRI [[9BM.

31. IIpouecc HavanmpHOU 3arpy3ku [I9BM, B3aumojeicTBUE anmapaTHOM W Mpo-
rpaMmHON 4dacterd. Mexanusmel pacmmpenus BIOS. IlpenmyiectBa U HETOCTaTKU IPO-
rpaMMHBIX U allapaTHbIX CPEACTB.

32. CriocoOsI 3amuThl HHGOPMAIIMK Ha CHEeMHBIX JucKax. Opranuzaius mpo3pavyHo-
ro peXuMa MmuQpoBaHus.

33. Hane)XHOCTh CPeACTB 3alIUThl KOMIIOHEHT. [loHATHE BpeMEHHON U TapaHTUpO-
BAHHOW HAJIEKHOCTH.



34. HecaHKIIMOHMPOBAHHOE KOMHMpOBaHHWE Mporpamm. FOpuaudeckue acmeKTbl He-
CaHKIMOHHPOBAHHOTO KOMHUPOBAHUS MporpamMMm. HecaHKIIMOHUPOBAHHOE KOIKMPOBAHUE
nporpamm kak T HC/I.

35. 3amuTa mporpaMM OT HECAHKIIMOHMPOBAHHOTO KOMUPOBaHMs (00Ilee MOHSTHE
3aIUThI OT KONMMPOBaHUs ). Pa3HOBUAHOCTH 3aa4 3alUThl OT KOMTUPOBAHUS.

36. [Tpusszka I10 k anmapaTHOMy OKpYKeHHIO U (DU3MUECKUM HOCUTENISIM KaK €IuH-
CTBEHHOE CPEJICTBO 3aIIUThI OT KonupoBaHus [10.

37. IlpuBszka mporpamm k TuOkuM mMammHHBIM quckam (I'M/I). CtpykTypa naHHBIX
Ha ['M/I. Ynpasnenue kontposepom I'M/I.

38. CriocoObl co3/1aHusl HEKOMUPYEMbIX METOK. TOYHOE M3MEepeHHE XapaKTepUCTHK
(hopMaTHPOBaHUS JOPOKKH. TEXHOIOTHSI «CITA0BIX OUTOBY.

39. dusnueckue METKU U TEXHOJIOTHS PA0OTHI C HUMH.

40. IlpuBs3ka mporpaMM K >KeCTKUM MarHUTHBIM nuckam (QKMJI). OcobGenHoctu
npuBsasku K JKM/I. Buael metok Ha JKM/I. TlpuBsizka Kk npoynM KOMIOHEHTaM IITATHOTO
obopynoBanus [I9BM.

41. IlpuBs3Ka K MOPTOBBIM KiItouaM. Mcroabp30BaHNEe JOMOIHUTENBHBIX IUIAT PaCIIM-
peHus. MeToibl «BOASIHBIX 3HAKOBY» U METOJIbI «OTIIEYATKOB MAJIBLIEBY.

42. XpaHenue kitoueit HHGopMaIuu.

43. CexpeTHas uH(popMalus, UCIoNb3yeMas JJil KOHTPOJISL IOCTyNa: KIUU U Mapo-
.

IIpoMexyTrouHas aTTecTanys OOydarOIUXCsl OCYLIECTBIsIETCA B (pOpME 3auera C HUc-
I10JIb30BAHNEM CIIETYIOIINUX OLEHOUYHBIX MaTEPUATIOB: nEPEeUeHb 60NPOCO8 K 3a4emy.

Bomnpocs! k 3auery
(5 cemecTp, ouHas popma 00yUeHUsI)

1. Jare ompenenenue mnonstus «MHbopmamnmonnas 6e3omacHOCTh». OCHOBHBIE
METOI0JIOTUYECKUE U HOPMATHUBHO-TIPABOBBIE IOKYMEHTHI 10 MH(OpMaIMoHHON Oe3omac-
HOCTH.

2. OcCHOBHBIC TIOHSITHUS TIO 3aIIUTE KOMIBIOTEPHBIX NaHHBIX. JlocTyn Kk uHbOpMma-
MY, CAHKIIMOHHPOBAHHBIN JOCTYI, HECAHKIIMOHHUPOBAHHBIN IOCTYI, KOH(PHUIACHIIHNATb-
HOCTh JIAaHHBIX, CYOBEKT U OOBEKT MH(DPOPMAITMOHHBIX TEXHOJOTUH, JOCTYIMHOCTh KOMIIO-
HEHTa WJIH pecypca CUCTEMbl, yrpo3a 0€30MacCHOCTH aBTOMATHU3UPOBAHHOM MH(pOpMAIIU-
OHHOM cucteme, yuiepo OezomacHocTH, ysa3BuMocTh ACOMU, aTaka Ha KOMIBIOTEPHYIO
CUCTEMY, MOJTUTHKA O€30IaCHOCTH.

3.  OcHOBHBIEC BUJBI YIPO3 OE30MACHOCTH KOMIBIOTEPHBIX CUCTEM, YTPO3bl HApY-
IIEHUS 1EeJIOCTHOCTH HHGOpMaIUM, yrpo3bl HapyuieHus padotocnocodHoct ACOU u
OTKa3bl B paboTe.

4. CTpyKTypHBIE COCTaBJISIONINE TUIIOTETHYECKON Mojenu Hapymutens, [Ipen-
HaMepeHHBIC TTOTCHIMAIbHBIE YTpo3bl. Kiaccudukaius kaHamIoB HECAHKITMOHUPOBAHHOTO
J0CTyna.



5. Hawubonee pacmpocTpaHeHHBIE CIOCOOBI HECAHKIIMOHUPOBAHHOTO JOCTyIa B
KOMITBIOTEPHBIX TexHoJIorusx. [lepexBar maponei, Mackapall, HE3aKOHHOE HCIOJIb30Ba-
HUE NPUBUIIETHI, TaccuBHOE BTopkeHnEe B ACOU, akTUBHOE BTOpKEHUE.

6. OcHOBHBIC MOIXOJIbI /ISl TAPUPOBAHUS U HEUTpalIM3aluu yrpo3 uHbopmaiiu-
OHHOM 0€30MaCHOCTH: (PparMEeHTAPHBIN MOIXO]] U KOMIUIEKCHBIN MOXO/.

7. TlonuTtuka 6e3onacHOCTH. Buabl MoMuTHKKM G€30MacHOCTU: U30UpaTebHas Mo-
JUTUKA 0€30MaCHOCTH, MTOJTHOMOYHAS MOJIMTHKA 0€30MacHOCTH.

8. Drambl MOCTPOCHHUS CHCTEMBI 3alUTHl aBTOMATU3UPOBAHHBIX WH(OPMALIMOH-
HbIX cucTeM. COCTaBISIOIINE OTACIIBHBIX 3TAIOB.

9. OcHOBHBIE 33/la4ydl METOJOB 3alIUTHl WH(OPMALMKM B aBTOMATHU3UPOBAHHBIX
uH(pOPMaMOHHBIX cucTeMax. [IpuHummbI cucteMs! 3amuThl nHGOopManuu B ACOMU.

10. Wpentuduxanms u mpoBepKa MOAIMHHOCTU IIEKTPOHHBIX TOKYMEHTOB U MOJIb-
30BarTesiell KOMIIbIOTEPHBIX TEXHOJIOTHIA.

11. . Unentudukanus 1 MEXaHU3MbI OATBEPKIACHUS TIOJUIMHHOCTH MOJIb30BaTEIS.
B3anMHas mpoBepKU MOJIMHHOCTH TOJIb30BATEIIEH.

12. Ilpomemypa «pyKOTOKATHS.

13. IIpoTokomsl ayTeHTU(DUKAIIUN C HYJICBOM TIepenaueiit 3SHaHUM.

14. IMapannenvHas uaeHTU(GUKAIMS C HYJIECBOHM Nepenayeii 3HaHUuM.

15. Cucrema uaentudukanuu [ 'mnoy-Kyuckyorepa.

16. VYnpaenenue kpunrorpadpuyeckuMu Kiodamu. ['eHepanuss U XpaHEHUE KIIO-
YeHu.

17. Uepapxus kiro4yeil mMHUPpOBaHUS [aHHBIX B KOPHOPATUBHBIX KOMIIBIOTEPHBIX
CUCTEMaX.

18. Pacnpenenenue kirouell B KOPIOPATHBHBIX KOMITBIOTEPHBIX cucTemax. Mc-
MOJIb30BAHUE OJTHOTO MJIM HECKOJIBKUX LIEHTPOB pactpeaesieHuu kiouei. [Ipsamoii oOMeH
CEaHCOBBIMM KJIHOYaMHU MEXIY CAHKIIMOHUPOBAHHBIMH MOJb30BATEIISIMH.

19. MexaHu3Mm 3ampoca — OTBETa B CETEBBIX TEXHOJOTHSIX, MEXAaHHU3M OTMETKHU
BPEMEHU.

20. Pacnpenenenue kitoueit ¢ yuactueM LleHTpa pacnpenenennn KIro4ei.

21. Ilporokon Ijsi CUMMETPUYHBIX KPUITOCHUCTEM C HUCIOJIB30BAHUEM OTMETKH
BPEMEHU.

22. TlpoTokos mjisi aCHMMETPUYHBIX KPUIITOCHCTEM C UCIOJIb30BAaHUEM CepTU]U-
KaTOB OTKPBITBIX KIIOUEH.

23. Auroputm OTKpBITOrO pacnpenenenus kimouen Juddu-Xenmana.

24. Tlporoxon SKIP ynpaBieHus: KpUNTOKIIOYAMHU.

25. AyreHTuduKanus Mojab30BaTeNell KaKk OCHOBHOW KOMITOHEHT MEXKCETEBBIX JK-
PaHOB.

26. Cxema 3auuThl KOMIIBIOTEPHBIX CETEBBIX TEXHOJOTMH HA OCHOBE MEXKCETEBBIX
AKPAHOB: PUIBTPYIOUIUN MapUIPyTU3ATOP, MEKCETEBOM IKpaH HAa OCHOBE JIBYIIOPTOBOIO
[IUTF03a, MEKCETEBOM SKpaH Ha OCHOBE SKPAaHWPOBAHHOIO 1033, IKPAHUPOBAHHAs MOJ-
CETh, MEXKCETEBBIE SKPAHBI IJIs1 OPTaHU3ALMH BUPTYaIbHBIX KOPIIOPATUBHBIX CETEM.

27. TlporpaMMHBIC METOJIBI 3aIIUTHI CETEBBIX TEXHOJIOTHH B Internet cTpykTypax.

28. 3amura JaHHBIX B AJIEKTPOHHBIX MJIATEKHBIX CUCTEMAX.

29. [punnuns! GyHKIIMOHUPOBAHUS SJIEKTPOHHBIX MIATEKHBIX CUCTEM.
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30. DneKTpOHHBIE IUIACTUKOBBIE KapThl. [laccHBHBIC M aKTHBHBIC TUIACTHUKOBBIC
KapThl. OCHOBHBIE THUIbl AKTUBHBIX TUIACTUKOBBIX KapT: KapThl-CUCTUYMKHU, KAPTHI C MaMsi-
ThIO, KAPThl C MUKPOIPOILIECCOPOM, KAPThl C KOHTAKTHBIM CUMTHIBAHUEM, KapThl C UHIYK-
[IUOHHBIM CYUTBAHUEM.

31. Ilepconanbubiii uaeHTuukanronusii Homep (PIN). O6ecneuenue 6e3onacHo-
CTH 3JICKTpOHHO-TIaTexHoN cucteMbl POS (Point-0f-Sale), cxema (yHKIIMOHUpOBaHMS
POS.

32. Obecneuenne 0e30macHOCTH 0AaHKOMATOB B DJIEKTPOHHBIX TUIATEKHBIX CHUCTE-
Max, cxeMa oOMeHa COOOIEeHUsIMU MEXIy OaHKOMaToM U xocT-OBM 6aHka pou UAEHTH-
dbukanuu U TaTexe, cxema npoxoxkaeHus AaHHbix ¢ PIN kiamenta mexay 6aHkomarowm,
0aHKOM-3KBaiiepoM U OAHKOM-IMUTEHTOM.

33. VamBepcanbHas mmnatexxHas cucrema UEPS (Universal Electronic Payment
System), cocTaB U apXHUTEKTypa IUIATEKHOW CHCTEMBI, paclpeiesieHne KIIoUeld U mapo-
JIEW, LIUKJI IUIATEKHOM TPaH3aKIUH.

34. Toprosbie TepMHHAIIBI, (POPMUPOBAHUE CECCHOHHBIX KITFOUEH, IMUCCHUST KapTO-
YeK, pa3rpaHUYEHUE OTBETCTBEHHOCTU MEXIy OaHKaMHU-Y4aCTHUKAMU OOIIEH TIIaTexKHOM
CUCTEMBI, JIBOMHOE MIM(pOBaHME 3alMCU O TPaH3aKIMU Ha KIouax OaHKa-dKBaiiepa U
O0aHKa-IMUTEHTA.

35. ObecneueHue 6€30MaCHOCTH JIEKTPOHHBIX TUIATEXKEH uepe3 ceTh Internet.

36. ABtopuzanus u mudpoBanue GpuHaHcOBOM HH(POpMaIuu B cetu Internet.

37. Iporoxousl mudposanus SSL (Secure Socket Layer) u SET (Secure Electron-
ic Transactions), ucmonb3oBanue cepTu(UKaToB.

38. OredecTBeHHBIE MPOTrpaMMHO-aNNapaTHbIE CpPelCcTBa KpunTorpaduueckoil 3a-
IITUTHI KOMITBIOTEPHBIX CUCTEM.

39. CpencTBa U CUCTEMBI YIPABICHUSI KOHTPOJEM JIOCTYIa B KOMITBIOTEPHBIX TEX-
HOJIOTHSIX.

40. OcHOBHBIE MOAXOMABI K 3alIUTE JTAHHBIX OT HECAHKIIMOHHUPOBAHHOTO JIOCTYTIA.
[udposanue. Koutposns gqocryna. Pasrpanndenus noctyna K daiaam.

41. 3amura mporpaMMHOr0 MpOAYyKTa OT HECAHKIIMOHUPOBAHHOTO KOMTUPOBAHMUSI.

42. HecaHKIMOHUPOBAaHHOE KomHMpoBaHue rporpamm kak tun HC/I.

43. KOpuaudeckue acreKThl HECAHKIIMOHMPOBAHHOTO KOIHUPOBAHUS MPOTpamMM.
OO111ee NOHATHE 3aLUIUTHl OT KOMUPOBAHUSI.

44. Pa3HOBHJIHOCTH 3a/1ay 3aIUThl OT KomupoBaHuA. [10aX0apl K 3a7a4e 3amluThl
OT KOITUPOBAHUSI.

45. Tlpussizka IO k amnmapaTHOMY OKPY>KEHUIO M (PU3NYECKUM HOCUTENISIM Kak
€IMHCTBEHHOE CPEICTBO 3aIIUTHI OT KOMTUPOBAHUSI.

46. Ilpussi3zka K BHeIHUM (Ho0OaBisieMbiM) aemenTam [19BM. [lpuss3ka k nopto-
BBIM KJTF04aM. Mcronib30BaHue TOMOTHUTENBHBIX TUIAT PACITUPEHUS.

47. Metonbl «BOASHBIX 3HAKOBY» U METOJIBI «OTIEYATKOB MaJIBIICBY.

48. 3ammra mporpaMMHOTrO MPOAYKTA OT U3YUEHHUS.

49. H3zydenue u oOpaTHOE MPOCKTUPOBAHUE MPOTPAMMHOTO OOECIICUCHHS: TIOHITHE
M3Y4YEeHUS U 00paTHOrO MPOEKTUPOBAHUS MPOTPAMMHOIO OOECHeueHusi, CIOCOObl U3yUe-
HUSl IPOTPaMMHOTO oOecrieueHus (CTaTUYECKOe M TMHAMUYECKOE M3YUYCHHE), BPEMEHHAS
HAJEKHOCTh (HEBO3MOXKHOCTh 00€CTIeUeHHs TapaHTUPOBAHHOMN HAJIEKHOCTH).

8



50. 3amauym 3amUTHI MPOTrPAMMHOTO MPOIYKTa OT M3YUYEHHUS U CHOCOOBI UX pelie-

HUU: 3almuTa OT OTJIadKH, JUHAMHUYCCKOC npeo6pa3013aHHe KoJa,

51. HrepatuBHBIN nporpaMMHbIN 3aMOK A. [lonruna
52. TlpuHuMN JIOBYIIEK W MPUHIUI M30BITOYHOTO KOJa, 3all[uTa OT JU3acceMOIIu-

pOBaHUsl, MPUHIUIT BHEIIHEHW 3arpy3ku (ailioB, TruHaMuuecKas MOAU(PUKALMS POTrpaM-
MBI, 3alllUTa OT TPACCUPOBKHU IO MPEPHIBAHUSIM.

53. AcnekTsl 3allIUThI OT HMCCIICAOBAHUA: CITOCOOBI ACCOIMaHUPOBAHNA 3allIUTBI U

IMpOorpaMMHOI0 O6€CH€'~I€HI/I$I, OLICHKAa HAaACKHOCTH 3all1UThI OT OTJIAdKH.

54. 3ammTa OT pa3pylIalOIINX MPOTPAMMHBIX BO3JECHCTBUIA.
55. Bupycsl kak 0coObli KiTacc pa3pylIaloIuX MPOTrpaMMHBIX Bo3aeiicTBuil. He-

00XO0/IMMBIE U IOCTaTOYHBIE YCIOBUS HEAOMYIEHUS Pa3pyIIAOIIEro BO3ACHCTBUS.

56. TloHsTHE H30JIUPOBAHHON MPOTPAMMHOMN CPEIIBI.

IV. IEPEYEHD JJUTEPATYPBI, HEOBXOJIUMO¥ JIUISI OCBOEHMS
TV CHUTLIAHBI

4.1. OcHoBHasI JIUTEpPATypa

1. TlporpammHo-anmapaTHble CpelncTBa 3amUThl UHPOpManuu : ydeOHOoe mocobue /

JI.X. Mudraxona, A.P. Kacumosa, B.H. KpacunsaukoB u np. — Cankr-IletepOypr :
NII "Nntepmenns”, 2018. — 408 c. : cxem., Taba. — Pexxum joctyna: mo moJrnucKe. —
URL.: https://biblioclub.ru/index.php?page=book&id=481123 (nara oOpareHus:
01.09.2020). — bubmumorp.: c. 404-405. — ISBN 978-5-4383-0157-8. — Tekcr : 37ek-
TPOHHBIM.
4.2. lonosiHUTEILHAS JIUTEPATYpPa

. Ipoxkymes, f.E. IIporpammHo-anmapaTHbie CpeAcTBa 3alIUThl MHPOPMALUK : yueO-
Hoe nocooue / S.E. ITpokymes. — Cankr-IleTepOypr : UL "UnTepmenus", 2017. — 168
C. : CXEM., TaoJI. — Pexum JOCTyTa: o MOJAIUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=481158 (nara oOpareHus:
01.09.2020). — bubmmorp.: ¢. 154. — ISBN 978-5-4383-0147-9. — TekcrT : 3/1€KTPOH-
HBII

. [IporpamMHo-anmapaTHbie CpeCTBa 3alUTHl MH(OOPMAIMOHHBIX CHCTEM : y4eOHOE
nocobwue / F0.1O. I'pomog, O.I'. IBanoBa, K.B. Crapony6os, A.A. KagsikoB ; TaMO0B-
CKHMI TOCYJAapCTBEHHBIM TEXHUYECKUI yHUBepcuTeT. — TamOoB : TaMOOBCKMi TOCY-
napctBeHHbI Texunueckuil yausepcuteT (TI'TY), 2017. — 194 c. : un. — Pexxum noc-
Tyna: 1o MOITUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=499013 (nara oOpareHus:
01.09.2020). — bubsmorp.: ¢. 190. — ISBN 978-5-8265-1737-6. — Tekcr : 351eKTpOH-

HBIH.

V. IEPEYEHb PECYPCOB HHOOPMAILIMOHHO-
TEJEKOMMYHUKAIMOHHOU CETU «MHTEPHET», HEOBXOANMBIX
JJI1 OCBOEHUA ITUCIHUIIJIMHBI


https://biblioclub.ru/index.php?page=book&id=481123
https://biblioclub.ru/index.php?page=book&id=481158
https://biblioclub.ru/index.php?page=book&id=499013

Ne

Ccbliika Ha HanmeHoBaHue pa3paéoTku
nn

. . JocrynHocTh
HH(OpPMaLMOHHBII pecypc B 3JIEKTPOHHOI1 (hopme

1. http://edu.ru/ Poccuiickoe oopa3oBa-
Hue: DegepaabHbIH CB0OOIHBIH JOCTY
nopraJ. Bkiaouyaer
CCBUIKM Ha TMOpPTalbl U
calThl 00pa30BaTEIBHBIX
YUPEKIACHUN; rocynap-
CTBEHHBIC oOpa3zoBa-
TEJIbHBIC CTaHJAPTHI;
HOpPMaTHBHBIE JTOKyMEH-
TBI; KaTaJIOT SKCKYPCUH U
00yYaromux Mporpamm.

http://citforum.ru/database/osbd/contents.shtml WudopmarmonHo-
2. AHAJIMTUYECKHUE MaTe- CB0OOOIHBII JOCTyl
pHUaIbl

V1. COBPEMEHHBIE [TIPO®ECCUHOHAJIBHBIE BA3bI TAHHBIX
N UTHOOPMAIINOHHBIE CIIPABOYHBIE CUCTEMBI

Perucrpanus uepes no-
00l YHUBEPCUTETCKUI
KOMITBIOTED.

DNeKTPOHHO-O0NOIMOTeYHAs .
B nanbhelimem npenoc-

_ cucrema (ObC
1. | http://www.biblioclub.ru ( ) TaBJIIETCS HEOTPAHUYEH-
YHuBepcurerckas OMOIMOTEKa OH- . .
i HBIA WHINBUAYaTIbHBIN

JOCTYM U3 It000H TOUKH,
B KOTOPOM MMEETCS 10C-
Tyl K cetu MHTepHeT

www.garant.ru y .
WHudopmanroHHO-IpaBoBOii nopra CBoOoaHbIi JocTyn

Poccuiickuit uH(opMaIOHHBIHN 1OP-
3. | wwwe.elibrary.ru TaJl B 00JIACTH HAYKH, TEXHOJIOTHH, CB0OOAHBII JOCTYIT
MEJIULMHBI U 00pa30BaHus
Poccuiickas KOMIIBIOTEPHAs CIIPaBOY-
HO-TIPABOBasi CUCTEMA

4. | www.consultant.ru CBOOOIHBII JOCTYTT

VIl. JUOEH3UMOHHOE N1 CBOBO/IHO PACITPOCTPAHAEMOE
IMPOT'PAMMHOE OBECIIEYHEHUME

[Ipu peanuzanuu yuyeOHOU AUCIUIUIMHBI IPUMEHSETCS CIEAYIOIIee JTUICH3UOHHOE U CBO-
00JIHO pacIpoCTpaHIEMOE IPOrPaMMHOE 00CCIICUCHHUE:

- Microsoft Windows;

- Microsoft Office;

- Libre Office u np.

VIll. OBOPYJIOBAHUE U TEXHUUYECKUE CPEJCTBA OBYUYEHMS,
HEOBXOJIUMBIE JJIS1 OCYIIECTBJIEHUSI OBPA30BATEJLHOI'O
MPOLIECCA MO JUCIHUATIMHE
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Y4eOHble 3aHATUS MPOBOJATCA B AyAUTOPHIX, YKOMIUIEKTOBAHHBIX CHEIHAIH-
3UPOBAHHON MeOEIbl0, B TOM YHCJIE CTAIIMOHAPHBIMHU WJIM TIEPEHOCHBIMU TEXHUYECKH-
MU CpeJICTBaMU 00y4YeHUs (MIPOEKTOP, IKPaH, KOMITbIOTEP/HOYTOYK).

JIaGopaTopHble 3aHATHS, TPYIIOBBIE U HHAUBUAYaAIbHbIE KOHCYJIbTAIIUH, TEKY-
mas ¥ MPOMEXKYTOYHAS aTTECTALMU MPOBOJISATCS B CHEIMAIN3UPOBAHHBIX KOMITBIOTEP-
HBIX KiaccaX. IlepedeHb OCHOBHOrO 00OpYyIOBaHMS: aBTOMATH3MPOBAHHBIE pabouue
MecTa ¢ KOMITbIOTepaMHM, MpOoTrpaMMHOe obecIiedeHrne o0IIero u npodeccuoHaIbHOTO
Ha3HAuYCHUSL.

CamocTosiTenbHast padoTa IPOBOAUTCA B KAOMHETAX, OCHALLIEHHBIX KOMIIBIOTEP-
HOW TEeXHHKOW C BO3MO>KHOCTBIO MOJKIIIOUEHHUsS K ceT «MHTepHeT» U obecnieueHuem
JIOCTYTAa B IEKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTeIbHYIO CPEely YHUBEPCHUTETA.

[IpemycMOTpeHbI TOMENIEHUS TSl XpaHSHHs U MTPO(PUIAKTUIECKOTO O0CTYKHBaHUS
y4eOHOro 000py10BaHUSI.
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