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PABOYAA ITPOT'PAMMA JTUCIIUITIMHBI
b1.B.01.11 3amura undopMauuu B KOMIbIOTEPHBIX CETHAX

Hanpasaenune noaroroBku: /0.03.01 Unpopmayuonnas 6ezonacHocmo

Hanpasiaennocts (mpopuinb): Opeanuzayus u mexHosio2uu 3auumsl UHopmayuu (no ompaciu
unu 6 cghepe npogeccuoHanIbHOU 0esimeIbHOCmU)

KBanndukauus (crenenn): 6axanasp

®opma o0yueHHsi:0uHas

I/IHCTI/ITyT:MaTeMaTI/IKI/I, C€CTCCTBO3HAHUA U TCXHUKU

Kadeapa:maTeMaTHueckoro MoAeIMPOBAHMSI, KOMITBIOTEPHBIX TEXHOJOTHH U HHGOPMAIIMOHHOM
0€30I1aCHOCTH

ouHasi popma O0YHO-320YHAS 3ao0uHas popma
dopma

Kypce 4

Cemectp 7

Jlexknun 10

JlabopaTopHble 3aHATHSA 20

IIpakTHYeckHe (CeMMHAPCKHUE) 3aHATHS 20

B T. 4. IPAKTHYECKAs MOATO0TOBKA 4

®opma(bl) MPOMEKYTOUHON aTTeCTANMHA 3aver

KoutpoJasn 0,3

Huvbie popmbl padoTh 9

CamocrositeibHas padora 84,7

Bcero uacos: 144
TpynoeMkocTh: 4 3aueTHbIE eTUHUIIBI.

Pazpabotuuk(u) paboueil mporpamMmsl:
KaHouoam neda2o2uieckux Hayk, 0oueHm Tapos JI.A.




I. OPTAHU3AIIMOHHO-METOJUYECKHAI PA3IEJ
Leab n3yuenust IMCHUIIMHBL: (OPMUPOBAHKE Y OOYUAIOIINXCS 3HAHUN U YMEHUHN
10 3aIIMTE KOMIBIOTEPHBIX CETEW C NMPUMEHEHUEM COBPEMEHHBIX IMPOrPaMMHO-AIIIAPAT-

HBIX CPEJCTB.

3agaum u3y4yeHuss JMCUMILINHBI:
- popMupOBaHUE Y 00YYAIOIIMUXCS 3HAHUN O METO/AX U CPEACTBAX 3aIIUThl HHGOP-
Mall{ B KOMIBIOTEPHBIX CETSX;
- 03HAKOMJICHHE 00YYaIOIIUXCS C TEXHOJIOTUSIMUA MEKCETEBOI0 IKPAHUPOBAHUS;
- 00yueHue 00yJaronxcsi BOnpocaM ypOBHS 3allMIIIEHHOCTH HHGOPMAIIMOHHBIX

CHCTCM.

Mecto qucuuniaunsl B cTpykrype OIIOIL: peanusyercs B BapuaTUBHON YacTu (4a-
cTH, popMUpyeMoii yuacTHUKaMU 00pa30BaTeIbHbBIX OTHOLIEHUH) O10ka b1. luciuninas

(Momymm).

Ilnanupyemblie pe3yJabTaThl 00YUEeHHUsI 0 JUCIHUIIMHE:

I/IH)II/IKaTOPI)I JOCTHIKCHUSA KOMIICTCH-

IInanupyemsble pe3yJbTaThl 00y4e-

0€30MaCHOCTh KOMIIBIOTEPHBIX CHCTEM,
MPUMEHSIST HEOOXOAMMBIE MPOTPaMMHO-

anmapaTHble CpeACTBA M CUCTEMBI
3alUThl HH(OPMALIUN;
- TOpUHHUMATh  YOPABIEHYECKHE U

aJIMMHHCTpaTUBHbIE pelieHust B cdepe
3alIUThI HH(OPMAIIHH.

Kon
KOMIIeTeHIIUH 1 H
10 JMCIHUIJIHHE
3HaTB: 3naer:
- CYIIHOCTD M MOHSTHE WH(POPMALIMOHHOM | - METO/IbI 3aIIUTHl KOMITBIOTEPHBIX Ce-
0€30IIaCHOCTH,  XapaKTepUCTUKY  ee | Te;
COCTAaBJISIOUIMX, MCTOYHHUKH Yrpo3 U | - KJIACCU(PUKALMIO U OOILyI0 XapaKTe-
MEpBI 10 UX MPeOTBPAILEHHIO; PHUCTUKY CETEBBIX MPOrpaMMHO-aMma-
- METOABl U CpEeJICTBAa YNPABICHHS | PATHBIX CPEICTB 3alIUTHl HHpOpMa-
MH(POPMAIIMOHHON  0€30IacHOCThIO, a | IHH;
TaK)Ke OCHOBHBIE ITOJIXOIBI K pa3padoTKe, | - OCHOBHBIE NMPHHIUIBI aIMUHUCTPH-
peanu3anuu, 9KCIUTyaTalluy, | pOBAaHUS 3alllMIIEHHBIX KOMIBIOTEp-
JMarHOCTHKE, aHAJIU3Y, COIPOBOXKJIEHUIO | HBIX CUCTEM;
U COBEPIICHCTBOBAHUIO CHCTEM 3aLIUTHI | - OCOOCHHOCTH pean3alliid METOOB
nH(pOpMaLINH. 3alUThl HHQOPMALIUK COBPEMEHHBIMU
IPOrpaMMHO-aNnapaTHBIMU cpen-

MKC-1 . CTBaMI/I.;
Ymers: Ymeer:
- OLICHUBATh 3alIUIIEHHOCTD, | - IPUMEHATh MEXaHU3MBI 3aIUTHI, pe-
KJ1accu(UIUpoOBaTh OCHOBHBIE YIPO3bl, | ATM30BaHHBIEC B IPOTrpaMMHO-aMapar-
o0ecrieunBaTh WH)OPMAIIMOHHYIO | HBIX KOMIUJIEKCaX, C IO MOCTPOe-

HUS 3aIUIIEHHBIX KOMIIBIOTEPHBIX CE-
TeH;

- OPraHU30BbIBATH 3ALLUTY CETMEHTOB
KOMIBIOTEPHON CETH C HCMOJIb30Ba-
HHUEM MEXCETEBBIX IKPaHOB.

Baangersn:
- KaTeropuaabHBIM almnapaToM B 00JI1acTH
obOecrieueHrss  KOMIUIEKCA Mep  TI0

Baaneer:
- CpeZICTBaMH U CUCTEMaMH ayIuTa UH-
dhopmarmoHHON 0€30MaCHOCTH;




aJIMUHUCTPUPOBAHUIO U JTUATHOCTHKE
CHCTEM 3aIlUThl HH)OPMALINH;

- TpaBWIAMH, METOJAMH, CPEICTBaMH,
poLeaypamMu yIpaBICHUS u
aJIMUHHUCTPUPOBAHUS WHPOPMAITMOHHON
0€301aCHOCTBIO0 00BEKTA.

- METOJMKOW MPOBEJICHUS ayIuTa WH-
(dhopmMarmoHHON 0€301aCHOCTH;

- CpeACTBAMH aIMUHUCTPUPOBAHHUS
CHUCTEM OpraHM3allii BUPTYAIbHBIX
YaCTHBIX CETEH.

Il. COAEP’KAHUE U OB BbEM JUCIHUIIJIMHbI

€ YKa3aHHeM KOJIUYeCTBA YaCOB, BblIeJIEHHBIX HA KOHTAKTHYI0 padoTy 00y4aroiuxcst
¢ nmpenoaasartesieM (10 BUIaM Y4eOHBIX 3aHATHIA) M HA CAMOCTOAATEJILHYI0 PadoTy

Ounas popma o0yueHust

Ne HaumeHnoBaHnue pa3aeiioB U TEM

AyIMTOpHBIE 3aHSI-
THS
JK | m3 [ Jab

Cam.
Pao.

Bcero ua-
COB

1 cemecmp

Pa3zpnen 1. «O0HapyxkeHHe KOMIIBIOTEPHBIX aTAK»

1 | Tema I. [lonarue u knaccudukanys aTak Ha KOMITb-
1oTepHble ceTH. OCHOBHBIE THIIBI CETEBBIX AaTak.
CpenactBa peanuzanuu atak. MexaHU3Mbl TUIIOBBIX
aTaK, OCHOBAaHHBIX Ha YSI3BUMOCTSIX CETEBBIX IIPOTO-
KOJIOB. ATaKU Ha CETEBBIE CITy>KObl. ATaKH C UCIIOJIb-
30BaHMEM IPOMEKYTOUHBIX Y3JI0B U TEPPUTOPUI

2 | Tema 2. TexHomoruu 0OHapYKEHUST KOMITBIOTEPHBIX
aTak ¥ UX BO3MOXKHOCTU. [IpsiMble 1 KOCBEHHBIE ITPU-
3HaKH aTak. MeTo el OOHapyx eHus atak. CUTHATYp-
HbII aHanu3 U oOHapysxeHue anomanuil. Knaccudu-
kauus cucteMm oOHapyxkeHus atak (COA). CereBble
u y3noBele COA. TpeGoBaHus, NpeabsBIsIeMble K
COA. Crangaptuzanus B 005acTH OOHapy’KE€HUs
aTakK.

3 | Tema 3. Apxurektypa COA. TunoBas apxuTekTypa
COA B cocraBe ceHcOpa, MOAYJISl YIIPABJICHMSI, aHa-
au3aTopa, Habopa IMPOTOKOJIOB B3aUMOJEHCTBUSA U
cpencrtBa pearuposanus. Jkcrryaranus COA. Ba-
puanThl pazmemienus COA. Pa3menienne ceHCOpoB
COA. PearupoBanue Ha MHIMICHTHI. [IpoGiiemsl,
cBsazanHble ¢ COA.

Pasnea 2. «TexHOJ0rHsI MEKCETEBOI0 IKPAHHPOBAHHS

4 | Tema 4.CtpaTeruu M CpelcTBa MEXKCETEBOIO 3Kpa-
HupoBaHus. Co3/laHuE 3alUIIEHHBIX CETMEHTOB IPU
pabote B cetu IHTEpHET C UCIIOIb30BAaHUEM MEXKCe-
TEBBIX 3KpaHOB. TpeOOBaHUS PYKOBOIAIIUX JIOKY-
MeHTOB @CTOK Poccum Kk MEXKCETEBBIM SKpaHaM.
0630p noxkymentoB RFC, pernameHTHpyrOIUX HC-
MOJIb30BAHNE MEKCETEBBIX 3KpaHOB. THIBI MEXce-
TEBBIX 9KpaHOB. CXEMBI MEKCETEBOI0 3KPAHUPOBa-
HUSL.

5 | Tema 5.®unbrpanus nakeros. Kpurepuu u npasunia
¢bunbrpanuu. Peanu3anmsi makeTHbIX (UIIBTPOB.

3




[ToHdATHE NEMHIMTAPU30BAHHON 30HBI. Y KPEIUJIEH-
HBI KOMIbIOTEp OacTHOHHOTO Tuna. OpraHuzanus
y3JI0B JUIsl OTBJICUEHUS BHUMAHUSA 3JI0YMBIILICH-
Huka. Oco0eHHOCTH (HUIBTPALIUU PA3TUYHBIX TUIIOB
tpaduka. [lakernsiit punptp Ha 6a3e OC Windows.
Cnyx6a RRAS. TlporpamMmma ympaBieHus CITy»)O00i
RRAS.

Tema 6. Ilmo3bl npukiaagHoro yposHs. Cepsep
SQUID, npuHnmIel paboTsl, BapuaHThl KOHPHUTypa-
nuu. Konarpons HTTP-tpaduka u 351eKTpoHHOI T10-
uyrhl. Hanucanue npaBui GuibTpanuu, BO3MOXKHO-
CTH I10 aHAJIU3Y COJAEPIKUMOTO.

Pasznen 3. «Opraﬂmaunﬂ BUPTYAJbHBIX YaCTHBIX C€-

TEH»

Tewma 7. 3agaun, pemaembie VPN. TyHHennpoBaHue
B VPN. YpoBHU 3alIUIIIEHHBIX KAHAJIOB.

3amura JaHHBIX Ha KaHAIbHOM ypoBHe. Opranusa-
uust VPN cpenctBamu npotokosia PPTP.

VYcranoBka u HacTporika VPN. AHanu3 3amuiineHHo-
CTH mepeaBaeMoi HHpOpMaIUH.

3amuTa JaHHBIX Ha ceTeBoM YypoBHe. IIpoTokon
SKIP. ITporokon IPSec. Opranuzanus

VPN cpenctBamu C3U «VipNet». Mcnons3oBanue
npoTtokosa [PSec s 3amuTel ceTei.

IudpoBanue Tpaduka ¢ UCIOIB30BAHUEM IPOTO-
kona [PSec. Hactpolika nonutuku

MEXCETEBOT0 JKPAHUPOBAHMS C HCIIOJIH30BAHUEM
nporokoia IPSec.

Tema 8. Opranmzamus VPN cpeacrBamn C3U
«StrongNet». Onucanue cucremsl. l'eHepauus u
pacnpocTpaHeHue KJIFOUEBOM uH(pOopMaLuu.
Hactpoiika C3U «StrongNet». YcraHoBKa 3amu-
nieHHoro coeauHeHus. Opranuszanus VPN npukian-
HOTO YpOBHS cpenctBamu mnporokona S/MIME u
CK3U Kpunrollpo CSP. 3amuiieHHbI 0OMEH J1eK-
TPOHHOM ITOYTOM.

Paznen 4. «TexHoJioruu 3amumeHHol 00padoTKu

uHdo

MalnMumn»

Tema 9. IlpuMeHeHHE TEXHOJIOTHH TEPMHHAIBLHOTO
noctyna. O61ue cBeIeHHUs 0 TEXHOJIOTUN
TEPMHHAIIBHOTO JocTymna. ObecneyeHune O6e30macHo-
ctu cepepa OC. Hactpoiika cepsepa MSTS.
Hactpoiika npotokona RDP. Cmyx0bl kaTanoros.
O6urme cBeneHus o ciyxbax karanoros. CTpykTypa
karainora LDAP. Cuctema equHOro BX0/1a B CETh Ha
ocHoBe npoTtokona Kerberos. Cozianue eamHoro
IpocTpaHcTBa Oe3omacHOoCTM Ha ©0aze  Active
Directory.

Paznen 5. «<Ayaut uHpopManuoOHHOI 0€3011aCHOCTH B
KOMIIBIOTEPHBIX CETAX»




10 | Tema 10. Llenu u 3amaum mpoBeAeHUS ayauTa Oes-
OMACHOCTH. DTallbl U METOJbI IPOBEJCHHUS, PE3YIIb-
TaThl paboT. HopMaTHBHO-TIpaBOBBIEC U OpraHU3AIM-
OHHbIE OCHOBBI NPOBEIEHUS aynuTa 0e30MacHOCTH
KOMITBIOTEPHBIX CHCTEM. MeXIyHapOoaHbIe, TOCY-
JApPCTBEHHBIE U BEIOMCTBEHHbIE CTAHAAPTHI U PEKO-
MeHJauu B 001acTu HPOPMAITMOHHOHN 0e30macHo-
ctu. Onpezenenue CTPyKTypbl THGOPMAITMOHHO-TE-
JIEKOMMYHUKAUOHHBIX cerel. [Iporpammubie cpen-
CTBa aHajM3a TOIOJIOTUA BBIYUCIUTEIHLHOW CETH.
Omnpenenenre MapHIpyTOB MPOXOMKAECHUS CETEBBIX
nakeroB. OOHapyxeHue o0bekToB cetu. [loctpoe-
HUE CXEMBbI ceTH. BhIsBIeHNE TeJIeKOMMYHHUKAIIMOH-
HOro 00opynoBaHMs. BbIsiBIeHHE U TOCTpOEHHE
cXeMbl WH(GOPMAIMOHHBIX MOTOKOB 3alUINAeMOI
nHpopmanuu.

Dopma omuemnocmu 3auer
Koumpons

3auem

Hmozo 3a 7 cemecmp 72 10 10 | 20 32
B T.4. IPAKTHYECKasl MOITOTOBKA 4

uToro 72 10 10 | 20 32

OuHo-3204Hast popma 00yueHHs
He peaju3yercs
3aounas ¢popma o0yueHus
He peaJjin3yercs

I11. OHEHOYHBIE MATEPHAJIBI JIJISI IPOBEJEHUS TEKYIIEN U
MPOMEXKYTOUHOM ATTECTAIIMU OBYYAIOIIUXCS IO JUCHUIJIUHE

Tekyuias arrectanusi IpOBOAUTCS B (OpME KOHTPOJIbHOU PabOTHI.

TunoBoii BApMAHT KOHTPOJIbHOM PadoTHI

1. Co3aHue 3alMIIeHHbIX CETMEHTOB MpHU padoTre B ceTu MHTEepHET ¢ Ucnoiab30Ba-
HUEM MEXKCeTeBhIX 3kpaHoB. [[pumenenue dhunpTpyromero mapmpytuzatopa WinRoute.

2. 3ammTa ceTeBoro Tpaduka ¢ ucrnoiab3oBanueM npotokoina [PSec 8 Windows. Op-
rann3anus VPN cpencrBamu nmporokosa PPTP.

3. IlpumeHeHue cheUaIM3upOBAHHBIX CpeAcTB opraHuzanuu VPN Ha mpumepe
«VipNet» u «StrongNET».

4. Ilpumenenne COA Snort ajis 00HapyKEHHUSI CKPBITOIO CKAHUPOBAHUSA, aTak, UC-
NOJIB3YIOIIMX MPEIHAMEPEHHOE HAPYIIEHUE CTPYKTYPhI CETEBBIX MAKETOB, aTaK BHUJIA «OT-
Ka3 B 00CITY>KUBaHUI.

5. IIprumMeHeHne TEXHOJIOTUU TEPMUHAIBHOTO JIOCTYTIA.



6. [IpumeHeHue NporpaMMHBIX CPEACTB ayJuTa MHPOPMALIMOHHON 0€30MacCHOCTH ¢
LENIbI0 TECTUPOBAHUS COCTOSHUS 3aIIUIIICHHOCTH KOMITBIOTEPHBIX CUCTEM OT HECAHKIIHO-
HUPOBAHHOTO JIOCTYTIA U BRIPAOOTKH MEpP 3aIUTHI OT BHISIBJICHHBIX yTPO3.

[IpomexxyTouHast arrectanys OOYyYaroIIMXCS OCYLIECTBISETCS B (POpME 3adeTa C UC-
MOJIb30BAHUEM CJIEYIOIINX OLICHOYHBIX MAaTEPHAIIOB: EPEYEHb BONPOCO8 K 3aUemy.

Bomnpocs! k 3auery
(7 cemecTp, ouHasi popma o0yueHNs )

TeopeTnueckre BOPOCHI

1. ATaku Ha IPOTOKOJIBI U ciTy>k0bl IHTEpHET. METOABI U CpeICcTBA 3AIUTHI.

2. Ilonatue mexceTeBbIX dKpaHOB. KoMITIOHEHTHI MexxceTeBoro skpana. Ilonutuka ce-
TEBOI 0€301acHOCTH.

3. Kpurepun ¢punbrpanumn nakeroB. OCHOBHBIE CXEMbl CETEBOM 3alllUThI Ha 06a3e MexX-
CETEBBIX IKPAHOB.

4. Co3aHue 3alIHIIEHHBIX CETMEHTOB CETEH C UCIIOJIB30BAHNEM MEKCETEBBIX SKPAHOB.

5. KondurypupoBanue ceTeBbIX PUIBTPOB Ha 0a3e HACTPOEK 0€30MaCHOCTH MPOTOKOJIA
TCP/IP B OC.

6. 3ammTa pabo4YNX CTAaHIMH C UCTIOJIB30BAaHUEM NIEPCOHAIIBHBIX CETEBBIX (PUIIBTPOB.

7. Oprannsanus VPN-cerent. 3anaun, pemaembie VPN. Tynnenuposanne B VPN.

8. Dnexrponnsie ceprudukaTsl. [loHATHE HHPPACTPYKTYPHI OTKPHITHIX KIIIOUCH.

9. IlpoTokoisbl u cpeacrBa opranuzanuu VPN Ha cetreBoMm ypoBHe. Ha3Hauenue, 00-
JACTh IPUMEHEHHUS, Ay TeHTU(PHUKaALMs 1 KU (ppoBaHKue JaHHBIX B mpoTokonax SKIP u IPSec.

10. IIporoxonsr PPTP, SSL. Ha3znauenue, o0nacTh NMpUMEHEHHs], ayTEHTU(DUKALMIS
nuGpoBaHUE TAHHBIX.

11. [IpeumyriecTBa TEXHOJOTUU TEPMUHAIBLHOTO fMocTymna. Obecrieuenne 0e30IacHo-
CTH.

12. Ha3znauenue cucrem obHapyxkeHus: arak. Kmaccudukanus cucrem oOHapyKeHHUsI
aTax.

13. Ciy>x0b1 kaTanoroB. O01mue cBeieHus o ciry»0ax katanoro. CTpyKTypa Karajora
LDAP.

14. Cuctema eqMHOTO BXOJla B c€Th Ha ocHOBE IpoTokoia Kerberos. Coznanue enuno-
ronpocTpaHcTBa 6e3onacHocTu Ha 0aze Active Directory.

15. Aynut 6e30nmacHOCTH KOMIIBIOTEPHBIX cucTeM. Llenu, ctaniapThl, MOAXO/bI.

16. MHCTpyMeHTaNbHbIE CpPEICTBAa ayauTa OE30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM,
UXBO3MOXXHOCTH M HENOCTaTKu. lIprMeHeHne MHCTPYMEHTAIbHBIX CPEJCTB ayauTade3-
OMACHOCTU KOMITbIOTEPHBIX CHCTEM.

17. TectupoBaHHe COCTOSIHUS 3AIIMIIEHHOCTH KOMIBIOTEPHBIX CUCTEM OTHECAHKIIUO-
HUPOBAHHOTO JIOCTYTA C UCIIOJIb30BAHUEM CKaHEpOB 0e30macHOCTH. MeTouKanpoBe1eHus
MHCTPYMEHTAJIBHBIX TPOBEPOK.

18. Kimaccudukanus cpencts 1 nHOOPMAITMOHHBIX PECYPCOB B COOTBETCTBHH CO CTaH-
naptom [SO-17799.



19. Ha3zHnaueHue U OCHOBHBbIE (DYHKLIMH IPOrpaMMHBIX KoMIuiekcoB «I'pug-crenua-
muct» u «Konnop-cnenuanucty. Iloctpoenne monenn 3auThl KOMIIBIOTEPHOM CUCTEMBI C
HCIIOJIb30BaHUEM KOMILJIEKCHOM AKCIIEPTHOM cuctembl «ABaHl apa».

20. Buasr tpeboBanuit 6e3onacHoctu cornacio 'OCT P UCO/MBK 15408-1-2002.
«MudopmanrionHas TexHosorus. Metoasl u cpenctsa obecreuenust 6ezonacHoct. Kpu-
TEpHUH OIICHKU 06€30MacHOCTH HH(POPMALIMOHHBIX TEXHOJIOTHII.

21. Ha3nauenue cuctem oOHapykeHus artak. Kmaccudukaius cucreM oOHapyKEHUS
atak.lcnonp3oBaHue cucTeMbl 0OHAPYKEHUS aTak «Snorty.

[IpakTueckne BOIpOCHI

1. Pa3paboTaiiTe MONUTUKY JUISI TAKETHOTO (DUIIbTpa, pa3peliaoniero TOIbKO Mmoiayye-
nue uadopmanuu ¢ FTP-cepBepoB. PeanusyliTe mOJMTHKY CpeICTBAMU CETEBBIX (DUIIBTPOB.

2. Pa3paboTaiiTe MOMUTHUKY JUIsl TAKETHOTO (DUIIbTpa, pa3peliaroiero TOIbKO Mmoayye-
HUE U OTIIPABKY 3JIEKTPOHHOMN MOUThl. Peain3yiiTe MOJUTUKY CPECTBAMU CETEBBIX (DHIIb-
TPOB.

3. PazpaboraiiTe U peanu3yiiTe MOJUTHKY JJISI MAKETHOTO (PUIILTpa, 3alpeuiaroiiero
CKaHUPOBAHWE BHYTPEHHEN CTPYKTYpHI ceTU. Peanu3yiiTe MOJUTUKY CPEACTBAMU CETEBBIX
(UIBTPOB.

4. Pa3paboTaiiTe U peanu3yiTe NOJUTUKY AJIsl HAaKETHOTO (PUIIbTPA, 3alpenatoero no-
Jy4EHHE U3BHE JIOCTYIA K pecypcaM KOMITbIOTEPA 3a UCKIIFOUEHUEM JIBYX JOBEPEHHBIX Y3-
JIOB.

PeanuzyiiTe MOJUTHUKY CPECTBAMU CETEBBIX (DUIBTPOB.

5. Pa3zpaboraiite u peanu3yiTe MOIUTHKY JUIsl TAKETHOTO (PUIIbTpa, 3alpeiaroiiero mo-
ayuenue noctyna k Web-pecypcam ompenencnHoro ysna. Peanusyiite momuTuky cpen-
CTBAaMHU CETEBBIX (PUIHTPOB.

6. PazpaboTaiiTe u peanusyiiTe MOJUTHKY JJis MAKETHOTO (DUIIbTpa, pa3peniaroiiero
TOJILKO TIOJTyueHue 1octyna k Web-pecypcam IByX onpeesieHHBIX y3710B. Peanusyiite no-
JUTUKY CPEJICTBAMU CETEBBIX (PUIIHTPOB.

7. Pa3zpaboTtaiiTe U peanu3yiTe MOIUTUKY ISl MAKETHOTO (DUIIbTpa, pa3peniaroniero
ToJIbKO pocMoTp Web-pecypcoB. Peanu3yiiTe NoJUTUKY CpeICTBAMU CETEBBIX (PUIBTPOB.

8. PazpaboraiiTe MOMUTUKY AJI MaKETHOTO (PUIIBTPA, pa3pemiaroiero ToJabKO Moryde-
Hue uHpopmanuu ¢ FTP-cepepoB. Peanusylite nonutuky cpeacrsamu nporokona [PSec.

9. PazpaboraiiTe MOIUTUKY ISl MAKETHOTO (PUIIBTpa, pa3peliaroliero ToJbKO MoTyye-
HUE UOTIPABKY JIEKTPOHHOM MOYTHI. Peanu3yiite monuTuky cpencrsamu nporokoina [IPSec.

10. PazpabotaiiTe u peain3yiTe MOTUTUKY JJIsl TAKETHOTO (QWIIBTPA, pa3peIiaroIiero
ToJIbKO pocMoTp Web-pecypco. PeanusyiiTe monutuky cpencrsamu npotokoia [PSec.

11. C ucnonszoBannem nporpammbl «bpanamaysp Windowsy» (Windows Firewall) BbI-
MOJHUTH HACTPOMKH, 3alpPEeNIatoNIie UCTIOIb30BaHUE BCEX MOPTOB 3aIUIIAEMOro y37a 3a
uckmoyeHrem TCP-nmoprta 3389.

12. Pa3zpaboTaiiTe U peanu3yuTe MOJUTHUKY JUIsl TTAKETHOTO (PriibTpa, 3ampeniaroniero
CKaHMpPOBAaHWE BHYTPEHHEH CTPYKTYphI CeTH. Peanu3yiiTe MOJUTUKY CpPEACTBAMHU MPOTO-
kona [PSec.

13. Crenepupyiite u noiyuuTte B Bujie ¢aiiia cepTudukaT OTKPHITOTO KJIK04a ¢ UCIOJIb-
3o0BaHueM obpaza OS.



14. Hactpoiite Web-cepBep mu1st opranuzanuu 3aiuiieHHoro gocryna k Web-crpanune
C UCIOJIb30BaHMEM mpoTokosia SSL. BemonuuTs ¢ ncnons3oBanrem odpasza OC. daiin-cep-
TU(UKAT OTKPHITOTO KITF0UYa MpUIIaraeTcs.

15. Hacrpoure Bxomsmee noakimouenne VPN ¢ ncnonb3oBannem nporokona PPTP.
Hactpouth M yCTaHOBUTH MOJKIIOUEHHE KIMEHTCKOrO y3ja. BBIMOIHUTH ¢ MCHOJB30Ba-
HueM obpaza OS.

16. OcymecTBUTE KpUNTOTpapUUECKYIO 3alIUTY CETEBOTr0 Tpaduka CpeCTBAMH IIPOTO-
KoJa

IPSec B OC. IlepexBatuTte B JIOKAJbHOM CETH MAKETHI, yOSAUTECH B IMIU(PPOBAHUU Tpa-
buka.

17. OcymectBuTe Kpuntorpaguueckyro 3aumuTy cereBoro Tpaduka cpeacrsamu CK3U

StrongNet. [lepexBatute B JIOKaJIbHON CETH MaKEThl, yOeAUTEeCh B MH(PPOBAHUM Tpa-
buka.

18. Oprann3oBaTh 3alIUILIEHHBIII OOMEH MOYTOBOM MH(pOpMaLUEld MEXKIY ABYMS MOJIb-
3oBaressiMu. [IIudpoBaHue MoYTOBBIX COOOIIEHWI BBINOJHUTH C MOMOIIBIO AJITOPUTMA
I'OCT 28147-89, peanuzyemoro cpenctBamu CK3U Kpunrollpo CSP. Beimonnuts ¢ uc-
noiabs3oBaHueM oopazo OC.

19. Pa3pabotaiite ¢aiin konpurypamuu u Hactpoiite COA Snort Ha 0OHapyKEeHUE Te-
CTUPOBAHHUsI BHyTpeHHEN CTPYKTYphI cetn ICMP-3ampocamu.

20. PaspaOoraiite ¢aiin konpurypanuu u Hactporte COA Snort Ha oOHapykeHUE
ICMP-

NaKkeToB OOJIBLION JUINHBI.

21. Pa3paboraiite aitn konpurypaiuu u Hactpoiite COA Snort Ha oOHapy>kKeHue ycra-
HaBJIMBaeMbIX U3 BHelHeN cetu TCP-coequHeHnii.

22. YCTaHOBUTH CIyX)O0y TEPMHUHAIBHOTO JOCTyNa. BBIMOIHUTH HACTPOWUKH CITY>KOBI
MSTS, pa3pemaromue 10CTyn K pecypcaMm TEPMUHAIBHOTO CEPBEPA TOJIBKO JUJISl YUETHBIX
3amuceit,3aperuCTPUPOBAHHBIX B CO3JaHHOM Mo ymosuanuio rpyimme «Remote Desktop
Users».

23. YcTaHOBUTH CITy>KOy TEPMUHAIBHOTO JA0CTYyNa. BBINOIHUTE HACTPOMKU MPOTOKOJIA
RDP, 3anpemiaroiye MCMoiib30BaHUE PECypcoB paboueil cTaHiuM, BKIIO4as Oydep o0-
MEHa, TPUHTEPHI 1 HAKOTTUTEIH.

24. BpIsIBUTE CETEBBIEC y3JIbl B JJOKAIBHOM CETEBOM CETMEHTE C MCIIOJIb30BAHUEM: yYTH-
mutel fping; yTunutel ping u mupokosemareabHo [CMP-nocbuiky; ytuinutel icmpush
(tunn ICMP-naketoB13 1 17); yTUIUTHI ping ¥ MHOTOAIPECHON PACCHIIKY; YTUIIUTHI arping;
ytunuThl hping3 u metogoB TCP- u UDP-pa3senku; yrunutel Ethereal u metona mpociy-
IIMBAHUS CETH.

25. C nmoMoIb0 yTWIATBL NMAp MPOBEAUTE CKAHMPOBAHUE IOPTOB CETEBOTO Yy37a.
Cdopmupyiite ciucku oTkpbIThix TCP- u UDP-nioptoB, uaentudunmpyiite Bepcun OC u
3alyIIeHHbIX cepBUCOB. [1o pe3ynbraTam caenaite BHIBOA O BOZMOXXHOCTH OOHApYKEHUS
OTKPBITHIX MOPTOB U uAeHTUGUKauu Tuna u sepcun OC, a TakKe CETEBBIX CEPBUCOB.

IV. IEPEYEHDB JUTEPATYPBI, HEOBXOJIUMOM J1JIs1 OCBOEHUSA
JAUCIHUTIJINHBI
4.1. OcHoBHAasI JJUTEpaTypa
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1. MWeiinos, B. . MndopmanronHas 6€30nacHOCTb U 3alliuTa HH(OOPMAIUU: TEO-
pus U mpakThka : yuyebnoe nocodue : / B. . MmeitnoB. — Mocksa ; bepnun : /{upekt-
Menua, 2020. — 271 c. : cxem., Tabin. — Pexum nocryma: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=571485 (nara o6pamenus: 01.09.2023). —
bu6mmorp. B k. — ISBN 978-5-4499-0496-6. — DOI 10.23681/571485. — TekcT : 31eKTpoH-
HBI.

4.2. JlonoJIHUTEIbHASA JINTEPATYpPa

1. TynwrseBa, T. A. OcHOBBHI 3anuThl HHGOpMaALUK : ydeOHOe mocodue : /
T. A. I'yaptsaeBa. — HoBocubupck : HoBocuOupckuii rocy1apcTBEeHHBIM TEXHUUECKUN YHU-
Bepcuter, 2018. — 83 c. : wi., Tabn. — Pexum noctyma: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=574730 (mara o6pamenus: 01.09.2023). —
bubnuorp. B kH. — ISBN 978-5-7782-3641-7. — TekcT : 327IeKTPOHHBIMN.

V.HEPEYEHB PECYPCOB UH®OPMAIINOHHO-TEJJEKOMMYHUKAIINOH-
HOM CETU «<MHTEPHET», HEOBXOJUMBIX JIJ11 OCBOEHUSA JUCIIU-

INJIMHBI
Ne .
o Ccbliika Ha HanmeHnoBanue pa3padoTKy B 3J1eKTPOHHOM Jocrynmocts
nH(popManHOHHBII pecypc dhopme
1. http://edu.ru/ Poccuiickoe o6pa3zoBanue: deje-
paJjbHbIi mopTaji. Bkiaouyaer CBOOOIHBIH
CCBIJIKH Ha MOPTAJIBI U CAlThI 00pa3oBa- JOCTYTI
TEJBHBIX YUYPEKICHUI; TOCYIapCTBECH-
HbIC 00pa30BaTEIIbHBIC CTAHIAPTHI; HOP-
MAaTUBHBIC JOKYMEHTBI; KaTaJoOT IKCKYP-
cuil M 00yYaroIMX NPOTrpamM.
http://citforum.ru/database/osbd/c | MubopmannonHo-aHaTUTHYECKUE Ma-
2. | ontents.shtml TEpHUAIbI CBOGOHBIN
JOCTYI

V1. COBPEMEHHBIE [IPO®ECCHUOHAJIBHBIE BA3bI TAHHBIX
N UTHOOPMAILIMOHHBIE CIIPABOYHBIE CUCTEMBI

Perucrpanus uepes 1r060ii
YHUBEPCUTETCKUI KOMITHIO-
DeKTPOHHO-OMOIOTe UHas Tep. B nanpHeiimem mpeno-
1. | http:/Awww.biblioclub.ru cuctema (ObC) CTABIIAETCA HEOrPAHIIEH-
VYHuBepcuterckas 6ubimoTeka oH- | HbIH MHIMBHIYaJIbHBIHN J10-
JaiH CTYII U3 JH000M TOUYKH, B KO-
TOpO UMeeTcs 10CTyN K
cetu MnTepuer
www.garant.ru y .
2. HNupopmannonHo-npaBoBoit moptan | CBOOOAHBIN AOCTYII
Poccuiickuii nHGOpMaIOHHBIH
3. | www.elibrary.ru nopTai B 00J1aCTH HayKH, TeXHOJIO- | CBOOOIHBIN HOCTY
THH, METUITMHBI 1 00pa30BaHUs



https://biblioclub.ru/index.php?page=book&id=571485
https://biblioclub.ru/index.php?page=book&id=574730
http://edu.ru/
http://www.biblioclub.ru/
http://www.garant.ru/
http://www.elibrary.ru/

Poccuiickas koMnbplOTEpHAs Cripa-
BOYHO-TIPABOBasl CUCTEMA

4. | www.consultant.ru CBOOOIHBII JOCTYT

VIl. JMOEH3UMOHHOE U CBOBO/IHO PACITPOCTPAHAEMOE
IHPOI'PAMMHOE OBECIIEYHEHUME

[Ipu peanuzanuu yueOHOW NUCHMIUIMHBI TPUMEHSETCS CIIEAYIOIIee JTUIIEH3MOHHOE U CBOOOHO pacIpo-
CTpaHseMoe MPOrpaMMHOE 0OecIieueHue:

- Microsoft Windows;

- Microsoft Office;

- LibreOfficeunmp.

ViIl. OBGOPYAOBAHUE U TEXHUYECKHUE CPEJICTBA OBYYEHMUAI,
HEOBXO/UMBIE JIJ151 OCYIHECTBJIEHUA OBPA3OBATEJIBHOI'O
HNPOLECCA 110 JUCIUIIJIMHE

VY4eOHbIC 3aHATUS IPOBOJISTCS B 8y IMTOPHSIX, YKOMIUICKTOBAHHBIX CIICIIUATU3UPOBAHHON Me-
0eIbI0, B TOM YHCJIC CTAI[MOHAPHBIMU WA TIEPEHOCHBIMU TEXHUYECKHUMHE CPEJICTBAMHU 00yUueHUs (IIpo-
€KTOp, IKpaH, KOMIILIOTEP/HOYTOYK).

JlaboparopHbIie 3aHATHS, TPYIIIOBBIC U WHAWBHYyaIbHBIC KOHCYJIBTAIIUU, TEKYIIas ¥ MPOME-
YKYTOYHAs aTTECTAIMU TPOBOATCS B CIICHUAIM3UPOBAHHBIX KOMIIBIOTEPHBIX Kitaccax. [lepeyenp oc-
HOBHOTO OOOPYIOBaHMSI: aBTOMAaTHU3UPOBAHHBIE Pa0OYHE MECTa C KOMIBIOTEPaMH, MPOTrPaMMHOE
oOecrieyeHne 00IIero 1 npo(ecCHoHaAIbHOTO HA3HAUCHHUSL.

CamocTosTenpHas paboTa IPOBOAUTCS B KaOWHETaX, OCHAIIEHHBIX KOMITBIOTEPHOW TEXHUKON
C BO3MOXKHOCTBIO TIOJKIIOUeHHsSI K ceTu «IHTepHeT» U 00eCIeYeHnEeM JIOCTyIa B AJIEKTPOHHYIO WH-
(dhopMaImoHHO-00pa30BaTENbHYIO CPEly YHUBEPCUTETA.

[TpemycMOTpeHbl MOMEIIEHHS Al XpaHEHUS ¥ MPOPHUIAKTUYECKOTO 00CITy KUBaHHs y4eOHOTO
000pyI0OBaHUA.
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