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1. HACHOPT PABOYEW ITPOTPAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

IIM.01 HacTpoiika ceTeBoii HHPPACTPYKTYPbI

1.1. O6saacTh NpUMEHEHUA MPOTPAMMBI

Pabouast mporpamma mpodeccHoHaTbHOTO MOAYJIS SIBISETCS YacThio 00pa3oBaTelbHON
nporpammel B cootrBercTBUM ¢ ®PI'OC mo  cmemmaneHoct  CIIO 09.02.06 «CeteBoe u
CHCTEMHOE aJIMUHUCTPHPOBAHUEY.

PaGouass mporpamma yueOHOW JUCIHUIUIMHBI MOXET OBITh HCIIOJIb30BaHA B
JOTIOJTHATEILHOM  TIpopecCHOHaIbHOM ~ 00pa3oBaHuW (B NporpaMMax  TOBBIIICHHS
KBATM(UKAIIMM W TEPENOJArOTOBKH) H MPO(EeCCHOHANBLHON IMOATOTOBKE IO CMEXHBIM
CTICTIHATBHOCTSIM.

Mudp npopeccuonansHoro moayist: [IM.O1.

[IpodeccnonanpHbli MOAYNTH HampaBiieH Ha (HOPMHUPOBAHHE CICAYIOMMUX OOMMX |
npodeccuonansubix komrereHiuii: OK 1, OK 2, OK 3, OK 4, OK 5, OK 6, OK 7, OK 8, OK 9,
MK 1.1, 1K 1.2, TIK 1.3, TIK 1.4, TIK 1.5, TIK 1.6, TIK 1.7.

1.2. llean u 33124 AUCUMILVIMHBI — TPeOOBAHMA K pe3y/JbTATaM OCBOEHHS COJdEpP:KaHHA
AUCIHUTITHHBI

B pe3ynbrare ocBOeHUS TUCHIUTIIMHBI 00 yJaIOUTUIICS TOJDKEH YMETh:
- NPOEKTHPOBATH JIOKATbHYIO CETh, BBIOUPATH CETEBBIE TOMOJIOTHH;
- HCIOJIb30BaTh MHOTOQYHKIIMOHAJIbHBIE MPUOOPHI MOHHUTOPHHTA, MPOTPaMMHO-
anmnapaTHbIe CPEACTBA TEXHUUYECKOTO KOHTPOJIS JIOKAJIIbHOU CETH.
B pe3ynbrare ocBOECHUS AUCHUIIIMHBI 00 yJaIOLIUIICS T0KEH 3HATh!
- 0o0muMe NPUHIUIBI TMOCTPOCHHS CETEH, CETEBBIX TOMOJOTHI, MHOTOCIONHOM
mozemu OSI, TpeboBaHMI K KOMITBIOTEPHBIM CETSIM;
- apXUTEKTYpy MPOTOKOJIOB, CTAHJIAPTU3ALMH CETEH, 3TanoB MPOECKTUPOBAHMS
CeTeBOM MH(PPACTPYKTYPHI;
- 0a30BbI€ MPOTOKOJIBI U TEXHOJIOTHH JIOKAIBHBIX CETEil;
- IPUHIUIBI TIOCTPOCHHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;
- cTaHAapThl KaOeiel, OCHOBHbIE BHABl KOMMYHUKALIMOHHBIX YCTpOIICTB,
TEPMUHOB, TOHATHWA, CTAHIAPTOB W THUIIOBBIX JJIEMEHTOB CTPYKTYPHUPOBAHHOU
KaOeTbHOW CUCTEMBI.

1.3. PekomeHyeMoe KOJIHYECTBO YACOB HA OCBOEHHE MPOrPAMMBI U CHHUIJIMHbBI:
MaKCUMaJIbHOW y4eOHOW Harpy3ku obydaromierocst 656 yacos, B ToM uucie:
00s13aTeNIbHON ayTUTOPHOM yueOHOM Harpy3ku odydatomierocs - 387 4acos;
caMoCTosTeNbHas paboTa o0yJarorierocs — 23 4aca;

MIPOMEKYTOYHAs aTTecTanus odydaromnierocs 21 Jac;,
ydeOHas ¥ MPOU3BOJICTBEHHAS MPAKTUKH — 216 "acoB



1.4. ®opMBI KOHTPOJISI ¥ OLleHUBaHus d1eMeHTOB IIM

®dopMa KOHTPOJIS M OLleHUBAHUS
DJIeMeHT
M Texcymuii KORTPO.IS IIpome:xxyTouHast JK3aMeH 110
aTrecTanus IIM

1 2 3 4
MJIK.01.01 | Dx3amen na
MJIK.01.02 | Dx3amen ma
MJIK.01.03 | duddepeHunpoBaHHbIi 3a4eT
MJIK.01.04 | duddepeHunpoBaHHbII 3a4eT
YI1.01.01 JuddepeHpoBaHHbIi 3a4eT
I11.01.01 HuddepennmpoBannpiii 3a4eT
IIM.01.9 Ja na

2. PE3YJIBTATBI OCBOEHUSA ITPO®PECCHOHAJIBHOI'O MOAYJIA

Pesynbrarom ocBoeHHs NPOPECCHOHANBHOIO MOJYJS SIBISETCS OBJaJeHHE OOydarolUMUCS
BUJIOM TipodeccuonansHoi aAestensHocTu [IM.01 HacTpoiika cereBoit HHPpacTpyKTyphl, B TOM
yucie npopeccrnonanbHbiME (1K) 1 06mumu (OK) koMrieTeHImsIMu:

a) oommx (OK):

Kon

HanMeHoBaHHe 001X KOMIIETEHIIHHA

OK 01

Br16upars criocoOsI pemeHus 3a1a4 npodecCuoHaIbHON AeSITEIPHOCTH MPUMEHHUTEIIBHO K
PA3JINYHBIM KOHTCKCTAM

OK 02

Hcnonp30BaTh COBpeMEHHBIE CPEJCTBA MMOMCKA, aHATIU3a U UHTEpHIpeTaul nHpopmanuu,
U uHGOPMALMOHHBIE TEXHOJOTMHM JJs BBIIOTHEHHS 3a7ad  NpodeccHOHAIBHON
JESITEIIbBHOCTH

OK 03

[InaHupoBaTh ¥ peanu30OBBIBATH COOCTBEHHOE MPO(ECCHOHAIBHOE U JIMYHOCTHOE
pa3BUTHE, MPEAIPUHUMATENBCKYI0 JAEATENbHOCTh B  INpodeccHoHaNbHOM  cdepe,
UCIOJb30BaTh 3HAHUS [0 TPAaBOBOM M (PMHAHCOBOM TPAaMOTHOCTH B pa3IMYHBIX
JKU3HECHHBIX CUTYalUsX.

OK 04

O} dexTuBHO B3aUMOICHCTBOBATh U PaOOTATh B KOJUIEKTHBE M KOMaHIE

OK 05

OCYH_IGCTB.H}ITB YCTHYHO WU NHUCBMCHHYKO KOMMYHHUKAIIUIO Ha TOCYAAPCTBCHHOM A3BIKC
Poccutickoii denepariu ¢ y4eToM 0COOCHHOCTEH COIMAIbHOTO U KYJIBTYPHOTO KOHTEKCTA

OK 06

[IposiBNATE TpaXkAaHCKO-ATPUOTUYECKYIO MO3UIUI0, JEMOHCTPUPOBATh OCO3HAHHOE
MIOBE/ICHNE HAa OCHOBE TPAJULIMOHHBIX POCCUICKUX AYXOBHO-HPAaBCTBEHHBIX LIEHHOCTEMH, B
TOM YHUCJIE C YYETOM FapMOHM3aLNH MEXHAITMOHAIBHBIX U MEXPEIUTNO3HBIX OTHOUIEHUH,
IPUMEHSTH CTAaHAAPTHl AaHTUKOPPYINLUOHHOTO TOBEACHHUS

OK 07

ConelicTBOBaTh COXPAaHEHHUIO OKPYXKAIOLIEH Cpenbl, pecypcocOepeKeHn0, MPUMEHSTH
3HaHUS 00 W3MEHEHWHW KJIMMaTa, TMPHHIMIB OCPEHIIMBOTO MPOU3BOACTBA, d(HPEKTUBHO
JICICTBOBATH B UPE3BBIYANHBIX CUTYalUsAX

OK 08

Hcnonp3oBath cpeacTBa PU3NUECKON KYIbTYpPbI ISl COXPAHEHHS U YKPETIJICHUS 3/10POBbS
B IIporiecce NpoecCHOHATBHON AEATENbHOCTH U MOJAEP)KaHUS HEOOXOJUMOIo YpPOBHS
($U3MUeCcKOoil MOATrOTOBICHHOCTH

OK 09

[Tonp30BaThes nMpodecCHOHANIBHON TOKyMEHTalKel Ha TOCYAapCTBEHHOM M HHOCTPaHHOM
A3BIKAX




0) npodeccuonanpHbIx (I1K):

Kop HanmeHoBaHMe BUAOB AEATEIBHOCTH M MPO(YECCHOHATBHBIX KOMIIETSHIUH
IIK 1.1. JIOKyMEeHTHPOBaTh COCTOSIHHUSI MH(POKOMMYHUKAITMOHHBIX CUCTEM M MX COCTaBJISIOIINX
B IIPOLIECCE HATIAAKHU U 3KCIUTyaTalllH.
K 1.2 [TognepxuBath paboTOCIIOCOOHOCTH anmapaTHO-MPOTPAMMHBIX CPEJICTB YCTPONCTB
MH(POKOMMYHUKAITUOHHBIX CHCTEM.
IIK 1.3. VYcerpaHsaTh HEUCTIPABHOCTH B pab0Te MH()POKOMMYHHUKAITMOHHBIX CUCTEM.
IIK 1.4. IIpoBOANUTH IPUEMO-CAATOYHBIE UCTIBITAHUS KOMIIBIOTEPHBIX CETEU U CETEBOIO

000pyI0BaHUS PA3IMYHOTO YPOBHS U OIICHKY Ka4yeCTBa CETEBOM TOTOJIOTHH B paMKax
CBO€I OTBETCTBEHHOCTH.

IIK 1.5. Ocy1iecTBIATh pe3epBHOE KOMMPOBAHNE M BOCCTAHOBICHHE KOH(PHUTypaIIUK CETEBOTO
000py0BaHusl MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CUCTEM.

IIK 1.6. Ocy1iecTBIATh UHBEHTAPH3AIMIO TEXHUYECKUX CPEJICTB CETEBOM MHPPACTPYKTYPHI,
KOHTPOJIb 000PYI0BaHMsI 110CJIE IPOBEJEHHOTO PEMOHTA.

IIK 1.7. Ocy1iecTBIATh periiaMeHTHOE 00CTY)KMUBAHUE U 3aMEHY PACXOJHBIX MaTepHAIIOB

nepudepuitHOTO, CETEBOTO M CEPBEPHOTO 000PYMOBaHHS MHHOKOMMYHUKAITHOHHBIX
CHCTEM.




3. CTPYKTYPA U COAEP KAHUE ITPOPECCUOHAJIBHOI'O MOAYJIA

3.1. TemaTnuecknii mian npodeccuonaabuoro moayJas INM.01

Oobem BpPEeMEHH, OTBeJdeHHbIIi HA 0CBOEHHE

2 IIpakTuka
g MEKIMCHUILIMHAPHOTO Kypca (KYpCcoB)
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1 2 3 4 5 6 7 8 9 10
Pa3nen 1.
K.1.1-1.7 A 140 128 64 64
KomnbloTepHble ceTn
Pasnen 2.
Opranusanus,
NPUHIUTIBI
MK.1.1-1.7 pHA 137 105 63 42 23
MOCTPOEHHSA H
(pyHkumoHupoBaHus
KOMINBIOTEPHBIX ceTeil
Pasnen 3.
be3onacHocTh
K.1.1-1.7 . 64 64 32 32
KOMNBIOTEPHBIX ceTeil
Pasnen 4. BoinosiHeHue
nK.1.1-1.7 padoT no npodeccun 90 90 53 37
"CrenuajaucT-TeXHuK




10 KOMNbIOTEPHBIM
ceTsIM M cucreMam"

VI1.01.01

YueOHasi NPaKTHKA

72

72

I111.01.01

IIpou3BoacTBEeHHAN
NMpaKkTUKa (1mo
npoduiro
CIeNUATBHOCTH), 4aCOB
(ecau npedycmompena
umoz08as
(KoHyenmpuposauHas)
npakmuKa)

144

144

Bcero:

656

387

212

175

23

72

144

Huetiku 6 cmonoyax 3,4,7,9,10 3anonusiromes scupnoim wipugpmom, 6 5,6,8 — obviunbim. Ecau xaxou-mubo 6ud yueOHOU pabomvl He npedycCMOMpPEH, HeobXo0umo 6
coomseemcmeyroujell siuelike nocmagums npouepk. Konuuecmeo uacos, ykasannoe 6 sueiikax cmoadbya 3, 00CHO OblMb PABHO CYMME YUcel 8 COOMBEMCMBYIOUUX AYEUKAX
cmonbyos 4,7,9,10 (ocupnwiti wpughm) no copusonmanu. Koauvecmeo uacos, ykazannoe 6 siuelikax cmpoku «Bcezoy, 0onocno Ovims pagno cymme yucie coomeemcmeyrouux
cmonbyos 3,4,5,6,7,8,9,10 no eepmuxanu. Konuuecmso uacos, yxazanuoe sueiike cmoadoya 3 cmpoxu «Bceeoy, 001iCHO coOmMBemcmeosams KOIUUeCmsy Yaco8 Ha 0C8OEHUE
npoepammul [IM 6 nynkmel.3 nacnopma npocpammul. Konuuecmeo 4aco8 Ha CamoCmMOsSmMensHylo pabomy o00yyarue2ocs O0JANCHO COOMEEMCME08amy YKA3aHHOMY 6 n.l.3.
nacnopma npoepammovl. Cymma KoOIuuecmea 4aco8 Ha Y4eOHYIO U Npou3o0CmEeHHylo npakmuxu (8 cmpoxe «Bcecoy 6 cmoabyax 9 u 10) doaxcna coomeemcmeosamy

YKasauHomy 6 n.1.3 nachopma npocpammul.




3.2. Conep:kanue 00yueHus mo npodeccuonagabuomy moxay.sao IIM.01.

HaunmeHoBaHue Coaepixanue yueOHOro MaTepuaJa, O0bém Yposennb
pa3aesnoB H TeM JabopaTopHbie padoThl M MPAKTHYECKHUE 3aHATHS, CAMOCTOSITe/IbHAsA yueOHas padoTa 4acoB OCBOCHUSA
o0yuawuuxcsi, KypcoBasi pa6ora (poeKT) (eciu npedycmompernvl)
1 2 3 4
Pazpean 1. 128
Komnbrorepubie
ceTn
M/IK.01.01. 128
Komnbrorepusie
ceTH
Tema 1.1. Copnep:xxanue 32
BBenenue B 1 | KommbproTepHsie ceTn 2 1,2
ceTeBble CoBMecTHass pabota, VHTEpHET W COBpEMEHHBIC CETEBbIE TEXHOJIOTUU — O0OIacTh
TeXHOJIOTHH NPUMEHEHUS U Ha3HaueHue. Buabl kKoMmbloTepHbIX ceTed. ['mobdanbHbIe U JOKaIbHbIE CETH.
OnHOpPaHTOBbIE U KIIMEHT-CEPBEPHbIEC apXUTEKTYphl. OCHOBHBIE KOMIIOHEHTBI CETEH, ceTeBas
cpena U ceTteBble ycTpoicTBa. TexHosnornu nonkiatoueHusi K MHtepHer. KoHBepreHTHbIE
cetn. KadectBo W HagexxHOCTh cereil. (OCHOBHBIC TMOHSTHS CETEBOW O€30MacHOCTH.
TeHieHIuu pa3BUTHUSI CETEN.
2 | KonconbHblil qocTyn, yaaneHHbIH noctyn ¢ nomomrsio Telnet 1 SSH, ucnonb3oBanue nopra 2 2,3
AUX.
3 | CereBble MPOTOKOJIbI H KOMMYHHKAIIUH 2 2,3
KomupoBanme wu mapamerpsl coobOmieHusi. CeTeBble NPOTOKOIBL. — B3anmopeiicTBue
npotokosioB. Habop mporokonoB TCP/IP u mporecc oOmeHa maHHbIMU. OpraHu3anyu 1o
crangaptu3anuu: ISOC, IAB, IETF, IEEE, ISO. Muoroyposuessie mogenu OSI u TCP/IP.
WNukancynsiiust nanueix. [Ipotokonbaple Omoku nanubix (PDU). JlocTynm K JOKaJbHBIM
pecypcam. CereBas aapecarusa. MAC- u IP- anpeca. Joctyn k ynan€éaueim pecypcam. 1103
10 YMOJIYAHHUIO.
4 | CereBoii 1octyn 2 2,3

[TpoToxoinbl ¥ cTaHAapThl PpuznyecKoro ypoBHs. CrocoObl moakioueHust k cetu. CereBble

untepdeiicupie wiathl (NIC). Cpenpl nepenaun JaHHBIX U UX XapaKTEPUCTUKH: MPOIYCKHAs




CIOCOOHOCTh, TPOM3BOAUTENHHOCTh. Buabl wmemaHbix cereBbix kabemeiri: UTP, STP,
KOaKCHaJbHBIA. Pa3HOBHIHOCTH, OCOOCHHOCTM NPOKIAAKA W TECTUPOBAHHS KabOesew.
CtpyKTypa U 0OCOOEHHOCTH MPOKJIAJAKH ONTOBOJOKOHHBIX KaOenel. becrpoBoaHbIE cpecTBa
nepenauun nanabix. Crannapt Wi-Fi IEEE 802.11.

KanaynbHbIN ypOBEHBb U €T0 MOAypOBHU: YTpaBieHue JjorndeckuM kanajaom (LLC) u
VYnpasnenue goctynom k cpene nepeaaun 1anHbix MAC. CtpykTypa Kazipa KaHaJIbHOIO
YPOBHS ¥ MPUHIUIIEI ero opmupoBanusi. CTaHIapThl KaHAIBHOTO ypoBHs. Du3nueckas u
JIOTUYECKasi TONOJIOTUs CETH. TOMOJIOTMHN «TOYKA-TOUKA», «3BE3/1a», «IIOJHOCBSI3aHHA,
«konpueBasy. [lonyayriekcHas 1 MOJHOAYIIIIEKCHAs niepenada JaHHbIX. OCOOEHHOCTH
kagpoB LAN, WAN, Ethernet, PPP, 802.11.

Ceresblie Texnosiorun Ethernet

CemeiictBo cereBbix TexHosoruii Ethernet. Ilpunmun pa6otsr Ethernet. B3aumoneiictBue Ha
noaypoBHsix LLC u MAC. Ympasnenue noctynoMm kK cpeae nepeaaun gaHHbIX (CSMA).
MAC-anpec: unentuduxanus Ethernet. Atpubyrtsr kagpa Ethernet. IlpeacraBnenus MAC-
anpecoB. OaHO- W  MHOrOAJPECHOM, IIMPOKOBEIIATEIbHON pacchiok. CKBO3HOE
nonkimouenue, MAC- u [P-anpeca.

[Ipotokon pazpemenus anpecoB (ARP): npuHIumb! paboThI, poiib B MPOIIECCE YIATECHHOTO
oOmena nanHbIMU. Tabmuiel ARP Ha ceTeBbIX ycTpolicTBax. OCHOBHBIE HEZOCTATKH
nporokosa ARP - Harpyska Ha cpeny nepenaun JaHHBIX U 0€30MaCHOCTb.

OcHoBHas uH(OpMaIus o moprax Kommyraropa. Tabmuma MAC-anpecoB KOMMYyTaropa.
Oynaknus Auto-MDIX. Crioco6b1 nepechiiku kaapa Ha kommyTtaTtopax Cisco. bydepusanus
namsITH Ha KoMMyTaropax. PHUKCHpOBaHHAs M MOAYJIbHAs KOH(PHUIypaluu KOMMYTaTOpPOB.
CpaBHeHue kommyTanuu ypoBHS 2 u ypoBHsA. Texnomorus Cisco Express Forwarding.
Buptyansnsiii untepdeiic kommyraropa (SVI), Mapmpyrusupyemsiii nopt, EtherChannel
ypoBHs 3. Konduryparus MmapmpyTu3upyemMoro mopra.

2,3

CeTeBoii ypoBeHb

CeteBoli ypoBEHb B Tpollecce nepenadn JaHHbiX. [IpoTokomnsl ceteBoro ypoBHs. OCHOBHbBIE
xapakrepuctuku [P-mporokona. Ctpykrypa mnakeroB IPv4 u IPv6. OcobGennoctu u
MpeuMyIecTBa mporokoja Pv6. Meroasl MapmpyTtu3anuu y3ioB. Tabnuia MapmpyTH3anum
y3J10B U Mapupyruzaropa ajus nporokosoB IPv4 u IPv6. YcrpolicTBo MapmipyTtusaropa —
[Tpoueccop, mamATh, omepanuoHHas cucTeMa. llomkiroueHune K MapHIpyTH3aTOpy 4Yepes
pa3nuuHble TOpPTHL. HacTpoiika WMCXOAHBIX MapaMeTpoB, HUHTEpQEiicoB, mUI03a IO
YMOJIYAHHIO U JPYTHX XapaKTEPUCTUK MAPLIPYTHU3ATOPA.

2,3




TpaHCHIOPTHBINA YPOBEHb

Hasnauenue u 3aauu TpaHCIIOPTHOTO YPOBHSI.

MynbTUILIEKCUPOBAHUE CEaHCOB CBsI3U. Onucanue u cpaBHeHue nportokosioB TCP u UDP —
HAJKHOCTh ¥ TPOU3BOAMTENHHOCTH, OOJIACTh MPUMEHEHHS. AJpecanus TOPTOB H
cermentaruss TCP uw UDP. O6Gmen mamasiMu 1o TCP. Ilpomeccst TCP cepsepa.
Vcranosnenue TCP-coenunenuss u  ero 3aBepiieHue. [IpuHIUINBI  «TPEXCTOPOHHETO
pykonoxarusi» TCP. Hanéxnocts u ynpasnenue mnotokom TCP - TloarBepxkaeHue
MOJIyYeHHUs] CErMEHTOB, IMOTEps AAHHBIX M IMOBTOpHAs Iepeaaya, yNpaBlI€HUE IMOTOKOM.
O6men panHbiMu ¢ ucnoias3oBanueM UDP. Ilpomeccer um 3anmpocet UDP-cepsepa, UDP-
natarpammsl, nponeccsl UDP-knuenta. ITpunosxkenus, ucnons3yromume UDP u TCP.

2,3

IP-agpecanusi

Crpyxtypa IPv4-anpecos. CereBas u y3noBas yactb [P-agpeca. [Ipeobpa3zoBanue aapecoB
MEX]ly JBOMYHBIM U JeCATEPUYHBIM IpeacTaBieHnemM. Macka nozacetu [Pv4. CereBoil aapec,
aJZipec y3Jia ¥ IHPOKOBeLATeNbHbIN anpec cetu IPv4. [IpucBoeHne y3imy cTaTHUECKOTrO U
nuHamuueckoro |Pv4-anpeca. MHoroaapecHas nepenava. [1yonmansie u gactabie [Pv4-
aapeca. IPv4-agpeca cnenuansHoro HazHaueHus. [Ipucsoenue IP-agpecos.

CoBMeCTHOE HCTIOJIb30BaHUE MPOTOKOJI0B [Pv4 u [Pv6: nBOITHON CTEK, TYHHEIHPOBAaHUE,
npeoOpaszoBanue. [Ipencrasnenue [Pv6-agpecos. [IpaBuna cokpamenus 3anucu [Pv6-
anpecoB. UHIMBUyalbHBIN, TPYIITIOBOM, MPOX3BOILHBIN TUIIBI [PV6-anpecoB. CTpyKTyphl
JIOKAJILHOTO ¥ I100AIbHOTO MHAUBHYaNbHBIX [Pv6-anpecoB. Ctatndeckas U TMHAMUYECKast
KOH(purypamuu riodanbHOro nHAUBHAyasibHOTO anpeca. [Ipornecc EUI-64 u cygaitno
CTeHEpUPOBaHHBIN HIeHTH(UKATOp UHTEpdeiica.

ICMP-cepBuchl. Otnuuus ansa npotokonoB IPv4 u [Pv6. Coobmenus ICMPvI6 «3ampoc k
Mapuipytuzatopy», «OOBSBIEHHE OT MapLIPyTH3aTOpa», «3ampoc COCEAHEro y3la» U
«OOBsBICHHE COCEOHETro Yy3ia». TecTMpoBaHHME CETH C MOMOUIIbIO 3XO0-3allpPOCOB.
TpaccupoBka Mapmipyra. Bpemsi TpoXoxkJeHWs CUTHaJa B TMPSIMOM H OOpaTHOM
HarnpasieHusx (RTT). Bpems sxuznu (TTL) IPv4 u npenen nepexomos IPv6.
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Pa3zgenenue IP-ceteii Ha moaceTn

Cermenranus [P-cereit. OOMeH MaHHBIMH MEXAY MojceTsMH. [lnmaHupoBanue aapecamnu B
nonceTsx. PacueTHsie (opMyIbl sl CerMEeHTaluu ceTr. Pa30neHne Ha TOJICETH Ha OCHOBE
TpeOOBaHUI Y3JIOB M CETEH, B COOTBETCTBHM ¢ TpeOoBaHMsIMHU ceTei. OmnpeneieHne MacKu
noncetu. Pa3OueHne Ha MOJACETH C MCIIOJNB30BAHHEM Macku mepeMeHHOo# mmuHbl (VLSM).
bazoBast Mozenp M HasHaueHue OJ0koB anpecoB VLSM. IlnanupoBaHue aapecanuui CETH.
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OcobGennoctu mpoekTupoBanusi IPv6-cetn. Pa3Omenne Ha mMoOACeTH € HUCIMOIB30BaHUEM
UeHTUPHUKATOpa HHTEpdeiica.

10

YpoBeHb NIPUIIOKEHU T

YpoBeHb MPUIOKEHUN, YpPOBEHb IIPEIACTABICHUS M CEAHCOBBIM ypOBeHb. [Ipumepsl
pacnpoCTpaHeHHBIX NpWIoKeHUH. [IpoTOKOIBI ypoBHS TNpuiiokeHUud. OQHOPAHTOBBIE CETH
(P2P). Mopnens tuna «kiaueHT-cepBep». O030p nporokonos HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomenubix uMéH (DNS). ®opmar coobmenuii u nepapxust DNS. VTunura
«nslookup». Cnyx6a DHCP. IIpotokon mnepemaun ¢aitnoB (FTP). Ilporoxon obmena
Osokamu  cepBepHbIX coobmennii (SMB). Konnenmuu «BceoOwemmomuii MHTEpHET
BYOD. JloctaBka JaHHBIX 10 KOHBEPT€HTHBIM CETSIM.
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Co3nanue U HACTPOIKA He0OJILIIOH KOMIILIOTEPHOM CeTH

[TnanupoBanue u cozaHre HEOOIBIIONH KOMITBIOTEPHON CETH: OTPEICICHUE KITFOUEBBIX
(bakTOpOB, BEIOOP TOIOJIOTHH U CETEBBIX YCTPONCTB, BHIOOP W HACTPOUKA IPOTOKOJIOB,
CHCTEMBI ajipecainu. Mepsbl 1o obecreueHnIo 0€30MacHOCTH CeTU. Y I3BUMOCTH U CETEBbIC
ataku. Pa3BenpiBaTenbHbIe aTaku, ATaku n1octymna, Otka3 B oocinyxuBanuu (DoS-atakn).
PesepBHOe KonupoBaHue, 0OHOBICHHE U YCTAHOBKA HCIIpaBlieHUH. MekceTeBble SIKpaHbl.
Aytentudukanus, aBTopusanus 1 ya€ét. Bkmouenue nmporokona SSH.

@dainoBele CHUCTEMBl MApLIPYTU3aTOPOB M KOMMYTAaToOpoB. Pe3epBHOE KonMpoBaHHE W
BOCCTAHOBJICHHE C TIOMOIIBIO TEKCTOBBIX (paitioB, mporokona TFTP, USB-makomurens.
Berpoennbie  cnyx0Obl  MapmpyTtuzanuu. [lommepkka OecpOBOIHBIX — HMOJKIIOUEHUH.
Hactpolika BCTpO€HHOr0 MapuipyTu3aropa.
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B mom uucne npakmuueckux 3anamuii u 1a60pamopHuix paoom
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1

CocraBnenue KapThl ceTi IHTepHET ¢ MOMOIIbIO YTHIIMT «ping» U «traceroute»

2,3

2

Co3aHue NpocTon CeTH:

* VYcTaHOBKa ceaHca KOHCOJIM C CETEBBIM 000pYI0BAaHHWEM IIPH TTOMOIIY ITporpamMmsel Tera
Term;

e (Co3gaHue ceTH;

HacTtpoiika OCHOBHBIX ITapaMeTPOB KOMMYTATOpa.

2,3

[TpocmoTp ceTeBoro Tpaduka ¢ moMoIibio mporpammer Wireshark.

2,3

[MonkroYeHnEe KOMITBIOTEPOB K CETH C MTOMOIIBIO KaOeleil 1 OeCIIpOBOIHBIX aIalITePOB:
e OmpeneneHUe CETEBBIX YCTPOUCTB U KAHAJIOB CBSI3H;
¢ (OO0XMM CeTeBOro Kadems;
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HpOCMOTp JaHHBIX O 6€CHpOBO,Z[HbIX U MPOBOAHBIX CCTCBLIX aJarTCpax.

Nzyuenne Ethernet-texHomoruii:

[IpocmoTp MAC-anpecoB ceTeBBIX YCTPOICTB;

Nzyuenue kanpos Ethernet ¢ momombto mporpammsr Wireshark;

[Tpocmotp ARP ¢ momomnisio nporpammel Wireshark, narepdeiicoB komaHAHOM CTPOKH
Windows u IOS;

Hcnons3oBanue unrepdeiica komananoit crpoku 10S ¢ tabnunamu MAC-aapecos
KOMMYTAaTopa.
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[TocTpoenne cetn Ha 6a3ze MapIIPYTH3ATOPA:

[TpocMoTp TabauI MapIIpyTH3AUHU Y3JIOB;
N3ydeHue pu3nueckux XapakTepUCTUK MapIIpyTHU3aToOpa;
Coztanue ceTH, COCTOsIIIEN U3 KOMMYTAaTopa U MaplpyTH3aTopa.
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W3ydeHne TpaHCIIOPTHOTO YPOBHS:

HaGnronenune 3a mporeccoM TpEXCTOpOHHEro «pykomoxatus» TCP ¢ momorisio
nporpammbl Wireshark;

N3yuenue 3axBaueHHbIX AaHHBIX DNS UDP ¢ nomoiibto nporpammel

Wireshark;

Wzyuenne 3axBaueHHbIX naketoB FTP u TFTP ¢ momompto mporpammsl Wireshark.
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Hacrpoiika IP-agpecanuu:

Hcnonp3oBanue kanpkynaropa Windows B paboTe ¢ CETEeBBIMH ajpecamu;
Kongepranus IPv4-agpecoB B JBOUYHYIO CHCTEMY CUHUCIICHUS;
Omnpenenenne [IPv4/IPv6-anpecos;

Hactpoiika [Pv6-anpecoB Ha CETEBBIX YCTPONHCTBAX;

TectupoBaHue CETEBOTO MOAKIIOUEHHSI C TIOMOIIBIO KOMaH/ «ping» u
«traceroute».
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Cermenranus IP-cereit:

N3ydeHune KabKyIsITOPOB MOACETEN;

Pacuér moncereit IPv4;

Paznenenue cereii ¢ pa3nuYHBIMH TOIMIOJIOTUSIMU Ha TIOJICETH;

Pa3zpaboTka u BHEIpeHHE CXEMBI aJipecalny pa3aenéHHoi Ha noacet [Pv4-ceTu;

Pa3zpabotka u BHenpeHue cxemsl anpecannu VLSM.

2,3
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IP-anpecanmst:

aHajau3 Tpadrka OJJHOQJAPECHON Nepeiauu, MMPOKOBEIATEIFHON M MHOTOQIPECHOM

2,3




PacChUIKH;

HacTpoika aapecanuu [Pvo;

nposepka aapecanuu [Pv4 u IPv6;

0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.

11

Cermenrarnus [P-cereit:

OpI‘aHI/ISaL[I/I}I IIOACECTH 110 pa3.HI/I‘-IHBIM cueHameM;

pa3paboTKa U BHEIpPEHUE CTPYKTYpHI aapecauuu VLSM;
BHEJPEHUE CXEMBI aJpecaluu pa3aenc¢HHon Ha noacetu [Pvo-cetu;
0TpabOTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

2,3
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H3ydeHrne OCHOBHBIX CETEBBIX CITYXKO:

N3zyuenne pyHxun ooMeHa aiiimaMu MeXAy OJJHOPAHTOBBIMH yCTPOHCTBAMHU

onpenenenue npeodpazoBanuii PAT; sM3ydenne npaswmi padoter DNS;

N3yuenue nporokona FTP.

2,3
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O0ecrieuenne 0€30I1aCHOCTH CETH:

N3ydenne yrpo3 cereBoit 6€30MacHOCTH;
JlocTyn K ceTeBbIM yCTPOMCTBAaM Mo NMpoTokoay SSH;
ObecneueHne 6€30MaCHOCTH CETEBBIX YCTPOUCTB;

2,3
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AHann3 KOMIBIOTEPHOHN CETH U HACTPOWKA MAapLIPyTU3ATOpa:

[IpoBepka 3azepkek B MepeIayl CETEBBIX MAKETOB C TIOMOIIBIO YTHIIUT «ping» H
«traceroute»;

Hcnonb3oBanue nnatepdeiica komanauou crpoku (CLI) amst cOopa cBeieHU 0 CETEBBIX
YCTPOMCTBAX;

VYmpasnenue ¢aiinamu KOHOUTYpaITH MAPIIPYTH3ATOPA C TOMOIIBIO TPOTPaMMBI
AMYJISLUU TePMUHATA

VYnpasienue ¢aitnamu KOHQUTYpaAIMH YCTPOUCTB ¢ ucrnonb3oBanuem TFTP, duem-
namatu 1 USB-Hakonurenen

N3ydenue npoueayp BOCCTaHOBJIEHHUS TApOJIEi.

2,3
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HpOGKTI/IpOBaHI/IG " CO3JaHUC CCTHU AJId MAJIOTO MPCANPUATUA — HUTOTOBBIM IMPOCKT

Tema 1.2.
HpuHUMnIBI
MapmIPyTU3aALUH
U KOMMYTalluU

Cooepicanue

32

1

BBeneHue B KOMMyTHpPYyeMble CeTH
O6benuHEHHBIE ceTu. Mepapxusi B KOMMYTHpPYEMOi ceTH. Pojilb KOMMYTHPYEMBIX CETEH.

Kommyrupyemas cpena. lunamudeckoe 3anosHeHre tadbmumnsl MAC-aapecoB KOMMYTaTopa.

MeTop1 Iepecbulki Ha KoMMyTaTtope. KommyTanus ¢ mpoMeXyTOUYHBIM XPaHEHUEM.
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CkBO3HAasi KOMMYTaIIHSI.
Kommyrannonssie foMeHbl. CHUIKEHHE EPErPy30K CETH.

OcHOBHbIE KOHIIENIMH U HACTPOKA KOMMYTAUUH

OcHOBHBIE KOHIIENIMH U HACTPOiika kommyTaluu. [leppoHadanbHas HacTpoika
KOMMYTaTOpa 1 BOCCTaHOBJIEHHE ITOCIIE CUCTEMHOTro c¢bos1. HacTpoiika noctyna ans 6a3oBoro
ynpasieHus kommyratopoMm ¢ [Pv4. JlynnekcHas cBs3b. HacTpoliika mopToB KOMMyTaTopa Ha
busnueckom ypoBHe. DYHKIINSA aBTOMATHYECKOTO OrnpeesieHus tuma kademnst (Auto-MDIX).
[IpoBepka HacTpoek mopra koMmmyTtaTopa. [louck u yctpanenue npobsaeM Ha ypoBHE JOCTYTa
K CETH.

be3onacHocTs KoOMMyTaTOpa. 3alnIIEHHBIN yaanéHubii noctyn. Hacrpoiika SSH.
Pacnipoctpanénnsie yrpo3bl 6e3omacHocTH: nepenonaerue Tabauibl MAC-aapecos, DHCP-
cny(uHT, UCTIONb30BaHue ys3BuMocTel nmpotokona CDP, Araku Telnet u ap. Ayaut u
IPaKTUYEeCKHE PEKOMEHIAIMH 10 oOecrieueHHo 0e30macHocTy cetu. be3onacHocTs nopra
kommyTaropa. OrcnexuBanrne DHCP cooOmenunii. @yHkuus 6e30macHOCTH nopra. Buss
samuThl MAC-anpecoB. Pexxumebl pearnpoBanusi Ha HapylieHune 6e3omacHocTu. [IpoBepka u
HacTpoiika noptoB. [Iporokoi cereBoro Bpemenu (NTP).
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Bupryaabnble JokajabHbie ceTn (VLAN)

Bupryansubie nokanshbie cetu (VLAN) — knaccudukanys 1 OCHOBHBIE XapaKTEPUCTHKH.
Tpanku BUpTyanbHbIX ceTeld. KOHTpOJIb MIMpOKOBemaTeNbHbIX JOMEHOB B ceTsix VLAN.
TerupoBanue kaapos Ethernet ans unentuduxanuu cetu VLAN. Cetu native VLAN u
terupoBanue ctangapra 802.1Q. TerupoBanue rosocoBoit VLAN. Peanuzanuu
BUPTYaJbHOU JI0KanbHOU ceTu. HazHauenue noptos cetsiMm VLAN. HacTpolika TpaHKOBBIX
ka"ayoB. [IpoTokon auHaMudeckoro co3aanus TpankoBoro kanana (DTP). Tlouck u
YCTpaHEHHE HEMOJAJ0K B BUPTYAJIbHBIX JIOKAJIBHBIX CETSIX U TPAHKOBBIX KaHaaXx.
[TpoGnemer ¢ IP-anpecamueit cetn VLAN. HecoBnageHust pe>kMMOB TPAaHKOBOM CBSI3H.
[IpoextupoBanue u obecnedenne 6ezonacaoctd VLAN: hopping, criyuHT KOMMyTaTopa,
ataka ¢ ABoMHbIM TerupoBanueM, Cetb PVLAN nepumerpa. [IpakTudeckue peKkoMeHIauu
10 IPOEKTUPOBAHUIO BUPTYaAIbHOM JIOKAJILHON CETH.
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Konuenuus mapmpyru3anuu

Hacrpoiika Mapmpyrusaropa. MexaHnusMmsl iepecbulky makeToB. [IoakitoueHne U HacTpoika
ycTpoicTB. CBETOMOHBIE MHIUKATOPHI HA MapIIpyTU3aTOpe. AKTUBALMS U HAacTpoiika IP-
anpecauuu. [IpoBepka CBSI3HOCTHU CeTEN C MPAMBIM NoAKI0UeHueM. [IpoBepka HacTpoek
uHTepdeiica. PuabpTpanys BEIXOJHBIX JaHHBIX KOMaH[ «showy. KomMyTanus nakeToB
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Mexy ceTaMu. OYHKIMS KOMMYTalMK MaplipyTu3atopa. MapuipyTusanus NakeToB.
Onpenenenne nytu. [Iporiecc mpUHATHS pelIEHUs O IEpeCchUIKE MakeToB. Beioop
ontuMaiibHOTO TyTH. [IpoTokonsl RIP, OSPF, EIGRP. Pacnpenenenue Harpy3Kku.
AnmuHucTpupoBanue paccrosnue (AD) u HaeKHOCTh MapuIpyTa. AHaIN3 TaOIHIL
MapLIpyTHU3alUU — UCTOUYHUK JAHHBIX, IPUHIMITBI (POPMUPOBAHNE BO3MOKHOCTH HACTPONKH.
3anucu TabIuIbl MapIIPYTH3AIMH [T CETEl C MPSIMBIM MOAKIIOUYCHHEM. 3a/1aHue
CTaTUYECKUX MapuIpyToB. [TpoTokonsl tuHamuyeckoil mapuipyruzanuu ceter [Pv4 u [Pv6.

Mapmpyruzanus mexxay VLAN

[Tpuntumner padoTel MapmpyTusanuu Mmexay VLAN. Hactpoiika mapmpyTu3anuu Ha 6aze
MapIIpyTU3aTOPOB C HECKOIBKUMH (PU3NYECKMMHU UHTEpdeiicaMu, ¢ UCTIOIb30BaHUEM
KoH(purypamuu router-on-a-stick, uepez MHOroypoBHEBBI KoMMyTaTop. [Ipodiemsl
mapipytuzanuu mexay VLAN. [IpoBepka KoH(pUTypauyn KOMMyTaTopa U HacTpOeK
MapmpyTtuzaropa. Hemonaaku B padore unrepdeiica. Ommbku B [P-agpecax u mackax
noacetu. Hactpoiika u pabora komMmyTtanuu Ha 3-M ypoBHe. Mapuipytusanus Mmexxay VLAN
yepe3 BUPTYyaJbHbIe HHTEPPECcH KOMMYTaTOpa, MapIIpyTU3UpyeMble mopThl. Henmonaaku B
HACTpOIlKax KOMMYyTaTopa 3-ro YpOBHsI.
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Crarudeckass MapIIpyTHU3al U

[IpeumyiiecTBa U 3a1a4u CTATUYECKOW MAapIIPYTU3aUUU. TUIIBI CTATUYECKUX MAPIIPYTOB:
CTaHJIAPTHBIN, 10 YMOJIYAHUIO, CYMMAapHbIN, M1aBaromuii. Hactpoiika cTaTHueckux
mapiipytoB [Pv4 u IPv6. Komanna «ip route». MapiipyT cleayromero nepexosa.
Hanpsimyto noakirou€HHbli cTaTHaecKuii MapmpyT. [10THOCTRIO 3aIaHHBIN CTaTUYECKUI
MapuipyT. Hactpoiika crarnueckoro mapuipyra mo ymondanuto. Kinaccosas agpecarusi.
KinaccoBeie macku noacetu. beckiiaccoBast MexxioMmenHas Mapuipytusanus CIDR.
O0benuuenue MapiipytoB. Opranu3zanus cynepcereid. Micnoib30BaHne MaCOK MOJCETH
dbuxcupoBarnoit uHbI (FLSM). Macka nmoacetn nepemenHoi ninuasl (VLSM). Hacrpoiika
CyMMapHbIX U IUIaBAIOLIUX CTAaTUYECKUX MapuIpyToB. Pacuér cymmapHoro mapuipyra.
O6nenuHenue ceTeBbix aapecoB [Pv4 u IPv6. Tlouck u yctpaneHne Hemonanok B
HACTPOMKAX CTAaTMUYECKOr0 MaplIpyTa U MapuipyTa o yMOJIYAHHUIO.
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JAuHamMu4Yeckasi MapIIpyTH3aUs

[IpoToKOIBI TMHAMUYECKON MapIIPYTU3AIMH — Ha3HAYCHUE, IPUHLIUIIBI PA0OTHI U HCTOPUS
pa3ButTusa. CpaBHEHHE TMHAMUYECKON M CTATHUECKOW MapiipyTu3auu. [[puHumnsr paboThl
MPOTOKOJIOB MApIIPYyTH3AIMH: ITYCK MOCIIe BKItoUeHHs nuTanus, CereBoe 0OHApyKeHHE,
O6meH nanHbIMU MapuipyTusanuu, Obecnedenne cxonqumoctu. Knaccudukaius npoToKosos

2,3




Mapurpytuzanuu. [Ipotokonsl IGP u EGP. [IucranumonHo-BeKTOpHBIE TPOTOKOJIBI RIP,
IGRP. IIpoTokonsl MapupyTusanuu o cocrossuuto kanana OSPF u IS-IS. KnaccoBbie u
0ecKI1accoBbI€ MMPOTOKOJIBI MAPIIPYTU3AIUHU. XaPAKTEPUCTUKHU U METPUKH MPOTOKOJIOB.
Jlunamuueckas qUCTaHIIMOHHO-BEKTOPHAsI MapIIpyTu3anus. J[ucTaHIIMOHHO-BEKTOPHBII
aNropuT™M. MexaHu3Mbl OTIIPABKH U MOJYyYEHUs JaHHBIX MapIIpyTU3aluu, pacuéra
ONTUMAJIBHBIX MyTeH U J0OABJICHUS MAPIIPYTOB B TAOJIHUILy MAPILIPYTH3AIMH, OOHAPYKEHHS
Y pearupoBaHus Ha u3MeHeHus B Tononorun. Hactpoiika npotokosna RIP: BkiItoueHne
RIPv2, oTKIIOY€HHE aBTOMATUYECKOTO O0BbEIMHEHUS, HACTPOMKA MACCUBHBIX HHTEP(]EHCOoB,
nepegaya MapuIpyTa no ymMoiadaHuro 1o cetu. Hacrporika npotokona RIPng. [Tporecc
MapuIpyTU3alUH 110 cocTosiHUIO KaHana. Hello mpoTokoun. maker cocrostnust kanana (LSP).
JlaBrHHAs pacchulKa NAKETOB COCTOSIHUSA KaHaa. JIaBUHHAs pacchlIKa MAKETOB COCTOSHUS
kanana. Co3nanue nepesa kpardyammx myreid SPF. 2,3/lo6asnenue mapupytoB OSPF B
Tabnuy Mapupytuzanui. HegoctaTku mpoTOKOJIOB MapIIPyTH3ALUU 0 COCTOSTHUIO
kaHana. Tabnuia MappyTu3auuu. 3anicy ¢ MPSMBIM MOAKIIOUYCHHEM U YAaJIEHHOHN CeTH.
Junamuueckn nmomaydaeMbie MmapuipyTsl IPv4/6. Tlponece moncka mapuipyra.

OSPF nns ogHoii o0s1acTn

CewmeiicTBo npotokosioB OSPF. Xapakrepuctuku, mpuHIUIB paboThl 1 KoMroHeHTh OSPF.
Oco6ennoctu OSPF 11t 01HOM 1 HECKOIBKUX o0siacTei. MaructpanbHasi 00J1acThb.
Nuxkancynsuust cooomennit OSPF. Tumnbr nakeroB OSPF: maker npusercteus (hello), maker
omrcanus 6a3bl nanHbix (DBD), maker 3ampoca cocrosaus kanana (LSR), maker oOHOBIEHUS
coctostaus kaHana (LSU). maket moarBepkaeHus coctossaus kanana (LSAck). OGHoBIeHUs
cocrosHus kaHana. Paboune cocrostuus OSPF. Brinenennsiii (DR) u pe3epBHBIi
BhIIeNIeHHBIN MapmipyTu3atop (BDR). Cuaxponuzanus 6a3 nanasix OSPF. Hacrpoiika
OSPFvV2 nnst ogHoit obnactu. Pesxxum koH(puUrypanuu uaeHTU()UKaTOpsl MapIIpyTU3aTOpa.
Hcnons3zoBanue unrepdeiica loopback. Bxmtouenne OSPF na untepdeticax. [1labnonnas
macka. Komanna «network». Hactpoiika maccuBHbix naTepdeiico. @opmyna pacuéra
metpuku croumoctd OSPF. Hactpoiika 3HaueHH mpommycKHO#M criocoOHOCTH HHTEpdeiica.
[IpoBepka coceqHUX YCTPOICTB, HACTPOEK MPOTOKOJIA, TAHHBIX MpoIlecca U JPYTrux
xapakrepuctuk OSPF. CpaBaenune OSPFv2 u OSPFv3. Anpeca tumna link-local. Tonomorus
cetu OSPFv3. Hactpoiika nnenrupukaropa mapupyruzaropa OSPFv3. Bxiitouenne OSPFv3

Ha uHTepderncax.
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Cnucku konTpoJs aocryna (ACL)
Cnucku kontposis noctyna (ACL). IMpunnun paboter ACLcnuckoB. Tunsr ACL-crickoB
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Cisco mns [Pv4. [IpucBanBanue HomepoB 1 UMEH ACL-crickam. Pacuér nmrabmoHHOM Macku

B ACL-cniuckax. PexomeHnnanuu no cosnanuto u pasmeniennto ACL-cnuckoB. Pazmenienue
cTaHnapTHHIX U pacmmpeHHbix ACL-cniuckoB. Hactpoiika ctangaptHoro ACL-cnincka.

[Tpumenenne crangaptHeix ACL-crinckoB Ha uHTepdeiicax. Kommenrapun k ACL-criuckam.

IIpoBepka u pegakTpoBaHue cTaHAApTHBIX HyMepoBaHHBIX ACLcnuckoB. ACL-craTucTuka.
3amuTa noptoB VTY ¢ nomoueto cranaaptHoro ACL-cnucka IPv4. CtpykTypa u HacTpoiika
pacmuperHbsix ACL-criuckoB s [Pv4. @unbrpanus Tpaduka ¢ UCIIOI30BaHHEM
pacmupenHsix ACL-crnckos.

[Touck u ycrpanenne Henonagok ACL-criuckoB. Pacipoctpanénnbie ommnoku ACL-
cnuckoB. CpaBHenue ACL-criuckoB amns IPv4 u IPv6. Hactpoiika u npoBepka ACL-crinckoB

g IPvo6.
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IIporoxoa DHCP

[Tporokon DHCP. DHCPv4: 6a3oBas omneparus, opMat cooOmeHnid, cCooOmeHus
oOHapy>keHHs 1 npeuiokeHus. Hactpoiika, mpoBepka u perpancisius npoctoro DHCPv4-
cepBepa. Hactpoiika mapmipytusatopa B kauectBe DHCPv4-knuenta. Hactporika
mapipytuzaropa kiacca SOHO. Ilouck u ycTpaneHue Henonaao0K B padbote
mapmpytuzaropa DHCPv4. TIporokon DHCPv6. ABTomaTndeckas HacTpoiika aapeca 6e3
orcnexuBanus coctostHus (SLAAC). [Ipunuun padotst SLAAC ¢ DHCPv6. DHCPv6 c
0e3 otcinexxuBanus cocrosiaus. [Iporeccer DHCPv6. Hactpoiika mapiipyTtusaTopa B
kauectBe DHCPv6-cepBepa u DHCPv6-knuenTa. [Touck u ycTpaHeHue HEMoaaa0K B paboTe

DHCPV6.

2,3

11

IIpeoGpa3oBanue ceteBbIX aapeco IPv4

[IpeoOpazoBanne ceteBbix aapecos [IPv4. KonnenTyansHoe nmpeoOpa3zoBaHue CETEBBIX
anpecoB (NAT). Tepmunonorus u npuHuuisl padbotsl NAT. [IpoctpanctBo yactHbix [Pv4-
aapecoB. CTaTudeckoe U TMHaAMHYeCKoe peodpazoBanue ceTeBbiX aapecoB (NAT).
[Ipeo6pazoBanue agpecos mopToB (PAT). CpaBuenue NAT u PAT. IIpeumymiectsa u
Henoctatku NAT. Ananus cratnueckoro npeodpazoBanus NAT. [Ipurammn paboTsl
muHamudeckoro NAT Hacrpoiika u nposepka NAT, PAT. [lepeanpecaunst mopTos.
Hacrtpoiika NAT u nporokoia IPv6.

[Touck u ycrpanenue Henonaaok B padbote NAT.

2,3

B mom uucne npakmuyeckux 3anuamuii u 1a60pamopuvix pabom

32

1

Hacrpoiika kommyraropa:
* baszoBas HacTpOMKa KOMMYTaTopa;

2,3




Hactpoiika napameTpoB 0€30MacHOCTH KOMMYTATOpa.

Hacrpoiika 6e30macHOCTH KOMMYTaTopa:

Hacrpoiika npotokona SSH;
Hacrpoiika ¢pynkuuu Switch Port Security;
[Touck u ycTpaHeHue HeMoiaI0K B CUCTEME 0€30MaCHOCTH MOPTOB KOMMYTATOPa;

OTpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.

2,3

Kondurypamus cereit VLAN:

Kondurypamus cereit VLAN u TpaHKOBBIX KaHAJIOB;

[Touck u ycrpaneHue Henoiaaok B koHpurypamun VLAN;

Peanu3zanus cuctemel 0e3omacHocT cetd VLAN;

Peanmm3zanus cereit VLAN 17151 cerMeHTalMu ceTeil MpeanpusTHi Majoro U CPeIHEro
Ou3Heca.

2,3

Hacrpoiika Mmapuipytuzaropa:

Hcnonp3oBanne KoMaH bl traceroute 11t 0OHAPYKEHUS CETH,
JIOKyMEHTUPOBAaHUE CETH;

Hacrpoiika untepdeiico IPv4 u IPv6;

Hacrpoiika u mpoBepka HEOOIBIION CETH;

HccenenoBanue MapIpyToB € NPSIMBIM ITOAKIIOYEHUEM.

2,3

Hacrpolika MapuipyTuzamnuu:

CocraBnenue cxemsbl cetu IHTepHeET;

Hacrpoiika 6a30BbIX TapaMeTPOB MapLIPyTHU3aTOPa C MOMOIIBIO HHTep(eiica KoMaH THOU
ctpoku (CLI) cucremsr Cisco 10S;

Hacrpoiika 6a30BbIX mapaMeTpoB Mapupytuzaropa ¢ nomoibio CCP.

2,3

Mapurpyruzanus mexxay VLAN:

Hacrpoiika mapmpyruzanun mexxay VLAN miis kaxmoro uarepgeiica;

Hacrpotika mapuipyruzanuu Mexay VLAN Ha ocHoBe ctanmapta 802.1Q u TpaHKOBOTO
KaHaja;

ITorck W ycTpaHeHHe HENMoJIa0K B MappyTusauu Mexxay cetamu VLAN.

2,3

Hacrpoiika craTnyeckoi MapIIpyTU3aluu:

Hacrpoiika ctarnyeckux mapupytos [Pv4/IPv6 o ymonuanuio;

Pa3zpabotka u peanu3zanus cxemsl anpecainuu [IPv4 ¢ nucrionszoBanuem VLSM;
Pacuér cymmapubix Mapuipytos IPv4 u IPv6;

[Touck u ycTpaHeHue HENoJaaloK cTaTuueckux Mapuipytos [Pv4 u IPv6.

2,3




Hacrtpolika quHaMru4ecKkoi MapIiipyTU3alin:

HccnenoBanume CXOIUMOCTH,
CpaBHeHHE METOJIOB BbIOOpa MyTH B IpoTokoiax RIP.

2,3

Hacrpoiika npotokonoB RIPv2 u RIPng.

2,3

10

Hacrpoiika npotokosnoB OSPF:

Hactpoiika 6a3oBoro mporokona OSPFv2 mis ogHol o6nactu;
basoBas Hactpoiika nporokona OSPFv3 anst ogHol obsacTy.

2,3

11

N3ydenne MexaHU3MOB pabOTHI CO CIIMCKAMU KOHTPOJISI TOCTYIa:

Harmsimroe nipencrasnenne padotsl ACL-crmcka;

Hactpoiika crannaptaeix ACL-crinckos;

Hacrpotika ctaniapTHbeIX ”MeHOBaHHBIX ACL-CIIUCKOB;

Hacrpoiika ACL-cniucka st iunauii VTY;

Hacrpotika pacmmpennbix ACL-CIUCKOB 1Sl pa3MyHbIX CIIEHAPUEB;
[Touck u ycrpanenue Henonaaok B padore ACL-cnuckos;
Hacrpoiika ACL-cniuckoB IPv6;

OTpaboTKa KOMIUIEKCHBIX MMPAKTUYECKUX HABBIKOB.

2,3

12

Hacrtpoiika ACL-cniuckoB:

Hacrpoiika u npoBepka ctanaapTHbix ACL-CucKoB;

Hacrpoiika u npoBepka orpannuenii VIY;

Hactpoiika u npoBepka pacumpeHHbix ACL-CIMCcKOB;

ITorck u ycTpaHeHHE HEMOJIAI0K B HacTporke u pazmenieHun ACL-
CIICKOB;

Hactpoiika u npoepka ACL-ciuckoB st IPv6.

2,3

13

N3yuenne nporokosoB DHCP:

bazoBas Hactpoitka DHCPv4 na mapipyruzarope;

bazoBas nacrpoitka DHCPv4 Ha kommyTtarope;

[Touck u yctpanenue Henonaaok B pabore DHCPv4;

Hacrpoiika cepepa DHCPv6 6e3 oTciie:)xuBaHus COCTOSTHUS U ¢ OTCIICKUBAHHEM
COCTOSTHUS;

ITouck u yctpanenue Hernosagok B pabore DHCPv6.

2,3

14

N3yuenne nporokosna DHCP:

Hacrpoiika mporokonaa DHCP ¢ momomnisto komana Cisco 10S;
OTpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.

2,3




15 | IIpeoOpa3oBaHue ceTEBBIX aPECOB: 2 2,3
» UMsyuenue npunnumna padotsl NAT;
* Hactpoiika cratndeckoro u guHaMudeckoro NAT;
»  Peamm3zanus cratumdeckoro u nuHamMmudeckoro NAT;
» Hacrpoiika nepeanpecanuu nMopToB Ha Mapipytusarope Linksys;
» IIpoBepka, mOUCK U yCTpaHEHHE HEMOIA 0K KoHpurypamuii NAT;
*  OtpaboTKa KOMIUJIEKCHBIX MPAKTUYECKUX HABBIKOB.
16 | Uzyuenue padotsl ¢ NAT u PAT: 2 2,3
* Hacrpoiika guHamuyeckoro u cratudeckoro NAT;
* Hactpoiika NAT-nyna ¢ neperpyskoi u PAT;
* [louck u yctpanenue Henojagok kKoHdurypanmii NAT.
Pasznea 2. 105
Opranuzanus,
NPUHLIMIIBI
NMOCTPOEHUS U
GyHKuUMOHUPOB
aHuA
KOMIILIOTEPHBIX
cerei
M/IK.01.02. 105
Opranuszanus,
NPUHLIMIBI
NOCTPOEHUS U
(pyHknuonupos
aHusA
KOMIIBIOTEPHBIX
cerei
Tema 2.1. Conepxanue 30
Mapwpyruzanu | 1 | BBenenne B MacurabupoBaHue cereit 4 12
AU Peanuzamus npoekta cetu. [Ipoekt nepapxuyeckont cetu. Pacimpenne cetu. Beidop




KOMMYTALHUs.
MacmradupoBa
HHe ceTeil

ceTeBbIX ycTpoiicTB. KommyTanronHoe o6opynoBanue. MapmpyTu3aTopsl. Y IpaBIIsonne
YCTPOMCTBA.

2 | N36b1TouHOCTH LAN

[onsarus nporokona spanning-tree. [Ipeqnaznauenue npoTokona spanning-tree. [IpuHimm
pa6otsl STP. Tumnsr nporokonoB STP. Hactpoiika npotokona STP. Hactpoiika PVST+.
Hactpoiika Rapid PVST+. [Ipo6aemsl HacTpoiiku STP.

2,3

3 | ArpernpoBaHue KaHAaJIOB

OcCHOBHBIE TIOHATHS arperupoBaHus KaHAOB. ArperupoBanue kaHanoB. [IpuHunn paboTs
EtherChannel. Hactpoiika arperupoBanus kananoB. Hactpoiika EtherChannel. [IpoBepka,
NIOUCK U ycTpaHeHue Henonagok B pabore EtherChannel

2,3

4 | BecnpoBoaHbBIE JIOKAJTbHbIE CETH

Konnenuuu 6ecipoBoiHO# cBsi3u. BBenenne B 6ecripoBoiHYIO CBs3b. KOMIIOHEHTHI ceTeit
WLAN. Tononoruu cereit WLAN 802.11. [Ipunanumnsr paboThl 6€CIpOBOAHOM JTOKATBLHOMN
cetu. CtpykTypa kaapa 802.11. @yHKIHOHUPOBaHKE OECIIPOBOHOM CBSA3H. Y IpaBICHUE
KaHasiaMu. be3onacHOCTh O€CTIPOBOAHBIX JTOKAIBHBIX CeTeil. YTpo3sl mis ceteit WLAN.
Obecneuenue 6e3omacHoctd WLAN. Hactpoiika 6ecripoBOJHBIX JTOKAJTBHBIX CETEH.
Hactpoiika 6ecipoBoHOT0 MapmpyTtu3atopa. Hactpoiika 6ecipoBoHbIX KiMeHTOB. [Tonck
U yCTpaHeHHe Heronaaok B padore cereit WLAN.

2,3

5 | HacTpoiika u ycTpaneHue HenoJianok B padore OSPF njs oxHoii o61acTn
Pacmmpennsie napamerpsl npotokona OSPF nis oxgHoit ob6nactu. MapupyTusanus Ha
ypoBHsX pactpeneneHus u sapa. OSPF B ceTsix ¢ MHOKECTBEHHBIM JOCTYIIOM.
Pacnpoctpanenue mapuipyTa rmo ymonuanuto. TouHast HacTpoiika nntepgeiico OSPF.
3amura OSPF. Ycrpanenue Henonanok peanmsaiuu nporokoia OSPF nis omnoit obmacTy.
Cocrapasomue npoueaypsl IOUCKa U yCTpaHeHUs Heronaaok B pabore OSPF s onHoi
obnactu. [Touck u ycrpanenne Henonaaok B mapmpytusanuu OSPFv2 nis onHol obmacTy.
ITouck u ycrpanenue Henonagok B OSPFv3 st ogHol o6iactu

2,3

6 | OSPF nis HecKoJbLKHX 00J1acTel

[Mpuanun padotet OSPF mns Heckonpkux obmacreit. Haznauenune OSPF mist HeckombKux
obmacreit. [Tpuaiun padotsr makeToB LSA B OSPF nns Heckonbkux obnacreid. Tabnwuia
Mmapuipytuzanuu 1 tunsl MmapmpytoB OSPF. Hacrpoiika OSPF 1st Heckonbkux obmacTei.
Hacrpoiika OSPF nns Heckonmbkux oomacreit. O6veaunenne mapipytoB OSPF. [Iposepka
OSPF 114 HECKOJIBKHX 00JIACTEM.

2,3

B mom uucne npakmuueckux 3anamuii u 1a60pamopHuix paoom

22




1 | Pa3BepThIBaHHE KOMMYTHPYEMOU CETH C PE3EPBHBIMU KaHATAMH 1 2,3
2 | Hacrpoiika Rapid PVST+, PortFast u BPDU Guard 1 2,3
3 | Hactpoiika npotokona GLBP 1 2,3
4 | OnpeneneHue TUMOBBIX OmMMOOK KoHpuUTryparuu STP 1 2,3
5 | Hacrpoiika EtherChannel 1 2,3
6 | [louck u ycrpanenue Henonanok B padore EtherChannel 1 2,3
7 | ArperupoBaHue KaHajoB 2 2,3
8 | Hacrpoiika 6ecipoBOJHOTO MapIIpyTH3aTOpa U KIIMEHTA 1 2,3
9 | Hacrpoiika 6a3oBoro mporokoia OSPFv2 s ogHoM o6mactu 2 2,3
10 | Hacrpoiika OSPFv2 B ceTd MHO>KECTBEHHOTO JIOCTYTIA 2 2,3
11 | Hacrpoiika pacmupensbix ¢pynkuuit OSPFv2 1 2,3
12 | Tlouck u ycTpaHEeHHE HETOJIa0K B pab0oTe OCHOBHBIX MpoToK0JI0B OSPFV2 u OSPFV3 nns 1 2,3
OJTHOM 001aCcTH
13 | Ilouck u ycTpaHeHHE HEToNa0K B paboTe yCOBEpIIEHCTBOBaHHOTO poTokosia OSPFv2 s 1 2,3
OJIHOH o0OJracTu
14 | Bnanenue HaBbIKAMU TIOMCKA M YCTpaHEHUs Herosanaok B pabore OSPF 1 2,3
15 | Hactpotika OSPFV2 mjist HeCKOJIBKUX 00iacTeit 2 2,3
16 | Hactpotika OSPFv3 mist HeCKOJIBKUX 00nacTeit 2 2,3
17 | Ilouck u ycrpanenue Henonagaok B padbore OSPFv2 u OSPFv3 nns Heckonbkux obnacrei 1 3
Tema 2.2. Cooepircanue 33
CoenuHeHHne 1 | HoakaoueHue K rJ100aJbLHOMN ceTH 4 2,3
ceTel 0O0630p TexHosorui rinodaapHoM cetu. Llenb co3panus riaodanbHbIX ceTeil. [IpuHimn paboTe
rnobanpHOM cetr. BriOop TexHonoruu riaobdansHoi ceTi. CepBUCH TI100aTbHON CETH.
NudpacTpykTyphl 4aCTHBIX TI100aNBHBIX ceTeil. UHdpacTpykTypa o0mmen0cTymHomi
ro0anpHOM cetr. BeIOOp cepBHCOB TII00AIBHON CETH.
2 | CoeqnHeHHE «TOYKA-TOYKA)» 4 2,3
0O0630p nocnea0BaTENbHOIO COETUHEHUS «TOUKa-TOUKay. CBA3b MO MOCIEA0BATEILHOMY
kanainy. Makancymsiuusa HDLC. ITpunnun pabots! nporokona PPP. IIpenmymiectsa
nporokoaa PPP. LCP u NCP. Ceancel PPP. Hacrpoiika nmporokona PPP. Hacrpoiika
npotokosia PPP. Ayrentuduxamms PPP. Otnaaka coenunennit WAN. Otnaaka PPP.
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3 | PemeHusi IMPOKOMOJIOCHOTO IOCTYNA 4 2,3

VY nanéunas pabora. [IpeumymiectBa ynanénnoii padotel. buznec-rpeboBanus s

yIan€HHBIX pab0THUKOB. CpaBHEHHE pelIeHUH MMPOKOIoiIocHoro qoctymna. Kadems. DSL.

BecnipoBoiHBIE IIMPOKOMOIOCHBIE ceTH. BBIOOp peniennii mupoKONnoI0CHOTO A0CTYIIA.

Hacrpoiika noaxmrouenuit xDSL. O630p PPPoE. Hactpoiika PPPoE.
4 | 3amuTa Mex(PUINATBLHOM CBA3M 6 2,3

Cetu VPN. Ocnogsl ceteit VPN. Tunsr cerert VPN. Tyanenn GRE mexny o0bexTamMu.

Ocnossl GRE. Hacrpoiika ryaneneit GRE. Obuue csenenus 06 [Psec. 3ammra nporokosa

IP. CtpykTypa npotokona IPsec. Y panéunsiii noctyn. Pemenus VPN mis ynanénnoro

nocryna. Cetn VPN ynanénnoro gocryna ¢ ucnosib3oBanueM IPsec.
5 | Monutopunr Cetu 6 2,3

Syslog. [punmun padoter Syslog. Hactpoiika Syslog. SNMP. ITpunuun paborst SNMP.

Hacrtpoiika SNMP. NetFlow. ITpunrmn pabotsr NetFlow. Hacrpoiika NetFlow. [Iposepka

Mojenel Tpaduka.
6 | Oriaaka ceTn 9 2,3

[ouck n ycTpaHeHHe HEMOIAJ0K C UCTIOIb30BAHUEM CUCTEMHOTO MOIX0a. JJoKyMeHTaus

no cetu. [Iponenypa noucka u ycrpaHeHus HemonaokK. M3onsauus npo6ieMbl ¢ TOMOLIBIO

MHOT'OYpOBHEBbIX Mojeneit. Otinanaka cetu. CpeacTBa NOMCKa M YCTPAaHEHUsT HETIONa oK.

CuMITOMBI U IPUYUHBI OTIAAKH ceTH. [IoMCK 1 ycTpaHeHue HEeMnoJa 0K CBsI3HU B ceTsx [P.
B mom uucne npakmuueckux 3auamuil u 1a60pamopHuvix paoom 20
1 | Hacrpoiika 6a3oBoro PPP ¢ ayrentudukanuei 2 2,3
2 | Ornaaka 6a3zoBoro PPP c ayrentudukanmeit 2 2,3
3 | [IpoBepka PPP 2 2,3
4 | Hactpoiika mapmpyruzaropa B kauectse knuenta PPPoE nns nogkmouenus DSL 2 2,3
5 | Hacrpoiika tynHens VPN GRE no cxeme «rouka-Touka» 2 2,3
6 | PazpaboTka TexHHYECKOTO 0OCTYKUBAHUS CETH 2 2,3
7 | Hactpotiika Syslog u NTP 1 2,3
8 | 3ydenue nporpaMmMHOro o0ecredeHus A1 MOHUTOPHHTA CETH 2 2,3
9 | Hacrpoiixa SNMP 1 2,3
10 | C6op u ananu3 nanubeix NetFlow 1 2,3
11 | UncTtpyMmeHTapuii ceTeBOro afiMUHUCTPATOpa AJis HAOJII0IeHUs 1 2,3
12 | C6oii B pabote ceTn 1 2,3
13 | Pa3paboTka qoKyMeHTAIUU 1 2,3
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Paznea 3.
Be3onacHocth
KOMIIBIOTEPHBIX
cereil
M/K.01.03. 64
Be3onacHocth
KOMIIBIOTEPHBIX
cereil
Tema 3.1. Conep:xanue 34
Be3onacHocth 1 | ®dynaaMeHnTaibHbIe MPUHIUIIBI 6€30NIACHOI ceTH 2 1.2
KOMIIBIOTEPHBIX CoBpeMeHHbIE YTPO3bI CeTeBOM Oe30macHOCTH. BUpychl, UepBH U TPOSTHCKHE KOHH. MeToIbI
cerei aTak.
2 | BezomacHocTh CeTeBbIX ycrpoiicTB OSI 2 2,3
be3onacHslil octyn Kk ycrporictBaM. HazHaueHne aAMUHUCTPATUBHBIX poJiei. MOHUTOPUHT
U ylIpaBJeHue ycTpoiictBamu. Mcnonb3oBanue GyHKIMS aBTOMAaTH3UPOBAHHON HACTPOMKH
0€30MMacHOCTH.
3 | ABTopu3anusi, ayTeHTH(QUKAIUA U YUeT 10cTyna (AAA) 2 2,3
CpoiictBa AAA. JlokanbHas AAA ayrentudukamus. Server-based AAA
4 | Peaau3aumsi TeXHOJIOTHii OpanaMayl’pa 4 2,3
ACL. Texnonorus 6panamayspa. Kontexctaslit kontposs goctyna (CBAC). Ionutuku
OpaH/May’pa OCHOBAHHbIE HA 30HAX.
5 | Peaau3anusi TeXHOJIOTHi NpeA0TBPALLIEHUS] BTOPKEHUSI 4 2,3
IPS texnonoruu. IPS curnatypsel. Peanuzanus IPS. I[IpoBepka u Monutopunr IPS
6 | be3omacHOCTD JIOKAJLHOM ceTH 4 2,3
ObecneyeHune 6€30MaCHOCTH MOJIB30BATEIBLCKUX KOMITbIOTEPOB. CoOOpakeHUs 10
6e3omacHoctu Broporo yposHs (Layer-2). Konguryparus 6e30macHocT BTOPOro YpoBHSI.
be3onacHocth O6ecripoBoaHbIX ceTeil, VOoIP u SAN
7 | Kpuntorpadguueckue cucreMsbl 4 2,3
Kpunrorpaduueckue cepucel. bazoBast 11le710CTHOCTh U ayTEHTUYHOCTb.
KondunennmansHocts. Kpunrorpadust OTKpITHIX KIIOUEH.
8 | Peasu3anus rexuosoruii VPN 4 2,3

VPN. GRE VPN. Komnonentsl u pyakumnonupoanue [PSec VPN. Peanuzanus Site-to-site




IPSec VPN c ucnonszoBannem CLI. Peannszanus Site-to-site [IPSec VPN ¢ ucnons3oBanueM
CCP. Peanuzanus Remote-access VPN

9 | YnpaBieHnue 6e30macHOi CeThIO 4 2,3
[TpuHIMIBEL 6€30MacCHOCTH CETEBOTO MU3aiiHa. be3onacHas apXuTeKTypa. YIpaBlieHue
nporueccamu 1 6e3onacHocTh. TecTupoBaHue CEeTH Ha ysI3BUMOCTH. HenmpepbrIBHOCTH OM3HECa,
TUTAHUPOBAHKNE BOCCTAHOBIICHUS aBAPUMHBIX CUTyaluid. JKN3HEHHBIN [TUKIT CETH U
riaHupoBanue. Pa3paboTka perasaMeHToB KOMIAHUU M TMTOJIUTHK 0€30MaCHOCTH.
10 | Cisco ASA 4 2,3
Beenenue B AnantuBHoe yctpoiicTBo 6e3omacHocTr ASA. Kondurypanus ¢paupsosa Ha
6a3e ASA c ucnonb3zoBanueM rpaduueckoro unrepdeiica ASDM. Koudurypauus VPN nHa
6a3ze ASA c ucnonp3oBanneM rpadudeckoro narepdeiica ASDM.
B mom uucne npakmuueckux 3auamuii u 1a60pamopHwvix paoom 30
1 | CouunanpHas UHXKEHEPUs 2 2,3
2 | MccnenoBaHue CETEBBIX aTak M HHCTPYMEHTOB IIPOBEPKH 3aITUTHI CETH 2 2,3
3 | Hacrpoiika 6e30macHOro J0CTyIa K MapupyTu3aTopy 2 2,3
4 | O6ecnieuenne anmMuHucTpaTuBHOTO Moctyna AAA u cepsepa Radius 2 2,3
5 | Hactpoiika monuTuku 6€30mMacHOCTH OpaHIMay3poB 2 2,3
6 | Hacrpoiika cucreMsl mipeaoTBparieHust Bropxenuii (IPS) 2 2,3
7 | Hacrpoiika 6e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTopax 2 2,3
8 | UccnenoBanue MeTo10B mu(ppoBaHUs 2 2,3
9 | Hacrpotika Site-to-SiteVPN ucnonb3yst uHTepdeiic KOMaHIHOW CTPOKU 2 2,3
10 | bazoBas HacTpoiika muTro3a 6e3onacHocTi ASA 1 HacTpolika OpaHIMay>3pOB UCTIONb3YS 2 2,3
uHTEepdeiic KOMaHTHON CTPOKH
11 | bazoBas HacTpoiika muTro3a 6e3onacHocTi ASA 1 HacTpolika OpaHIMay>3pOB UCTIONb3YS 2 2,3
ASDM
12 | Hacrpoiika Site-t0-SiteVPN ¢ oHO# CTOpOHBI Ha MapIIPyTH3aTOPE UCIIOIB3Ys HHTEp(Eiic 2 2,3
KOMaHIHOW CTPOKH U C JPYTOi CTOPOHBI HCHOIB3Ys HITI03 Oe3omacHocTH ASA nocpeacTBomMm
ASDM
13 | HacrpoiikaClientless Remote Access SSL VPNS ucnonezyss ASDM 2 2,3
14 | Hacrpoiika AnyConnect Remote Access SSL VPN ucnons3yss ASDM 2 2,3




15 | ®unanpHas KOMIUIEKCHAS JJabopaTopHas paboTa Mo 0€301MacHOCTH 2 3
Pasznea 4. 90
BoinosiHeHue
pador mo
npogeccuu
«Crenuaaucr-
TeXHHUK IO
KOMIBHTEPHBIM
ceTsiM U
cucTeMam»
M/IK.01.04. 90
Beinosinenue
padort mo
npodeccun
«Cnenuaancr-
TeXHHK 110
KOMIbIOTEPHBIM
ceTsiM U
cucTeMamM»
Tema 4.1. ConepxaHue 48
BoinoJiHenue 1 | Apxwurekrypa cereii 4 12
pabot no 2 | Tomosoruu JI0OKajJbHBIX CETEN 4 2,3
npodgeccuun 3 | ®usnyeckue MPUHIUIBI PAOOTHI IOKATHHBIX ceTei 4 2,3
«Cnennanmcr- 4 | OCHOBHBIE CETEBBIC TPOTOKOJIBI 4 2,3
TEXHHUK 110 5 | B3zaumogpeiictBue nmporokosoB o OSI 4 2,3
KOMIBHTEPHBIM | 6 | [3yyeHne TpeOOBaHUI M IPABUI BeJICHHSI HATAJOYHBIX padOT MO CETSIM 4 2,3
CCTHM M 7 | VI3yueHne HHCTPYMEHTOB HaJIauuKa CETEBOI0 000PYIOBAHHMS 6 2,3
cucremam» 8 | Hacrpoiika akTHBHOTO CETEBOTO 000PYIOBaHHUS 6 2,3
9 | MonTax ceTeBoro 000opya0BaHUs 6 2,3
10 | Pe3epBHOE KONTMPOBAaHHE U BOCCTAHOBJICHUE TAHHBIX 6 2,3
B mom uucne npakmuueckux 3auamuii u 1a60pamopHwvix paoom 42
1 | Uzyuyenue TpeGOBaHUI U NTPABUJI BEJICHUS HATAJOUYHBIX pa0OOT IO CETSIM. 2 2,3




3auncTKa Kaoenen.

2,3

N3ydeHnne HHCTPYMEHTOB HaNlaYMKa CETEBOTO 00OPYIOBAHHSI.

2,3

Hactpoiika akTHBHOTO CETEBOTO 000PYAOBAHMUSL.

2,3

O6xaTue 1 «IIpO3BOHKa» KOHHEKTOPOB.

2,3

MoHTax ceTeBoro 000pyaI0BaHUs.

2,3

Hacrpoiika 6ecripoBoiHo# cetu ¢ momomeio Wi-Fi poyrepa.

2,3

Hacrpoiika noctyna k o6mum pecypcam JIBC.

2,3

O N|OoO|Oo bl WN

Pe3epBHOE KONTMPOBaHKE U BOCCTAHOBJICHUE JTAHHBIX CEPBEPA.

2,3

[EEN
o

Hacrtpolika ynaJleHHOTO COEIJUHEHUS C CEPBEPOM.

NN DNDDNDPNDDNDIDNDDN

2,3

IIpumepHasi TeMaTHKa CaMOCTOSITEILHOM Y4eOHOI padoThI:
1. Cucremarnueckas mpopabOTKa KOHCIIEKTOB 3aHATUH, yUeOHOUW M CTIEIIMAIIBHON TEXHUYECKOU JIUTEpaTyphI.
2. KoncnexkrtupoBanue Tekcra, paboTa co CIoBapsMH U CIPaBOYHUKAMH, 03HAKOMJICHHE C HOPMAaTHBHBIMH
JOKyMEHTaMU, y4eOHO-Hccie1oBaTeNbckasl paboTa mpu caMoOM IIUPOKOM UCToIb30BaHuu MHTepHeTa u
npyrux I T-TexHonorui.
3. TIpoexTtHbie POopMBI pabOTHI, TOATOTOBKA COOOIIEHNH K BBICTYIUICHHIO HA CEMUHApaxX U KOH(PEPECHITUX;
MOJrOTOBKA pedepaToB, JOKIAI0B.
4. TloaroroBka K 1a00paTOPHBIM U MPAKTHYECKUM pabOTaM C UCIIOJIb30BAHUEM METOINYECKUX PEKOMEHAAUN
npernoiaBaTensi, opopmiieHHE Ja00paTOPHO-NIPAKTHUECKUX PadOT, OTYETOB U MOJATOTOBKA K UX 3aIIUTE.

Y4yeOHasi npaKkTUKA

Bunst pabot:

1. yqacTtrie B IpOEKTUPOBAHUH CETEBOM HHPPACTPYKTYPHI;
2. y4aCTuC B OpraHu3alu CETCBOIro aIMUHUCTPUPOBAHN,
3. 3KCIuTyaTaIus 0ObEKTOB CETEBON HHPPACTPYKTYPHI,

4. ygacTue B yIIpaBJIEHUU CETEBBIMU CEPBUCAMY;

5. ydacTtre B MOJICPHU3AINH CETCBON HHPPACTPYKTYPHI.

72

2,3

IIpou3BoacTBEeHHAS MPAKTUKA NMPO(PECCHOHATILHOIO MOYJIA

[TpumepHbIii IepedeHs padorT:

1. ygactue B pa3pabOTKe METOJIOB, CPEJICTB U TEXHOJOTHI MPUMEHEHHSI 00BEKTOB MPOECCHOHATHHON
ACATCIIbHOCTH,

2. mpoBeaeHne MPOoPUITAKTHIECKUX PAaOOT Ha O0BEKTAX CETEBOM MHMPACTPYKTYPHI U paOOUYUX CTAHITUSX;

3. yyactue B MHBEHTapU3aIlMi TEXHUYECKUX CPEJICTB CETEBONM MHPPACTPYKTYPHI, OCYIIECTBICHUE KOHTPOJIS

144

2,3




MOCTYIHUBIIETO U3 PEMOHTA 000PYIOBAHHUS. | | ‘

Brympu kasicooeo pasoena ykasvigaromes coomseemcemsyowue memvl. 110 kaxcootl meme onucvleaemcs cooepiicanue yueOno2o mamepuand (8
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUS HEeOOX0OUMBIX J1AOOPAMOPHLIX pabdom U NPaAKMu4yeckux 3aHAmull (OMOeibHO NO KANCOOMY 6UdY),
KOHMPOIbHBIX pabom, a maxdce NPUMepHAs MemMamuxa camocmosmenvHou pabomol. Eciu npedycmompenvi Kypcosvie pabomul (npoexmsi) no
oucyuniune, onucvieaemcs npumepnas memamuxa. Odvem yacoe onpeoensiemcs no Kaxcoou nozuyuu cmoaoya 3 (ommeueno 36e30ouxoii *). Ypoeenw
0CBOCeHUSL NPOCMABIAEMCS HANPOMUSE OUOAKMUYECKUX eOUHUY 8 cmoioye 4 (ommeueno 08yms 36e300ukamu **).

JI1si XapaKTepUCTUKKA YPOBHS OCBOCHHMSI YUeOHOTO MaTepraia UCTIOIb3YIOTCS CISAYIOINE 0003HAYCHHUS

1. — o3HaKOMUTEBHBIN (y3HaBaHUE paHEE U3YUYCHHBIX O0BEKTOB, CBOHCTB);

2. — PeNPOAYKTUBHBIN (BBIIOJHEHUE JCATEIILHOCTH 110 00pasily, MHCTPYKIIUU WK TIOJ PYKOBOJCTBOM)

3. — IPOAYKTHBHBIN (TUTAHUPOBAHKE U CAMOCTOSITEIILHOE BBHITIOJIHEHHE ICATEIILHOCTH, PEIIEHHE TPOOJIEMHBIX 3a71a4)



4. YCJOBUA PEAJIMBALINU ITPO®ECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBaHKsi K MUHUMAJILHOMY MATEPHAJIBHO-TEXHUYECKOMY 00ecnevyeHUu o

Peanuzanus nporpammbl AUCUMILTUHBI TpeOyeTCs HaIUuUs 1a00paTOpUu OpraHu3aluy U
IMPUHIUIIOB MTOCTPOCHH A KOMITBIOTCPHBIX CUCTEM

OoopynoBanue:

Kommuext yueOHoi mebenu (16 mocagouyHbIX MECT)

[TepconanbHbIl KOMITBIOTEP OOyUaromierocs (13 mir.)

[TepconanbHblil koMnbIoTEp NpenogaBarens (1 mr.)

DKpaH IJ1s MPOEKTOpa HaMoIbHBINA Projecta (mmpuna 160 cm)

MynbsTumMenuitablii mpoextop Epson EB-X8

CeteBoe 000pyOBaHHE:

xommytatop D-Link DES-1228 24 nopra, kommyrarop COMPEX DS2216 16 nopTos,
nutro3 [P-tenedonnu Cisco SPAS000 8 mopTos,

6 menuakonBeptTepoB D-Link DMC-920R

JIueH3noHHOe MPpOrpaMMHoe odecrneyeHme:

Microsoft Windows 7

(14 muuensuit WinPro 7 RUS Upgrd OLP NL Acdmc

Toproesriii mocpeanuk: Softline Jlara 3akaza: 2010-10-27

Kon munensun: 47592665 Ponurenbckas nporpamma: OPEN 67582704ZZE1210)
Microsoft Office 2007 Professional

(9 muuensuii OfficeProPlus 2007 RUS OLP NL Acdmc

Toprogsriii mocpeaauk: OOO Paakom Jlara 3akaza: 2007-12-04

Juuensus: 43136305 Poautenbckas nporpamma: OPEN 63126856ZZE0912;

5 mmuensuii OfficeProPlus 2007 RUS OLP NL Acdmc

Toprossrit mocpeanuk: OO0 Pankom [lara 3akaza: 2008-09-19

Kon JInnensun: 44544996 Pomutennckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 mist Windows

(Kaspersky Endpoint Security mist 6usneca - Pacimpennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License

Ne nmunenzun: 1096-181214-111355-563-621

Cpoxk ucnons3oBanus [10: ¢ 2018-12-14 mo 2021-03-02

[ToctaBmuk (pecemwiep): BENEF.IT benedut, OOO)

ACKOH KOMITAC-3D V12 YHuBepcuterckas JULEH3us ¢ OMOIMOTeKaMU U MPHIIOKEHUSIMH
(JIumensnonnoe cornamenue Kkx-10-01408 ot 03.12.2010 r. Kon-Bo xomuii: 50
Kitrou anmapatnoii 3amutel HASP HL Net 50 v2 ID 1579998279)

CBo0001HOE MpOrpaMMHoOe olecreyeHue:

Libre Office 5.4

Oracle VM VirtualBox

Microsoft Visual C++ 2008 Express Edition

Microsoft Visual C# 2008 Express Edition

Microsoft Visual Basic 2008 Express Edition

Python 3.4

Maxima 5.3.7

Pascal ABC.NET



4.2. UudgopmanuoHHoe odecriedeHne 00yueHus
Ilepeyenb pexomeHayeMbIX Y4eOHbIX H3AaHuil, VIHTepHeT-pecypcoB, AONOJHUTEIbHOM
JUTEepaTypbl

OcCHOBHbBIE HCTOYHUKH:
1. Kosran, H.M. Komnstorepubie cetu : ydebHoe mocodue : [16+] / H.M. Kosran. —
Munck : PUIIO, 2023. — 180 c. : wm., tadm. — Pexum pocryma: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book_view_red&book id=599948 (mata  oOparueHus:
16.05.2024). — bubnuorp. B ku. — ISBN 978-985-503-947-2. — Tekcr : 211€KTPOHHBIA.
2. MakcumoB, H. B. Komnbrorepusie cetu : yue6Hoe mocodue / H.B. Makcumos, N.N.
[TomoB. — 6-¢ u3x., nepepad. u gon. — Mocksa : POPYM : UHDOPA-M, 2024. — 464 c. —
TeKkcT: HemoCcpeICTBEHHBIN.
3. CepreeB A.H. OCHOBBI JIOKaIBbHBIX KOMITBIOTEPHBIX ceTeil: yueOHoe nmocobue. CIIO. —
Mockga: Jlanb, 2024. — 184 c. — TekcT: HenmoCcpeCTBEHHBIN.

JlonoTHUTe/IbHbIE HCTOYHUKH:

1. Jubpos, M. B. KommnbioTepHble ceTH U TeJIeKOMMYyHUKauuu. Mapupyruzanus B IP-
ceTsx B 2 4. Yactp 1| : yueOHUK M IPAKTUKYM JJIsI CPpEIHETO MpodheCcCHOHATBHOTO 00pa3oBaHus /
M. B. Jlu6poB. — Mocksa : M3garensctBO FOpaiit, 2020. — 333 c¢. — (IIpodeccronanpHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Texkcr : anexrponnsiit / DbC KOpaiir [caiit]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/1l (mata obpamenus: 16.05.2024).

2. Ceru u TeeKOMMYHHKAINM : y4eOHUK W mpakTukyM uis By3oB/ K. E. Camyiinos [u
np.] ; moxn penakmueit K. E. CamyitnoBa, U. A. lllanumosa, [I. C. Kyns6oBa. — Mockaa :
NznatenscrBo FOpaiit, 2020. — 363 ¢. — (Bsicmiee oopazoBanue). — ISBN 978-5-534-00949-
1. — Texkcr : anexrponnsiii // DBC FOpaiit [caiit]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/1 (mara obpamenus: 16.05.2024).

IIporpammHuoe ob6ecneuenue 1 UHTepHET-pecypceb:
1. OBC «YHuBepcurTerckas 6ubmuoTexa oHmaiH». — Pexxum noctyma: http://biblioclub.ru.
2. OOGpa3oBarenbHbli opTai. Pexum goctyna: Intuit.ru.
3. DBC IPRBooks/ - Pexwum moctyma: http://www.iprbookshop.ru/

4.3. O01me TpedOBaHNS K OPraHU3aluM 00pa30BaTe/ILHOI0 MpoLuecca

[IpodeccroHanbHBll  MOAYNIH HM3y4aeTcss MapajulebHO C M3yYCHHEM Y4YeOHBIX
JUCIUIUIMH oOuienpodeccuoHanbHOro nukia: «OCHOBBI NMPOrpaMMHUPOBAHUS U 0a3 NaHHBIX»,
«DJIEKTPOTEXHNYECKUE OCHOBBI ICTOYHUKOB ITUTAHUS.

BelllonHeHNEe MpakTUYECKUX 3aHATHA NPEAINOoNaraeT JeJI€HUE TIPYIIbl 0 YHUCITY
pabouux MecT, 000pYAOBaHHBIX MEPCOHAIBHBIM KOMIBIOTEPOM. TeKyIIHMii KOHTPOJIb OCBOCHHUS
conepxanus MJIK ocymectBisercs B popMe TECTOBBIX 3aJjaHUI M IPAKTUICCKUX 3aHIATHIA.

VY4yeOHas mpaKkTHUKa [0 MOJYJIIO POXOIUT U3YydeHUs TeopeTrueckoit yactu M/IK.

VYyeOHas mpakTUKa MPOBOJUTCS B KOMIBIOTEPHBIX Jabopatopusx EI'Y uMm.UM.A.
bynuna.

[IpousBojacTBeHHAss MpakTUKAa MPOXOJUT B OpraHu3anusx ropoga. OOsi3aTeNbHBIM
YCIIOBHEM JIOITYCKa K MPOU3BOACTBEHHOH NpakTHke B pamkax IIM siBisiercss ocBoeHUe yueOHOM
MPAKTUKU JJIs OTy4EHUs! IEPBUYHBIX TPO(ECCHOHATBHBIX HABBIKOB.

B mpomecce o00ydeHHMs UCHONB3YIOTCS — pa3iMyHble BUABI  HMH(OPMAIMOHHO-
KOMMYHUKAI[MOHHBIX TEXHOJIOTHH.

4.4. Kagposoe odecnieueHre 00pa3oBaTe/JIbHOI0 NMpouecca


https://biblioclub.ru/index.php?page=book_view_red&book_id=599948
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
http://www.iprbookshop.ru/

TpeOoBanns Kk KBAIM(PUKANUHN NEJATOTHYECKUX KAAPOB, 00ecIeYnBAOIINX 00yUeHue 1o
MEKIUCIMIUVIMHAPHOMY KYypcy (Kypcam): HaIMYME CPEIHEro CHEelUaIbHOrO WIA  BBICIIETO
WHKEHEPHOTO WJIM BBICIIIETO ITeIarOrMYecKoro 00pa3oBaHus, COOTBETCTBYIOLIETO MPO(UITIO.

TpedoBanus K KBAIM(PUKAIMY MeJArOrMYeCKNX KaJIPOB, OCYIIECTBJISIONIMX PYKOBOICTBO

NPAKTHKOM:

BBICIIICE TIEIAarOTHUecKoe  00pa3oBaHME,

COOTBETCTBYIOIIETO MPOGUIIO  MOIYIIS

«Hacrpoiika ceTeBoii HHPPaCTPYKTYPh» U CIICIMATLHOCTH «KOMITBIOTEPHBIE CETH.

5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA JUCIUIIJINHbI

Kontpons wu

OIICHKAa

pe3yJIbTaTOB  OCBOEHUSA

UCHUILIAHBI

OCYILIECTBIISAETCS

IpenojaBaTesieM B Ipollecce MPOBEACHUS MPAKTUUECKUX 3aHATUNH U JaOOpaTOpHBIX pPadoT,
TECTUPOBAHUS, & TAKXKE BHITIOJHEHHUS OOYUYaIOIMMUCS WHIUBUAYATBHBIX 3aJaHUH, MPOCKTOB,

HICCIIENOBAHUMN.

Pe3yabTaThl (OCBOEHHBIE
npogdeccuoHaJIbHbIE
KOMIIeTEeHIIUH)

OcCHOBHBIE MOKA3ATEJIH
OIleHKH pe3yJbTaTa

DopMbI 1 METOABI
KOHTPOJISA ¥ OLIeHKH
pe3yabTaToB 00y4eHHust

IIK 1.1. JokyMEeHTUPOBaThH
COCTOAHUA
MH()OKOMMYHUKAIIMOHHBIX
CHUCTEM U UX COCTABJIAOMINX
B IIpOLIECCE HATIAAKU U
OKCILTyaTalluun

I1IK 1.2. [TopnepxuBath
paboTocrnocoOHOCTh
anmnapaTHO-MPOrPaMMHBIX
CPEACTB YCTPOUCTB
MH()OKOMMYHUKAIIMOHHBIX
CUCTEM

IIK 1.3. YcrpansaTs
HEHCIIPaBHOCTH B paboTe
MH()OKOMMYHHUKAIIMOHHBIX
CHCTEM

[IK 1.4. IIpoBoauTs
MIPUEMO-CIIATOYHBIC
UCIIBITAHUS KOMITBIOTEPHBIX
CeTeH M CETEBOTO
000pyIOBaHUs PA3IUYHOTO
YPOBHS M OLICHKY Ka4eCcTBa
CETEBOI TOIOJIOTHUH B
paMKax cBoeu
OTBETCTBEHHOCTH

IIK 1.5. OcyiiecTBisTh
pe3epBHOE KOMTUPOBaHHUE U
BOCCTAHOBJICHHE
KOH(UTypaIy CeTeBOro
o0opymoBaHUs
MH(pOPMAIIMOHHO-
KOMMYHUKAI[HOHHBIX
CHCTEM.

IIK 1.6. OcyiecTBisTh
MHBEHTapHU3aI1I0

Onpenenenne
npodeccnoHaNBLHOM 3a1a4n
Y 3TaIloB €€ BBITIOJTHCHUS

D¢ heKTUBHBII TTOUCK
uH(MOpMALIUY [T PEIICHUS
npo¢eCCHOHAIBHON 3a/1auu

Onpenenenue pecypcoB s
perenust
po¢eCCHOHAIBHON 3a/1auu

O1LeHKa «OTINYHO)) -
TEXHUYECKOE 3aaHHe
MIPOaHAIU3UPOBAHO,
aJITOpUTM pazpaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHUI0 U
oopMJIIEH B COOTBETCTBUU
CO CTaHJapTaMH, MOSICHEHBI
€ro OCHOBHbBIE CTPYKTYpHI.

O1eHKa «XOpOoIIo -
aJITOpUTM pazpaboTaH,
oopMIIEH B COOTBETCTBUU
CO CTaHJapTaMH U
COOTBETCTBYET 3aJJaHMUIO,
MOSICHEHBI €70 OCHOBHBIC

CTPYKTYpBHI.

OrneHka
«KYHAOBJICTBOPUTCIIBHO» -
aNTOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJJaHHIO.

Dk3aMmeH/3aueT B hopme
co0eceI0BaHuUs:
NPaKTUYECKOE 3a/IaHuUE IO
MOCTPOCHUIO alITOPUTMA B
COOTBETCTBHUH C
TEXHUYCCKUM 3aJaHUEM

DKcrepTHOE HAOIIOICHUE U
OIICHKAa Ha JabopaTOpHO -
MPAKTUYCCKUX 3aHATUAX, IIPU
BBITIOJTHEHUH PadoT 110
yueOHOI 1
MIPOU3BOACTBEHHOMN
MPAKTHUKaM

3armura OTYETOB II0
IPaKTUYECKUM U
nabopaTopHbIM paboTam

WNHTtepnperanus pe3ysbTaToB
HaOJIFOJEHNIT 3a
NCATCIIBHOCTBIO
oOyyJaromierocs B mporecce
OCBOCHHS 00pa30BaTEIbHOM
IPOTPaMMBI




TEXHUYECKHUX CPEJICTB
CeTeBOM MHPPACTPYKTYPHI,
KOHTPOJIb 00OPY/IOBaHUS
1ocJje MpOBEAEHHOTO
peMOHTa

[IK 1.7. OcyiecTBasTh
periaMeHTHOe
00CITy>)KUBAaHHE U 3aMEHY
pPacXoHBIX MaTepUAIIOB
nepudepuitHOro, CETEBOTO U
CEPBEPHOT0 00OPYAOBAHUS
UH(POKOMMYHUKAITMOHHBIX
CHCTEM

PesyabTaTsl
(ocBOEHHBIE 00IIIHE
KOMIIETEeHIIUH)

OcCHOBHBIE MOKA3ATEJIH
OIleHKH pe3yJbTaTa

DopMbI 1 METOABI
KOHTPOJISA ¥ OLIEeHKH
pe3yJabTaToB 00y4eHHust

OK 01. Beibupats cioco0sl
pemieHus 3a1a4d
npodeccrnoHanbHOM
IEATeNbHOCTH
NPUMEHUTEIBHO K
Pa3INYHBIMU KOHTEKCTaM

[Ton6op BapraHTOB
pelIeHNs] KOHKPETHOM
npodeccuoHaTBLHOM 3a1a4n
WJTU TIPOOJIEMBI

OneHka NOJHOTHI IEPEYHSI
Mo00paHHBIX BAPUAHTOB

OK 02. Mcnonb3oBaTh
COBPEMEHHBIC CPEICTBA
MOWCKA, aHaJIN3a U
WHTEPIpETAINN
uHpOpMaINH, U
nH(pOpMaMOHHBIE
TEXHOJIOTUH IS
BBITTOJIHEHUS 32144

JleMoHCTpanys HaBBIKOB
UCIOJIb30BAHUS
MH(POPMALIMOHHBIX
MopTajioB B cetn MHTEpHeT,
BKJIIOYast OHUIHATbHbIC
WH(pOPMaIMOHHO-TIPABOBHIC
MOPTAaJIbI

OneHka NOJHOTHI IEPEYHS
Mo00paHHBIX BAPUAHTOB

npodeccroHabHOI

JeSITENIbHOCTH

OK 03. IlmanupoBats u JleMoHCTpauys uHTEpECa K | Y4acThe B MEPOIIPUATHUAX
peann30BhIBATh BBIOpaHHOM (omMMIIAAIBI, KOHKYPCHI
cOOCTBEHHOE CIELUANBHOCTH, K npo¢ecCuoHaIbLHOTO
npodeccuoHanbHOE U MHHOBAI[MOHHBIM MacTepCTBa, CTAXKUPOBKH U
JMYHOCTHOE Pa3BHUTHE, TEXHOJIOTUSIM B 00J1acTH Ip.), MPOBOJIUMBIX KaK
MpEeANPUHUMATETHCKYIO npo¢eCcCuOHATBHON 00pa3zoBaTebHBIM
JeSATeIbHOCTD B JeSATeIbHOCTH 3aBeJICHUEM, TaK U

npodeccuoHanbHOU chepe,
HUCITIOJB30BAaTh 3HAHUA I10
MPaBOBOM M (PMHAHCOBOM
rpaMOTHOCTH B pa3JIMYHBIX
KHU3HCHHBIX CHTYaIUsIX

BEYUIUMH NPEANPUATUIMU
oTpaciu

OK 04. DddexTnBHO

JIeMOHCTpUPOBATh HaBBIKU

DKcrepTHOE HAOII0ICHNE




B3aUMOJICUCTBOBAThL U
paboTaTh B KOJUICKTUBE U
KOMaH/e

MEXJIMYHOCTHOTO OOIIEHUS
C coOIroIeHneM
OOLIETPUHSATHIX MPABUII CO
CBEpPCTHHUKAaMHU B
o0pasoBartenbHON TPyIIIE, C
npenoaaBaTejisiMu BO BpEMsL
oOy4eHwus, ¢
PYKOBOIUTEIIMU
MPOU3BOACTBEHHOM
MIPAKTUKU

HIOBEJICHYCCKIX HABBIKOB B
xoJie 00yueHust

OK 05. OcyiiecTBasiTh
YCTHYIO U TIUCbMEHHYIO
KOMMYHHKAIUIO Ha
roCyJapCTBEHHOM SI3bIKE
Poccuiickoit deneparnuu ¢
y4eToM 0COOEHHOCTEH
COLIMAJILHOTO U
KYJIBTYPHOI'O KOHTEKCTa

JleMOHCTpaIusi HABBIKOB
IPaMOTHOM YCTHOU U
MUCHbMEHHOW peun

DKCnepTHOE HAOII0ICHUE
HABBIKOB YCTHOI‘O nu
[IMICEMEHHOTO OOIIEHHS B
xoJie 00yueHust

OK 06. ITposBnsaTh
IPaKJaHCKO-
MaTPUOTHYECKYIO MTO3ULIUIO,
JEMOHCTPUPOBATH
OCO3HaHHOE MOBEJICHNE Ha
OCHOBE TPAUIIMOHHBIX
POCCHUICKHUX TyXOBHO-
HPaBCTBEHHBIX IIEHHOCTEH,
B TOM YHCJIE C YYETOM
rapMOHU3AIUU
MEXHAIIMOHAIBHBIX U
MEXPEJIUTUO3HBIX
OTHOIIIEHUH, TPUMEHSTh
CTaHJapThl
AHTUKOPPYIMIHUOHHOTO
MOBEJICHUS

DopMUpPOBAHKE YYBCTBA
[MaTpUoOTHU3Ma,
IpaX1aHCTBEHHOCTH,
YBaXXCHUA K IMaMATHU
3alMTHUKOB OTeuecTBa U
noasuram ['epoes
OrteuecTBa, 3aKOHY U
MPaBONOPSJIKY, YEIIOBEKY
TpyJa U cTapiieMy
MOKOJICHUIO;

B3aMMHOI'0 YBa)KEHUS,
OepeXKHOTO OTHOIICHUS K
KyJIbTYPHOMY HACJEIUIO U
TpaguLAsIM
MHOTOHAIIOHATBHOTO
Hapona Pocculickoit
denepanuu;
HCTCPIIUMOCTHU K
KOPPYHIIIMOHHBIM
MPOABJICHUAM

VYyactrue B MEpONPUATHIX
MaTPUOTUYECKOU
HaIlpaBJIECHHOCTH, B
IIPOBEJEHUH BOEHHO-
CIIOPTUBHBIX UID; Y4aCTHE B
nporpammax
AHTHUKOPPYIIIMOHHOMN
HaIpaBJIEHHOCTH

OK 07. ConenicTBOBaThL
COXPaHEHHIO OKPY>KAIOIIEH
cpensl,
pecypcocOepexeHuIo,
MIPUMEHSATH 3HAHUS 00
W3MCHCHHHU KJIMMAaTa,
TIPUHITUITB OEPEIKITUBOTO
MIPOU3BO/ICTBA, 3 (HEKTUBHO
JIENCTBOBATE B
YpEe3BbIUANHBIX CUTYAIHIX

dopmMupoBaHUe OEPEKHOTO
OTHOILLEHUA K IIPUPOJIE U
OKpYy>Kalollen cpene

DKCcnepTHOE HAOII0IeHUE
JIEMOHCTpPAIIMH HaBBIKOB
COOJTIOICHMSI TIPABHIT
3KOJIOrHYECKOM
0€30I1aCHOCTH B BEIECHUN
npodecCHOHABLHOM
JIEATENHHOCTH;
dbopMUpOBaHHE HABBIKOB

3 PEeKTUBHBIX ACHCTBUN B
Ype3BBIYAITHBIX CUTYAITHSIX

OK 08. Hcnonp3oBaTh
cpeacTBa GU3NIECKOI
KYJIBTYpPBI AJIs1 COXpaHEHUS
M YKPEIIEHUS 3J0POBbS B

dopmMupoBaHue OEPEKHOTO
OTHOIICHUS K 3I0POBBIO

VYyactue B CHOPTUBHBIX
MEPOIPUATHUAX, IPOBOIUMBIX
00pa3zoBaTebHBIM
YUpEXKICHUEM; BEJICHUE




nporecce
npodeccroHabHOM
JeSITeTbHOCTH U
NOJICP KaHUS
HEOOXOMMOTO YPOBHS
¢buznyeckoi
MIOJITOTOBJICHHOCTH

3I0pOBOT0 00pa3a KU3HU

OK 09. ITons3oBaThCst
npodecCuoHATBHON
JIOKYMEHTaluen Ha
roCy/1lapCTBEHHOM U
MHOCTPaHHOM SI3bIKax

JleMoHCTpanyst yMEeHUs
COCTaBJISATh TEKCTHI
JIOKYMEHTOB, OTHOCSAIIUXCS
K mpohecCHuOHaTBHOM
NeSITEIbHOCTH, Ha
roCyJapCTBEHHOM U
MHOCTPAHHOM $SI3bIKaX

DKcrnepTHas OlIeHKa
COOJTIOICHHSI TIPABIIT
COCTaBJICHUA I[OKyMeHTOB
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