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1. HACHIOPT PABOYEWM ITPOT' PAMMBbBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

IM.02 Opraﬂmaunﬂ CETEBOIo aIMUHUCTPUPOBAHUSA ONIEPAINMOHHBIX CUCTEM

1.1. Ob6saacTh NpUMeHEeHNsI TPOTPAMMBI

PaGouas mporpamma npodecCHOHATBLHOTO MOAYJS SIBJISIETCS 4YacThlo 00pa3oBaTENbHOM
nporpammel B coorBercTBUM ¢ ®I'OC mo  cmeumansHoctn  CIIO 09.02.06 «CeteBoe u
CUCTEMHOE a/IMUHUCTPUPOBAHUE.

Pabouas mnporpamma y4eOHOW AMCUUIUIMHBI MOXET OBITH HCHOJb30BaHA B
JOTIOTHUTETILHOM  TpodecCHOHATbHOM ~ 00pa3oBaHuMM (B MporpaMMax  IOBBIIICHUS
KBUTM(PUKAIIMM ¢ TEPENOArOTOBKM) W NPO(ECCHOHATBbHON TOATOTOBKE IO CMEKHBIM
CHEIUATBHOCTSIM.

udp npodeccruonansHoro moayist: [IM.02.

[Ipodeccuonanbuplii MOIyNb HampaBieH Ha (OPMUPOBAHHME CIEAYIOIUX OOMIMX U
npodeccnonansubix komnerennuid: [1K 2.1, T1K 2.2, TIK 2.3, IIK 2.4, TIK 2.5.

1.2. llean u 3a1a4M AUCUMILVIMHBI — TPeOOBAHMA K Pe3yJbTATAM OCBOEHHUS COHEPKAHUS
JUCIHHUILINHBI

B pe3ynbrare ocBOE€HUS AUCHUIIIMHBI O0YyYaIOLIUIICS 10JIKEH YMETh!
- aJIMMHHUCTPUPOBATH JIOKAJIbHBIE BIYUCIUTEIBHBIE CETH;
- NPUHUMATh MEpPHI [0 YCTPAHEHHUIO BO3MOXKHBIX COOEB;

- obecrieunMBaTh ~ 3alUTYy [P  HOJAKIOYEHMHM K  HMH(OpPMalHMOHHO-
TEJIEKOMMYHUKaMOHHOM ceTH "HTepHeT".

B pe3ynbrare 0CBOGHUS TUCLUIIMHBI 00YJatoUIHics JOIKEH 3HATh!
- OCHOBHBIC HaIlpaBJICHUS aJMUHUCTPUPOBAHNS KOMIIBIOTEPHBIX CETEH;
- YTWIUTHL, QYHKIUH, YAAJIIEHHOE YIIPaBICHUE CEPBEPOM;

- TEXHOJIOTHIO 0€30MacHOCTH, MPOTOKOJOB aBTOPU3ALMH, KOHPHUIECHIIMAILHOCTH U
0€30MMacHOCTH MPH pabOTe C CETEBBIMU pecypcamu.

1.3. PexomeHyeMoe KOJIMYECTBO YaCOB HA OCBOEHUE MPOrPaAaMMbI AN CIUIIIUHBI:
MaKCHUMaJIbHON y4eOHON Harpy3ku oOyvaromierocsi 547 4acoB, B TOM YHCIIE:
00s13aTeNTbHOM ayTUTOPHOM yueOHOM Harpy3ku oOyvaromierocst 308 gacos;
caMmocTosiTenpHas padota oOyuatomerocs — 203 gaca,;

NPOMEXyTOUHas arTectanus odydaromerocs 18 gacos,;
yueOHasl U IPOU3BOJICTBEHHAs! MPakTUKH — 144 daca.

1.4. ®opMbI KOHTPOJISI U OlleHUBAHUSA dJIeMeHToB [IM

(I)opMa KOHTPOJISA 1 OHCHUBAHUSA

JJ1eMeHT

. IIpome:xyTounasi 9K3aMeH Mo
M Texkymmii KOHTPOJIb P Y

aTrTrecTanus M

1 2 3 4




M/IK.02.01 | Dx3amen na

MJIK.02.02 | Dx3amen Ja

VI1.02.01 HuddepennmpoBanHplii 3a4eT

I111.02.01 JuddepeHnmpoBanHbIi 3a4eT

[IM.02.5 na

2. PE3YJIBTATBI OCBOEHUA TPO®ECCHOHAJIBHOI'O MOAYJIA

PesynpTarom ocBoeHHS TPOGECCHOHATHLHOTO MOMYJS SIBIISETCS OBIAJCHHE OOYYarOIIUMUCS
BUJOM Tpodeccuonansroil aestenbHocTH [IM.02 Opranu3zaius ceTeBoro aAMUHUCTPUPOBAHUS

OTIEPALIMOHHBIX CHCTEM, B TOM 4ncie npodpeccnoHansabiMu (1K) komnerernmsamu:

Kon HanmeHoBaHue BUJIOB A€ATEIbHOCTU U NPOPECCHOHATBHBIX KOMIIETEHIIUN
IIK 2.1. ITpuHUMAaTh MEphI 110 YCTPAHEHHUIO COOEB B ONEpPallMOHHBIX CHCTEMaxX
I1K 2.2 AJIMAHHCTPUPOBATH CETEBBIE PECYPCHI B ONIEPALMOHHBIX CHCTEMAX
IIK 2.3. OcymiecTBiATh COOp AAHHBIX /7Sl aHAJINM3a UCTIOJIb30BaHUSA U (PYHKIIMOHUPOBAHUS

MMPOrpaMMHO-TCXHUUYCCKUX CPCACTB KOMIIBIOTCPHBIX ceTel

[IK 2.4. Ocy1iecTBIATh IPOBeIEHUE OOHOBIICHUS MPOTPAMMHOT0 00ECIICUEHUS ONIEPAITMOHHBIX

CHUCTCM U IMPHUKIJIAAHOI'O IIPOIrpaMMHOIO obecneyeHus

IIK 2.5. OcCymiecTBIATh BBISABICHHE U YCTPAaHEHHE MHIIMCHTOB B Mpolecce (yHKIIMOHUPOBAHUS

OIICPAIMOHHLIX CUCTCM




3. CTPYKTYPA U COAEP KXAHUE ITPOPECCHUOHAJIBHOI'O MOAYJIAA

3.1. TemaTuueckni mian npodeccuoHaabuoro moaysasa INM.01

O0bemM BpeMeHHU, OTBe/ICHHbIN HA 0CBOEHHE
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Paznen 1.
AIMHHHCTPHPOBaHHE
MK.2.1-2.5 A pHp 198 189 128 61
ceTeBbIX
ONepPanHOHHBIX CHCTEM
Paznen 2.
IIporpammuoe
MK.2.1-2.5 porp 196 178 108 70
odecneueHue
KOMINBIOTEPHBIX ceTeil
YI11.02.01 YueOHasi IPaKTHKA 72 72




I11.02.01

IIpousBoacTBeHHas!
NpaKTUKa (1o
npoduiro
CIeNUATBHOCTH), YaCOB
(ecau npedycmompena
umoz08asi
(KoHyenmpuposanHas)
npakmuka)

72

72

Bcero:

547

367

236

131

72

72

Auetiku ¢ cmonbyax 3,4,7,9,10 sanonnsiomes ocupuvim wpugpmom, 6 5,6,8 — obviunvim. Eciu xaxou-mubo 6ud yueOHou pabomuvl He npedyCMOMpPEH, HeobX00UMO
coomseemcemeyoujell suelike nocmasums npouepk. Konuvecmeso uacos, ykazannoe 8 suetikax cmoaoya 3, OOMHCHO OblMb PAGHO CYyMMe HUCel 8 COOMBEMCMBYIOWUX AYEUKAX
cmoabyos 4,7,9,10 (scupnoiii wipugpm) no eopuzonmanu. Konuuecmeo uacos, ykasawnoe 6 suelikax cmpoku «Bceeoy, 0ondicno 6vimb pasHo cymme uucie coomeemcmeyouux
cmoabdyos 3,4,5,6,7,8,9,10 no sepmuxanu. Konuuecmeo uacos, ykazaunoe auetike cmonbya 3 cmpoxu «Bce2oy, 0012cHO coomeemcmeosams KOAUYeCma8y 4dco8 HA 0CB0eHue
npoepammut IIM 6 nynkmel.3 nacnopma npocpammul. Konuuecmgo uacoe Ha camocmosmenvhylo pabomy o00yuaouje2ocs 00IHCHO COOMBENCme08ams yKa3aHHoMy 6 n.1.3.
nacnopma npoepammvl. CymMma KOIUYeCm8d Ydaco8 HA Y4eOHYI U Npou3so0CHEEeHHYI Npakmuku (8 cmpoxe «Bcezo» 6 cmoabyax 9 u 10) Oomxcna coomeemcmeosame

yKasauHomy 6 n.1.3 nachopma npocpammul.




3.2. Conep:xanue o0yueHus no npodeccuonaibuomy moay.ao IM.02.

HaumenoBanue pa3aejioB U TEM

Conep:xanue yueOHOro MarepuaJa,
JabopaTopHbie padoThl U IPAKTHYECKHE 3AHATHS,

caMocTosiTe/IbHAs yyeOHas pabora o0yyarommxcs, Kypcopasi padéora

(mpoeKT) (eciu npedycmomperul)

O0BEéM yacoB

YpoBeHb 0CBOCHHS

1

2

Paznen 1. AnMUHUCTpUpPOBaHME
CeTEeBbIX ONEPANMOHHBIX CHCTEM

128

MJIK.02.01.
AI{MI/IHI/ICTpI/IPOBaHI/Ie CE€TEBbIX
OnepanuoOHHbIX CHCTEM

128

Tema 1.1 YcTanoBka u
HacTpoiika Windows Server
2019 R2

Cooepocanue

22

1

Pa3BepThiBanue u ynpasjienune Windows Server 2019 R2

00630p Windows Server 2019R2. Vcranoska Windows Server
2019R2. Hactpoiika Windows Server 2019R2 mocne ycTaHOBKH.
00630p 3amau o ympasieanto Windows Server 2019R2. Beenenue B
Windows PowerShell

2,3

Beenenne B nomennblie cepBuchl Ciy:x0b1 Katanora
Beenenne B AD DS. OO030p ¢QyHKIME KOHTpoOJIJIEpa JIOMEHA.
YcTaHOBKa KOHTpPOJIIEpa JOMEHa

2,3

Ynpasienue o0bekTaMu J10MeHHbIX ca1yx0 Ciayxobl KaTanora
VrpaBieHue y4YeTHBIMHM 3allUCSIMH TOJb30BaTeNel. YIpaBieHHE
rpynIaMy. YTPaBICHHE YYETHBIMHM 3allUCSIMH  KOMIIBIOTEPOB.
JlenerupoBanue aAMUHUCTPATUBHBIX 33]a4

2,3

ABTOMATH3AalUA  AAMHMHHCTPUPOBAHUS  JAOMEHHBIX  CJIYyXk0
Cayx0b1 KaTanora

Hcnonbs3oBanne cpeAcTB KOMaHIHON CTPOKH JUIs
anmunuctpupoBanus AD DS. Hcnonb3oBanue Windows
PowerShell nyis agmunucrpupoBanus AD DS. Tlpoussenenue
MHOYECTBEHHBIX OIepaluii ¢ ucroap3oBanueM Windows
PowerShell.

2,3

IIpumenenne nporokosna DHCP

2,3




Ycranoka ponmm DHCP cepsep. Hactpoiika DHCP o6Gnacreid.
Ynpasnenne 6a3oi nanapix DHCP. 3ammra u monutopuar DHCP

6 | Ilpumenenne DNS 2 2,3
[Tponecc paspemenust umen B Windows. YcranoBka cepepa DNS.
VYnpasnenue 3onamu DNS

7 | IlpuMeHeHHE JOKAJIBHOI0 XPAHHINILIA TAHHBIX 2 2,3
OO030p MeTOJIOB XpaHEHMsI JaHHbIX. YIIpaBlIeHHE JUCKAMU U
tomamH. Vcnosib30BaHre IPOCTPAHCTB XPaHEHUS

8 | [IpumeHeHue (aiijioBoOH CIaY:KOBI U CITY:KOBI IEYATH 2 2,3
3amuTa (aiioB M Manok. 3aluTa NanoK CPeACTBaMH TEHEBOIO
korupoBaHus. Hactpoiika Paboumx mamok. Hactpoiika cereBoit
neyaTH

9 | [IpumMeHeHHE TPYNIOBOI MOJUTHKH 2 2,3
O0630p rpynmoBoit monuTUKK. OOpabOTKa TPYNIOBBIX ITOJUTHK.
[TpuMeHeHHe LEeHTPAIM30BaHHOTO XPaHUIHUIA AJIMUHUCTPATUBHBIX
111a0JIOHOB

10 | BammuTa cepBepoB  Windows mnpuMeHeHHEM  00BHEKTOB 2 2,3
rpynmnoBoi MOJMTHKHU
0O0630p 6e3omacHoCcTH onepanroHHbIX cucteM Windows. Hactpoiika
napameTrpoB Oe3omacHoctd. Orpanuuenue mnpukiagHoro IIO.
Hacrpoiika OpanaMayspa Windows c pacimpeHHon
0€301aCHOCTHIO

11 | Ipumenenue cepBepHoii Bupryaausanuu ¢ Hyper-V 2 2,3
O630p  TexHosmoruit  BupTyanuzauumu. [IpumenenueHyper-V.
VYrpaBneHrne XpaHWIMILEM BUPTYalbHBIX MalllMH. YTpaBiIeHHUE
BUPTYaJIbHBIMHU CETAMU

Tema 1.2. AnmunucrpupoBanue | Codepicanue 26
Windows Server 2019 R2 1 | Hacrpoiika u ycTpaHeHHe HeMOJag0K cay:k0b61 DNS 2 2,3

Hacrpoiika cepsepnoit ponin DNS. Hactpoiika 301 DNS.
Hacrpoiika nepenaun 30u61 DNS. Ynpasnenue ciry:x60it DNS u
yCTpaHEHHE HEeIoJIaJJOK

2 | Monpep:xka nomeHHsbIx cayx6 Cayxobl Katangora 2 2,3
O630p AD DS. MHcnonb3oBaHue  BUPTYaJTU3HPOBAHHBIX




KOHTPOJUIEPOB JIoMeHa. [IpuMeHeHue KOHTPOJJIEPOB JIOMEHa C
noctyrnoM Toibko Ha urenue (RODC). AnmunucrpupoBanue AD
DS. Ynpasnenue 6a3oit ganasix AD DS

YnpasieHue 10J1b30BATEJIbCKUMH U CJIYKeOHBIMH YYeTHBIMH
3anuCAMH

Hactpoiika [Tonutuku naponei u Ilonutuky 6J10KHPOBKH Y4ETHOMN
3anicu. Hactpoiika YpaBisieMoit Ciry)keOHOW YIETHOM 3arucu

2,3

Bueapenue uHppacTpyKkTypbl I'pynnoBsix NoIMTHK

00630p I'pynnoBoii nonutuku. BHenpeHue u aiMUHUCTPUPOBAHUE
['pynnoBeix monutuk. OO6macTe AEHCTBUS M MOPSAOK 00pabOTKH
I'pynnoBeIX MOJUTHUK. YCTpPaHEHHE HENONANO0K IPUMEHEHUs
['pynnoBbIX MOJIUTHUK

2,3

YnpapjeHue m0Jb30BaTEIbCKHUM pPado4MM CTOJIOM 4Yepe3
I'pynnoByro noauTuxky

[Ipumenenne  AQMHUHHCTpaTHBHBIX  11abinoHoB.  Hactpoiika
IIPUMEHEHHs CKPUITOB M IlepeHanpasicHus mnanok. Hacrpolika
MIPEANIOYTEHUN B I'pynnoson ITOJIUTHUKE. VYnpasnenue
IporpaMMHBIM oOecrieyeHreM yepe3 I pynmnoByo MOJIUTHKY

2,3

YcraHoBKa, HACTPOliKa M yCTPaHeHHe HenoJaaok poyu Cepsep
CeTeBoil NOJIMTHKH.

VYcranoBka u HacTtpoiika ponu Cepep CeTeBOM MNOJUTHKH.
Hactpoiika knuentoB u cepsepoB RADIUS. Meroasl nposepku
noayiuHHOCTH  cepBepa CereBod MOMUTUKH. MOHHUTOPUHT U
ycTpaHeHue Henona ok posn Cepeep CeTeBoN MOJIUTUKH

2,3

IIpumeHeHne 3a1UTHI JOCTYNA K CeTH

O0630p 3ammrtel goctyna k cetu (NAP). O0630p mporecca
IIPUMEHEHHUs 3aluThl 1ocTymna K cetn. Hactpoitka NAP. Hacrpoiika
npumeHeHns NAP depe3 npunynurensHuslie IPSec B3aumoneicTausl.
MOHUTOPHHT U ycTpaHeHne Henonagok NAP

2,3

Hcnonb3oBanune yaajaeHHOro 10CTyNa
0O030p TEXHOJIOTUM YJAJIEHHOTO JOCTyna. BHeIpeHune TeXHOIOTHH
DirectAccess ¢ TIOMOIIBIO MacTepa HayaJlbHOM HACTPOWKH.

2,3




BHenpenne W ynpaBieHHE pACIIMPEHHOW HWHQPPACTPYKTYpOId
DirectAccess. Bueapenue VPN. Buenpenne Web Application Proxy

Onrumuszanus GaiisioBbIX CEPBHCOB

O030p aucrerdepa pecypcoB (aitmoBoro cepsepa — FSRM.
UcnonszoBanne FSRM s ympaBiaeHus KBoTamu, (ailioBbIM
SKPAaHUPOBAHMEM M OTYETAMU [0 HCIIOJIB30BAHUIO XPaHWIMILA.
[Ipumenenue kiaccuduxanuu (aiiaoB W 3ahad MO YIPABICHUIO
¢daimamu. O030p pacnpenenennoit (daiimooir cucrembl DFS.
Hacrtpoiika umeHoBanHoro mnpoctpanctBa DFS. Hactpoiika u
yCTpaHEeHHE HenoJaagoK perutukaiuu DFS

2,3

10

Hacrpoiika mu@poBaHusi ¥ paCIIMPEHHOI0 AyAUTAa
Iudposanue auckos ¢ ucnonszoBanueM BitLocker. Ilndposanue
¢daitnoB ¢ wucnons3oBanueM EFS. Hactpoiika pacmmpeHHoro
ayJInATA.

2,3

11

Pa3BepThiBaHUE U MOJIEP:KKA CEPBEPHBIX 00pa30B

0O0630p cnyx0bl pa3zBepThiBanus Windows. Ympasinenue oOpa3zaMu.
[TpuMeHeHMEe pa3BepTHIBAHUS C MOMOILBIO CIIY>KOBbI Pa3BepThIBAHUS
Windows.  AIMUHUCTpUpPOBAaHHME  CIYKObl  pa3BepTHIBAHUS
Windows.

2,3

12

BHeapeHue ynpasJjieHUs1 00HOBJIEHUSIMHU
0630p WSUS. PazseptriBanue o6HoBIeHUH nocpenctBoM WSUS

2,3

13

Monutopunr Windows Server 2019
Cpenctsa MOHUTOPHHTA. Ucnonb3oBanne MonuTOopa
IPOU3BOIUTENILHOCTH. MOHUTOPHHT JKypHAJIOB COOBITHH.

2,3

B mom uucne npakmuyeckux 3auamuii u 1a60pamopuuix padom

56

1

Hactpoiika 1 ycTpaHeHne Herosaaok ciry>k0o61 DNS

i

2,3

2

ITonnepxxka ADDS

N

2,3

3

praBJ’ICHI/IC IIOJIB30BATCIIbCKUMU U CJ'IY)KG6HBIMI/I YYCTHBIMHA
3alIMCAIMH

i

2,3

Buenpenne unppacTpykTypbl [ pynnoBbIX MOJUTHK

2,3

VYrpaBneHne — MOJIb30BATEIbCKUM  pabodyMM  CTOJIOM  4epes
['pynnoByI0 NOJIUTUKY

N

2,3

YcranoBka 1 HacTpolika poau Cepep CeTeBoil NOTUTHKU

2,3




7 | IlpuMeHeHue 3aMThl JOCTYIA K CeTH 2 2,3
8 | Buenpenue texnomoruun DirectAccess ¢ TOMOIIBIO MacTepa 2 2,3
HayaJbHOW HACTPOUKHU
9 | Pa3BepThiBanue pacmupeHHon HHPpacTpykTypsl DirectAccess 2 2,3
10 | Baenapenue VPN 4 2,3
11 | Baenpenue Web Application Proxy 2 2,3
12 | Hactpoiika Kot u ¢aiinoBoro sxpanupoBanus B FSRM 2 2,3
13 | I[Ipumenenue DFS 2 2,3
14 | Hactpoiika mm@poBaHus 1 paCIIUPEHHOTO ayIUTa 2 2,3
15 | Ucnonb3oBanue  ciyxObl  pa3BepThiBanuss ~ Windows — ans 4 2,3
pa3BepteiBanus WindowsServer 2019
16 | Bueapenue ynpaiieHrus 0OHOBICHUSIMH 4 2,3
17 | Mounutopunar WindowsServer 2019 4 2,3
Tema 1.3. OcnoBbI Linux. Cooepocanue 20
1 | BBegenne 2 2,3
Beenenue B qucuuminHy. 3HakoMctBo ¢ VMWare vSphere.
2 | Maiisosbie cucrembl OC Linux 2 2,3
@aitnoseie cuctembl OC Linux. Co3gaHue W pa3MeTKa >KECTKOTO
JTICKa
3 | MMoaroroBka cepsepa OC Linux 2 2,3
Bapuantel ycraHoBku. PesepBHoe komupoBanue. Co3zmgaHue
CHMMKOB. PazMeTKa >KeCTKOro JAmcKa.
4 | Hactpoiika web-cepBepoB B OC Linux 2 2,3
[Tporokon HTTP. Be6-cepep Nginx. ObpaTtHOe MpOKCUPOBAHHUE B
Nginx.
5 | Hacrpoiika cepepa DNS B OC Linux 2 2,3
ITporokos DNS
6 | Hacrpoiika ceppepa DHCP B OC Linux 2 2,3
ITporoxos DHCP
7 | Hactpoiika ¢aiinoBbix cepBepoB B OC Linux 2 2,3
IIporokon FTP. ®aiuoBas cucrema NFS. ®aiinoBelili cepsep
Samba.
8 | Hacrpoiika cepepoB B/l B OC Linux 2 2,3




CYBJ MySQL. CYBJ] MongoDB

9 | KonTteiinepol Docker 2 2,3
Konreitnepsr Docker.CriocoOb1 cBsi3u koHTelHEepoB Docker.
10 | IIpoexTupoBanue 2 2,3
[IpoektupoBanue. BBenenwe. AnHanm3 TpeOoBanmii. Peanmzarus
cuctembl. CocTaBlIeHUE TOKYMEHTALIUH
Pazjnen 2. [IporpammHoe 108
olecneyeHue
KOMIIbIOTEPHBIX ceTeil
M/JK.02.02. ITporpamMmmHoOe 108
ol0ecreyenue
KOMIIBIOTEPHBIX ceTeid
Tema 2.1 TIporpammubie Cooepocanue 34
CpeAcTBa MOHUTOPHHIA 1 BBenenne B cucTeMbl MOHUTOPHHTIA 10 2,3
KOMITBIOTEPHBIX CETEH Bujpl MOHUTOpPHUHTA (ar€HTHBIN, O€3aHT€HTHBIN, aHATTUTUYECKU ).
ITporpamMHBIe cpeacTBa i cOopa aHaiau3a U 00pabOTKU JaHHBIX
2 Wireshark kak cucreMa MOHUTOPHHTA 10 2,3
OcobeHHOCTH, YCTaHOBKA, HACTPOiiKa. 3aXBaT, aHAJIU3 U
MHTEPIIPETAIMsI CETEBOT0 TpaduKa.
3 Cucrema monuTopuHra Zabbix 10 2,3
OcobenHoctH, ycTaHOBKa, HacTpoiika. [lonstue arentos. [lonsitue
m1a6s10HoB. [ToHsTHE TpUrTepoB. HTEerpanus ¢ BHEUIHUMU
NPUIIOKESHUSIMU. AHAIN3 U OTYETHI
4 Beenenne B cucremy MoHuTOpUHIa Nagios, 0030p 0CHOBHBIX 4 2,3
¢pyHkumii u ocobeHHOCTEH
VYcranoBka u 6a3oBas HacTpoiika cepBepa. Co3/1aHue U HaCTporKa
yBeOMIIEHHH. VICoap30BaHNe INIArHHOB U MX HACTPOMKA.
WuTterpanus Nagios ¢ IpyruMu ciCTeMaMH MOHUTOPHHTA
B mom uucne npakmuyueckux 3auamuii u 1a00pamopHvlx padom 56
1 | Hacrpoiika Wireshark. 3axBar u ananus cereBoro Tpaguka ¢ momMoIbo 20 2,3
Wireshark. nTepriperanyst mony4eHHbIX pe3yabTaTOB MOHUTOPHHTA.
2 | YcranoBka u HacTpolika Zabbix. Pabora ¢ areHTamMu ¥ mabIOHAMH. 20 2,3

Hactpoiika TpurrepoB st MOHUTOPHUHTA IPOU3BOJAUTEIBHOCTH U




JOCTYITHOCTH MpUJIoKeHu# u cepBucoB. MuTerpamus Zabbix ¢
BHEIIHUMH NpUiIokeHussMU. Co3/jaHUuEe OTYETOB U aHAJIU3 PE3YJIbTaTOB
MOHHMTOPHHTA

3 | [lpaktuueckoe 3ansaTre 3. YcraHoBKa U 0a30Bast HACTPOIKa cepBepa 16 2,3
Nagios. Co3ganue 1 HaCTpOHKa YBEIOMJIICHHH MPYU BO3HUKHOBEHUH
npo6aem. Mcronb30Banue MIarnHOB U HACTPOIKa UX paboTHI.
WuTerpanus Nagios ¢ IpyrumMu cucTeMaMyd MOHUTOPUHTA TS
pacmpeHus QyHKIIMOHAITBHOCTH

Bcero 394
Y4yeOHasi npaKkTHKA
Bupl pabort:
1. ygacTue B MpOCKTUPOBAHUU CETEBOH MHPPACTPYKTYPHI;
2. y4acTue B OpTaHU3alUU CETEBOTO aIMUHUCTPUPOBAHNUS; 12 2,3

3. BKcIUTyaTalusl OObEKTOB CETEBOM MHPPACTPYKTYPHI;
4. yyacTue B yIpaBJI€HUU CETEBBIMU CEPBUCAMU;
5. yyacTHe B MOJEpHU3ALIUU CETEBOM NH(PACTPYKTYPBHI.

IIpousBoacTBeHHAs NPAKTHKA NPO(PECCHOHATLHOI0 MOAY I

[IpumepHBIii iepeueHs padoT:

1. yyactue B pa3paboTKe METOAOB, CPEICTB M TEXHOJIOTUI MPUMEHEHUSI 00bEKTOB NMPO(HECCHOHAIbHON
NESITENLHOCTH, 72 2,3
2. mpoBesieHue NMPo(UIAKTUYECKHX pabOT Ha 00BEKTAaX CeTeBOH MHPPACTPYKTYPhI U paOOUYMX CTAHIUSAX;
3. yyacTHe B UHBEHTAapU3alluu TEXHUUYECKUX CPEJCTB CETEBOM MHPPACTPYKTYPHI, OCYILIECTBICHHE
KOHTPOJIS IOCTYMHBILET0 U3 pEMOHTa 000PYI0BaHMSL.

Buympu kasicoozo pasoena ykasviearomesa coomeemcmsaytowjue memul. 1o kaxcoou meme onucviéaemcs cooepicanue yuebHo2o mamepuand (6
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUSL HEeOOX0OUMbIX J1AOOPAMOPHLIX PAOOM U NPAKMUYECKUX 3AHAMUL (OMOEIbHO NO KANCOOMY 6U0dY),
KOHMPOIbHBIX pabom, a makxdce NPUMEPHAs MeMamuka camocmosamenvHou pabomel. Eciu npedycmompenvl Kypcosvie pabomei (npoexmvl) no
oucyuniumne, onucvigaemcs npumepras memamuxa. Odvem yacos onpeoensemcs no Kaxcoou nouyuu cmoaoya 3 (ommeuero 36e30ouxoi *). ¥Yposenw
0CBOEHUSL NPOCABTIAACMCS HANPOMUSE OUOAKMUYECKUX eOUHUY 8 cmoioye 4 (ommeueno 08yms 386e300uxamu **).

JIJis XapaKTepUCTHKU YPOBHSI OCBOCHHSI YI€OHOTO MaTepHalia UCTIOIB3YIOTCS CIISAYIONMNEe 0003HAUYCHHUS
1. — o3HaKOMUTENBHHBIH (y3HABaHUE paHEe U3YUYEHHBIX 0OBEKTOB, CBOMCTB);




2. — penpoOAYKTUBHBIN (BBIIIOJHEHUE IEATEIBHOCTH 10 00pa3Ily, MHCTPYKIUU WK MOl PYKOBOJICTBOM)
3. — IPOAYKTHBHBIH (TUTAHUPOBAHKUE U CAMOCTOSITEIHHOE BBHITIOJIHEHUE ICATEIHOCTH, PEIICHHE POOIEMHBIX 33/1a4)



4. YCJOBUA PEAJIMBAIINA ITPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBaHusi K MUHUMAJILHOMY MAaTePUAJIbLHO-TEXHUYECKOMY 00ecnevyeHuIo

Peanuzanus nporpamMmbl AUCUMILIUHBI TpeOyeTCss HAMUYUs 1a00paTOpyUu OpraHU3aluy U
MIPUHIIUIIOB TTOCTPOCHUST KOMIIBIOTEPHBIX CUCTEM

ObopynoBanue:

KommuiekT yueOHo# mebenu (16 mocagqouHbIX MECT)

[TepconanbHbIil KOMITBIOTEP OOyUatormerocs (13 mir.)

[TepconanbHbIi KOMIBbIOTEP IpenogaBarens (1 mr.)

DKpaH JJ1s TPOEKTOpa HanoIbHbINA Projecta (mpuna 160 cm)

MynbsTuMenuitnbIii mpoextop Epson EB-X8

CereBoe 000py10OBaHUE:

kommytatop D-Link DES-1228 24 nopra, kommyratop COMPEX DS2216 16 noptos,
uuto3 [P-tenedonuu Cisco SPAS000 8 moptos,

6 meauakonBeptepoB D-Link DMC-920R

JInueH3uoHHoe MporpaMMHoe odecreyeHue:

Microsoft Windows 7

(14 muuensuit WinPro 7 RUS Upgrd OLP NL Acdmc

Toproseriii nocpenuuk: Softline Jlara 3aka3za: 2010-10-27

Kon munensuu: 47592665 Ponurensckas nmporpamma: OPEN 67582704Z7ZE1210)
Microsoft Office 2007 Professional

(9 nmuuensuit OfficeProPlus 2007 RUS OLP NL Acdmc

Toproesriii mocpeaank: OOO Pankom Jlara 3akaza: 2007-12-04

Jluuensus: 43136305 Poautenbckas nporpamma: OPEN 63126856ZZE0912;

5 muuensuii OfficeProPlus 2007 RUS OLP NL Acdmc

Toproserit mocpeaank: OO0 Pagxom [lara 3akaza: 2008-09-19

Kon JIuuensuu: 44544996 Poaurensckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 gns Windows

(Kaspersky Endpoint Security mis 6usneca - Pacuupennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License

Ne munensun: 1096-181214-111355-563-621

Cpoxk ucnonp3oBanus [10: ¢ 2018-12-14 no 2021-03-02

[TocraBmuk (pecemiep): BENEF.IT benedput, OOO)

ACKOH KOMITAC-3D V12 YuuBepcuTeTcKas JMIEH3Us ¢ OMOIMOTeKaMH U TPUII0KEHUSIMU
(JTuensunonnoe cornamenue Kkx-10-01408 ot 03.12.2010 r. Kon-Bo kommii: 50
Kitou annmapatnoit 3ammursl HASP HL Net 50 v2 ID 1579998279)

CBo0ogHOe MporpaMMHoe odecrneyeHne:

Libre Office 5.4

Oracle VM VirtualBox

Microsoft Visual C++ 2008 Express Edition

Microsoft Visual C# 2008 Express Edition

Microsoft Visual Basic 2008 Express Edition

Python 3.4

Maxima 5.3.7

Pascal ABC.NET



4.2. UudopmannmonHoe obdecrieueHue 00ydeHust
IlepeyeHb pexkoMeHAyeMbIX Y4eOHbIX H3AaHuii, VIHTepHeT-pecypcoB, AOMOJIHUTEIbHOI
JIMTEepaTypbl

OcHOBHBbIE HCTOYHHUKH:
1. Opranm3anus ceTeBoro aaMUHHCTpupoBaHus: ydeOHUK / A.W. bapanumxos, II.A.
bapanuukos, A.JO. I'pomos, O.A. JlomreBa. — Mocksa : KYPC : UH®PA-M, 2020. — 384 c. -
ISBN 978-5-906818-34-8. (nara obparnienus: 16.05.2024). —TekcT : 27€KTPOHHBIIA.
2. Maxkcumos, H. B. Komnbrorepusie cetu : ydeOHoe mocobue / H.B. Makcumos, N.1.
[TonoB. — 6-e m3x., mepepad. u gon. — MockBa : DOPYM : UHOPA-M, 2024. — 464 c. —
TekcT: HenmoCcpeACTBEHHBIN.
3. Opranm3anus ceTeBoro aJIMHHHCTpupoBaHus: yueOHMK / A.W. bapanumkosn, I1.A.
bapanuukos, A.1O. I'pomos, O.A. JlomteBa. — Mocksa : KYPC : UH®PA-M, 2020. — 384 c. —
TekcT: HemocpeICTBEHHBIH.
4. boOporckuii, B. W. PacmmpeHHoe agMUHUCTPUPOBAHHE CETEBOHM OIEpaIlOHHON
cuctembl GNU/Linux. JlokanepHOEe CHCTEMHOE aJMHHHCTPHUpOBaHuUE: yueOHoe mocobue / B. U.
Bbob6porckuii, A. B. Jlaraes, E. I1. Xypasens. — Cankr-Ilerepoypr: CIIGI'YT um. M.A. Bonu-
bpyeBuua, 2022. — 138 c. — ISBN 978-5-89160-252-6. — Tekct: anekrponHslt // JlaHs:
aNeKTPOHHO-OMbOIoTeynas cucrema. — URL: https://e.lanbook.com/book/279176

JlonoJHUTeIbHbIE HCTOYHUKH:
1. Vitmun, A. I'. CereBoe M cuCTEMHOE aJIMUHUCTPUpPOBaHHE. J[eMOHCTpAIIMOHHBIH
sk3amen KOJI 1.1: yaebHO-MeToquaeckoe nocooue st crio / A. I'. Yiimun, — 3-e u3z., crep. —
Cankr-IlerepOypr: Jlanp, 2022. — 480 c. — ISBN 978-5-8114-9255-8. — TekcT: 31eKTPOHHBIN
// Jlanb: anextponHo-OubmMoTeuHas cucrema. — URL: https://e.lanbook.com/book/189420
2. Jubpos, M. B. KommnbloTepHble ceTu U TeJIeKOMMYyHUKaluu. Mapupyruszanus B [P-
ceTsax B 2 4. Yacth | : yueOHUK M IPAKTUKYM JJISI CPEHETO MPOPECCHOHAIBHOTO 00pa3oBaHus /
M. B. lubpoB. — Mocksa : UznarensctBo FOpaiit, 2020. — 333 c. — (IIpodeccronansHoe
obpaszoBanue). — ISBN 978-5-534-04638-0. — Tekct : anekrponnsiii // OBC IOpaiit [caiit]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/l (nara oopamenus: 16.05.2024).
3. CeTH ¥ TEIEKOMMYHHUKAIUH : Y4eOHUK U npakTukyMm s By3oB / K. E. CamyiinoB [u
np.] ; mon penakmueit K. E. CamyitnoBa, U. A. lllanmumosa, [I. C. Kyns6oBa. — Mockaa :
NznarensctBo HOpaiit, 2020. — 363 c. — (Bricmee oopazoanue). — ISBN 978-5-534-00949-
1. — Texkcr : anexrponnsiii // DBC FOpaiir [caiiT]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/l (nara oOpamenus: 16.05.2024).

IMporpammuoe odecnieuenue u MurepHer-pecypcesbi:
1. 3bC «YHuBepcurerckas 6ubmmoreka oHnaiin». — Pexum nocryna: http://biblioclub.ru.
2. OOpa3oBarenbHBIN OpTal. PexkuM noctyma: Intuit.ru.
3. OBC IPRBooks/ - Pexxum nocryma: http://www.iprbookshop.ru/

4.3. O01mue Tpe6OBAHNUS K OPraHU3alU 00Pa30BATEIBLHOIO Mpolecca

[IpodeccuoHanbpHBlid  MOIYTh HW3Yy4YaeTCs TNapaieIbHO C H3YyYEHHEM YYEOHBIX
JUCLHUIUIMH 00IIenpodeccnoHaabHoro ukna: «OCHOBBI MPOrpaMMHUpPOBaHUS U 0a3 JaHHBIX»,
«DNEeKTPOTEXHUYECKHE OCHOBBI HICTOYHUKOB MUTAHUSY.

BoinonHeHue mNpakTUYECKUX 3aHATUNA MPEIOoNaraeT [eJdeHUEe TPYIHIbl MO YHUCITY
pabounx MecT, 00OpyIOBAaHHBIX MEPCOHAIBHBIM KOMIBIOTEPOM. TEeKyIIHUi KOHTPOJIb OCBOEHUS
conepxanus MJIK ocymecTBisiercst B hopMe TeCTOBBIX 3aJJaHUN M MPAKTHYECKUX 3aHATHHA.

VYyeOHas mpakTUKa MO0 MOIYIIO TPOXOANUT U3ydeHHUs TeopeTrndeckoit yactu MJIK.


https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
http://www.iprbookshop.ru/

VY4yeOHas MpaKTHKa IPOBOAUTCS B KOMIIBIOTEpHBIX Jsaboparopusix EI'Y um.M.A.
bynuna.

[Tpou3BoACTBEHHAs TpAKTHUKA MPOXOAUT B OpraHuzanusx ropona. OOs3aTenbHBIM
YCIIOBHEM JIOIyCKa K IPOM3BOJCTBEHHOH MpakTuke B pamkax [IM sBisercs ocBoeHue yueOHOU
NPAKTUKU JJIS TIOJTYYEHUS IEPBUYHBIX MPO()ECCHOHAIBHBIX HABBIKOB.

B mpomecce 00ydeHHs  UCHONB3YIOTCS — pa3iMyHbIe
KOMMYHUKAI[UOHHBIX TEXHOJIOTHUH.

BHIBI WH(OpPMAIMOHHO-

4.4. Kanposoe obecnieueHue 06pa3oBaTeibHOr0 nmpouecca

Tpe6oBaHusl K KBATH(UKAIIMH N€IArOrHYeCKHX KA/JPoB, 00eCIeYHBAIOIINX 00yYeHNe 1o
MEKTUCIMILIMHAPDHOMY Kypcy (KypcaM): HaIMYME CPEIHEro CIEIUAIbHOTO FJIA  BBICIIETrO
WHKCHEPHOTO WITH BBICIIETO TIEAArOrMIecKoro 00pa3oBaHusi, COOTBETCTBYIOIIETO TIPOQILITIO.

TpeboBaHus Kk KBaTH(PHUKAIMH MEIATOTHYECKHAX KAIPOB, OCYIIECTBIISIIOIINX PYKOBOICTBO
NMPAKTHKOM: BBICIICE IIEIATOTUYECKOE O00pa3OBaHME, COOTBETCTBYIOIIEIO MPOPUIIFO  MOYIIS
«Opranu3aiysi  CeTeBOro  aJMUHUCTPHPOBAHUS  ONEPAIMOHHBIX ~CHUCTEM» W CICHHATBHOCTH
«KOMITBIOTEPHBIE CETH.

5. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHUSA JUCIHUIIJINHBI
KoHTposib ¥ oOIleHKa pe3yabTaTOB OCBOEHUS AMCHUIUIMHBI  OCYILIECTBIISIETCS
MpernoiaBaTesieM B MPOIECCe MPOBEACHUS MPAKTHYECKUX 3aHITHH W J1Ta0OpaTOpHBIX padoT,
TECTUPOBAHUS, a4 TAaK)KE BBIMOJIHEHHS] OOy4YaIOUIMMUCS WHAMBUIYAIbHBIX 33/laHUN, MPOEKTOB,
HCCIICIOBAHUMH.

Pe3yabTaThl (0CBOCHHBIE
npogeccuoHaJIbHbIC
KOMIIETeHI[UH)

OcHoOBHBIE NOKa3aTeH
OLIEHKH pe3yJIbTaTa

DopMBbI U METOAbI
KOHTPOJISAA M OLICHKH
pe3yabTaToB 00y4yeHust

IIK 1.1. JokyMEeHTUPOBaThH
COCTOSIHUS
MH(POKOMMYHUKAITMOHHBIX
CHUCTEM U UX COCTABJISAIOIINX
B IIPOLIECCE HAJIAJKU U
JKCIUTyaTaluuu

[1K 1.2. TlognepxuBarh
paboTocrnocoOHOCTh
anmapaTHO-TIPOTPaMMHBIX
CPEACTB YCTPOMCTB
MH()OKOMMYHUKAIIHOHHBIX
CHCTEM

IIK 1.3. Yerpanars
HEHCIIPaBHOCTH B paboTe
MH()OKOMMYHUKAIIMOHHBIX
CUCTEM

IIK 1.4. IIpoBoauts
MIPUEMO-C/IATOUYHbIE
WCTIBITAaHUSI KOMITBIOTEPHBIX
CeTEl U CETEBOTO
000pyI0BaHUS PA3TUYHOTO
YPOBHSI M OLIEHKY KauecTBa
CETEBOM TOIOJIOTUH B
paMKax CBoeu

Ornpenenenue
npodeccroHanbHO 3a1a9u
U OTAIIOB €€ BBIIIOJITHCHUA

O} pexTUBHBIN MOUCK
uHGbOpMAaLUU AJIS peIIeHUs
npodecCuoHaNIbHON 3a/1a4u

Onpenenenre pecypcoB s
peuieHus
npo¢eCCHOHAIIBHON 3a/1auu

O1eHKa «OTIHMYIHO)) -
TEXHUYCCKOC 3aJJaHue
MPOAHAIU3UPOBAHO,
QITOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUUYECKOMY 3aJJaHUI0 U
o¢opMIIEH B COOTBETCTBUU
CO CTaHJapTaMH, MOSICHEHBI
€ro OCHOBHBIE€ CTPYKTYPHI.

O1eHKa «X0pouIo -
aJITOpUTM pa3zpaboTaH,

Dk3ameH/3a4yeT B popme
cobecen0oBaHMUS:
MIPAKTUIECKOE 3aJ]aHHE 110
MOCTPOCHHIO aJITOPUTMA B
COOTBECTCTBUH C
TEXHHYECKHUM 3aJJaHUEM

DKcrepTHOE HAOOIEHUE U
OIIeHKa Ha JabOopaToOpHO -
MPAKTUYECKUX 3aHATUSX, TIPH
BBITIOJTHEHUH padoT 10
yueOHOil 1
MPOU3BOJACTBEHHOMN
MPaKTUKaM

3ammra OT4ETOB 110
NPaKTUIECKUM U
nabopaTopHbIM paboTam

HNHuteprperanus pe3ybTaToB
HaOJIIOEeHUIT 3a
NCATCIIBHOCTBIO
o0yyJaromerocs B mporecce
OCBOCHHSI 00pa30BaTEIbHOM




OTBETCTBECHHOCTH

IIK 1.5. OcymiecTBasiTh
pe3epBHOE KOITUPOBAHKE U
BOCCTAaHOBJICHHE
KOH(UTypaIiH CETEBOTO
obopynoBaHus
MH(pOpPMaIMOHHO-
KOMMYHHKAITHOHHBIX
CHCTEM.

[1K 1.6. OcyiiecTBasiTh
WHBEHTAPHU3AIHIO
TEXHUYECKUX CPEICTB
CeTeBO MHPPACTPYKTYPHI,
KOHTPOJIb 000PYI0BaHUS
10CJIe MTPOBEJCHHOTO
peMoHTa

I1K 1.7. OcymiecTBiATh
perinaMeHTHOe
00CITy’)KUBAaHHE U 3aMEHY
PacxXoHBIX MaTepHAIIOB
nepudepuitHoro, CETeBOro U
CEpBEPHOro 000PYI0BaHUS
MH(POKOMMYHUKAIIUOHHBIX
CHCTEM

0o¢OopMJIIEH B COOTBETCTBUU
CO CTaHJapTaMH U
COOTBETCTBYET 3a/IaHUIO,
IIOACHCHBI €TI0 OCHOBHBIC

CTPYKTYPBHIL.

Onenka
«YIOBJICTBOPUTEIBHO -
ITOPHUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

MPOrpaMMBbI




