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1. HACHIOPT PABOYEWM ITPOT' PAMMBbBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

IIM.01 Hactpoiika ceTeBoii HHPPACTPYKTYPbI

1.1. Ob6saacTh NpUMeHEeHNsI TPOTPAMMBI

Pabouas nporpamma npogeccHOHAIBLHOIO MOAYJS SBISETCS 4YacThbi0 00pa30BaTENIbHON
nporpammel B coorBercTBUM ¢ ®I'OC mo  cmeumansHoctn  CIIO 09.02.06 «CeteBoe u
CHCTEMHOE aJIMUHUCTPUPOBAHUE.

Pabouas mnporpamma y4eOHOW AMCUUIUIMHBI MOXET OBITH HCHOJb30BaHA B
JIONIOJIHUTEIBHOM — MpO(eCcCUOHATBHOM  00pa3oBaHMM (B MporpaMmax  MOBBILICHUS
KBATM(HUKAIIMA M TIEPEHOATOTOBKM) W MPO(ECCHOHATBLHOW IOATOTOBKE IO CMEXHBIM
CHELUATbHOCTSM.

[udp npodeccuonansHoro moayns: I1IM.01.

IIpodeccronanbHblii MOJYJb HampaBieH Ha (OPMHUPOBAHME CIIEAYIOLIUX OOLIMX U
npodeccuonanbubix komnerenumi: [IK 1.1, TIK 1.2, TIK 1.3, I[IK 1.4, TIK 1.5, TIK 1.6, I[TK 1.7.

1.2. llean u 33124 AUCUHUIUIMHBI — TPeOOBAHHUA K Pe3yJbTAaTaM OCBOEHHUS CONAEPIKAHUS
JAUCHUILIHHBI

B pe3ynbTaTe 0CBOSHHS TUCIUIUIMHBI O0YYarOIHIACS TOMKEH YMETh:
- TPOEKTHPOBATH JIOKAIBHYIO CETh, BRLIOUPATh CETEBBIE TOMOJIOTHH;
- HCIIOJIb30BaThb MHOTO(YHKIIMOHATbHBIE MPUOOPHI MOHHUTOPHUHTA, MPOrPAMMHO-
anmnapaTHbIE CPEICTBA TEXHUYECKOTO KOHTPOJIS IOKATbHON CETH.
B pe3ynbpTaTe 0cCBOCHMS TUCIUILUIMHBI O0YYAOIINIICS JOKEH 3HATh:
- 0o0mue NPUHLUIBI TMOCTPOCHMSI CeTeH, CETEeBBIX TOIMOJOTH, MHOTOCIOIHON
mozenu OSI, TpeGoBaHMIT K KOMITBIOTEPHBIM CETSIM;
- apXWUTEKTypy NpPOTOKOJIOB, CTaHIAPTU3AlUU CETEH, 3TarmoB MPOEKTUPOBAHUS
ceTeBor HH(PACTPYKTYPHL;
- 0a30BBIC MPOTOKOJIBI M TEXHOJIOTHH JIOKAJIbHBIX CETEH;
- NPUHIUIBI TOCTPOCHUS BELICOKOCKOPOCTHBIX JIOKAIBHBIX CETEH;
- CTaHAapThl KalOeyiell, OCHOBHBIE BHJIBI KOMMYHHUKAIIMOHHBIX YCTPOWCTB,
TEPMHUHOB, TOHATHN, CTaHIAPTOB W THUIIOBBIX JJIEMEHTOB CTPYKTYPHUPOBAHHOU
KaOeTbHOW CUCTEMBI.

1.3. PexomeHayeMoe KOJIMYECTBO YaCOB HA OCBOEHHUE MPOrPaMMbI AU CHUIINHBI
MaKCHUMaJbHON y4eOHOU Harpy3ku oOydaromerocst 590 4acoB, B TOM YHCIIE:
00s13aTeNIbHON ayTUTOPHOM yueOHOIl Harpy3Kku oOyuaromierocs - 444 yaca,
camocrosTelbHas pabora odyuaromerocs — 119 gacos;

MIPOMEXKYTOUYHAS aTTECTANUS 00yJaroIerocs 27 4acos,;
ydeOHasl M IPOU3BOJICTBEHHAS MMPAKTHKH — 252 daca



1.4. ®opMBbI KOHTPOJISI U OLleHUBaHus 1eMeHToB [IM

®dopMa KOHTPOJIS ¥ OLleHUBAHUS
DJIeMeHT
M Texyimuii KOHTPOID IIpomexyTouHas JK3aMeH 110
arrecTaums 1IM

1 2 3 4
MJIK.01.01 | Dx3amen na
MJIK.01.02 | Dx3amen na
MJIK.01.03 | duddepeHunpoBaHHbII 3a4eT
MJIK.01.04 | duddepeHunpoBaHHbII 3a4eT
VYI1.01.01 JuddepeHnmpoBanHbIi 3a4eT
I111.01.01 HuddepennmpoBannplii 3a4eT
I1IM.01.9 Ja Ja

2. PE3YJIBTATBI OCBOEHUA TPOPECCHOHAJBHOI'O MOAYJIA

PesynbraroMm ocBoeHHsS NPOQPECCHOHANBHOTO MOJYJsSl SBISETCS OBJaJCHHUE OOYUYaIOUUMUCS
BUJIOM TipodheccuonanbHoM aesrenbHocT [IM.01 HacTpoiika cereBoit HHPpPaCTpyKTyphl, B TOM
gucie npodeccuoHanbHbiMU (I1K) KomMneTeHIuAMU

Kon HanmeHoBaHMe BUIOB 1€ATEILHOCTU U TPO(GECCHOHATIbHBIX KOMIETEHINH

K 1.1. JIOKyMEeHTUPOBaTh COCTOSIHUS MH(POKOMMYHHUKAIIHOHHBIX CUCTEM M UX COCTABJISIOLIMX
B IIPOIIECCE HAJIAJKH U DKCIUTyaTall1u.

IIK 1.2 [TonnepxuBaTh pabOTOCIOCOOHOCTH anMnapaTHO-MPOrPaMMHBIX CPEICTB YCTPOHCTB
MH()OKOMMYHHUKAIIMOHHBIX CHCTEM.

I1IK 1.3. YcTpaHsITh HEUCIPABHOCTH B pab0Te MHPOKOMMYHHUKAIIMOHHBIX CUCTEM.

[IK 1.4. [IpoBOINTH MPUEMO-CAATOYHBIE UCTIBITAHNSI KOMIIBIOTEPHBIX CETEN U CETEBOTO
000pyZI0BaHUS Pa3IMYHOTO YPOBHS U OLIEHKY KayecTBa CETEBOI TOMOIOIUU B paMKax
CBOEH OTBETCTBEHHOCTH.

IIK 1.5. Ocy1iecTBIATh pe3epBHOE KOMMMPOBAHUE U BOCCTAHOBJICHHE KOH(PUTYpALIUU CETEBOTO
00opyoBaHusi ”HHOPMAITMOHHO-KOMMYHUKAIIMOHHBIX CHCTEM.

IIK 1.6. Ocy1iecTBIATh UHBEHTAPU3ALNIO TEXHUUYECKUX CPEJICTB CETEBOM MHPPACTPYKTYPHI,
KOHTPOJIb 000PYJOBaHMSI ITOCJIE TPOBEEHHOTO PEMOHTA.

K 1.7. OcymiecTBIATh periiaMeHTHOE 0O0CITY)KMBAaHUE U 3aMEHY PaCXOIHBIX MaTepPHAJIOB

nepudepruitHoro, CETEBOTO U CEPBEPHOTO 000PYyI0BaHUS HHPOKOMMYHHUKAITMOHHBIX
CHCTEM.




3. CTPYKTYPA U COAEP KXAHUE ITPOPECCHUOHAJIBHOI'O MOAYJIAA

3.1. TemaTuueckni mian npodeccuoHaabuoro moaysasa INM.01

O0bemM BpeMeHHU, OTBe/ICHHbIN HA 0CBOEHHE

2 IIpakTuka
£ MEKIUCHUTIIHHAPHOTO Kypca (KypcoB)
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1 2 3 4 5 6 7 8 9 10
Paznen 1.
MnK.1.1-1.7 140 128 128 140 67
KomnbioTepHbie ceTH
Pazgen 2.
Opranusanus,
NPUHIMITBI
MnK.1.1-1.7 pHHIt 125 125 125 125 62
MOCTPOEHHsI U
(hyHknmonnpoBaHus
KOMINBIOTEPHBIX ceTeil
Pazpgen 3.
Be3onacHoctn
MnK.1.1-1.7 . 64 64 64 64
KOMIBIOTEPHBIX ceTel
VI1.01.01 YueOHasi IpaKTHKA 108 108




II11.01.01

IIpousBoacTBeHHas!
NpaKTUKa (1o
npoduiro
CIeNUATBHOCTH), YaCOB
(ecau npedycmompena
umoz08asi
(KoHyenmpuposanHas)
npakmuka)

144

144

Bcero:

590

317

317

317

119

108

144

Auetiku 6 cmonbyax 3,4,7,9,10 sanonnsiomesi ocupuvim wpugpmom, 6 5,6,8 — obviunbim. Ecau xaxou-mubo 6ud yueOHou pabomvl He npedycCMOmpeH, HeobXooumo &
coomseemcemeyroujell siuelike nocmasums npouepk. Konuvecmego uacos, ykazannoe 8 sietikax cmoabya 3, O0MHCHO Obimb PAGHO CYMMe HUCET 8 COOMBEMCMEYIOUUX SYEUKaX
cmoabyos 4,7,9,10 (scupnoiii wipugpm) no eopuzonmanu. Konuuecmeso uacos, ykasamnoe 6 suelikax cmpoku «Bce2o», 0010cHO Oblmb pagHo cymme yucie coomeemcmeyouux
cmoabyos 3,4,5,6,7,8,9,10 no sepmuxanu. Konuuecmeo uacos, ykazaunoe auetike cmoadoya 3 cmpoku «Bcezoy, 0ondicHo coomeemcmeosams Koauuecmsy 4aco8 Ha 0CBOeHUe
npoepammul IIM 6 nynkmel.3 nacnopma npocpammsl. Koauuecmeo uacog na camocmoamenvHyro pabomy o00yuanoue2ocsi 00IHCHO COOMBENCmME08anmy YKA3aHHoMY 6 n.1.3.
nacnopma npoepammvl. CymMma KOIUYECMEA 4ACO8 HA Y4eOHYI0 U NPOu3BO0O0CMEEHHYIO NpAKmuku (6 cmpoke «Bcezoy 6 cmonbyax 9 u 10) dondwcna coomseemcmseosams

yKasauHomy 6 n.l.3 nacnopma npocpammol.




3.2. Copep:xanue o0yueHus no npopeccuonanbuomy moaysaro IIM.01.

HaunmeHoBaHue Copaepxxanue yueOHOro MaTepuasa, O0bém Yposenn
pa3/iesioB U TeM JabopaTopHbie padoThl M MPAKTHYECKHE 3aAHATHS, CAMOCTOSITe/IbHAsA yueOHas padoTa 4acos OCBOCHHS
00yuyawuuxcsi, KypcoBasi pabora (poeKT) (eciu npedycmompennvt)
1 2 3 4
Pa3znea 1. 64
Komnbrorepubie
ceTH
M/JK.01.01. 64
KomnbrorepHsbie
ceTH
Tema 1.1. Conep:xanue 16
BBenenue B 1 | KoMmbproTepHsie ceTn 2 1,2
ceTeBble CoBMecTHass pabota, HMHTEpHET M COBpPEMEHHBIE CETEBbl€ TEXHOJOTMU — 00JacThb
TEXHOJIOTHH NpUMEHEHHs U Ha3HaueHue. Buipl KoMnbloTepHbIX ceTed. I obanbHble U JIOKATbHBIE CETH.
OnHOpaHroBbIE M KIIMEHT-CEPBEPHbIE APXUTEKTYpbl. OCHOBHBIE KOMIIOHEHTHI CETEH, ceTeBas
cpena M cereBble ycrpoicTBa. TexHosornmn noxkimtoueHuss kK MHrepHer. KoHBepreHTHbIE
cetu. KauectBo u HagexHoCcTh cerell. (OCHOBHbIE NOHSTHUS CETEBOM OE30MaCHOCTH.
TengeHnuu pasBUTHs CETEH.
2 | KonconpHbII q0CTYN, yaaleHHBIH qocTyn ¢ momoiisio Telnet m SSH, ucnonb3oBanue nopra 2 2,3
AUX.
3 | CeTeBble MPOTOKOJIbI  KOMMYHHKAIHH 2 2,3
KonupoBanue wu mapamerpsl cooOmieHus. CereBble NpOTOKOJBL. B3ammopeiicTBue
npotokosoB. Ha6op mpotokonoB TCP/IP u mporiecc oOmeHa naHHbIMU. OpraHu3anuu 10
cragnaptu3aiuu: ISOC, IAB, IETF, IEEE, ISO. MuoroyposueBsie moaenu OSI u TCP/IP.
Wunkancynauusa naHHbiX. [Iporoxonbhbie Onoku ganHHbIX (PDU). JlocTyn K JOKagbHBIM
pecypcam. CereBas anpecanus. MAC- u IP- agpeca. loctyn k ynanéHusm pecypeaM. 13
110 YMOJYAHHUIO.
4 | CereBoii gocTyn 2 2,3

HpOTOKOJILI U CTaHAapPThL (I)I/I3I/IHCCK01"O YPOBHH. CnocoObl HNOAKIIIOYCHHUA K CCTH. CereBbic

nnrepdericapie atel (NIC). Cpeapl mepenaun JaHHBIX M UX XapaKTEPUCTUKH: MPOMYCKHAs




CIIOCOOHOCTh, TPOM3BOAUTENBHOCTh. Buasl meaHbsix cereBbix kabemeiri: UTP, STP,
KOaKCHUaIbHBIA. Pa3HOBUIHOCTH, OCOOCHHOCTHM TIPOKIAIKA W TECTUPOBaHUs Kabemeil.
CtpykTypa U 0COOEHHOCTH MPOKJIAJKH ONTOBOJIOKOHHBIX Kabeneil. becripoBoaHble cpencTBa
nepenauun nanubix. Crannapt Wi-Fi IEEE 802.11.

KanaybpHbIN ypOBEHB U €ro MOoAypoBHU: YTpaBieHue sorudeckuM kaHaioMm (LLC) u
VYnpasnenue goctynom k cpene nepeaaun ganHbix MAC. CtpykTypa Kajipa KaHaJlbHOIO
YPOBHS ¥ MPUHIUIIBI ero opmupoBanusi. CTaHIapThl KaHAIBHOTO ypoBHs. Pusnueckas u
JIOTUYECKAsI TOMOJIOTHUS CeTU. TOIMONIOTHU «TOYKA-TOUKAY, «3BE3/1a», «IIOJHOCBI3aHHAS,
«xonpleBasy. [lonyayriekcHas v MOTHOAYIUIEKCHAs nepeaaya AaHHbX. OcoOeHHOCTH
kanpoB LAN, WAN, Ethernet, PPP, 802.11.

Ceresbie TexHosorun Ethernet

CemeiictBo ceteBbix TexHonoruii Ethernet. [Ipuauun pabotsl Ethernet. BzanumoneiictBue Ha
nonypoBHsix LLC u MAC. YmpaBnenue AOCTyNoMm K cpene nepenauu naHHbIx (CSMA).
MAC-anpec: unentuduranus Ethernet. AtpuOytsr kagpa Ethernet. IIpencraBnenuss MAC-
agpecoB. OpHO- M  MHOIOagpECHOH, IIMPOKOBEIATENBHOM paccbulok. CKBO3HOE
noaktouenue, MAC- u [P-anpeca.

[TpoTokoun pa3pemenus agpecos (ARP): nmpuHImIel paboThl, posib B mpoliecce YAaJeHHOIO
oOMeHa nanHbIMH. Tabnuubsl ARP Ha cereBbix ycTpoiicTBax. OCHOBHBIE HEOCTAaTKU
npotokosia ARP - Harpy3ka Ha cpeny nepeaun JaHHBIX U O€30MIaCHOCTb.

OcHoBHast uHpoOpManus o noprax kommyratopa. Tabmuma MAC-anpecoB KoMMyTaTopa.
Oynkuus Auto-MDIX. CnocoObl nepechliky Kajipa Ha koMmmyTtatopax Cisco. bydepuzamus
namsTH Ha KommyraTopax. PukcupoBaHHas M MOJyJbHas KOH(QUTypally KOMMYTaTOPOB.
CpaBHeHue koMmyTaluu ypoBHs 2 u ypoBHs. Texnomorust Cisco Express Forwarding.
Bupryanehnbiii uaTepdeiic kommyraropa (SVI), Mapmpyrusupyemsiii nopt, EtherChannel
ypoBHs 3. KoHdurypaiyst MapiupyTu3upyeMoro nopTa.

2,3

CeTteBoii ypoBeHb

CereBoil ypoBeHb B Ipoliecce nepeaadyn AaHHbIX. [[poTokobl ceTeBoro ypoBHsa. OCHOBHbIE
xapaktepuctuku [P-mportokoma. Ctpykrypa maketoB I[Pv4 u IPv6. OcobOenHoctu u
mpeuMyIiecTBa mpoTokoia Pv6. Meroapl MapmipyTusanuu y3moB. Tabmuia MapipyTu3aiuu
y3JI0B U Mapuipytuzaropa s npotokosioB [Pv4 u IPv6. YcrpoiicTBo MapuipyTtusaropa —
[Ipoueccop, mamsiTh, omnepanudoHHas cucrteMa. [loaxiaroueHue K MapHIpyTH3aTOpy 4Yepe3
pa3iauuHble mMopThl. HacTpoiika HMCXOAHBIX mapaMeTpoB, UHTepdelcoB, U032 IO
YMOJIYAHUIO U IPYTUX XapaKTePUCTUK MapLIpyTHU3aTOpA.

2,3




TpaHCHIOPTHBINA YPOBEHb

Ha3nauenue u 3a1aun TpaHCIIOPTHOI'O YPOBHSI.

MynbTUILIEKCUPOBAHUE ceaHCOB CBsA3U. Onucanue U cpaBHeHue npotokoaoB TCP u UDP —
HAJCKHOCTh M TPOU3BOAMTEIHHOCTh, OOJIACTh MPUMEHEHUS. AJpecanus TMOPTOB H
cermentaruss TCP m UDP. OO6men mamapiMu 1o TCP. Ilpomeccet TCP  cepsepa.
VYcranosnenue TCP-coeguHeHuss u  ero 3aBepiieHue. [IpuHIUNBI  «TPEXCTOPOHHETO
pykonoxatusi» TCP. Hanéxnocte u ynpaBienwe mnotokoM TCP - Iloxareepxknenue
MOJIYYeHHUS] CETMEHTOB, IOTEPs JAHHBIX M TOBTOPHas Iepenaya, YIpaBjIeHUE IOTOKOM.
O6men nanueiMu ¢ ucnonb3zoBanuem UDP. Ilponeccer u 3ampocet UDP-cepsepa, UDP-
natarpammsl, nponieccsl UDP-knuenra. [punosxkenus, ucnons3yromue UDP u TCP.

2,3

IP-agpecanust

Crpykrypa IPv4-anpecoB. CereBas u y3ioBas yacTtb [P-agpeca. Ilpeobpa3zoBanue anpecos
MEXy IBOMYHBIM U JIeCATEPUUHBIM ITpencTaBiaenueM. Macka noncetu IPv4. Ceresoint anpec,
ajZipec y3Jia u MHUPOKOBEIATeIbHBIN afpec ceTu [Pv4. [IpucBoeHmne y31y CTaTHYECKOTO U
muHamuaeckoro [Pv4-anpeca. Muoroanpecuas nepenaya. [lyonuunsie u yactasie [Pv4-
aapeca. IPv4-aapeca cnenuansHoro HazHaueHus. [Ipucoenue IP-agpecos.

CoBMecTHOE ncnop30Banne NpoTokoaoB [Pv4 u [Pv6: nBONHOM cTEK, TyHHEINPOBaHUE,
npeobpazoBanue. [Ipencrasnenue [Pv6-anpecos. [IpaBuna cokparienus 3anucu [Pvo-
azipecoB. IHOMBUAYaIbHBIN, IPYNIIOBON, MPOU3BOIbHBIN TUMBI IPV6-anpecoB. CTpyKTYpbI
JIOKAJIbHOTO U I100aJIbHOTO MHAMBUYalnbHBIX [Pv6-anpecoB. Ctatndeckas U TuHaMU4ecKast
KOH(UTrypanuu riaodajibHoro nHAMBKUAyansHoro aapeca. [lponecc EUI-64 u ciydaiino
CreHEpPUPOBaHHBIN HAECHTHPHUKATOP UHTEpdelica.

ICMP-cepBuchl. Otanuus i npotokoios IPv4 u IPv6. Coobumenus ICMPvI6 «3anpoc
Mapupytuszaropy», «OOBSBICHHE OT MapUIpyTH3aTOpa», «3ampoc COCEAHEro y3ia» u
«O0bsBIEHHE COCETHEr0 Yy3ha». TecTUpoBaHME CETH C IOMOIIBIO 3X0-3alPOCOB.
TpaccupoBka Mapmipyra. Bpems mnpoxoxneHus CcurHaga B MNpsSIMOM U 0OpaTHOM
HanpasneHusx (RTT). Bpems xuznu (TTL) IPv4 u npenen nepexomos IPv6.

2,3

Pasnesienune IP-cereii Ha moacerun

CermenTanus IP-cereif. OOMeH naHHBIMHM MeXAy nojacersMu. [lnanupoBaHue agpecanuu B
nojcetsix. PacuetHsie ¢popMyiibl 151 cerMeHTauu cetu. Pa3OueHue Ha MOJCeTH Ha OCHOBE
TpeOOBaHUH Y3JI0B U ceTeil, B COOTBETCTBUHU ¢ TpeOoBaHMAMHU ceTeil. Omnpenenenne Macku
nojcetd. Pa3buenre Ha MojceTH C HCIOJIb30BAaHUEM MacKu nepeMeHHou JumHbl (VLSM).
baszoBas Mojens U HasHaueHue Os0koB aapecoB VLSM. IlnanupoBaHue aapecanuu CeTH.

2,3




OcobenHoctu mpoekTupoBanus IPv6-cetn. Pa3Ouenme Ha MOACETHM € HMCIOJIb30BAaHUEM
ueHTUPHUKATOpa HHTEpdeiica.

10

YpoBeHb nIpUII0KEHUM

YpoBeHb IPUIOKEHUN, YpPOBEHb IIPEACTaBICHUS U CEAaHCOBBIM ypoBeHb. Ilpumepsl
pacnpocTpaHeHHbIX MpuioxkeHuil. [IpoTokonsl ypoBHS npuiokeHuil. OAHOpPAHTOBBIE CETH
(P2P). Monens tuna «xaueHt-cepsep». O630p nporokonos HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomenubix umMéH (DNS). ®opmat coobmienuii u uepapxus DNS. Vrunura
«nslookupy». Cmyxx6a DHCP. Ilpotokon mepemaun daitmo (FTP). IIporokon obOmena
omokamu cepBepHbIx cooOmiennit (SMB). Konunenmuu «BceoOsemmrommii  MuTepHET»
BYOD. JloctaBka JaHHBIX 10 KOHBEPT€HTHBIM CETSIM.

2,3

11

Co31anue 1 HACTPoOIiKa He0OIbLIIOH KOMIIBIOTEPHOM CeTH

[TnanupoBaHue U co3gaHue HEOOIBIIONH KOMIIBIOTEPHOM CETHU: ONpeAEICHUE KIIFOUEBbIX
(bakTOpOB, BBIOOP TOMOJIOTUU M CETEBBIX YCTPOHCTB, BEIOOP M HACTPOIKa IPOTOKOJIOB,
CHCTEMBI ajipecaniui. Mepsbl 1o obecredeHnIo 0€30acHOCTH CeTU. Y I3BUMOCTH U CETEBBIC
ataku. PazBeqpiBaTenbHble aTaku, ATaku goctyna, Otkas B oociyxuanuu (DoS-arakn).
PesepBHOE KonMpoBaHUe, 0OOHOBJIEHHNE U YCTAHOBKA UCIPABIIEHUIN. MeKceTeBble IKPaHBbI.
AytenTudukanus, apropuzanus 1 yuét. Bxirouenune nporokona SSH.

@ainoBele CHCTEMBl MApUIPYTHU3aTOPOB M KOMMYTaTOpoB. PesepBHOE konmmpoBaHuE U
BOCCTaHOBJICHHE C MOMOIIbBIO TEKCTOBBIX (aiinoB, mporokonsa TFTP, USB-nakonurens.
Bcerpoennbie  cnmyxObl  mapmipytu3anuu. [loanmepkka OeCpOBOAHBIX — OJKIIOYCHHI.
HacTpolika BCTpOEHHOI0 MapuIpyTU3aropa.

2,3

B mom uucne npakmuueckux 3anamuii u 1a60pamopuvix padom
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1

CocraBieHne KapThbl CCTU I/IHTepHCT C IOMOLIBIO YTUIIUT «pil’lg» U «traceroute»

2,3

2

Co3zpnanue npocToit cetu:

* VYcraHOBKa ceaHca KOHCOJM C CETEBBIM 000pyI0BAaHUEM MPU TTOMOIIIH IporpaMMbl Tera
Term;

* Co3pgaHue ceTu;

Hacrtpolika OCHOBHBIX TapaMeTPOB KOMMYyTaTOpa.

2,3

[TpocMmoTp ceteBoro Tpaduka ¢ moMomisto nmporpamMmel Wireshark.

2,3

[TonkImroueHNE KOMITBIOTEPOB K CETH C TTIOMOIIIBIO Kabeiel U 0eCIpOBOIHBIX aJIalITEPOB:
* OmpepeneHne CETEBBIX YCTPOWCTB M KAHAJIOB CBSI3M;
*  OO0XHM ceTeBOro Kabens;

2,3




[TpocMOTp HaHHBIX O OECIPOBOJHBIX U MPOBOAHBIX CETEBBIX a/lanTepax.

N3zyuenne Ethernet-texHomormii:

ITpocmotp MAC-anpecoB ceTeBbIX YyCTPOUCTB;

N3zyuenne kagpos Ethernet ¢ momomsio nporpammer Wireshark;

ITpocmotp ARP ¢ momomnisio nporpammel Wireshark, narepdeiicoB komaHAHOM CTPOKH
Windows u I0S;

Hcnonp3oBanue unrepgerica komaniHoit crpoku 10S ¢ Tabaunamu MAC-anpecos
KOMMYTAaTopa.

2,3

[Toctpoenue cetu Ha 6a3e MapUIpyTH3aTOpa:

[TpocMoTp TabauIl MapIIPyTU3AIUH Y3JIOB;
Nzydenue pu3nuecKkux XapakTEepUCTUK MapIIpyTU3aTOPa;
CozntaHue ceTu, CoCTosIIIEeN 13 KOMMYyTaTopa U MapuIpyTH3aTopa.

2,3

I/I3yquI/Ie TPAHCIIOPTHOI'O YPOBHS:

HaGnronenune 3a mpoueccoM TpEXCTOpoHHEro «pykonoxarus» TCP ¢ mnomoribio
nporpammbl Wireshark;

N3yuenne 3axBadeHHbIX JaHHBIX DNS UDP ¢ nomousto mporpaMmMsl

Wireshark;

N3yuenue 3axBayeHHbIX naketoB FTP u TFTP ¢ nomonibio nporpammel Wireshark.

2,3

Hactpoiika IP-anpecanuu:

Hcnonp3oBanue kanpKynaropa Windows B paboTe ¢ CeTEeBBIMH aJpecaMu;
Konseprauus [Pv4-aapecoB B IBOMUHYIO CUCTEMY CUHCIICHUS;
Onpenenenue IPv4/IPv6-anpecos;

Hactpoiika [Pv6-anpecoB Ha ceTeBBIX YCTPONCTBAX;

TectupoBaHue ceTEBOro MOJAKIOYEHHSI C TOMOIIbI0 KOMaH/ «ping» U
«traceroutey.

2,3

Cermenranus IP-cereit:

N3yueHue KanbKyasTOPOB MOJCETEMH;

Pacuér noxacereit IPv4;

Paznenenue cereil ¢ pa3aMyHBIMU TOMOJIOTHUSIMU Ha MTOJICETH;

Pa3zpaboTka 1 BHeIpeHue CXeMblI aapecaru pa3aenéHnon Ha nojacetu [Pv4-ceru;

Pa3paboTka u BHenpeHue cxemsl aapecaruu VLSM.

2,3

10

IP-anpecanus:

aHanu3 TpaduKa OJHOAAPECHOM Mepeadu, IIMPOKOBENIATEIbHON U MHOT0a/IPECHOM

2,3




pacChUIKY;
* HacTpoika aapecanuu [Pvo;
* nposepka agpecauuu [Pv4 u IPv6;
*  0TpabOTKa KOMIUIEKCHBIX IPAKTUYECKUX HABBIKOB.
11| Cermenranus IP-cereii: 2 2,3
*  OpraHu3zaunys MOJCETH MO PA3IUYHBIM CLEHAPUSM;
* pa3paboTka U BHEApPEHHUE CTPYKTYpHI aapecauu VLSM;
* BHEApPEHHUE CXEMBbI aJpecalluu pa3aeiacHHon Ha noacetu IPv6-ceru;
* 0TpabOTKa KOMIUIEKCHBIX MPAKTHUYECKUX HaBBIKOB.
12 | FI3yueHue OCHOBHBIX CETEBBIX CIYXkO: 2 2,3
. Nzyuenne pyaknum oOMeHa (haililaMu MEeX1y OTHOPAHTOBBIMU YCTPOMCTBAMU
onpezaenenue npeodpazoBanuii PAT; «M3ydyenne npasun padbotst DNS;
. N3yuenune nporokona FTP.
13 | OGecneuenue OE30MACHOCTH CETH: 2 2,3
* Hzydenue yrpo3 cereBoii 0€30MacHOCTH;
+ Jloctyn K ceTeBbIM ycTpolcTBaM 1o npotokoiry SSH;
* (OOecnedeHne 6€30MaCHOCTH CETEBBIX YCTPONCTB;
14 | AHanu3 KOMIBIOTEPHOM CETH M HACTPOWKa MapUIpyTHU3aTopa: 2 2,3
+ IlpoBepka 3aepkeK B epeauu CETEBBIX MMAKETOB C IOMOIIbIO YTHIIUT «ping» U
«traceroute,
* Hcnonb3oBanue nnrepdeiica komananoi ctpoku (CLI) ang c6opa cBeneHuit 0 ceTeBbIX
YCTPOMCTBAX;
*  VYmpasnenue (aiinamu KOHQUTypaIy MapipyTu3aTopa ¢ NOMOUIbI0 IPOrpaMMBbl
OMYJISLUU TEPMUHAIIA
*  VYupasnenue ¢aiinamu KOHGUTYpaIUKA YCTPOUCTB ¢ ucnoiab3oBanueMm TFTP, dem-
namaty 1 USB-nakonurenen
* 3ydenue npoueayp BOCCTaHOBIEHUS MAPOJIEH.
15 | IIpoexTupoBaHue U CO3JaHUE CETU AJIi MAJIIOr0 IPEANPUSITHSI — UTOTOBBIM IPOEKT 4 3
Tema 1.2. Cooeporcanue 16
T puHIMIIBI 1 | BBeaenue B KOMMyTHPYeMbIe CeTH 2 2,3
MapIIPyTH3ALHH O6benunénnble cetu. Mepapxus B KOMMYTHPYeMOM ceTH. POJIb KOMMYTHPYEMBIX CETEH.
U KOMMYTalUMH KommyTtupyemas cpena. Jlnnamudeckoe 3anonaeHne Tabauibl MAC-aapecoB kKoMmMmyTaTopa.
MeTto1bI IepechbUIKM Ha KOMMyTaTtope. KoMMyTanus ¢ npoMeXyTOUHBIM XPAHEHHUEM.




CKBO3Hasi KOMMYyTaIUsl.
KommyTranmonusie 1oMmeHbl. CHUKEHUE IEPErPy30K CETH.

OCHOBHBbIE KOHIENMIMHA U HACTPOIKA KOMMYTALMH

OcHOBHbIE KOHIIENIIMU U HacTpoiika kommyTanuu. [lepBoHayaibHas HacTpoiKa
KOMMYTaTOpa 1 BOCCTaHOBJIEHHE IT0CIIe cucTeMHOro cbos. Hactpoiika nocryna ans 6a3oBoro
ynpasieHust kommyratopoM ¢ IPv4. JlynnekcHas cBa3b. HacTpoiika nopToB KoMMyTaTropa Ha
busnueckom yposHe. DYHKIIUSA aBTOMATHYECKOTO onpeacieHus tuna kabens (Auto-MDIX).
[TpoBepka HacTpoek noprta komMmyTaropa. [louck u yctpanenue npobsiemM Ha ypoBHE AOCTYTIA
K CETH.

be3onacHocTh KOMMyTaTOpa. 3alUIIEHHbIN yaanéuHelii noctyn. Hactpoiika SSH.
Pacnipoctpanénnbie yrpo3sl 6e30macHOCTH: nepenoanenue tTadnuisl MAC-anpecos, DHCP-
cny(uHT, UCTIONb30BaHue ysa3BUMocTel mpotokona CDP, Araku Telnet u ap. Aynut u
IPaKTUYECKHE PEKOMEHIAIMK [0 o0ecrieyeHHo 0e30macHoCT ceTi. besonacHocTs mopra
kommyTaropa. OrcnexuBanrne DHCP coobmennii. @yHnkuus 6e30macHOCTH mopTa. Buabl
3anmTel MAC-anpecoB. Pexxumbl pearupoBaHus Ha HapyuieHue 6e3onacHocTu. [IpoBepka u
HacTpoiika noptoB. [Iporokosn cereBoro Bpemenu (NTP).

2,3

Bupryanbnbie gokajabubie ceTn (VLAN)

Bupryanesubie nokanbhble cetu (VLAN) — kiaccugukanys 1 OCHOBHbIE XapaKTEPUCTUKH.
TpaHku BUpTyanbHBIX ceTeld. KOHTpOIIb NIMPOKOBEIATENBHBIX TOMEHOB B ceTsix VLAN.
Teruposanue kaapos Ethernet s unentupukauuu cetn VLAN. Ceru native VLAN u
terupoBanue crangapra 802.1Q. Teruposanue rosocosoit VLAN. Peanuszanuun
BUPTYalbHOU JIOKanbHOU ceTH. Haznauenue noptoB cetsim VLAN. HacTpoiika TpaHKOBBIX
kaHasoB. [IpoTokon auHaMu4yeckoro coznanus TpankoBoro kanana (DTP). [Touck u
YCTPAaHEHME HENOJIAJA0K B BUPTYAJIbHBIX JIOKAJIBHBIX CETAX U TPAHKOBBIX KAHAJIAX.
[Tpo6nems! ¢ IP-anpecanueii cetu VLAN. HecoBnaieHust pe>xuMOB TPAHKOBOM CBSI3H.
[IpoexTupoBanue u odecneueHue 6ezonacHoct VLAN: hopping, cryuHr KOMMyTaTopa,
aTtaka c 1BoiHbIM TerupoBanueM, Cetb PVLAN nepumerpa. [Ipaktuueckue pekomeHnannm
110 NPOEKTUPOBAHNIO BUPTYAIbHOM JIOKAJIbHON CETH.

2,3

Konnenuus mapmpyrusanumn

Hacrpoiika mapmpyTtuzaropa. MexaHn3Msbl IEpEChUIKU NakeToB. [loakmrouenne u HacTporka
ycTpoiicTB. CBETOAMOIHBIE MHANKATOPBI HA MapLIpyTH3aTope. AKTUBALUs U HacTpolika [P-
anpecannu. [IpoBepka CBSI3HOCTH CeTEH ¢ MpAMBIM IoAKI0YeHneM. [IpoBepka HacTpoek
uHTepdeiica. PunpTpanys BEIXOJHBIX JaHHBIX KOMaHa «showy». KoMmMyTalus makeToB
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Mexy ceTaMu. OYHKIMS KOMMYTALMKU MaplipyTu3atopa. MapupyTu3anus NakeToB.
Omnpenenenne mytu. [Iporiecc mpuHATUS pEHISHHS O TIEPEChUTKE MaKeToB. BriOop
ontuMaiibHOro 1yTH. [IpoTokonsl RIP, OSPF, EIGRP. Pacnpenenenue Harpy3Ku.
AnmunuctpupoBanue paccrosiaue (AD) u HaIe)KHOCTh MapHIpyTa. AHAINA3 TaOJIHIT
MapLIpyTU3alUU — UICTOYHUK JAaHHBIX, IPUHIIMITEI (JOPMUPOBAHUE BO3MOKHOCTU HACTPOIKH.
3anucu TabIUIBI MAPIIPYTU3ALNHU JJIS CETEH C MIPSIMBIM MOJIKIIFOUYCHUEM. 3aaHue
CTaTUYECKUX MapuIpyToB. [IpoTokosbl quHamuyeckoil mapuipytusanuu cereit [Pv4 u [Pvo6.

Mapumpyruzanus mesxxkay VLAN

[Tpunummne! padotel MapipyTuzanuu Mexay VLAN. Hactpoiika mapuipytusanuu Ha 6aze
MapHIpyTU3aTOPOB C HECKOIBKUMH (PM3NYECKUMHU HHTEp(eiicaMu, ¢ UCTIONb30BaHUEM
KOH(Urypauuu router-on-a-stick, uepe3 MHOroypoBHeBblii KomMmyTartop. [IpoGiiemsl
mapmpytuzanun Mexay VLAN. [IpoBepka KoHGHUTyparmu KOMMYTaTopa 1 HaCTPOEK
Mmapuipytuzaropa. Henonanku B pabote unrepdeiica. Omnbku B IP-anpecax u mackax
noacetu. Hactpoiika u pabora komMmyTanuu Ha 3-M ypoBHe. Mapmpytusanus Mmexay VLAN
yepe3 BUPTyallbHble HHTep(eiickl KOMMyTaTopa, MapLIpyTu3upyemsble opTel. Henmonaaku B
HACTpPOIIKax KOMMYyTaTopa 3-ro YpOBHsI.

2,3

CraTnveckasi MApIIPYTH3ALHA

IIpenmyiecTBa 1 3a7ja4 CTATUYECKOW MapLIpyTU3alui. THIIBI CTAaTUYECKUX MapIIPYTOB:
CTaHJApTHBIN, 110 YMOJIYaHUIO, CYMMapHbIi, I1aBaronuil. Hactpolika cratuyeckux
MmapiipyToB [Pv4 u [Pv6. Komanna «ip route». MapuipyT cieayromero nepexoia.
HarpsaMyro moaKIr0YEHHBIN cTaTUYeCKU MapipyT. [101HOCTBIO 3aJTaHHBIN CTATUYECKUI
mapmpyT. Hactpolika craTndeckoro Mapupyra no ymon4anuro. Kiraccosas agpecanus.
Knaccosble macku noacetu. beckiiaccoBas MesxxnoMmeHHas Mapupyrusanus CIDR.
O6benunenue mapuipytoB. Opranuszanus cynepcereil. McnonaszoBanue Macok mojaceTu
¢ukcupoBannoit ymuel (FLSM). Macka noacetu nepemenHoit anunsl (VLSM). Hactpoiika
CYMMapHbIX U IUIABAOIIMX CTaTHYECKUX MAPHIIPYTOB. PacyéT cyMMapHOro Mapuipyra.
O6wenunenue ceteBbix aapecoB IPv4 u IPv6. [louck u ycTpaHeHHe HEToIao0K B
HACTPOMKaxX CTATHYECKOr0 MapIIpyTa U MapuipyTa o yMOJIYaHUO.

2,3

JAMHaMHYecKasi MapLIPyTH3aAUHUs

[TpoToK0JIbI TUHAMUYECKON MapLIPyTH3alUU — Ha3HAYEHUE, IPUHIUIIBI PA0OOTHI U UCTOPUS
pa3BuTHs. CpaBHEHUE TMHAMUYECKON M CcTaTHYECKOW MapiipyTu3anuu. [IpuHIuns! paboTs
MIPOTOKOJIOB MapUIPyTHU3AIMH: IYCK MOcie BKIOUeHHs nutanus, CeTeBoe 0OHapyKeHHE,
OO6mMeH nanHbIMU MapiipyTu3anuu, Odecneuenne cxogumoctu. Kiaccudukanus npoTokosioB
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Mapuipytuzanuu. [Ipotokonsl IGP u EGP. JuctaniimonHo-BeKkTopHbIe TPoTOKOJIbl RIP,
IGRP. IIpoTokonsl MapuIpyTuzanuu 1o cocrosinuto kanaina OSPF u IS-IS. KnaccoBble u
0ecKJIacCOBBIE MTPOTOKOJIBI MAPIIPYTU3AIMHU. XaPAKTEPUCTUKU U METPUKH ITPOTOKOJIOB.
JInHaMuueckast IMCTAaHIIMOHHO-BEKTOPHAs MapLIpyTU3aLys. JJMCTaHIMOHHO-BEKTOPHBIN
aIropuT™M. MexaHu3Mbl OTIIPABKH U MOJYyYEHHUS JaHHBIX MapLIPyTU3aluu, pacyéTa
ONTHMATBHBIX MYTEH U [0OABICHUS MAPIIPYTOB B TAOJIUIlY MAPIIPYTHU3AIIUU, OOHAPYKEHUS
Y pearupoBaHus Ha U3MeHeHus B Tonosiornu. Hacrpoiika nporokona RIP: BkiatoueHue
RIPv2, oTK/TFOYE€HHE aBTOMATUYECKOTO 0O TUHEHUS, HACTPOWKA MMACCUBHBIX MHTEP(EHCOB,
reperaya MapuIpyTa no yMoia4dasuro no cetu. Hacrporika nporokoisia RIPng. IIpouecc
MapIIpyTU3alUH 110 cOCTOsTHUIO KaHana. Hello mpotokoi. maker coctosinus kanana (LSP).
JlaBuHHAs pacchulKa NAKETOB COCTOSIHUS KaHaua. JIaBUHHAs pacChlIKa MAKETOB COCTOSHUS
kaHana. Co3anue aepeBa kpardaimmx myreit SPF. 2,3]/[o6asnenne mapmpyros OSPF B
TabnuIly MapupyTuzanui. HegoctaTku mpoTOKOIOB MAPIIPYTU3AIUH 110 COCTOSIHHIO
KaHaya. Tabnuia MapmpyTu3aui. 3aucu ¢ MPSMbIM MOIKIIOYCHUEM U YIATEHHOW CETH.
Junamuuecku nonydaemblie Mapuipythl [Pv4/6. Tponece noucka mapuipyra.

OSPF na1s ogHoii ods1acTi

CemeiictBo nporokosoB OSPF. XapakTepuctuku, npuHIUNb padoTsl 1 komrnoHeHTs! OSPF.
Oco6ennoctu OSPF st oHO# 11 HECKOJIBKUX o0acTeil. MaructpaiibHasi 001acTh.
Wukancynsauusa coobmenuid OSPF. Tunsl nakeroB OSPF: naker npuserctsus (hello), maker
onucanus 6a3bl nanHbIx (DBD), naker 3anmpoca cocrostaus kanana (LSR), maker oOHOBIEHUS
cocrosiHus kaHana (LSU). maker monrBepskaeHus cocrostaust kanana (LSAck). O6HoBneHus
cocrosiHus KaHana. Paboune coctosuus OSPF. Brinenennsiit (DR) u pe3epBHbIit
BhIJIesieHHBIN MapiupyTu3aTop (BDR). Cunxponusanus 6a3 nanasix OSPF. Hactpoiika
OSPFV2 st omHoit o6mactu. Pexum KoHGUTypaiu HACHTUPUKATOPHI MapIIPYTH3ATOPA.
Hcnonb3oBanue untepdeiica loopback. Bkiarouenue OSPF na unrepdeiicax. [llabaonnas
macka. Komanna «network». Hactpoiika naccuBHbix uHTepdeiico. @opmyna pacuéra
metpuku croumoct OSPF. Hactpoiika 3HaueHuit mponyckHoi criocoOHOoCTH HHTepdeiica.
[TpoBepka coceqHUX yCTPOMCTB, HACTPOEK MPOTOKOJIA, TAHHBIX MpoIlecca U APYTrux
xapaktepuctuk OSPF. Cpasuenne OSPFv2 u OSPFv3. Anpeca tumna link-local. Tonmonorus
cetu OSPFv3. Hacrpoiika uaeatudukaropa mapmpyrtuzatopa OSPFv3. Bximtouenne OSPFv3
Ha uHTepdericax.
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Cnucku kouTpoas nocryna (ACL)
Criucku xouTpons gocryna (ACL). IMpunnun padotst ACLcnuckoB. Tunbsl ACL-ciickoB
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Cisco mis [Pv4. [IpucBanBanue HomepoB 1 UMEH ACL-ciickam. Pacuér mrabmoHHOM Macku
B ACL-cnuckax. PekoMmenanuu no co3ganuto u pazmenienunto ACL-cnuckos. Pazmenienue
craHnapTHbIX U pacumpeHHbix ACL-cnuckoB. Hactpoiika ctangaptaoro ACL-cniucka.
[Tpumenenune crangaptabix ACL-criuckoB Ha untepdeiicax. Kommentapuu k ACL-cniuckam.
IIpoBepka u pegakTupoBaHue cTaHIapTHBIX HymepoBaHHBIX ACLcnuckoB. ACL-cTaTucTuka.
3amuta noproB VTY ¢ nomoueto ctanaaptHoro ACL-cniucka I[Pv4. CtpykTypa u HacTpolika
pactmmpeHHbIx ACL-criuckoB miist [IPv4. @unbTpanus Tpaduka ¢ UCIoJib30BaHUEM
pacuuperHbix ACL-crcKoB.

[Touck u ycrpanenue Henonaaok ACL-cnuckos. Pacnipoctpanéunsie ommbdku ACL-
cnuckoB. CpaBaenue ACL-cnuckoB ans [Pv4 u IPv6. Hactpoiika u nposepka ACL-crinckoB
g [Pvo.

10

IIporoxkon DHCP

[Tporoxon DHCP. DHCPv4: 6a3oBas oneparusi, popmMaT cOOOIICHHIA, COOOIIEHNUS
oOHapyxeHus U npeanoxxenus. Hacrpoiika, nposepka u perpancisauus npocroro DHCPv4-
cepsepa. Hactpoiika mapuipyrusaropa B kauectse DHCPv4-knuenrta. Hactpolika
Mmapupytuzaropa kinacca SOHO. [louck u ycTpaHneHune Hemoaaao0k B padboTe
mapuipytuzaropa DHCPv4. IIpotokon DHCPv6. ABromarnueckas HacTpoiika ajpeca 6e3
orcnexuanust coctosHus (SLAAC). IIpunnun padotet SLAAC ¢ DHCPv6. DHCPvV6 c u
6e3 oTcnexxuBanus cocrosiHus. [Iporieccest DHCPv6. Hactpoiika mapuipytuzaTopa B
kauectBe DHCPv6-cepepa u DHCPv6-kuenTa. [louck u ycTpaneHue HEMmoyianok B padote
DHCPVG.

2,3
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IIpeoGpa3oBanue cereBbIX agpeco IPv4

[TpeoOpa3zoBanue cereBbix agpecos [IPv4. KonnenrtyansHoe npeodpazoBaHue CETEBBIX
aapecoB (NAT). Tepmunonorus u npuHiuns! padbotsl NAT. IIpoctpancTBo yacTHbix [Pv4-
anpecoB. CTaTnyeckoe U JUHaAMU4ecKoe rpeodpa3zoBaHue ceTeBbIx ajgpecoB (NAT).
[IpeobpazoBanne agpecoB mopToB (PAT). CpaBuenne NAT u PAT. [IpeumymectBa u
HenoctaTku NAT. Ananus cratuueckoro nmpeodpasoBanust NAT. [Ipunuun paboTs
nuHamuyeckoro NAT Hactpoiika u nposepka NAT, PAT. [lepeanpecanust mopTos.
Hactpoiika NAT u nporokosna IPv6.

[Touck u yctpanenue Henonaok B padbore NAT.

2,3

B mom uucne npakmuueckux 3auamuil u 1a60pamopHvix paoom
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1

Hacrpoiika kommyTtaropa:
* ba3oBas HacTpoiika KOMMYTaTOpa;
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Hactpoiika napameTpoB 0€30MacHOCTH KOMMYTATOpAa.

HacTtpoiika 6e30macHOCTH KOMMYTaTopa:

Hacrpoiika nmporokona SSH;
Hactpoiika ¢pynakiuu Switch Port Security;
[Touck u ycTpaHeHHE HETOJIA0K B CUCTeMe 0€301MacHOCTH TIOPTOB KOMMYTAaTOPa,

OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

2,3

Kondurypamus cereit VLAN:

Kongurypauus cereit VLAN u TpaHKOBBIX KaHAJIOB;

[ouck n ycrpanenue Henonaaok B kKoHpurypamuu VLAN;

Peanuzanus cucremsl 6e3omacuoctu cetd VLAN;

Peanuzanus cereit VLAN 1151 cerMeHTaIuy ceTeil mpeAnpusiTUiA MaJIoro U CpeIHETrO
OusHeca.

2,3

HacTtpoiika mapiipytuzaropa:

Hcnonb3oBanue KOMaH bl traceroute Jiist OOHapyKEHUs CETH;
JIOKyMEHTUPOBAaHUE CETH;

Hactpoiika untepdeiicos [Pv4 u IPvo;

Hactpoiika 1 npoBepka HeOOIbIION CETH;

HccnenoBanve MapuipyToB € MPSIMbIM MOIKITIOUYECHUEM.

2,3

Hacrpoiika MapiipyTu3anuu:

CocraBnenue cxeMbl cetu MIHTEpHET;

Hacrpoiika 6a30BbIX mapaMeTpoB MapIIpyTHU3aTOpa ¢ MOMOIIbI0 HHTEep(erica KOMaHTHON
ctpoku (CLI) cuctemsl Cisco 10S;

HacTtpoiika 6a30BbIX mapamMeTpoB MapiipyTuzaTopa ¢ nomoiisio CCP.

2,3

Mapmpyruzanus mexay VLAN:

Hacrpoiika mapupytuzanuu mexay VLAN s kaxaoro unrepgeiica;

Hacrpoiika mapupyruzannu mexny VLAN Ha ocHoBe crannapra 802.1Q u TpaHKOBOTO
KaHaja;

[Touck u ycTpaHeHue HENOIal0K B MapuIpyTu3zauuu Mexay cerssMu VLAN.

2,3

Hacrpolika ctaTudeckoi MapupyTH3aium:

Hactpoiika cratnueckux mapuipyroB [Pv4/IPv6 o ymonuanuio;

Pa3pabotka u peanusanus cxemsl aapecauuu [Pv4 ¢ ucronszoBannem VLSM;
Pacuér cymmapusix mapupytos [Pv4 u [Pv6;

ITorck m ycTpaHeHHe HeNoJIaIoK cTaThyecKux mMapupyToB [IPv4 u [Pv6.

2,3




8 | Hacrpoiika nuHaMHU4ecKoil MapIIpyTHU3alluu: 2 2,3
. HccnenoBanue cXoIMMOCTH;
. CpaBHeHHE METOJI0B BEIOOpa MyTH B mpoTokoiax RIP.
9 | Hacrpoiika npotokosioB RIPv2 u RIPng. 2 2,3
10 | Hacrpoiika npotokonoB OSPF: 2 2,3
. Hactpoiika 6a3oBoro mporokona OSPFv2 mist ogHo#t o0nacrtu;
. basoBas HacTpoiika nmporokosia OSPFv3 st ogHol obnactu.
11 | UzydeHnue MexaHU3MOB pabOTHI CO CIIMCKAMU KOHTPOJISI TOCTYTIA! 2 2,3
» Harnannoe npencrasnenue pabotsl ACL-crincka;
* Hacrpoiika crangaptaeix ACL-cniickos;
* Hacrpoiika crangapTHeix MMeHOBaHHBIX ACL-ciiCcKoB;
» Hactpotika ACL-criucka amnst munuit VTY;
* Hacrpoiika pacmmpenssix ACL-cIIUCKOB I pa3iM4YHbIX CLICHAPUEB;
» Tlouck u ycrpanenue Henoiaaok B padore ACL-criuckos;
* Hactpoiika ACL-cniuckos [Pv6;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
12 | Hactpoiika ACL-cnuckoB: 2 2,3
* Hacrpoiika n nposepka ctannapTHbIXx ACL-CIIUCKOB;
* Hacrpolika u nposepka orpanudeHuid VTY;
* Hactpotika u nmpoBepka pactmupeHHbIx ACL-CIHUCKOB;
* Ilouck u yctpaHeHHe HENOJIAA0K B HacTpolike u pasmemenuun ACL-
CIIMCKOB;
* Hacrpoiika u npoepka ACL-cniuckoB ais IPv6.
13 | Uzyuenue nportokoio DHCP: 2 2,3
* bazosas nactpoiika DHCPv4 na mapmpytu3zarope;
* bazosas Hactpoiika DHCPv4 Ha kommyTaTope;
* Tlouck n ycrpanenue Henonagok B pabore DHCPv4;
* Hacrpoiika cepsepa DHCPv6 6€3 oTcnexxuBaHusl COCTOSTHUS U C OTCIEKUBAaHUEM
COCTOSIHUS;
» ITlouck u yctpanenue Henonajok B pabore DHCPv6.
14 | Uzyuenue nportokoia DHCP: 2 2,3

» Hacrpoiika npotokona DHCP ¢ nomomsto komann Cisco 10S;
° OTpa6OTKa KOMITJICKCHBIX NMPAKTHYCCKNX HABBIKOB.




15 | IIpeoOpa3oBaHme ceTEBBIX aPECOB: 2 2,3
» H3yuenue npuniuna padotst NAT;
* Hacrpoiika ctarndeckoro u nuHamuydeckoro NAT;
*  Peamm3anusg cratndeckoro u guHamudeckoro NAT;
» Hacrpoiika nepeasapecanuu noproB Ha Mapiipytusatope Linksys;
+ IIpoBepka, mouck u ycrpaneHue Henosiaaok Konpurypauuii NAT;
*  OtpaboTKa KOMIIJIEKCHBIX IPAKTUYECKUX HABBIKOB.
16 | Uzyuenue padotsl ¢ NAT u PAT: 2 2,3
* Hactpoiika nuaamudeckoro u crarudeckoro NAT;
* Hactpoiika NAT-niyna ¢ neperpy3koii u PAT;
» Tlouck u ycrpanenue Henonaaok koHpurypammii NAT.
Pasznea 2. 64
Opranusanus,
NPHHIUIBI
NOCTPOEHUSA U
(pyHkuuonupos
aHus
KOMIIBIOTEPHBIX
cerei
M/IK.01.02. 64
Opranun3anus,
NPUHIUIBI
NMOCTPOCHUSA U
(pyHxkuuonupos
aHus
KOMIIbIOTEPHBIX
cerer
Tema 2.1. Conep:xanue 15
Mapmpyruzaun | 1 | BBenenue B macmrabupoBaHue cereii 4 12
AU Peanuzanus npoekra cetu. IIpoekt nepapxudeckoii cetu. Pacmmpenue cetu. Boibop




KOMMYTALHUsl.
MacwmradupoBa
HHe ceTel

ceTeBbIX ycTpoicTB. KommyTarmonnoe obopynoBanue. MapipyTu3atopsl. Y paBisioiye
YCTPOMCTBA.

2 | N36bITouHOCTH LAN

[TonsiTust mpoTokosa spanning-tree. [lpennasnauenue nporokosia spanning-tree. [Tpuammmn
pabotel STP. Tunsr npotokosnioB STP. Hactpoiika mporokona STP. Hactpoiika PVST+.
Hactpoiika Rapid PVST+. [Ipo6aemsl HacTpoiiku STP.

2,3

3 | ArpernpoBaHue KaHAJIOB

OcCHOBHBIC TIOHATHS arperupOBaHUS KaHAIOB. ATperupoBanue kaHanoB. [IpuHIUI paboThI
EtherChannel. Hactpoiika arperupoBanus kanaiaoB. Hactpoiika EtherChannel. IIpoBepka,
HIOMCK M yCTpaHeHue Henosanok B pabote EtherChannel

2,3

4 | BecipoBOIHbBIE JIOKAJTbHBIE CETH

Konnenmnuu 6ecipoBoiHoil cBsi3u. BBenenue B 0ecipoBoiHyIO CBsA3b. KOMIIOHEHTHI ceTei
WLAN. Tononoruu cereit WLAN 802.11. IIpuniunst paboTsl 6€CcripoBOJHON JTOKAIBHOM
cetu. Ctpykrypa kazapa 802.11. dyHkimoHupoBaHue OECIIPOBOIHOM CBSI3U. Y IPaBICHUE
KaHaJlaMu. be3onacHOCTh O€CIPOBOIHBIX JIOKAIBHBIX ceTei. YTpo3sl 1t cereir WLAN.
Ob6ecneuenne 60ezonacHoct WLAN. Hactpoiika 6ecripoBOIHBIX JIOKATbHBIX CETEH.
HacTtpoiika 6ecripoBogHoro Mapiuipytuzaropa. Hactpoiika 6ecipoBogHbIX KIHEHTOB. [lonck
U yCTpaHEeHHEe HenoJiaok B pabote cered WLAN.

2,3

5 | Hacrpoiika n ycrpaneHnue HenoJiagok B padore OSPF nis oxnoii 061acTn
Pacumpennsie napamerpsl nporokosna OSPF st ogHolt o0nactu. Mappyrusanus Ha
ypOBHSIX pacnpeaeneHus u sapa. OSPF B ceTsix ¢ MHOXXECTBEHHBIM JIOCTYIIOM.
Pacnipoctpanenue mapuipyra no ymonuanuto. Tounast Hactpolika uarepdeiicoB OSPF.
3ammura OSPF. YcTpanenue Henonagok peanusanuu npotokosna OSPF st onHoit obnactu.
CocraBrnsonye mporeaypsl MOMcKa u yCTpaHeHus Henoanok B pabore OSPF st ogHoi
obmnactu. [louck u yctpanenue Henomianok B Mapuipyruzauun OSPFv2 nns onHoii oGnactu.
[Touck u ycrpanenne Henonanaok B OSPFv3 mist ogHOM o6mactu

2,3

6 | OSPF nas HecKoOIbKHUX 00s1acTeii

[Tpuntun paboter OSPF mis Heckonpkux obmacteit. Haznauenne OSPF my1st HECKOIBKUX
obnacreii. [Tpunnun padotel maketoB LSA B OSPF m1s Heckonbkux oOmacreit. Tabnuia
Mmapurpytusauuu u tunsl MapipyroB OSPF. Hacrpoiika OSPF s Heckonbkux oGmacteit.
Hacrpoiika OSPF nns neckonbkux obnacreit. O0benunenue mapupyros OSPF. Ilposepka
OSPF 1 HeCKOIBKUX 00JIacTe.

2,3

B mom uucne npakmuueckux 3anamuii u 1a60pamopuvix padom

11




1 | Pa3BepThIBaHHE KOMMYTHPYEMOM CETH C pE3epBHBIMH KaHATIAMH 1 2,3
2 | Hacrpoiika Rapid PVST+, PortFast u BPDU Guard 1 2,3
3 | Hacrpoiika npotokona GLBP 1 2,3
4 | OnpeneneHue TUMOBBIX OMUOOK KoHpurypanuu STP 1 2,3
5 | Hacrpoiika EtherChannel 1 2,3
6 | I[louck u ycrpanenue Henonaaok B padote EtherChannel 1 2,3
7 | ArperupoBaHue KaHajoB 2 2,3
8 | Hacrpoiika 6ecipoBOIHOTO MapUIpyTH3aTOpa U KJIUEHTa 1 2,3
9 | Hacrpoiika 6a3oBoro nporokoia OSPFv2 nns ogHoit o6itactu 2 2,3
10 | Hacrpoiika OSPFv2 B ceTd MHO>KECTBEHHOTO JIOCTYTIA 2 2,3
11 | Hacrpoiika pacmmpennsix ¢yHkuuii OSPFv2 1 2,3
12 | ITouck u ycTpaHeHue HENoaaa0K B paboTe ocHOBHBIX MPoTokosoB OSPFv2 u OSPFv3 mis 1 2,3
OJIHOM 00J1acTu
13 | ITouck u ycTpaHEeHHE HEMOJAI0K B paboTe yCOBEpIICHCTBOBAHHOTO TipoTokosia OSPFv2 s 1 2,3
OJIHOI1 00JIacTH
14 | Bnagenue HaBbIKaMu NIOKMCKA U yCTpaHEHUs Henonalok B padbore OSPF 1 2,3
15 | Hacrpotika OSPFv2 nns Heckonbkux obiacten 2 2,3
16 | Hacrpotika OSPFv3 nns Heckonbkux obiactei 2 2,3
17 | Ilouck u ycrpanenue Henonanok B padore OSPFv2 u OSPFv3 nist Heckonbkux obmacTeit 1 3
Tema 2.2. Cooeporcanue 16
Coennnenne 1 | Hoak/ao4eHne K ri100aJIbLHON CeTH 4 2,3
cerei 0O0630p TexHonoruH TI00aTbHON ceT. [{ens co3ganus rmodanbHbIX cetei. [IpuHImm padoTh
ro6ansHOM cetu. BeiOop TexHomornu rinodansHoi cetu. CepBUCH TT00ATHHON CETH.
NuppacTpykTyphl 9acTHBIX TI100ambHBIX ceTel. MHpacTpykTypa 001men0cTymHon
rio0anbHO ceTH. BbI0Op cepBUCOB I1100aJIbHOM CETH.
2 | CoennHeHHE «TOYKA-TOYKA» 4 2,3
00630p mocnea0BaTETHHOIO COCTUHEHUS «TOUKA-TOUKay. CBS3b MO MOCIEA0BATEILHOMY
karaiy. Makancymsius HDLC. Ipunnun pa6otst mpotokosna PPP. [Ipenmymiecta
nporokosia PPP. LCP u NCP. Ceancel PPP. Hacrpoiika nporokona PPP. Hactpoiika
npotokona PPP. Ayrentuduxanus PPP. Otnaaka coennuenniit WAN. Otnaaka PPP.
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3 | PemeHusi IMPOKOMOJIOCHOTO IOCTYIA 4 2,3

VY nanéunas padora. [Ipenmymiecta ynanéaaon pabotel. busnec-TpeGoBanust s

yIaEHHBIX paOOTHUKOB. CpaBHEHHE pEIIEHUI MIMPOKOIIOI0cHOTO qoctyna. Kadens. DSL.

BecripoBogHBIC MIHMPOKOTOIOCHBIE CeTH. BRIOOp pelieHuil MUPOKOIIOIOCHOTO JJOCTYTIA.

Hacrpoiika noaxmrouenuit xDSL. O630p PPPoE. Hactpoiika PPPoE.
4 | 3ammTa MeKPUINAIBLHON CBA3U 6 2,3

Cetu VPN. Ocnogsl ceteit VPN. Tunsi cereli VPN. Tynnenn GRE Mexny oObekTamMu.

Ocnosbsl GRE. Hacrpoiika tynneneit GRE. Obuue ceenenus 06 [Psec. 3amura nporokosia

IP. Ctpykrypa npotokona [Psec. Y ganéunsiit nocryn. Pemenus VPN nns ynanénnoro

noctyna. Cetn VPN ynanénnoro gocryna ¢ ucnosibzoBanueM [Psec.
5 | Monurtopunr Cern 6 2,3

Syslog. IMpunmun pabotsr Syslog. Hactpoiika Syslog. SNMP. Tlpuniun pabotst SNMP.

Hactpoiika SNMP. NetFlow. ITpuniun pa6otet NetFlow. Hacrpoiika NetFlow. ITpoBepka

MoJIeJIel Tpaduka.
6 | Orjagka ceTu 9 2,3

[Tonck m ycTpaHeHHE HETIONIAZ0K C MCIIOJIb30BaHUEM CHCTEMHOTO oaxoa. JJokyMmeHTanus

no cetu. Ilpouenypa noucka u ycrpaneHus: Hernonaaok. Mzonsnus npoOieMsl ¢ TOMOLIbIO

MHOTOYpPOBHEBBIX Mojieneii. Otimaaka cetu. CpeacTBa MOMCKa M YCTPAHEHUS HETTOJIAI0K.

CHUMIOTOMBI U IPUYMHBI OTIIAJKU ceTu. IIOMCK M ycTpaHeHue HenoalokK cBsi3u B ceTsix IP.
B mom uucne npakmuueckux 3auamuii u 1a60pamoprvix padom 10
1 | Hacrpoiika 6a3oBoro PPP ¢ ayrentndukanueit 2 2,3
2 | Ornagxka 6a3zoBoro PPP c ayrenTuduxanmeit 2 2,3
3 | [IpoBepka PPP 2 2,3
4 | Hactpoiika MapuipyTtu3aropa B kauecTBe kimeHTa PPPoE s nogkmouenust DSL 2 2,3
5 | Hacrpoiika tyaaens VPN GRE 1o cxeme «rodka-roukay 2 2,3
6 | Pa3paboTka TeXHHYECKOTO 0OCTYKMBAHUS CETU 2 2,3
7 | Hacrpoiika Syslog u NTP 1 2,3
8 | Uzyuenmne nmporpaMmMHOTO 0OECIIeYeHUs IIsl MOHUTOPUHTA CETH 2 2,3
9 | Hacrpoiika SNMP 1 2,3
10 | Coop m anaym3 nanHbIx NetFlow 1 2,3
11 | MacTpyMeHTapHii ceTeBOro aIMUHICTPATOpa J1JIsl HAOJIIOICHHSI 1 2,3
12 | C6otii B pabote cetn 1 2,3
13 | Pa3zpaboTka JOKyMEHTaIIH 1 2,3
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Pazpen 3.
Be3onacHocth
KOMIBIOTEPHBIX
ceTeH
M/K.01.03. 64
Bbe3onacHocth
KOMIBIOTEPHBIX
ceTer
Tema 3.1. Conepxanue 34
Be3onacHocth 1 | dynpameHTaTbHBIE NPUHIHUIIBI 0€30MACHOM ceTH 2 1.2
KOMIBIOTEPHBIX CoBpemeHHbIE YIpo3bl ceTeBOM Oe30macHoCTU. Bupycel, 4epBU U TpOSTHCKUE KOHU. MeTo1blI
ceTeH aTax.
2 | BezomacHocTh CeteBbIx ycrpoiicTB OSI 2 2,3
bezonacHslii noctyn k ycrpoiictBam. HazHaueHne aiMUHUCTPATUBHBIX poJieil. MOHUTOPUHT
U yIpaBlieHHe ycTpolicTBaMu. Mcnonb3oBanue QyHKIMS aBTOMAaTU3UPOBAHHON HACTPOMKH
0€30M1aCHOCTH.
3 | ABTopu3anusi, ayreHTU(QUKALUSA U Y4eT 1ocTyna (AAA) 2 2,3
CpoiictBa AAA. JlokanbHast AAA ayrentudukaims. Server-based AAA
4 | Peanu3anus TeXHOJIOTHii OpanaMayiIpa 4 2,3
ACL. Texnonorust 6panamayaspa. Konrekctuoiit kouTposas nocryna (CBAC). [Tonutuku
OpaH/May’pa OCHOBaHHbIE HA 30HAX.
5 | Peaau3anus TeXHOJIOTHii MPeAOTBPALEeHUsS] BTOPKEHUS 4 2,3
IPS TexHonoruu. IPS curnarypel. Peanusanus IPS. IIpoBepka u monuropusr IPS
6 | be3omacHOCTD JIOKAJLHOM ceTH 4 2,3
Obecneuenue 6e30MaCHOCTH MOJIb30BATENBCKUX KOMITbIOTEpOB. CooOpakeHus 1Mo
6e3omacHocTH BToporo ypoBHs (Layer-2). Kondurypauus 6e30macHOCTH BTOPOTO YPOBHSI.
bezonacHocts GecripoBoHbIX cereit, VoIP u SAN
7 | Kpuntorpadguueckue cucreMbl 4 2,3
Kpunrorpaduueckue cepuchl. bazoBas 11€10CTHOCTh U ayTEHTUYHOCTb.
Kondunennmansnocts. Kpuntorpadust OTKpBITEIX KIHOYEH.
8 | Peaam3anust texnosoruii VPN 4 2,3

VPN. GRE VPN. KomnonenTts! u pyakiponuposanne IPSec VPN. Peanuzanus Site-to-site




IPSec VPN c ucnonezoBanueM CLI. Peanusanus Site-to-site IPSec VPN ¢ ucnosp3oBanuemM
CCP. Peanusanus Remote-access VPN

9 | YnpaBjenue 6e30macHO CeThIO 4 2,3
[TpuHIMITE 6€30MTACHOCTH CETEBOTO qu3aiiHa. be3onacHast apxuTekTypa. Y paBieHue
npoleccaMu U 6e30nacHoCTb. TecTupoBaHue ceTy Ha ys3BuMocTd. HenpepbiBHOCTE On3Heca,
IIJIJAHUPOBAHUE BOCCTAHOBIICHUS ABAPUUHBIX CUTyalMii. JKM3HEHHBIN LIUKJI CETHU U
1aHupoBaHue. PazpaboTka perjiaMeHTOB KOMIIAHUM U TOJIUTUK O€30IaCHOCTH.
10 | Cisco ASA 4 2,3
Beenenue B AnantuBHoe ycTpoiictBo 6e3onacHoctu ASA. Konduryparnus daupsoia Ha
6aze ASA c ucnons3oBanueM rpaduueckoro uarepdeiica ASDM. Kondurypamus VPN Ha
6a3e ASA c ucnonb3oBanueM rpaduyeckoro uarepdeiica ASDM.
B mom uucne npakmuyeckux 3aHaAmuil u 1a60pamopHsIX padom 30
1 | CounanbHast UH)KEHEPUS 2 2,3
2 | UccnenoBaHue ceTeBbIX aTak U HHCTPYMEHTOB IPOBEPKHU 3aILUTHI CETH 2 2,3
3 | Hacrpoiika 6e30macHoro 1octymna K MapupyTH3aTopy 2 2,3
4 | O6ecrieuenne agmuarcTpaTuBHOrO AocTyna AAA u cepeepa Radius 2 2,3
5 | Hacrpoiika monutuku 6e30macHOCTA OpaHaMay poB 2 2,3
6 | Hacrpoiika cuctemsl peoTBpaiieHus Bropxkenuii (1PS) 2 2,3
7 | Hactpoiika 6e301acHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax 2 2,3
8 | UccnenoBanue MeTO 0B MU(POBAHUS 2 2,3
9 | Hacrpotika Site-to-SiteVPN ucnonb3ys uatepdeiic KoMaHIHOW CTPOKH 2 2,3
10 | bazoBas HacTpoiika nutto3a 6ezonacHoctd ASA 1 HacTpoiika OpaHaIMay’pOB HCIOIb3Ys 2 2,3
uHTepdelic KOMaHAHON CTPOKHU
11 | bazoBas HacTpoiika nutto3a 6e3onacHocTi ASA 1 HacTpoiika OpaHIMay>pOB UCHOIb3YS 2 2,3
ASDM
12 | Hacrpoiika Site-to-SiteVVPN ¢ ogHO# cTOpOHBI Ha MapUIpyTHU3aTOPE HCHOIB3Ys HHTEpdeiic 2 2,3
KOMaHTHOW CTPOKH U C JJPYTOH CTOPOHBI UCTIONB3YS IITI03 Oe3omacHocTH ASA TocpecTBoM
ASDM
13 | HacrpoiikaClientless Remote Access SSL VPNs ucnonszys ASDM 2 2,3
14 | Hacrpotika AnyConnect Remote Access SSL VPN ucnons3ys ASDM 2 2,3




15 | ®unanpHas KOMILIEKCHAS JJabopaToOpHasi paboTa 1mo 6€301macHOCTH 2 3

IIpumepHasi TeMaTHKa CAMOCTOATEIbHOI yueOHO#i padoThIi:
1. Cucremarnveckas npopabOTKa KOHCIIEKTOB 3aHATHH, yUeOHOM 1 CIIeNUANIbHON TEXHUYECKOH JTUTEPATYPHI.
2. KoHcnektupoBaHue TeKcTa, paboTa co CJI0OBAPSIMU U CIIPAaBOYHMKAMHM, O3HAKOMIIEHHUE C HOPMAaTUBHBIMU
JOKYMEHTaMH, y4eOHO-UCCIIeI0BATENIbCKast padoTa MpU CaMOM IIMPOKOM HCTIONIb30BaHuH VHTepHEeTa 1
npyrux | T-TeXHOIOTHH.
3. TIpoekTtHbIe POpPMBI pabOTHI, MOATOTOBKA COOOIIEHHUH K BHICTYIUICHHIO HA CEMUHAPaX U KOHPEPEHIIHAX;
MOJIrOTOBKA pedepaToB, JOKIAI0B.
4. TloaroroBka K 1JaOOPaTOPHBIM M MPAKTHUYECKUM PabOTaM C UCTIOIH30BAHNEM METOIUIECKUX PEKOMEHJAINiA
npernojiaBaTessi, opopmiieHHe 1a00paTOPHO-NPAKTHUECKUX PabOT, OTYETOB U MOATOTOBKA K MX 3allIUTE.
YuyeOHasi npakTHKa
Bupl pabor:
1. yyactue B mpoOeKTUPOBAHUH CETEBON HH(PACTPYKTYPHI;
2. ydacTue B OpTaHU3alUU CETEBOTO aIMUHUCTPUPOBAHNUS; 108 2,3
3. aKcIuTyaTanust OObEKTOB CETEBOM HH(PACTPYKTYPHI;
4. yyacTue B yIpaBJIeHUU CETEBBIMU CEPBHUCAMH;
5. yyacTHe B MOJEPHU3ALINU CETEBOM NH(PACTPYKTYPHI.
IIpousBoacTBeHHAs NPAKTHKA NPO(PECCHOHATBLHOI0 MOAY I
[IpumepHBIii nepeueHs padboT:
1. yyactue B pa3paboTKe METOJOB, CPEICTB M TEXHOJIOTUH IPUMEHEHUS 00BEKTOB MPO(hecCHOHATbHON
JESITENLHOCTH; 144 2,3
2. mpoBesieHue NpoUIAKTUYECKUX pabOT Ha 00BEKTAaX CeTeBOM MHPPACTPYKTYPhI U paOOUYMX CTAHIUAX;
3. ydacTue B HHBEHTApU3aIlMH TEXHUIECKUX CPEJICTB CETEBOW MHPPACTPYKTYPHI, OCYIIECTBICHNUE KOHTPOJIS
MOCTYIMUBUIETO U3 PEMOHTA 00OPYOBaHUS.

Buympu kastcoozo pasoena ykasviearomesa coomeemcmsayowjue memul. 1o kaxcoou meme onucviéaemcs cooepicanue yuebno2o mamepuand (6
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUSL HEeOOX0OUMbIX J1AOOPAMOPHLIX PAOOM U NPAKMUYECKUX 3aHAMUU (OMOEIbHO NO KANCOOMY 6U0Y),
KOHMPOIbHBIX pabom, a makxdce NPUMEPHAs MeMamuka CamocmosamenvHou pabomel. Eciu npedycmompenvl Kypcosvie pabomoei (npoexmvl) no
oucyuniumne, onucvigaemcs npumepras memamuxa. Odvem yacos onpeoensnemcs no Kaxcoou nozuyuu cmoadoya 3 (ommeuero 36e300ykotl *). Yposenw
0CBOEHUSL NPOCMABTIAACMCS HANPOMUSE OUOAKMUYECKUX eOUHUY 8 cmoioye 4 (ommeueno 08yms 386e300uxamu **).

JIJis XapaKTepUCTHKU YPOBHSI OCBOCHHSI YI€OHOTO MaTepHalia UCTIOIB3YIOTCS CIISAYIONNEe 0003HAUYCHHUS
1. — 03HAaKOMUTENBHBIN (y3HaBaHUE paHee H3yUYEHHBIX 00BHEKTOB, CBOHCTR);
2. — pEeNPOAYKTHBHBIN (BBIOTHEHUE ACSITEIBHOCTH IO 00pa3ily, MHCTPYKIIMH WX MO PYKOBOJICTBOM)



3. - HpOI[yKTI/IBHHﬁ (HJ'IaHI/IpOBaHI/Ie M CaMOCTOATE/IbHOC BBIIIOJIHCHHUE ACATCIBbHOCTH, PCHICHUEC HpO6J'ICMHBIX 33[[8‘1)



4. YCJOBUA PEAJIMBAIINA ITPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBaHusi K MUHUMAJILHOMY MAaTePUAJIbLHO-TEXHUYECKOMY 00ecnevyeHuIo

Peanuzanus nporpamMmbl AUCUMILIUHBI TpeOyeTCss HAMUYUs 1a00paTOpyUu OpraHU3aluy U
MIPUHIIUIIOB TTOCTPOCHUST KOMIIBIOTEPHBIX CUCTEM

ObopynoBanue:

KommuiekT yueOHo# Mebenu (16 mocagouHbIx MECT)

[TepconanbHbIil KOMITBIOTEP OOyUatormerocs (13 mir.)

[TepconanbHbIi KOMIBbIOTEP IpenogaBarens (1 mr.)

DKpaH JJ1s TPOEKTOpa HanoIbHbINA Projecta (mpuna 160 cm)

MynbsTuMenuitnbIii mpoextop Epson EB-X8

CereBoe 000py10OBaHUE:

xommytatop D-Link DES-1228 24 nopra, kommyratop COMPEX DS2216 16 nopTos,
uuto3 [P-tenedonuu Cisco SPAS000 8 moptos,

6 meauakonBeptepoB D-Link DMC-920R

JInueH3uoHHoe MporpaMMHoe odecreyeHue:

Microsoft Windows 7

(14 muuensuit WinPro 7 RUS Upgrd OLP NL Acdmc

Toproseriii nocpenuuk: Softline Jlara 3aka3za: 2010-10-27

Kon munensuu: 47592665 Ponurensckas nmporpamma: OPEN 67582704Z7ZE1210)
Microsoft Office 2007 Professional

(9 nmuuensuit OfficeProPlus 2007 RUS OLP NL Acdmc

Toproesriii mocpeaank: OOO Pankom Jlara 3akaza: 2007-12-04

Jluuensus: 43136305 Poautenbckas nmporpamma: OPEN 63126856ZZE0912;

5 muuensuii OfficeProPlus 2007 RUS OLP NL Acdmc

Toproserit mocpeaank: OO0 Pagxom [lara 3akaza: 2008-09-19

Kon JIuuensuu: 44544996 Poaurensckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 gns Windows

(Kaspersky Endpoint Security mis 6usneca - Pacumupennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License

Ne munensun: 1096-181214-111355-563-621

Cpoxk ucnonp3oBanus [10: ¢ 2018-12-14 no 2021-03-02

[TocraBmuk (pecemiep): BENEF.IT benedput, OOO)

ACKOH KOMITAC-3D V12 YuuBepcuTeTcKas JMIEH3Us ¢ OMOIMOTeKaMH U TPUIIOKEHUSIMU
(JTuensunonnoe cornamenue Kkx-10-01408 ot 03.12.2010 r. Kon-Bo kommii: 50
Kitou annmapatnoit 3ammursl HASP HL Net 50 v2 ID 1579998279)

CBo0ogHOe MporpaMMHoe odecrneyeHne:

Libre Office 5.4

Oracle VM VirtualBox

Microsoft Visual C++ 2008 Express Edition

Microsoft Visual C# 2008 Express Edition

Microsoft Visual Basic 2008 Express Edition

Python 3.4

Maxima 5.3.7

Pascal ABC.NET



4.2. UudopmannmonHoe obdecrieueHue 00ydeHust
IlepeyeHb pexkoMeHAyeMbIX Y4eOHbIX H31aHUil, VIHTepHeT-pecypcoB, AOMOJIHUTEIbHOI
JIMTEepaTypbl

OcHOBHBbIE HCTOYHHUKH:
1. Kosran, H.M. Komnsiotepusie cetu : ydebnoe mocooue : [16+] / H.M. Kosran. —
Munck : PUIIO, 2023. — 180 c. : wi., Ttabn. — Pexum mocrtyna: mo moxamucke. — URL:
https://biblioclub.ru/index.php?page=book_view red&book id=599948 (mata  oOpaiueHus:
16.05.2024). — bubnuorp. B ku. — ISBN 978-985-503-947-2. — TekcT : 371€KTPOHHBIIA.
2. MakcumoB, H. B. Komnbrorepusie cetu : yuebHOoe mocodue / H.B. Makcumos, U.N.
[TorioB. — 6-e u3x., nepepad. u nom. — MockBa : POPYM : UHOPA-M, 2024. — 464 c. —
TeKkcT: HemocpeICTBEHHBIN.
3. CepreeB A.H. OCHOBBI JIOKaJTbHBIX KOMITBIOTEPHBIX ceTeil: yaebHnoe mocodue. CIIO. —
Mockga: Jlanb, 2024. — 184 ¢. — TekcT: HenoCcpeCTBEHHBIH.

JlonoiHUTe/IbHbIE HUCTOYHUKH:

1. Jubpos, M. B. KommbloTepHble ceTu U TeIeKOMMYyHHUKaIMU. Mapmipyrusauus B IP-
ceTsix B 2 4. YacTh | : yueOHHMK U IPAKTHKYM ISl CpEeHETO MPpodhecCHoHanbsHOro o0pa3oBaHus /
M. B. Jlu6poB. — Mocksa : M3narensctBo FOpaiit, 2020. — 333 ¢. — (IIpodeccronansHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Texct : anexkrponnsiii // ObC IOpaiit [caiit]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/l (mara obpamenus: 16.05.2024).

2. CetH U TENEKOMMYHHUKAIUU : y4eOHUK U nipakTukyMm s By3oB / K. E. Camyiinos [u
ap.] ; mon penakmuein K. E. CamyitnoBa, W. A. lllanumosa, [I. C. Kyns6oBa. — Mockaa :
WznatenberBo FOpaiit, 2020. — 363 ¢. — (Bsicmiee oopazoBanue). — ISBN 978-5-534-00949-
1. — Texcrt : anexrponnsii / DBC IOpaiit [caiir]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/1l (marta obparmenus: 16.05.2024).

IIporpammuoe ob6ecneuenue u UHTepHeT-pecypceni:
1. 3bC «YHuBepcurerckas 6ubnmoreka oHnain». — Pexum noctyna: http://biblioclub.ru.
2. OOpa3oBarenbHbBIN IOpTal. Pesxkum nocryma: Intuit.ru.
3. DBC IPRBooks/ - Pexxum moctyma: http://www.iprbookshop.ru/

4.3. O01mme TpedoBaHUS K OPraHU3ALMHA 00Pa30BaTeJbHOIO NpoLecca

[Ipodeccnonanbhplii MOAYNb H3y4yaeTcs MapajUIeIbHO C H3YYEHHEM Y4eOHBIX
JUCLHUIUIMH o01enpodeccuoHaabHoro 1ukna: «OCHOBBI MPOrpaMMHUPOBaHUS U 0a3 JaHHBIX»,
«ONEKTPOTEXHUYECKHE OCHOBBI HICTOYHUKOB ITUTAHUSI.

BrinonHeHne NpakTUYECKUX 3aHATUN MpearoyiaracT JEeIeHHE TPYNIbl 10 YHUCIy
pabounx MecT, 000pyIOBAaHHBIX MEPCOHAIBHBIM KOMIBIOTEPOM. TeKyIIUi KOHTPOJIb OCBOEHUS
conepxanus MJIK ocymiecTBisieTcst B hopMe TeCTOBBIX 33JJaHUN M MPAKTUYECKUX 3aHATHH.

VYyeOHast mpakTHKa O MOJYJIIO IPOXOIUT U3ydeHus TeopeTnyeckoit yactu M/IK.

VYuyebHasg mpaKkTHKa IPOBOAUTCS B KOMIIbIOTEpHBIX Jsaboparopusix EI'Y um.M.A.
byHuHa.

[Ipon3BoaCTBEHHAs TMpaKTHUKa MPOXOAUT B oOpraHuzanusx ropoja. OOs3aTelbHBIM
YCIIOBUEM JIONMYCKa K MPOU3BOJCTBEHHON MpakTuke B paMkax [IM sBnsercs ocBoeHue yueOHOI
NPAaKTUKU JJIS TIOJTYYEHUS IEPBUYHBIX MPO(ECCHOHAIBHBIX HABBIKOB.

B mpouecce 00ydeHHs HCMONB3YIOTCS — pas3iWyHble BUIBl  HWH(OPMAaLMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHUH.

4.4. Kanposoe o0ecnneueHue 06pa3oBaTeibHOr0 mpouecca


https://biblioclub.ru/index.php?page=book_view_red&book_id=599948
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
http://www.iprbookshop.ru/

TpedoBaHus kK KBATM(PUKALNUHN MEIATOTHYECKUX KAIPOB, 00eCleYnBAIOIIUX 00yUeHHe Mo
MEKIMCIMIVIMHAPHOMY Kypey (Kypcam): HaIdule CpeIHEro CIEeHHalbHOr0 WM  BBICILIETO
WHKCHEPHOTO WITH BBICIIETO TIEAArOrMIecKoro 00pa3oBaHusi, COOTBETCTBYIOIIETO TIPOQILITIO.

TpedoBanus K KBAIM(PUKAIMY MeJArOrMYECKNX KaIPOB, OCYIIECTBJISIONIMX PYKOBOICTBO
NPAKTHKOI: BBICIIEE TIE€ArOrMYEeCKOe O00pa3OBAHME, COOTBETCTBYIOLIETO MPOMIII0 MO
«Hactpoiika ceTeBoii HHPPaCTPYKTYPbD» U CIICITMATLHOCTH «KOMITBIOTEPHBIE CETH.

5. KOHTPOJIb 1 OLIEHKA PE3YJIBTATOB OCBOEHUS JUCHUITJINHBI
Koutposnib u oIlleHKa pe3ydbTaTOB OCBOCHUS AUCIHUIUIMHBI  OCYIIECTBIISICTCS
MpernoiaBaTesieM B IPOIECCe MPOBEACHUS TMPAKTHYECKUX 3aHATHH M J1aOOpaTOpHBIX padoT,
TECTUPOBAHUS, a TAK)KE BBHIMOJHEHHSI OOYYAIONIMMUCS WHAMBUIYAIbHBIX 3a/IaHUN, MPOEKTOB,
HUCCIIEIOBAHUMN.

Pe3yabTaThl (0CBOCHHBbIE
npogecCuOHAIbHbIE
KOMIIeTEHIMH)

OcHoBHbBIE MOKA3aTeIN
OIICHKH pe3yJibTara

DopMbI U METOAbI
KOHTPOJISI ¥ OLIEeHKH
pe3yabTaToB 00y4YeHust

IIK 1.1. JlokymeHTHpOBaTh
COCTOSIHUSI
MH(POKOMMYHUKAIIUOHHBIX
CUCTEM U UX COCTABJISIIOIINX
B IIpoliecce HaJalKku U
JKCIUTyaTaluu

I1IK 1.2. [TopnepxuBaTh
paboToCcrocoOHOCTh
anmnapaTHO-MIPOTrPAMMHBIX
CPEACTB YCTPOWCTB
MH()OKOMMYHUKAIIMOHHBIX
CUCTEM

I1K 1.3. Ycrpanats
HEUCIIPABHOCTH B paboTe
MH(POKOMMYHUKAITUOHHBIX
CHCTEM

[1K 1.4. ITpoBoauth
MIPUEMO-C/IaTOYHBIE
WCIIBITAHUS KOMITBIOTEPHBIX
CeTel U CEeTeBOro
000pyI0BaHUS PA3TUYHOTO
YPOBHS U OILIEHKY KayecTBa
CETEBOM TOIOJIOTUU B
paMKax cBOei
OTBETCTBEHHOCTH

IIK 1.5. OcymecTBasiTh
pe3epBHOE KOITMPOBAHUE U
BOCCTAHOBJICHHE
KOH(UTypaIy ceTeBoro
obopynoBaHus
WH(pOPMaIMOHHO-
KOMMYHHUKAITHOHHBIX
CHCTEM.

[IK 1.6. OcyiiecTBasiTh
WHBEHTAPH3AIHIO

Onpenenenue
npodeccrnoHabHOM 3a1a9u
Y ATAIoB €€ BBIIOJIHEHUS

Db dexTuBHBINA TOUCK
nH(MOPMAIIHA TS PEIICHUS
npoeCCHOHATILHON 3a/1a4K

OmnpeneneHne pecypcoB Juis
peumeHus
npodeccroHanbHO 3a1a9u

O1eHKa «OTIMYHO -
TEXHUYECKOE 3a/IaHNe
MPOaHATH3UPOBAHO,
ITOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHHUUYECKOMY 33J]aHUI0 U
0o(OpMIIEH B COOTBETCTBUU
CO CTaH/JapTaMH, ITOSICHCHBI
€r0 OCHOBHBIE CTPYKTYPHI.

OreHKa «XOpOIIIOY -
AITOPHUTM pa3paboTaH,
0(OpMIIEH B COOTBETCTBUU
CO CTaHJapTaMH H
COOTBETCTBYET 3aJJaHHUIO,
IIOACHCHBI €TI0 OCHOBHBIC

CTPYKTYpBI.

Onenka
«yJIOBJIETBOPUTEIHLHO -
ITOPUTM pa3paboTaH u
COOTBETCTBYET 33JJaHUIO.

DK3aMeH/3aueT B hopme
co0ece10BaHuUs:
MPaKTUYECKOE 3a/IaHUE T10
MIOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBUH C
TEXHUYECKUM 33JJaHUEM

DKCNepTHOE HAOIIOICHUE 1
OIIeHKa Ha 1ab0paTopHO -
MPAKTUYECKHUX 3aHATHUAX, TIPH
BBHITIOJTHEHUH PaboT 1O
y4eOHOM 1
MIPOU3BOJICTBEHHON
MIPAKTUKAM

3amura OT4ETOB 10
MPAKTUYECKUM U
nabopaTopHBIM paboTam

WNHTtepnperanus pe3yabpTaToB
HaOoIeHuH 3a
JIeSITEIIbHOCTBIO
oOyuarorierocs B porecce
OCBOCHUST 00pa3oBaTeIbHON
MIPOTPaMMBbI




TEXHUYECKHUX CPEICTB
CeTeBOI MHPPACTPYKTYPHI,
KOHTPOJIb 000PyI10BaHHS
1I0CJIE IIPOBEIEHHOTO
peMOHTa

IIK 1.7. OcyiiecTBasiTh
periaMeHTHOE
00CITy>)KUBaHHE U 3aMEHY
PacxXoHBIX MaTEPUAIIOB
nepudepuitHOro, CETEBOTO U
CEpBEPHOT0 000PYIOBAHHSI
MH()OKOMMYHUKAIIMOHHBIX
CHCTEM




