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1. TACIHOPT ITPOT'PAMMBI YUEBHOM JUCIIUILIUHBI
OIIL.12 KoMnbloTepHbIEe CeTH
1.1. ObaacTh NpMeHeHHUs TPOrPAMMBI

Pabouas mnporpamMa y4eOHOW JAWUCHUIUIMHBI SBISETCS YacThlO 00pa3oBaTEIbHON
nporpammbl B cooTBeTcTBHM ¢ PI'OC mo  cmenmansHoctd  CIIO 11.02.17 «Pa3paboTka
AJIEKTPOHHBIX YCTPOMCTB U CUCTEM.

PaGouass mnporpamma y4yeOHOW JUCHMIUIMHBI MOXXET OBITh HCIIOJIb30BaHA B
JOTIOJTHUTEIIBHOM — MpO(eCCHOHATBHOM  00pa3oBaHMM (B MporpaMMax  MOBBIIICHHS
KBaIM(UKAIIMM U TEPENOArOoTOBKHM) M MNpOo(eCcCHOHATbHOM MOATOTOBKE IO CMEKHBIM
CHEUAIBHOCTSIM.

1.2. MecTo JUCHHUILUINHBI B CTPYKTYpe OCHOBHOI NMpogeccHoHAILHOI 00pa3oBaTe/ibLHOM
NMPOrpamMMmblI.

Mudp qucuurumaet o yuebnomy miany: OITLL.12.

JlucuuniuuHa SBISETCS 4YacThio oOuIenpodecCHOHaIbHOr0 IUKIa y4eOHOro IjiaHa Mo
cnenuanbHocTH CITO 11.02.17 «Pa3paboTka 3JIeKTPOHHBIX YCTPOWCTB M cUCTeM». HampasiieHa
Ha ¢opmupoBanue cienyromux oomux: 1K 1.1., ITK 3.3.

1.3. llesn u 3agauM JMCUMILIMHBI — TPeOOBAHUSl K Pe3yJIbTATAM OCBOEHHS COJEP:KAHUSA
JAUCHUILIHHBI

B pe3ynbraTe 0CBOGHUS TUCHMITIIMHBI 00YYaIOLUIUICS JOIKEH YMETh!
- NPOEKTHPOBATH JIOKAIBbHYIO CETh, BHIOMPATh CETEBBIE TOMOJIOTHH;

- HCIOJIb30BaThb MHOTO(YHKIIMOHATbHBIE MPUOOPHl MOHHUTOPHUHTA, MPOTPAMMHO-
arrapaTHble CPeICTBA TEXHUYECKOT0 KOHTPOJIS JOKAJIbHOU CETH.
B pe3ynbpTaTe 0CBOCHHS TUCIUIUIMHBI O0YYArOIINIICS JOMKEH 3HATD:

- 0o0lMe NPUHIMUIBI TMOCTPOCHUS CETEH, CETEeBbIX TOIMOJOTHH, MHOTOCIOWHON
mozenu OSI, TpeGoBaHMIT K KOMITBIOTEPHBIM CETSIM;

- apXMUTEKTypy NpPOTOKOJIOB, CTAaHJAApTU3ALMUA CETEH, JTaloB NPOEKTUPOBAHUS
CeTeBOM MH(PPACTPYKTYPHI;

- 0a30BbIC IMPOTOKOJIbI U TCXHOJIOTUH JIOKAJIBHBIX CeTeﬁ;
- [PUHIUIIBI TOCTPOCHUA BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CCTCfI;

- craHAapThl KaOeiel, OCHOBHBIE BHJAbBl KOMMYHHKAI[MOHHBIX YCTPOWCTB,
TEePMHUHOB, TMOHATUW, CTAaHAAPTOB W THUIOBBIX AJIEMEHTOB CTPYKTYPHUPOBAHHOM
KaOeTbHOW CUCTEMBI.

[Iporecc n3yueHrs TUCHUTIIMHBI HAMIpaBJieH Ha (DOPMUPOBAHHUE DJIEMEHTOB CIICTYIOIITNX
komnereHmii B cootBeTrcTBUM ¢ PI'OC CIIO m OOII CIIO mo maHHOMY HaIpaBJICHUIO
MOJITOTOBKHU (CTIEIIMAIbHOCTH):



0) npodeccuonanpubix (ITK):

Koxa HaunMeHoBaHHe 001X KOMIIETEHIIUIA

OcyiecTBisITh MOA00P TEXHOJIOTUH, TEXHUYECKOTO OCHAILIEHUS U 000pYyAOBaHUS IS
IIK 1.1. | cOopkH, MOHTaka M JEMOHTa)Xa AJIEMEHTOB JJICKTPOHHBIX OJIOKOB, YCTPOWCTB U CHUCTEM
pa3IMYHOro TUIIA

OcCylecTBIATh HACTPOHKY, PETYIUPOBKY, TEXHHUECKOE OOCIYKHBAHHE W PEMOHT

I1K 3.3. .
AJIEKTPOHHBIX YCTPOMCTB U CUCTEM Pa3IMYHOIO TUIIA




1.4. PexoMeHayeMoO€e KOJIHYECTBO YACOB HA OCBOEHHE MPOTPAMMBbI TUCHUTIIHHBI:
MaKCHUMaJIbHOW y4eOHOW Harpy3Kku oOydaromierocs 64 gaca, B TOM 4HCIIC:
00s13aTeNbHOM ayTUTOPHON y4eOHOM Harpy3ku oOydaromierocs 64 Jaca,
POMEXyTOUYHas arrectanus odyqaromierocst 0 yacos.

2. CTPYKTYPA U COJIEP)KAHUE YYEBHOM JUCIUTIJIMHBI

2.1. O0beM yueOHOI JMCHMIIJIMHBI M BU/ABI Y4e0HOH padoThI

Buo yueonoii pabomot Oovem uacos
MaxkcumasnbHasi yueOHasi Harpy3ka (Bcero)
Oobs13aTesibHASE AyAUTOPHAA yYeOHasi HArpy3ka (Bcero) 04
B TOM YHCJIE:
JICKIIMOHHBIC 3aHATHS 32
nabopaTOPHBIE 3aHATHS 32
KOHCYJIbTAIIUH

MMPOMEIKYTOYHAA aTTCCTAlUsA

CaMOCTOATCIIbHAA pa60Ta

Ilpomesicymounas ammecmayus 6 popme:  oughghepenyuposannoo 3auema




2.2. TemaTnueckuii JiaH u coaep:xanne yueonoi gucuumimusl OIIL.12 KomnbioTepHbie ceTu

HaumeHoBaHue Conep:kanue y4yeOHOro MaTepuaJa, O0Bém YpoBeHb
pa3/iesioB U TeM JabopaTopHbie padoThl M PAKTHYECKHE 3aAHATHS, CAMOCTOSITe/IbHAsA yueOHas padoTa 4acos OCBOCHHS
00yuyawuuxcsi, KypcoBasi padbora (poeKT) (eciu npedycmompennvt)
1 2 3 4
OINLL.12
Komnbrorepubie
ceTH
Paznea 1. 64
KomnbrorepHsbie
ceTH
Tema 1.1. Conepxxanue 32
BBeagenue B 1 | KoMIbIOTEpHBIE CETH 2 1,2
ceTeBble CoBMecTHass pabota, VIHTEpHET UM COBpEMEHHBIE CETEBblE€ TEXHOJIOTMU — 00JacTb
TEXHOJIOTHH NpUMEHEHHs U Ha3HaueHue. Buipl KoMnbloTepHbIX ceTel. I'obanbHble U JIOKaIbHBIE CETH.
OnHOpaHroBbIE M KIIMEHT-CEPBEPHbIE ApXUTEKTYphl. OCHOBHBIE KOMIIOHEHTHI CETEH, ceTeBast
cpela M cereBble ycTpolcTBa. TexHomoruu noakmrodeHus Kk MHrepHer. KoHBepreHTHBIE
cetu. KauectBo u HaaexHOCTh ceTeldl. (OCHOBHbIE MOHSTHUS CETEBOM OE30MAaCHOCTH.
TeHIeHIIuu pa3BUTHUs CETEN.
2 | KonconpHbIi q0CTYN, yaaleHHBIH qocTyn ¢ momoiisio Telnet 1 SSH, ucnons3oBanue nopra 2 2,3
AUX.
3 | CereBble MPOTOKOJIbI # KOMMYHHKAIHH 2 2,3
KonupoBanue wu mapamerpsl cooOmieHus. CeteBble NpOTOKOJBL. B3aumogeiicTBue
npotokosoB. Ha6op mpotokonoB TCP/IP u mporiecc oOmena nanHbIMA. OpraHu3anuu 10
cragpaptu3aiuu: [ISOC, IAB, IETF, IEEE, ISO. MuoroypoBueBsie moaenu OSI u TCP/IP.
Wnkancynauus naHHbiX. [Iporokonbhbie Onoku ganHbix (PDU). Jloctyn K J1OKagbHBIM
pecypcam. CereBas aapecanus. MAC- u IP- agpeca. loctyn k ynan€HusM pecypcam. [nro3
110 YMOJTYAHHUIO.
4 | CereBoii gocTyn 2 2,3

[TpoTokoinbl M cTaHAAPTHI Pu3ndeckoro ypoBHs. CrocoObl nmoakimoueHus K cetu. CeTeBbie
unrepdericapie atel (NIC). Cpeasl mepenaun JaHHBIX M UX XapaKTEPUCTUKH: MPOMYCKHAs
CIIOCOOHOCTh, TPOU3BOAMTENHHOCTh. Buubl MenHbix cereBbix kabeneit: UTP, STP,




KOakcHualdbHbIH. Pa3HOBHIHOCTH, OCOOEHHOCTHM TMPOKIAIKA U TECTUpOBaHUs Kabeseil.
CrpykTypa U 0COOCHHOCTH MPOKJIAJIKH ONTOBOJIOKOHHBIX Kabenel. becnipoBoHbIe cpencTBa
nepenaun ganabix. Crangapt Wi-Fi IEEE 802.11.

KaHanbHbIN ypOBEHb U €r0 NOAYPOBHU: YTpaBieHue Jorndeckum kaHanoMm (LLC) u
VYnpasnenue nqoctynom Kk cpeae nepenayn qanubix MAC. CtpykTypa Kajpa KaHAIbHOTO
YPOBHS ¥ IPUHITUTIBI ero (hopMupoBanus. CTaHIApThl KAHAILHOTO YPOBHS. Dusnyeckas u
JIOTUYECKasi TOMOJIOTHS CETH. TOMOJIOTHH «TOYKa-TOUKAY, «3BE3/1a», «IIOJTHOCBSI3aHHASY,
«xoipueBas». [lonyayriekcHas ¥ MOIHOAYIIIIEKCHAs nepeaada JaHHbIX. OcoOeHHOCTH
kanpoB LAN, WAN, Ethernet, PPP, 802.11.

Certesble TexHosiorun Ethernet

CewmeiicTBo cereBbix TexHojorui Ethernet. ITpuniun padoter Ethernet. BzaumonetictBue Ha
nonypoBHsix LLC u MAC. VmpaBnenue noctynom K cpene nepenauu gaHHbix (CSMA).
MAC-anpec: uaentudukanus Ethernet. ATpuOytsl kaapa Ethernet. IIpeacraBnenus MAC-
aapecoB. OpHO- W  MHOIOAIPECHOH, IIMPOKOBEIIAaTeNbHONM paccbulok. CKBO3HOE
nonakmouenue, MAC- u [P-agpeca.

[Tporoxon pa3pemenus ajgpecoB (ARP): npuHuunel paboTel, poib B MPOLECcCe yIaIeHHOIO
oOmeHa gaHHbIMU. Tabmuiel ARP Ha ceTeBbIX ycTpoiicTBax. OCHOBHBIE HEIOCTATKU
nportokosia ARP - Harpy3ka Ha cpeny nepeaaun JaHHBIX U O€30M1aCHOCTb.

OcHoBHas uH(poOpMaius o noprax Kommyrtaropa. Tabmuma MAC-aapecoB KOMMYyTaTopa.
Oynkuus Auto-MDIX. Cnoco6sl nepecbuiku kajapa Ha kommyTtaropax Cisco. bydepuzanus
namsITH Ha KoMMmyTaropax. PHUKCHpOBaHHAs M MOAYJbHAs KOH(UIypaluu KOMMYTAaTOPOB.
CpaBHeHnue koMmmyTanuu ypoBHS 2 u ypoBHs. Texnonorusi Cisco Express Forwarding.
Buptyanensiii untepgeiic kommyratopa (SVI), Mapupyrusupyemsiii nopt, EtherChannel
ypoBHs 3. Konduryparus MapmipyTusupyemMoro rnopra.

2,3

CereBoii ypoBeHb

CereBoil ypoBEHb B IIpoliecce nepenaur JaHHbIX. [IpoTokoibl ceTeBoro ypoBHsA. OCHOBHBIE
xapakrepuctuku IP-mporokona. Ctpykrypa mnakeroB I[Pv4 u IPv6. Ocobennoctu u
npeumyIiecTBa nmporokona Pve. Meroasl mapmpyTu3aiuu y3ioB. Tabauia MapupyTu3aniuu
y3JI0B U MapupyTtusaropa ans nportokonos IPv4 u IPv6. YcrpoiictBo Mapuipytuszaropa —
ITpoueccop, mamaATh, omnepanuoHHas cucTeMa. llonkimroueHuMe K MapHIpyTH3aToOpy 4epes
pasnuyHble TOpPTHL. HacTpolika MCXOIHBIX MapaMeTpoB, HHTEp(ENcoB, IIII03a 110
YMOJIYAHHIO U JPYTHUX XapaKTEPUCTUK MapIIPyTU3aTOPA.

2,3

TpancnopTHbIi yPOBEHb

2,3




Ha3nauenue u 3aauu TPaHCIIOPTHOT'O YPOBHSI.

MynbTUIIIEKCUPOBAaHUE ceaHCOB cBsi3u. Onucanue u cpaBHeHHUe potokosoB TCP u UDP —
HAJIGKHOCTh M TPOU3BOAUTENBHOCTb, O00JIACTh MpPUMEHEHUA. AJpecalus MOPTOB H
cermentaiuss TCP uw UDP. O6Gmen pamaeiMu 1o TCP. Ilpomeccet TCP cepsepa.
VYcranoinenue TCP-coenunenus u ero 3aBepuieHue. [IpUHIUIBI  «TPEXCTOPOHHETO
pykonoxarusi» TCP. Hanéxnocts u ynpaBinenue notokom TCP - Iloarsepxnaenue
MOJIyYeHUs] CErMEHTOB, IOTEpsl JAHHBIX M IOBTOpHAs IMepejaya, YIpaBiICHUE IOTOKOM.
O6men nannbiMu ¢ ucnonb3zoBanuem UDP. Ilponeccst u 3ampocet UDP-cepsepa, UDP-
natarpammsbl, npoueccsl UDP-knuenra. [Ipunoxenus, ucnons3ytomue UDP u TCP.

IP-agpecanus

Crpykrypa IPv4-aapecoB. CeteBas u y3noBas yacTh [P-agpeca. [Ipeobpa3zoBanue aipecos
MEX/ly IBOMYHBIM U JIeCATEpUUHBIM IpeacTaBieHueM. Macka nojceru IPv4. CereBoit anpec,
ajZipec y3Jla ¥ IINPOKOBeIaTeNbHbIN agpec ceth IPv4. IIpucBoeHune y3ily cTaTH4eCKOro u
nuHamuueckoro |Pv4-anpeca. MuoroaapecHas nepenava. [1yonuunsie u yactasie [Pv4-
aapeca. IPv4-angpeca cnenuansHoro HasHaueHus. [Ipucsoenue IP-anpecos.

CoBMecTHOE ncnoib30Banre NpoTokosoB IPv4 u IPv6: nBolHOI cTek, TyHHEIHpPOBaHUE,
npeoOpaszoBanue. [Ipencrasnenne [IPv6-aapecos. IlpaBuna cokpamenus 3anucu [Pvo-
aapecoB. UHauBUyanbHBIN, TPYIIIOBOM, TPOM3BOILHBIN THIIBI [PV6-anpecoB. CTpyKTypbl
JIOKaJIBHOT'O U IN100anbHOr0 HHAMBUAYaNbHbIX IPv6-anpecos. CtaTuueckas U JUHaMUYeCKast
KOH(Urypauuu rinodansHoro MHAMBKUAYyanbHoro aapeca. [Iponecc EUI-64 u coyuaitHo
CTeHepUpOBaHHBIN HJIeHTU(UKAaTOp UHTEpPeiica.

ICMP-cepBuchl. Otawuust st potokoioB [Pv4 u [Pv6. Coobmenns ICMPvI6 «3ampoc k
Mapuipytuszatopy», «OOBsBIEHHE OT MapLIPyTH3aToOpa», «3alpoc COCEIHEro y3ia» H
«OOBsBICHHE COCEAHEro Yy3na». TecTupoBaHHME CETHM C TIOMOUIBIO 3XO0-3alPOCOB.
TpaccupoBka Mapuipyra. Bpemss mnpoxokaeHuss curHaja B TOpSIMOM U OOpaTHOM
HanpasneHusx (RTT). Bpems xuznu (TTL) IPv4 u npenen nepexonos IPv6.

2,3

Pazgenenue IP-cereii Ha moaceTH

Cermentanus [P-cereii. O6MeH naHHBIMU MeXAy nojacersMmu. [lmaHupoBaHue ajgpecanuu B
nojceTsx. PacueTHple hopMyIbl 111 cerMeHTauu cetu. Pa3Ouenue Ha MojceTH Ha OCHOBE
TpeOOBaHMUI Y3JIOB M CETEH, B COOTBETCTBUM C TpeOoBaHUAMH ceTei. OmpeneneHue Macku
nojcetd. Pa3bueHne Ha MOACETH C MCIOJB30BAHHEM Macku nepeMeHHo# mmuHbl (VLSM).
bazoBass Mozenp M HazHaueHue O0koB aapecoB VLSM. IlnanupoBanme aapecanid CETH.
OcobenHoctu mpoektupoBanusi [Pv6-cern. Pa3OmeHne Ha TONCETH C HCIONIH30BAHHEM

2,3




nneHTudukaTopa narepderica.

10

YpoBeHb NPUIIOKEHU I

YpoBeHb NPUIIOKEHUH, YPOBEHb NPEJCTaBICHHUS U CEaHCOBBI YypoBeHb. I[Ipumepsl
pacnpocTpaHEHHBIX NpuaoxkeHuil. [IpoTokonsl ypoBHS npuiiokeHui. OIHOPAHIOBBIE CETH
(P2P). Mognens tumna «kiueHt-cepsep». O630p nporokonoB HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomennsix uMéH (DNS). ®opmar coobmenuit u uepapxust DNS. Yrunura
«nslookup». Cnyxx6a DHCP. Ilpotokon mnepemaun ¢aitnoB (FTP). IIporokon obmena
Oioxkamu cepBepHbIX coobmiernii (SMB). Konnenmuu «Bceobsemmrommii  MHTEpHET
BYOD. JlocTtaBka TaHHBIX IO KOHBEPTEHTHBIM CETSIM.

2,3

11

Co3nanue u HacTpolika He00JILIIOH KOMIILIOTEPHOH CeTH

[TnanupoBaHue U co3aaHne HEOOIBIIONH KOMIBIOTEPHOU CETHU: ONpeAeNICHUE KIIFOUEBhIX
(daxTOpOB, BBIOOP TOTIOJIOTUU M CETEBBIX YCTPOHCTB, BEIOOP M HACTPOMKA MPOTOKOJIOB,
cucTeMbl aapecaru. Mepbl o odecriedeHnio 0€30MacHOCTU CETH. Y A3BUMOCTH U CETEBbHIE
ataku. Pa3BenpiBaTenbHbIie aTaku, ATaku noctymna, Otka3 B oocinyxuBanuu (DoS-atakn).
PesepBHOe komupoBaHue, 0OHOBICHHUE U YCTAHOBKA UCTIpaBlIeHUI. MexceTeBble SKPaHBbI.
AyteHTudukanus, apropusanus 1 yu€r. Bkimouenue nporokona SSH.

@DailioBbIe CHUCTEMBI MAapIIPYTU3aTOPOB U KOMMYTATOpOB. Pe3epBHOE KOMHMpOBaHHE H
BOCCTAaHOBJICHHE C TIOMOIIBI0 TEKCTOBBIX (haitioB, mporokona TFTP, USB-maxonutens.
Berpoennbie  cnyxObl  Mapmipytuzanmu. [logaepkka OeCHpOBOAHBIX — MOIKITIOYCHHM.
HacTtpoiika BCTpO€HHOTr0 MapupyTu3aropa.

2,3

B mom uucne npakmuyueckux 3auamuil u 1a60pamopusvix paoom

32

1

CocraBieHnue KapThl ceTi IHTepHET ¢ MOMOUIbIO YTHIIMT «ping» U «traceroute»

2,3

2

Co3aHne NpocTon CEeTH:

* VYcTaHOBKa ceaHca KOHCOJH C CETEBBIM 00OPYIOBAHUEM TIPH MTOMOIIIH MporpaMMbl Tera
Term;

* Co3gaHue ceTu;

Hactpoiika 0CHOBHBIX MTapaMeTpOB KOMMYTATOpa.

2,3

[TpocmoTp cereBoro Tpaduka ¢ momoupto nporpamMmel Wireshark.

2,3

[MoaxsroueHrue KOMIIBIOTEPOB K CETH C TIOMOIIBIO Kabesei u 0eCripOBOIHBIX aalTePOB:
*  OmnpezeneHre CETEBBIX YCTPONCTB U KaHAJIOB CBSI3H,

*  OO0XHM CeTeBOro KabeJs;

* IIpocMOTp AaHHBIX O OECIIPOBOIHBIX M MPOBOJHBIX CETEBBIX aJanTepax.

2,3




Nzyuenune Ethernet-rexHomormii:

[TpocmoTp MAC-anpecoB CeTeBBIX YCTPOMCTB;

Nzyuaenue kanpos Ethernet ¢ momomsio nporpammer Wireshark;

IIpocmotp ARP ¢ momomisio nporpammsl Wireshark, narepdeiicoB KOMaHIHOM CTPOKU
Windows u I0S;

Hcnons3oBanue naTepdeiica komananoit ctpoku [0S ¢ tabmunamu MAC-anpecos
KOMMYTAaTopa.

2,3

[MocTpoenue cetn Ha 0aze MapuIpyTU3ATOpA:

[IpocMoTp Tabaui MapIpyTHU3aLUU Y3JI0B;
Nzydenue pu3nuecKux XapakTepUCTUK MapIIPyTU3aTOPa;
Coznlanue ceTu, CoCTosIIIelH U3 KOMMYTaTopa U MapuIpyTH3aTopa.

2,3

I/I3y‘IeHI/Ie TPAHCIIOPTHOT'O YPOBHSL:

HaGnronenune 3a mpoueccoM TpEXcTopoHHEro «pykomnoxarus» TCP ¢ momomibto
nporpammel Wireshark;

N3yuenne 3axBaueHHbIx JaHHBIX DNS UDP ¢ nomorsio nmporpaMmMsl

Wireshark;

N3yuenne 3axBaueHHbIx naketoB FTP u TFTP ¢ momonisio nporpamMmmel Wireshark.

2,3

Hacrpoiika IP-anpecanun:

Hcnonb3oBanue kanpkyasTopa Windows B paboTe ¢ CeTEBBIMM aApECaMu;
Kougepranus IPv4-anpecoB B ABOUYHYIO CUCTEMY CUMCIICHUS;
Onpenenenue IPv4/IPv6-anpecos;

Hactpoiika [Pv6-anpecoB Ha CETEBBIX YCTPONCTBAX;

TectupoBaHue ceTeBOro MOJAKIIOUYEHHS C TOMOLILI0 KOMaH/ «ping» U
«traceroutey.

2,3

Cermenrtanug [P-cereit:

N3yuenune KanpKyasaTOpOB MOJCETEM;

Pacuér moxacereit IPv4;

Paznenenue cerelt ¢ pa3iMuHBIMU TOIIOJOTUSMHU HA MOJICETH;

Pa3zpaboTka 1 BHeIpeHne CXeMbI aapecariu pa3aenéHnon Ha nojacetu [Pv4-cern;

Pa3paboTka u BHegpeHHe cxeMbl aapecaunu VLSM.

2,3

10

IP-anpecanmst:

aHaiu3 TpadrKa OJJHOAJAPECHON Mepeiauu, MUPOKOBEIIATEIFHOM U MHOT0AIPECHOM
PacChUIKH;

2,3




* Hactpolika agpecauuu IPv6;
* npoBepka aapecanuu [Pv4 u [Pv6;
* 0TpabOTKa KOMIUIEKCHBIX MPAKTUUYECKUX HABBIKOB.
11 | Cermenranus IP-cereii: 2 2,3
* OpraHu3anys MOJACETH M0 PA3IMYHBIM CLEHAPUSAM;
* pa3paboTKa M BHEApPEHHE CTPYKTYphI agpecanuu VLSM;
* BHCJIPCHHE CXEMBI apecaliuu pas3ie’éHHon Ha mojacetu IPv6-ceru;
*  0TpabOTKa KOMIUIEKCHBIX IPAKTUUYECKUX HABBIKOB.
12 | 3y4eHune OCHOBHBIX CETEBBIX CITYXKO: 2 2,3
. N3zyuenne pyHkuu oOMeHa (aitnaMu MeXay OAHOPAHIOBBIMU YCTPOMCTBaMuU
onpezaenenue npeodpazosanuii PAT; «M3ydyenne npasun padotst DNS;
. N3yuenune nporokona FTP.
13 | Obecnieuenne 6€30MaCHOCTH CETH: 2 2,3
+ H3yuenue yrpos ceTeBoii 6€301acHOCTH;
» Jloctyn k ceTeBbIM ycTpoiicTBaM 1o npotokoiny SSH;
* Ob6ecnieueHue 6€30MaCHOCTH CETEBBIX YCTPOUCTB,;
14 | AHanu3 KOMIBIOTEPHOM CETH M HACTPOWKa MapUIpyTHU3aTopa: 2 2,3
+ IIpoBepka 3agepxek B epe/laun CETEBbIX MAKETOB C MOMOIIbIO YTUIIUT «ping» 1
«traceroutey;
* Hcnonb3oBanue untepdeiica komananou ctpoku (CLI) ans coopa cBeeHu 0 CeTeBBIX
YCTPOMCTBAX;
*  VYnpasieHue QaitnamMu KOHQUTypauyu MapiipyTu3aTopa ¢ HOMOIIBIO IPOTrPAMMBI
AMYJISLUU TePMUHANA
*  VYnpasieHue daitnamu KOHGUTYypalK yCTpoHCTB ¢ ucnonb3oBanuem TFTP, daem-
namatu u USB-Hakonurenei
* H3yuenue npouenyp BOCCTAHOBJIEHMsI TAPOJIEH.
15 | [IpoexTupoBaHKE U CO3J]AHNE CETHU JIJIsl MAJIOTO MPEANPHUATUS — UTOTOBBIA MPOEKT 4 3
IIpome:xkyTouHasi aTTECTALUSA 0
CamocrosiTesbHast padoTa 0
KouncyabTanus 0
Bcero 64




Buympu kasicooeo pazoena ykaszviearomest coomsemcemeyiowue memol. 110 kaxcooil meme onucwieaemcsi cooepaicanie yieono2o mamepuaia (8
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUSL HEeOOX0OUMBIX J1AOOPAMOPHLIX pAOOM U NPAKMUYECKUX 3aAHAMUL (OMOENbHO NO Kadcoomy 6udy),
KOHMPOTIbHBIX pabom, a makice NPuUMepHdas memMamuKkd camocmosmenvHou pabomol. Eciu npedycmompenvl Kypcosvie pabomsl (npoexmuvl) no
oucyuniune, onucvlgaemcs npumepras memamuxa. Obvem yacos onpedensiemcs no Kaxcoou nozuyuu cmoaoya 3 (ommeueno 38e300uxou *). Yposenw
0CBOCHUSL NPOCMABIAEMCS HANPOMUSE OUOAKMUYECKUX eOUHUY 8 cmoioye 4 (ommeueno 08yms 36e300ukamu **).

JJis XapaKTepUCTHKU YPOBHSI OCBOCHHSI YI€OHOTO MaTepHalia UCIIOIb3YIOTCS CIEAYIOIe 0003HAYCHHMS:

1. — 0O3HaKOMUTEIbHBIN (y3HABAHUE paHEE U3YUCHHBIX OOBEKTOB, CBOWCTR);

2. — penpOAYKTHUBHBIN (BBITIOJHEHUE ICATEIHLHOCTH 110 00pa3ily, MHCTPYKIIUU WX TTOJT PYKOBOJICTBOM )

3. — IPOAYKTHBHBIN (TUTAHUPOBAHKUE U CAMOCTOSITEIIBHOE BBITIOJHEHHUE JICATSIILHOCTH, PEIICHUE MTPOOJIECMHBIX 3a71a4)



3. YCJOBUSA PEAJIMBALIUUA ITPOTI'PAMMBI ANCHUIIJIMHBI

3.1. TpeboBaHuSI K MUHUMAJILHOMY MATE€PHAILHO-TEXHHYECKOMY 00ecreYeHH 0
Peanuzanus nporpammbl AUCUMILIUHBI TpeOyeTCs HAMMYUS 1a00paTOpUn OPraHU3aluy U
MIPUHIIMIIOB TTOCTPOCHHUST KOMIIBIOTEPHBIX CUCTEM
OobopynoBanue:

KommuiekT yueOHo# Mebenu (16 mocagouHbIX MecT)

[TepconanbHbIl KOMITBIOTEP OOyUatormerocs (13 mir.)

[TepconanbHbIN KOMIBbIOTEP IpenogaBarens (1 mr.)

DKpaH 1 TPOEKTOpa HanoIbHbINA Projecta (mmpuna 160 cm)

MynbsTuMeauiinbIii mpoextop Epson EB-X8

CereBoe 000py10BaHUE:

xommytatop D-Link DES-1228 24 nopra, kommyratop COMPEX DS2216 16 nopTos,
nutro3 [P-tenedonuu Cisco SPAS000 8 mopTtos,

6 meauakonBeptepoB D-Link DMC-920R

JInueH3uoHHoe MporpaMMHoe odecreyeHue:

Microsoft Windows 7

(14 muuensuit WinPro 7 RUS Upgrd OLP NL Acdmc

Toproseriii nocpenuuk: Softline Jlara 3aka3za: 2010-10-27

Kon nunensuu: 47592665 Poaurensckas nporpamma: OPEN 67582704Z72E1210)
Microsoft Office 2007 Professional

(9 nmuuensuit OfficeProPlus 2007 RUS OLP NL Acdmc

Toproesriii mocpeaauk: OOO Pankom Jlara 3akaza: 2007-12-04

Jluuensus: 43136305 Pogutennckas nporpamma: OPEN 63126856ZZE0912;

5 muuensuit OfficeProPlus 2007 RUS OLP NL Acdmc

Toproserit mocpeanuk: OO0 Pagkom [lara 3akaza: 2008-09-19

Kon JInnensuu: 44544996 Popurensckas nporpamva: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 gns Windows

(Kaspersky Endpoint Security mis 6usneca - Pacuupennsiii Russian Edition. 250-499 Node 2
year Educational Renewal License

Ne munensun: 1096-181214-111355-563-621

Cpoxk ucnonp3oBanus [10: ¢ 2018-12-14 o 2021-03-02

[TocraBuiuk (pecemiep): BENEF.IT benegut, OOO)

ACKOH KOMITAC-3D V12 YuuBepcuTeTcKas JMIEH3US ¢ OMOINOTeKaMH U MTPUIIOKEHUSIMU
(JTumensunonnoe cornamenue Kkx-10-01408 ot 03.12.2010 r. Kon-Bo kommii: 50
Kurou anmnaparnoii 3amutel HASP HL Net 50 v2 1D 1579998279)

CBo0oaHOE IporpaMMHoOe odecrieyeHmne:

Libre Office 5.4

Oracle VM VirtualBox

Microsoft Visual C++ 2008 Express Edition

Microsoft Visual C# 2008 Express Edition

Microsoft Visual Basic 2008 Express Edition

Python 3.4

Maxima 5.3.7

Pascal ABC.NET



3.2. UndopmanmonHoe odecnevyeHne 00yueHust
IlepeyeHb peKOMeHAyeMbIX YUYeOHBLIX M3IaHMI,

JAOMOJTHUTEIbHOM JIUTEPATypPbl

OcHOBHBIE HCTOYHHUKH:
1. Kosran, H.M. Komnsiorepusie cetu : ydebnoe mocoodue : [16+] / H.M. Kosran. —
Munck : PUIIO, 2023. — 180 c. : wi., Ttabm. — Pexum mocrtyna: mo moxamucke. — URL:
https://biblioclub.ru/index.php?page=book_view red&book id=599948 (mata  oOpaiueHus:
16.05.2024). — bubnuorp. B ku. — ISBN 978-985-503-947-2. — TekcT : 371€KTPOHHBIIA.
2. MakcumoB, H. B. Kommnbrorepusie cetu : yuebHoe mocodbue / H.B. Makcumos, ..
[TorioB. — 6-e u3x., mepepad. u pom. — MockBa : POPYM : UHOPA-M, 2024. — 464 c. —
TeKcT: HemocpeICTBEHHBIH.
3. CepreeB A.H. OCHOBBI JIOKaJTbHBIX KOMITBIOTEPHBIX ceTeii: yueonoe mocobue. CII1O. —
Mocksa: Jlanb, 2024. — 184 c. — TekcT: HEMOCPEACTBEHHBIH.

HNuTepHeT-pecypcos,

JlonotHUTe/IbHbIE UCTOYHUKH:

1. Jubpos, M. B. KommbloTepHble ceTu U TeIeKOMMYyHHMKaAMU. Mapmipyrusanus B IP-
ceTsx B 2 4. YacTh | : yueOHHMK U MPAKTUKYM JIJIsl CpeaHEro mpodeccnoHansHOoro oopa3oBanus /
M. B. Jlu6poB. — Mocksa : M3narensctBo FOpaiit, 2020. — 333 ¢. — (IIpodeccuonansHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Texct : anexkrponnsiii // ObC IOpaiit [caiit]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/1l (marta oopamenus: 16.05.2024).

2. CetH ¥ TEeNEKOMMYHHUKAIUU : y4eOHUK U npakTukym s By3oB / K. E. CamyiinoB [u
ap.] ; mon penakmueidn K. E. CamyitnoBa, W. A. lllanumosa, [I. C. Kyns6oBa. — Mockaa :
N3narenscrBo FOpaiit, 2020. — 363 c. — (Bricmiee oopazoanue). — ISBN 978-5-534-00949-
1. — Tekcrt : anexrponnsiii / DBC FOpaiir [caiit]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/1 (nara oopamenus: 16.05.2024).

IIporpammuoe ob6ecneuenue u UHTepHeT-pecypcen:
1. 3bC «YHuBepcurerckas Oubnmoreka oHmaiin». — Pexum nocryna: http://biblioclub.ru.
2. OOpasoBarenbHBIN TOpTall. Pexkum moctyma: Intuit.ru.
3. OBC IPRBooks/ - Pexxum noctyna: http://www.iprbookshop.ru/

4. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHUS JUCHUITJIMHBI
KoHTponnb ¥ oOIleHKa pe3yabTaToOB OCBOEHUS AUCHUIUIMHBI  OCYIIECTBIISIETCS
MpernoiaBaTesieM B MPOIECCe MPOBEACHUS MPAKTHYECKUX 3aHITHI W J1TA0OpaTOpHBIX padoT,
TECTUPOBAHUS, & TaK)Ke BBIMOTHEHHS OOYUYaIOIUMUCS WHANBUAYAIbHBIX 3aJaHU, MPOEKTOB,
HCCIICIOBAHMH.

PesynbTaTsl 00yyeHHs
(ocBOEHHbBIE YyMEHHUS,
YCBOECHHbIE 3HAHUS)

Koasl popmupyemsbix
npodeccuoHAILHbIX U
001X KOMIIEeTeHIUii

®opMbI U METOABI
KOHTPOJISAA ¥ OIleHKH
pe3yJabTaToB 00y4eHHst

Ymenus:

- HCII0JIb30BAaTh
TEXHUYECKYIO
JOKYMEHTAIUIO IIPU
BBITIOJTHEHUH COOPKH,
MOHTaXa

U IEMOHTaXXa AJIEKTPOHHBIX
CHUCTEM,;

- BBINIOJIHATH IPUEMKY U

IIK 1.1. OcymecTBasaTh
oA00p TEXHOJIOTHIA,
TEXHHYECKOTO OCHAIICHHS U
o0opymoBaHus A COOPKH,
MOHTa)Ka U IEMOHTaXa
AIIEMEHTOB JIEKTPOHHBIX
0JIOKOB, YCTPOICTB U
CHCTEM Pa3IMYHOTO THUIIA

KoncnekTsl,

YcTHBIN ompoc,
TectupoBanue,

Keiic — 3amanus,
JlabopaTopubie paboThI
KoHnTposabpHbIie paboTh



https://biblioclub.ru/index.php?page=book_view_red&book_id=599948
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1

MPOBEPKY KOMITOHEHTOB,
MOCTYMUBIIKMX JIJI1 MOHTaXa
1 COOpPKHU DIICKTPOHHBIX
CHCTEM;

- BEIOUPATh ¥ TOTOBHUTH
obopyoBaHue,
WHCTPYMEHTHI U
pUCTIOCOOICHMS,
MPUMEHSIEMBIC TIPH MOHTaXE
1 cOOpKE 3IEKTPOHHBIX
CHCTEM, B TOM YHCJIC
ayIMOBU3YAJIbBHON TEXHUKHU
3HaHusn:

- tpeboBanust ECK/], ECT/I,
HEOOXOUMBIX OTPACIIEBBIX
U MEKIYHAPOTHBIX
CTaHJIapTOB;

- HOpMaTHBHBIC TPEOOBAHMUS
10 MTPOBEACHUIO
TEXHOJIOTUYECKUX
MIPOIIECCOB COOPKH,
MOHTa)Xa U JIEMOHTaXKa
pa3InYHbIX BUIOB
AJIEKTPOHHBIX CUCTEM;

- TeXHMYECKUE YCIIOBHUS Ha
cOOpKyY, MOHTaXK

U JIEMOHTaXX Pa3IMIHBIX
BHUJIOB DJICKTPOHHBIX
CHCTEM, B TOM YHCJIE
ayJMOBU3YaAIIbHYIO TEXHUKY,
- TEXHOJIOTUYECKHE TIPUESMBI
cOOpKHU, MOHTaXa U
JEMOHTaXKa Pa3IMIHbBIX
BHUJIOB DJICKTPOHHBIX
CHCTEM;

- HOMEHKJIaTypa
AIIEKTPOPATUOIIEMEHTOB!
HA3HAYCHUS, TUTIBI;

-THTIBI U TUTTOPA3MEPBI
KOPITyCOB
AIIEKTPOPATUOIITIEMEHTOB;

- Ha3HAYCHUE U
XapaKTEPUCTHKH
MaTepHaIOB, TPUMEHSIEMBIX
JUTS TIAMKKM U YCTAHOBKH
KOMIIOHEHTOB;

- OCHOBBI Mpoliecca NalKu
AJIEKTPOPATUOITEMEHTOB;

- OCHOBBI TEXHOJIOTUU
MOHTaXa
AIIEKTPOPATUOIIEMEHTOB B
OTBEPCTUS




Y TEXHOJIOTUU
MOBEPXHOCTHOTO MOHTAXa;
- YCTPOMCTBO, MPUHLIUIIT
JENCTBUSL HHCTPYMEHTOB,
puOOPOB U 000PYIOBAHUS
JUIs1 TAMKH, IpaBUiIa paboThI
C HUMU;

- YCTPOMCTBO, PUHIIUIT
JEHCTBHS KOHTPOJIBHO-
U3MEPUTENBHBIX PUOOPOB
1 o0opyioBaHUs JJIst
KOHTPOJIA KAYECTBA MANKHU
ANEKTPOPATUOITIEMEHTOB,
mpaBmIa pabOThl C HUIMH

Ymenus:

- YUTaTh KOHCTPYKTOPCKYIO
1 TEXHOJIOTHUYECKYIO
JOKYMEHTAIHIO;

- cobmoIaTh MpaBuia
TEXHHUKHU 0€3011aCHOCTHU IIPU
BBITIOJTHEHUH U3MEPEHUH,
IIPOBEACHUE HACTPOMKH U
PETYIUPOBKHU TapaMeTPOB
ANEKTPOHHBIX CUCTEM;

- BBIMIOJIHATH PEMOHT H
TEXHUYECKOE
o0ciTyKMBaHUE Pa3TUYHBIX
BUJIOB 3JIEKTPOHHBIX
CHCTEM, B TOM YHUCIIE
ayIMOBU3YAJIbHOW TEXHUKH;
- IPOBOJUTH aHAIIU3 U
MIPUMEHSTH Pe3yJIbTaThl
U3MEpPEHUN 711 PEMOHTA U
TEXHUYECKOT O
00CITy>)KUBAHHSI pa3IUYHbIX
BHJIOB 2JIEKTPOHHBIX
CHCTEM, B TOM YHUCJIE
ayMOBHU3yaJIbHON TEXHUKU;
- IOATOTABIINBATh
JOKYMEHTAIUIO

0 pe3yJibTaTaM MPOBEPKHU
paboTocrnocoOHOCTH
3JIEKTPOHHBIX YCTPOUCTB U
CHCTEM Pa3IMYHOIO THIA
3Hanus:

- U3MEPUTENBHOE, TECTOBOE
U AMarHOCTUYECKOE
obopymoBaHue ais
BBITIOJTHEHUS] U3MEPEHUH,
IIPOBEJICHUS HACTPOUKH U
PETyJINPOBKHU TapaMeTPOB
JIEKTPOHHBIX CUCTEM, B TOM

I1K 3.3. OcyiiecTBasTh
HAaCTPOWKY, pEryJIupoBKY,
TEXHUUYECKOE
00CITy’KMBaHUE U PEMOHT
JJIEKTPOHHBIX YCTPOMCTB U
CUCTEM Pa3IN4HOIo THIA

KoHcrekTsl,

YcTHBIN onpoc,
Tectuposanue,

Keiic — 3amanus,
JlaGopaTopHbie pabOThI
KoHnTposbHbie paboThl




YUCIIE ayANOBU3YAIbHOM
TEXHUKU;

- IpaBuUJIa HKCILTyaTaluu
U3MEPUTEIIBHOT0, TECTOBOTO
U AMarHOCTUYECKOTO
o0opymoBaHUs st
BBITIOJTHEHUS] U3MEPEHUI,
IIPOBEACHUS HACTPOUKHU U
PEryJIUPOBKYU TapaMeTPOB
3JEKTPOHHBIX CUCTEM, B TOM
qHCclie ayJTUOBU3YaJIbHOM
TEXHUKU;

- MIOPSIIOK BBITIOJTHEHUS
MIEPUONYECKOTO
TEXHHUYECKOT0 OCMOTpa U
PEMOHTA JIEKTPOHHBIX
CHUCTEM,;

- IpaBuiIa 0(OPMIICHUS
TEXHUYECKON
JOKYMEHTAIUH 110
pe3yiabTaTaM IpPOBEPKHU
paboTOCIIOCOOHOCTH U
MIPOBEACHUIO TEXHUYECKOTO
00CITyKMBaHUS U PEMOHTA;
- TpeOOBaHUS OXPAHbI
Tpyza, NOKApHOH,
MPOMBIIUIEHHOM,
JKOJIOTUYECKOU
0€30MacCHOCTH U
9JIEKTPOOE30IIaCHOCTH




