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I. OPTAHU3AIIMOHHO-METOJUYECKHUHA PA3IEJI

Heﬂb HU3YyYCHHUS TUCHUIINHDbI:
dbopMupoBaHHE 3HAHUW B OOJACTH TEOPETHUECKUX OCHOB HMH(DOPMAIMOHHOW OE€30MacHOCTH U
HABBIKOB MPAKTHUUYECKOTO 00ECTICUEHUS IPOrPaMMHO-AMAPATHBIX CPEJICTB VIS 3alUThI HH()OPMAIIUH.

33}]3‘11/1 H3Y4YCHUA NUCHUIIJINHBI:

— O3HAKOMJICHUE CO CTaHJAapTaMH, METOJIMYECKUMUA U HOPMATHBHBIMHU MaTepuaiaMu, KOTOPbIE
OTIPEICIISIIOT IPOSKTUPOBAHUE U Pa3pad0TKy 00BEKTOB MPO(hecCHOHATBHOM NeITeTLHOCTH;

— HM3y4YeHHue Mojeleld, METOJ0B M (JOpPM OpraHu3alluy mpoiecca pa3padboTku 00bEKTOB mpodec-
CHOHAILHOHN ACSITCIILHOCTH;

— H3y4YCHHE METOJIOB M CPEJICTB aHAIN3a U MOJEIHPOBaHUs 00BEKTOB MPO(HECCHOHAIBHOM Jesi-
TEIBHOCTU U NX KOMIIOHCHTOB.

Mecto qucuunianHabl B cTpykType OIIOII: peanusyercs B paMkax o6s3aTenbHON YacTu
6moka bl. luciuminnsl (Moxynn).

Ilnannpyembie pe3yabTaThl 00y4eHH s M0 TUCHUIIMHE:

Kon NHaukaTopbl 10CTHKEHHU S ILnanupyemsle pe3yabTaThbl 00y4eHH s
KOMIIeTeHIUH KOMIIeTeHIIUH 10 JMCIUIJIHHE
OIIK-7 3HaTh: 3HaerT:
- TUIBl aNrOPUTMOB M CHOCOOBI HUX | - THUMBl aJTOPUTMOB M CIOCOOBI MX
HaIncaHus, OCHOBHBIE A3BIKM | HAMMCaHUs Ul obecrieueHust nHpopma-
[IPOrpaMMHMPOBAHUS U COBPEMEHHBIC | HIMOHHON O€30MacCHOCTH C IOMOILBIO
IIpOrpaMMHBIE  Cpelbsl  pa3pabOTKH | MPOrpaMMHO-AMNAPATHBIX CPEACTB 3a-
aBTOMAaTH3UPOBAaHHBIX CUCTEM U | IUTHl THPOPMALIUH.
TEXHOJIOTMM Il  peuieHus  3a1ad
Ipo(eCcCHOHATIbHOM I TEIbHOCTH.
YMmers: VYmeer:
- COCTaBJIATH aJNTOPUTMBI, IHCaTh M | - COCTABJIATH AJTOPUTMBI, IHCAaTh Ha
IIPOBOJUTh OTJIQAKY KOJA Ha s3bIKe | sA3bIKE MPOrpaMMUpPOBaHMA i obecrie-
IIPOrpaMMHUPOBaHMUS, TECTUPOBATh | YEHHUs MHPOPMALMOHHON 0€30MacHOCTH
paboTOCIIOCOOHOCTH MPOrPAMMBI. C IOMOLIBIO INPOTrpaMMHO-AMIaPaTHBIX
CPEACTB 3aLIUThl UH)OPMALHH.
Bnaners: Bnaneer:
- HaBBIKAMM  INPOrPpaMMHPOBAHUS, | - HABBIKAMM IIPOrPaMMHUPOBaHUA, OT-
OTJIAIKM ¥ TECTUPOBAHMsI IPOTPAMMHBIX | JIAZKA M TECTUPOBAHUSA IPOIPAMMHBIX
IPOAYKTOB  JUId  pPELIEHUus  3a7ad | IPOLYKTOB JUISL IIPOrPaMMHO-
npoecCOHAIBHOM 1EATEILHOCTH. anmapaTHbIX CpEJACTB 3aIIUThl MH)OP-
Maluu.
OIIK-1.3 3HATh: 3HaerT:
- IPUHIUIBI 00eCHeueHHs 3allUThl UH- | - TPUHIMIIEI 00eCIIeYeHus 3alUThl UH-
¢dopmanuu npu paborte ¢ 6a3zamu naH- | popManMoHHONW MpHu paboTe ¢ Oazamu
HBIX M TpH mepenadye WH(GOpMAIMM IO | JaHHBIX M MpHU nepeaade MHPOpMaLuH
KOMIIBIOTEPHBIM CETSIM. [0 KOMIIBIOTEPHBIM CETSIM C IOMOILBIO
[IPOrpaMMHO-AINapaTHbIX M TEXHHUYE-
CKUX CPEJCTB 3alUThl HH()OPMAIIHH.
YMers: Ymeer:
- BBIOMpaTh aIrOPUTMBI OOECIIEYEHMS | - OIpPENeNATh HEOOXOAUMBIH HHCTpPY-
3anuThl MHGOpManuu 06a3 JaHHBIX M | MEHTApHH, MpOrpaMMHO-aINapaTHbIe U
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QITOPUTMOB 3aLIUThl HHPOPMALIUU TIPH
repeaaye 1o KOMIIBIOTEPHBIM CETSM.

TEXHUYECKUE CpEACTBA 3aIUTHl HUH-
dopmanuu 6a3 AAHHBIX M AJTOPUTMBI
3alUTHl UHPOPMALIUU TIPU TIepeade Mo
KOMIIBIOTEPHBIM CETSIM.

Bnagers:

- IMPAKTUYCCKUM OIIBITOM HaCTpOﬁKH u
aJIMMHHUCTPUPOBAHUSL CpEACTB olecre-
YeHUs1 HHPOPMAIMOHHON 0e30MacHOCTH
st nHpOpManuu u3 0a3 NaHHBIX U JUIS
uHpOpMAIMY, TEepelaBaeMOi IO KOM-
IIBIOTCPHBIM CCTAM.

Brnaneer:

- HaBBIKAMHU YCTAHOBKHM, HAaCTPOWKU H
METOOdaMU, I/IHCTPYMCHTaMI/I TGCTI/IpOBa-
HUA HpOFpaMMHO-aHHapaTHBIX U TCXHU-
YECKHX CPEJCTB 3alIUThl MH(OpMAIIH
n3 0a3 JaHHBIX, MIEpeAaBAEMOM MO KOM-
HI)IOTCpHBIM CCTsAM.

II. COAEP KAHUE N OFBEM JJUCHHUIIJINHBI
€ YKa3aHHEM KOJHMYeCTBA YaCOB, BbIICJCHHBIX HA KOHTAKTHYIO PadoTy 00y4alomuxcs

¢ npemnoaasaresieM (110 BUAAM Y4eOHbIX 3aHATHI) U HA CAMOCTOATEJIbHYIO padoTy

Ounas popma 00ydeHusI

No HaumeHoBanme pasieioB u TemM Bcero AyAuTOpHBIE 3aHATHSA Cawm.
4acoB JIK 113 Jb Pab.
Pa3znen 1. «OCHOBHBIC TOHSITUS M ONIPEAETICHUSD) 26 4 4 8 24
1 | Tema 1. [Ipenmer u OOBEKT 3alIUTHl WH(GOPMALIUU. 12 2 2 4 12
O6vbekt 3amuTsel uHGOpMarmu. CaHKIHOHMPOBAH-
HbIi M HECAHKIMOHUPOBAHHBIA HOCTYI. ba3oBbie
CBOMCTBa Oe30macHOCTH WH(oOpManuu. Yrpo3sl 0e3-
OMACHOCTH M KaHAJIbl PEAJIN3aLUHU YTPO3.
2 | Tema 2. Knaccuduxkamus yrpo3 uHpOpMaImoOHHOM 14 2 2 4 12
6e3onacHocTH. OCHOBHBIC TPHUHIUIIBEI OOECTICUCHUS
nHpopmannonHoit Oe3omacHocTH. lleHHOCTH WH-
dbopmaruu. Crangaptsel HHGOPMAIMOHHONW Oe3ormac-
HocTH. Metoasl oOecrieueHuss OE30MaCHOCTH KOM-
MBIOTEPHBIX CUCTEM.
Paznea 2. « KomnjieKCHbINH MOXX0/ K NOCTPOEHUIO CH- 22 4 4 4 24
CTeM 3aIUThI OT HAPYUIEHHUsI CBOICTB HHGOPpMALUMN»
3 | Tema 3. IlocTpoeHHwe cuCTEM 3alUTBl OT YIPO3 22 4 4 4 24
HapyuieHus: KoH(UIEHIMAIbHOCTH UHGOpMAIH,
HapyLIeHHUs] LEJOCTHOCTU U HapyUIEHUs AOCTYIHO-
CTH
Paznen 3. «Mopaean KOHTPOJISA KOHPUAEHINAJIBLHOCTH U 16 2 2 4 24
1eJIOCTHOCTH MHGOpMAILIUN»
4 | Tema 4. [lousTue noauTuku Oe3orracHoCTH. Monaenu 16 2 2 4 24
KOHTPOJISI KOH(PUIEHITUATBHOCTH HHPOPMAITIH
Paznen 4. «MpenTugukanns U ayTeHTHPUKALHD) 16 2 2 6 24
5 | Tema 5. IlaponbHas ayreHTH(]UKanusA. AyTeHTUDH- 16 2 2 6 24
Kalusg Ha OCHOBe cepTudukaTtoB. lcmonb3oBaHue
ayTeHTU(UIIUPYIOUX YCTpoicTB. bruoMerpuueckue
METOJIbl ayTeHTUhUKAIIUU
Paspea S. «KonTtpoub neaocraocru uapopmanun. Ilo- 10 2 2 6 24
HSITHE 3JICEKTPOHHOI MOANNCH))
6 | Tema 6. CepTudukaTsl OTKPBHITBIX KIIIOYEH. Y 10CTO- 10 2 2 6 24
BEPSIIOIIMMN LEHTP. TEeXHOJIOrnM 3JIEKTPOHHOW MOA-
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nucu Ha ocHoBe MOK. [loaTBepikieHue noBepus
JJIEKTPOHHOM NOANUCH.  JlOBEpEHHBIE KOpPHEBbIE
yaocToBepsitoiue neHTpsel. ObecrneueHue opuanye-

CKOM 3HAYUMOCTH
Pasnea 6. «3amura nHpopmanun B KOMIbIOTEPHBIX 18 4 4 8 24
cersix. UndopmanuonHas 6e30nacHOCTh B ONepaIu-
OHHBIX CHCTEMax»

7 | Tema 7. OCHOBHBIE THUIIBI CETEBBIX aTaK M METOIbI 9 2 2 4 12
npotuBoaeiictBus uM. OOecriedenne wHpOpMAIH-
OHHOM 0€301aCHOCTHU CETEH.

8 | Tema 8. IlpumeHeHHE TEXHOJOTUU MEKCETEBBIX 9 2 2 4 12
SKpaHOB. YTPo3bl O€30MAaCHOCTU ONEPAIIMOHHON CH-
CTeMbl. AJIMUHUCTPATHUBHbBIE MEPHI 3aIIUTHI.

Dopma omyemnocmu 3ager ¢
OLICHKOU
Hmozo 3a 5 cemecmp 216 18 18 | 36 144
B T.4. TPAKTHIECKas IMOJArOTOBKA
UTOIro 216 18 18 | 36 144

O4Ho-3204Hast popma o0yueHUs
HE peanu3yercs

3aounas popma 00yueHus
HE peanusyercs

III. OHEHOYHBIE MATEPHAJIbI U151 IPOBETEHUS1 TEKYIIEA "
ITPOMEXYTOYHOU ATTECTAIIMUA OBYYAIOIIUXCA 11O JUCIHUITJIMHE

OreHKa OCBOEHHUS OOYYAIOUIUMHUCS COACPKAHUSA TUCHIUIUIUHBI (MOIYJIS) BKIIOYAET
TEKYIIUHA KOHTPOJIb YCIIEBAEMOCTH U ITPOMEKYTOUHYIO aTTECTAIIUIO O0yJarOITUXCSI.

Texkymuii KOHTPOJb YCIIEBAEMOCTH OOECIICUMBACT OIEHMBAHWE XOJa OCBOCHUS
JTUCIUTUIAH (MOJIYJIEH) M OCYIIECTBIISAETCS C TTOMOIIBIO CIICIYIONIUX OLICHOUYHBIX CPEJICTB:
KOHTpOJIbHAsI paboTa B BUJIE TECTA.

TunoBoii BApHAHT KOHTPOJILHOM padoThI

Hngpopmayus, ne sensowaica oouedocmynHoll, Komopas cmasum auy, 001a0arouux e 8 CULy
CB0€20 CNYHCEOHO20 NONONCEHUSL 8 NPEUMYUWECBEHHOE NONONCEHUe NO CPABHEHUIO C OpyeUMU
00vbeKmamu.

1. cmyxxebOHas uHGOpMAaLUs

2. KOoMMepuecKas TaliHa

3. OaHKOBCKas TaifHa

4. xoH(puAeHIHATbHAS UHPOpMAITUS

Habop annapamnuix u npocpammuuix cpedcme 0isi 0becneyeHusi COXpaHHoCcmu, 00CMynHOCIU U
KOHQDUOEHYUATIbHOCMU OAHHBIX !

1. 3amura nadopmanuu

2. KommeroTepHas 6€30macHOCTb



3. 3amuIieHHOCTh HHpOpMaLUU
4. be3omacHOCTh JJaHHBIX

T'apanmus moeo, umo KoHkpemuas uH@opmayus OOCMYNHA MOJIbKO MOMY Kpyey Juy, Ol K020
OHA NPeOHA3Ha4eHa.

1. xoH(UIESHINATBHOCTD

2. JOCTYIIHOCTh

3. ayTEeHTHYHOCTh

4. 1EIOCTHOCTH

AumueupycHnas npozpamma npunyun pabdomel, KOMOPOU OCHOBAH HA NpOGeEpKe (haulios, ceKxmo-
PO8 U CUCTNEMHOU NAMAMU, U NOUCKE 8 HUX UIBECIHBIX U HOBbIX UPYCO8 HA3bIBACTCA:
pEBU30POM

MMMYHH3aTOPOM

CKaHEepOM

4. noxtopa u daru

W=

Heamenvnocms no npedomepaujeHur0 HeKOHmMpOIUPYeMO20 DPACHPOCMPAHEHUs 3AULAeMOT
ungopmayuu om ee pazenauieHus U HeCaHKYUOHUPOBAHHO20 OOCMYNA K 3aujuujaemol ungopma-
Yuu u om noyyyeHus 3auuuiaemou uHgpopmayuu:

3amuTa HHGOPMAIMU OT HEMPETHAMEPEHHOTO BO3EHCTBHS

3amuTa HHGOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO BO3CHCTBHS

3amuTa “HGOPMalMK OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA

4. 3ammMra OT yTe4Kku uH(pOpMaluu

W=

K oocmouncmeam mexnuueckux cpeocme 3aujunmuvl OMHOCAMCA!
1. peryisipHbIN KOHTPOJIb
2. co3/1aHHe KOMIUIEKCHBIX CUCTEM 3aIUThI
3. cTemneHb CI0KHOCTH YCTPOUCTBA
4. Bce BapHaHTHI BEPHbI

Cosoxynnocmes HOpM, NPAsUl U NPAKMUYECKUX PEeKOMEHOAYUll, pe2iameHmupyroumux padomy
Ccpeocma 3auumol KOMNbIOMEPHOU Cemu Om 3a0AHH020 MHONICECMBA Yepo3 6€30NaACHOCHU.

1. KommiekcHoe obecniedeHre nHOOpMaIMOHHON 0€3011acHOCTH

2. be3onacunocts AC

3. aTaka Ha aBTOMAaTHU3UPOBAHHYIO CUCTEMY

4. 1moauTHKa 0€30I1aCHOCTH

Tapaumus mozo, umo npu xpanenuu uiu nepeoaye uHpopmayuu He ObLIO NPOU3BEOCHO HECAHK-
YUOHUPOBAHHBIX UBMEHEHULL:

1. xoH(UICHIHAIBHOCTD

2. UEJIOCTHOCTH

3. OCTYIIHOCTh

4. ayTeHTUYHOCTh

Hccneoosarnue 603modicHocmu pacuiugposanus ungopmayuu 6e3 3HaHus Kirovet.
1. xpunrtonorus
2. KpUNTOAHAIU3
3. B3JIOM
4. HECaHKIMOHMPOBAHHBIA JOCTYII



eticmesue, npednpunumaemoe 310YMblULIEHHUKOM, KOMOPpOe 3aKII0YaAemcsl 8 NOUCKe U UCHONb30-
BAHUU MOU UTU UHOU YAZBUMOCMU KOMNbIOMEPHOU CEemu.

1. KommiekcHoe obecniedeHre nHOOpMaIMOHHON 0€30MaCHOCTH

2. be30macHOCTb KOMIIBIOTEPHOU CETH

3. VYrpos3a nuapopManoHHON 6€30MacCHOCTH

4. Araka Ha KOMIBIOTEPHYIO CETh

[IpoMesxkyTouHas aTTecTalusi 00y4yaroUuXcsl OCYIIECTBIsETCA B (popMe 3aueTa C OLICH-
KOM C MCIOJIb30BAHUEM CJIEAYIOLIUX OIICHOUHBIX MAaTepUaliOB: nepeueHb ONpOoCo8 K 3d-
yemy ¢ OYeHKOLL.

Bonpocsl k 3a4eTy ¢ OLIEHKOH

(5 cemecTp, ouHas popmMa 00yUeHHA)

1. Tlousarue «MHpopmanmonnas 6e3onacHOCTY. OCHOBHBIE METOI0JIOTMUECKUE U HOPMAaTUBHO-
MIpaBOBbIE JOKYMEHTHI 10 HH(OPMALIMOHHON OE30I1aCHOCTH.

2. OcHOBHbIE MOHATHS MO 3aIIUTE KOMIBIOTEPHBIX JAaHHBIX. JlocTyn Kk MHOpManmuu, caHKIIHO-
HUPOBAHHBIN JOCTYI, HECAHKLIMOHUPOBAHHBINA JTOCTYM, KOHPHUAECHINATbHOCTh JaHHBIX, CYObEKT U 00b-
eKT MH(GOPMAIIMOHHBIX TEXHOJOTHH, JOCTYMHOCTh KOMIIOHEHTA WJIM pecypca CUCTEMBI, yrpo3a Ge3omac-
HOCTH aBTOMAaTH3MPOBAaHHOW MHGOPMAIMOHHON cucteme, ymepd Oe3omacHocTH, ys3BuMoctb ACOU,
aTaka Ha KOMITbBIOTEPHYIO CHCTEMY, MOJUTHUKA O€30MTaCHOCTH.

3. OcHOBHBIC BHJIbI YIpo3 0€30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM, YTPO3bl HapyIICHUsS Iie-
JIOCTHOCTH MH(pOPMaIIUH, yrpo3bl HapymeHus padbotocnocoonoctn ACOU u oTKassl B padoTe.

4.  CTpyKTypHBIE COCTaBJISIOIIME TUIOTETHYECKOM MOJENM HapyumwuTens, lIpegHamepeHHbie
MOTeHLMaTbHbIE yrpo3bl. Kiaccudukanys kaHaloB HECAHKIITMOHUPOBAHHOTO JIOCTYIIA.

5. HauGonee pacrnpocTpaHeHHbIE CIOCOObI HECAHKIITMOHUPOBAHHOT'O JJOCTYTA B KOMITbIOTEPHBIX
TexHosorusix. llepexBar maposneil, mackapaJ, HE3aKOHHOE HCIIOIb30BAHWE NPUBWIETUM, IAaCCUBHOE
BTopkeHue B ACOU, akTUBHOE BTOPKEHUE.

6. OcHOBHbIE MOAXOMBI JUIsl MAPUPOBAHUS M HEWUTpaau3aluuu yrpo3 MHGOpPMAIMOHHON 0e3-
OIACHOCTH: (pparMeHTAPHBIN MOAX0]] U KOMITJIEKCHBIH MOAXO/.

7.  Tlonutuka 6e3omacHocTd. Buapl mommtuku 6e30macHOCTH: M30UpaTenbHas MOJUTHKA Oe3-
OIIACHOCTH, MTOJIHOMOYHAS MOJUTHKA 0€30aCHOCTH.

8. DTtambl MOCTPOCHHUS CUCTEMbl 3alIUTHl aBTOMATU3MPOBAHHBIX HH()OPMAIMOHHBIX CHCTEM.
CocTaBisoIKe OTAENbHBIX TAMOB.

9.  OcHoOBHbIE 337]a4u METOJIOB 3aIIUTHI HHPOPMAIMKU B aBTOMATU3WPOBAHHBIX WH(OPMAIIMOH-
HbIX cuctemax. [Ipunnumnsl cuctemsl 3auuThl nHGopMmaiuu B ACOU.

10. HWpentudwukanus ¥ MpoBepKa MOUIMHHOCTA SJEKTPOHHBIX TOKYMEHTOB M MOJb30BaTelel
KOMITBIOTEPHBIX TEXHOJOTHUM.

11. . Unentuduxauss 1 MeXaHU3Mbl MOATBEPKICHUS MOAIMHHOCTU MOJb30BaTeNs. B3anmHuas
IIPOBEPKHU MOAIMHHOCTH TOJIb30BATENIEH.

12. Tlpoueaypa «pyKOMOXKaTHs.

13. TIporokosnbl ayTeHTU(UKALIUH C HYJIEBOM nepenadeil 3HaHUH.

14. TlapamienbHas uAEHTU(HUKALNA C HYJIEeBOH nepenaueil 3HaHUH.

15. Cucrema unentudukanuu ['nmnoy-Kyuckyorepa.

16. VYnpasnenue kpunrorpaduyeckumu kiarodamu. ['eHepanns U XpaHeHue KIItoUYeH.

17. HWepapxus xiaroueit muppoBaHUs JaHHBIX B KOPIOPATUBHBIX KOMITBIOTEPHBIX CHCTEMaX.

18. PacnpeneneHune Kio4ded B KOPIOPAaTUBHBIX KOMIBIOTEPHBIX cucTeMmax. Mcnons3zoBanue oa-
HOT'O WJIM HECKOJIKUX LEHTPOB pacupezeseHnn Kitoden. [Ipsmoii 0OMEeH ceaHCOBBIMH KITIOUaMHU MEXTY
CaHKLMOHUPOBAHHBIMU T10JIb30BATEISMH.



19. Mexanu3Mm 3anpoca — OTBETA B CETEBBIX TEXHOJIOTUAX, MEXaHU3M OTMETKH BPEMEHH.

20. Pacnpenenenue kiatouel ¢ yuactuem LleHTpa pacnpeneneHun Kitouen.

21. IIpoTokoa A CUMMETPUYHBIX KPUIITOCUCTEM C MCIIOJIb30BAHUEM OTMETKH BPEMEHHU.

22. TIpoTOKOa Uil aCHMMETPUYHBIX KPUIITOCUCTEM C HCIIONBb30BAHUEM CEPTH(HKATOB OTKPHI-
TBIX KIIFOUEH.

23. AJTOpUTM OTKPHITOrO pacupenenenus kimoued Jnppu-Xenmana.

24. IIportoxon SKIP ympaBieHus KpUNTOKIIOUAMHU.

25. AyTteHTuUKAIMS T0JIB30BATENCH KaKk OCHOBHOM KOMITOHEHT MEXKCETEBBIX SIKPAHOB.

26. Cxema 3alMThl KOMIIBIOTEPHBIX CETEBBIX TEXHOJOTMH Ha OCHOBE MEXKCETEBBIX DKPAHOB:
GWIBTPYIOMMKA MapUIPyTU3aTOP, MEKCETEBOW AKpaH Ha OCHOBE ABYIOPTOBOTO ILIIO33, MEKCETEBOMH
9KpaH Ha OCHOBE 3KPaHMPOBAHHOI'O IIII033, SKPAaHUPOBAHHAs IOJICETh, MEKCETEBbIE SKPaHbl JUIsl Opra-
HU3allUU BUPTYaJIbHBIX KOPIOPATUBHBIX CETEH.

27. TlporpaMMHBIE METOIbI 3AIUTHI CETEBBIX TEXHOJIOTHI B Internet cTpykTypax.

28. 3amuTa JaHHBIX B JIEKTPOHHBIX IUIATEKHBIX CHUCTEMAX.

29. IIpuHUMIIBI PYHKIIMOHUPOBAHUS JIEKTPOHHBIX IIATEKHBIX CUCTEM.

30. DnexTpoHHBIE MJIACTUKOBBIE KapThl. [lacCUBHBIE U aKTHBHBIE MJIACTUKOBBIE KapThl. OCHOB-
HbI€ TUIBI aKTUBHBIX IJIACTUKOBBIX KapT: KapThl-CUETUUKH, KAPTHI C MAMSTHIO, KAPThl C MUKPOIIPOLIECCO-
POM, KapThl C KOHTAKTHBIM CUUTHIBAHHEM, KAPThI C UHAYKLHOHHBIM CUUTBAHUEM.

31. Tlepconanbhblii uaeHTHuKauonHbiii Homep (PIN). OGecneuenue Oe30macHOCTH dJEK-
TpoHHO-TaTexHOU cuctembl POS (Point-of-Sale), cxema dynknmonnpoanus POS.

32. OGecnedyeHue 0€30MaCHOCTH OAHKOMATOB B AJIEKTPOHHBIX IUIATEKHBIX CUCTEMAX, cXxema 00-
MeHa COOOIICHUSIMH Mexay OaHkomaTtoM U XocT-OBM 0Ganka pou uaeHTH(UKAIMM U IJIaTEeXe, CXema
npoxoxkaeHust naHHbIX ¢ PIN knuenTa Mexay 6aHkoMaToMm, OaHKOM-3KBaliepoM U OaHKOM-3MHUTEHTOM.

33. VYuusepcanbHas matexxHas cuctema UEPS (Universal Electronic Payment System), cocras
U ApXUTEKTYypa IIATEKHOM CUCTEMBI, paclipe/ieleHue KITI0Uel U MaposieH, MUK MIATEKHON TpaH3aKIWH.

34. Toproseie TepMUHAIBI, (OPMUPOBAHNE CECCHOHHBIX KITFOYEH, IMUCCHUS KApTOYCK, pa3rpaHu-
YeHHE OTBETCTBEHHOCTH MEXJy OaHKaMM-ydaCTHUKaMU OOIIEeH MIaTeXHON CHCTEMBI, IBOMHOE MIH(po-
BaHHE 3alMCH O TPAH3aKIUU Ha KiIouax OaHKa-dKBaliepa U OaHKa-DMHUTEHTA.

35. OGecnedyeHue 6€30MaCHOCTH JIEKTPOHHBIX TIIATEXKEH uepes ceThb Internet.

36. Astopu3zanus U mudpoBanue GuHaAHCOBOW MHPOpManuK B ceTH Internet.

37. Ilpotokonsl mmdpoBanus SSL (Secure Socket Layer) m SET (Secure Electronic Transac-
tions), UCIOJIb30BAHUE CEPTH(HHUKATOB.

38. OrteuecTBEHHBIE MPOrpaMMHO-ANNAPATHBIE CPEICTBAa KPUOTOrpaduyeckor 3aluThl KOMIIb-
FOTEPHBIX CHCTEM.

39. CpencrtBa U CUCTEMBI YIPABICHHS] KOHTPOJIEM J0CTYyNa B KOMITBIOTEPHBIX TEXHOJIOTUSX.

40. OcHOBHBIE MTOAXO/IBI K 3aIIUTE JaHHBIX OT HECAHKIIMOHUPOBAHHOTO Aoctymna. [ludposanue.
KonTpons nocryna. Pasrpanundenus nocryna k gaiinam.

41. 3ammTa IporpaMMHOr0 NPOAYKTa OT HECAHKIIMOHUPOBAHHOI'O KOIIMPOBAHUS.

42. HecaHkunoHUpOBaHHOE KOoNMpoBaHUe rporpamm kak tun HC/I.

43. HOpuanueckue acneKTbl HECAHKIIMOHUPOBAHHOTO KOMUpOBaHus nporpamm. Oo1iee moHsITHe
3alIUTHl OT KOIMPOBAHUSL.

44. Pa3HOBHIHOCTH 3aJay 3allUTHI OT KonupoBaHus. [loaxonel k 3agade 3alIUTHl OT KONMPOBa-
HUSL.

45. Tlpusszka I1O k anmapaTHOMYy OKpY>KEHHIO UM (PU3MUYECKMM HOCUTENSM KaK €AMHCTBEHHOE
CPEICTBO 3alUThI OT KOIMPOBAHHUS.

46. TlpuBszka Kk BHEIIHUM (100aBisieMbIM) snemeHTam [I9BM. TlpuBs3ka K mOpTOBBIM KJIOUaM.
Hcnonp30BaHne JOMOJIHUTENBHBIX IJIAT PACIIUPEHMUS.

47. Metoapl «BOJISHBIX 3HAKOB» U METO/bI «OTIIEYATKOB NAJIBLIEBY.

48. 3amuTa NporpaMMHOIO MPOAYKTA OT U3yUEHUS.

49. W3ydeHue u oOpaTHOE MPOEKTHUPOBAHUE MIPOrPAMMHOI0 00ECIIEUeHHS: IOHATHE U3YyUCHUS U
00paTHOTrO MPOEKTUPOBAHUS IMPOTPAMMHOr0 OOecredeHus, cnocoObl U3yueHHUs MPOrpaMMHOro obecre-
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YeHUs1 (CTaTUYeCKOe W JUHAMHUYECKOE M3y4YeHHE), BpeMEHHasl HaJle)KHOCTh (HEBO3MO)KHOCTh obecrede-
HUS FapaHTUPOBAHHOW HAJIE)KHOCTH).

50. 3amgauu 3alMTH TPOrPAMMHOTO MPOJAYKTA OT U3YUYCHHS U CIIOCOOBI UX PEIICHUH: 3aluTa OT
OTJIa/IKH1, TUHAMUYECKOE IPeoOpa3oBaHue Ko/a,

51. HrepaTuBHbIil nporpaMMHbIi 3aMoK A. [lonruHa

52. llpuHUuMN JOBYIIEK U HPUHLMI H30BITOYHOIO KOJA, 3allUTa OT JM3acceMOJIMpOBaHMS,
MPUHIUT BHEIIHEH 3arpy3Ku GailyioB, TMHAMUYeCKass MOAU(UKALIUS TPOrpPaMMBI, 3alllUTa OT TPACCUPOB-
KU I10 TIPEPbIBAHUSM.

53. AcnexTsl 3aluThl OT UCCIIEI0BAHMS: CIIOCOObI aCCOLMAaHUPOBAHUS 3aIUTHI U IPOrPAMMHOI0
o0ecrie4eHus1, OLeHKA HAaJIS)KHOCTH 3aIIUTHI OT OTIIAIKH.

54. 3ammTa OT pa3pyLIAIIUX TPOrPAMMHBIX BO3/ICHCTBHIA.

55. Bupycsl Kak 0coOBIi KJIacCc pa3pylIAoNIUX MPOrpaMMHBIX Bo3jaencTBuil. HeoOxoaumeie u
JOCTATOYHBIE YCIIOBUS HEIOMYIIEHUS pa3pyIlIaloIero BO3AeCTBHUS.

56. TloHsATHE N30JIMPOBAHHOIN MPOrPaMMHOMN CPEJIBL.

IV. IEPEYEHD JIUTEPATY Pbl, HEOBXOJUMOI1 1151 OCBOEHUS
JTUCLMUITJIMHBI

4.1. OcHoBHAas JUTEpaTypa
1. Kazapun, O. B. IlporpamMmmHoO-anmapaTHbI€ CpeICTBa 3alUTHI HH(POpMaIuu. 3amTa TporpaMMHOTO

obecrieuenus : yueOHUK u mpakTukyMm st By3oB / O. B. Kazapun, A. C. 3a6abypun. — Mocksa :
NznarensctBO FOpaiit, 2024. — 312 ¢. — (Bsicmiee o6pazoanue). — ISBN 978-5-9916-9043-0. —
Texcr : oamektpoHubii //  OOpazoBarensHast 1uiatrgopma HOpaiit  [caiit]. — URL:

https://urait.ru/bcode/562070 (mara obpamenus: 18.04.2025).

2. IIporpammHo-anmapaTHbI€ Cpe/CTBa oOecredeHus: HHPOPMAIIMOHHONW O€301acHOCTH : J1abopartop-
HbIN npakTuKyM : / P. A. ®unumnmos, A. I1. T'opnos, JI. b. ®unmunmosa [u ap.]. — Mocksa ; bepnus :
HMupexr-Meamna, 2020. — 128 c. : wr, Tabm. — Pexum nocryma: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book&id=700563 (mara ob6pamenus: 18.04.2025). — bubmuorp.
B KH. — [SBN 978-5-4499-1762-1. — DOI 10.23681/700563. — TeKCT : 37IeKTPOHHBI.

4.2. JlonoHUTEIBHAS JIUTEpaTypa
1. TlporpammHo-amnmapaTHble CpeACTBa 3aIlIMThl HMH(POPMAIMOHHBIX CHUCTEM : yueOHOoe mocodue /
10.1O. I'pomog, O.I'. UBanoBa, K.B. Ctapoay6oB, A.A. KagsikoB ; TamO0BCKHMi TOCYIapCTBEHHBIN
TEXHUYECKUH YHUBEpPCUTET. — TamO0B : TaMOOBCKMIA TOCYJapCTBEHHBIN TEXHUYECKU YHUBEPCUTET
(TrTY), 2017. - 194 c. : un. — Pexum  pmocryma: 1o MOAIMCKE.  —
URL: https://biblioclub.ru/index.php?page=book&id=499013 (nata oOpamenus: 18.04.2025). —
bubnuorp.: c. 190. — ISBN 978-5-8265-1737-6. — TekcT : 3ME€KTPOHHBIIA.

V. IEPEYEHb PECYPCOB NTH®OPMAILIMOHHO-
TEJEKOMMYHUKAIIMOHHOM CETU «MHTEPHET», HEOEXOJUMBbIX
JJI1 OCBOEHMSA TN CHUIIVINHBI

CcpbLika Ha HaumeHoBaHue pa3padoTKu
nn o . JocTrynHocTh
HH(OPMALMOHHBI pecypc B 2JIeKTPOHHOM opme
1. http://edu.ru/ Poccuiickoe o6pa3oBa-
Hue: PegepanbHbIi CBOOOIHBIN TOCTYTT

nopraJj. Bkiaroyaer
CCBUIKM Ha IMOPTAIBI U
caiiTel 00pa3oBaTeIbHBIX



https://biblioclub.ru/index.php?page=book&id=700563
https://biblioclub.ru/index.php?page=book&id=499013
http://edu.ru/

YUPEXKACHUN; Trocynap-
CTBEHHBIC obpazoBa-
TEJbHbIE CTaHJaPThI;
HOPMAaTUBHBIE JOKyMEH-
ThI; KaTaJIOT 3KCKYPCUH U
00yYaronmx MporpaMm.

http://citforum.ru/database/osbd/contents.shtml

aJIbl

NupopmarinoHHo-
aHasiuTuyeckue marepu- | CBOOOIHBIN JOCTYM

VI. COBPEMEHHBIE IPO®ECCHUOHAJIBHBIE BA3bI IAHHBIX
N THOOPMAIINOHHBIE CIIPABOYHBIE CUCTEMbI

1. | http://www.biblioclub.ru

DNeKTPOHHO-O0MOOTEe HAs
cuctema (9bC)

YHuBepcurerckas OMbIMOTEKA OH-
JanH

Perucrpanus uepes Jro-
00l YHUBEPCUTETCKUI
KOMIIBIOTED.

B naneneiimem npeno-
CTaBJISICTCS HEOTPAHUYCH-
HBIW WHIUBUTyaTbHbIN
JIOCTYTI U3 JIFOOOW TOYKH,
B KOTOPOU UMEETCS J10-
ctyn K cetu MHTepHer

www.garant.ru

NudopmanmoHHO-paBOBOM MTOPTAI

CBOOOAHBIN TOCTYTI

3. | www.elibrary.ru

Poccuiickuit naopmMaImoHHbIH Op-
Taja B 00JIaCTH HaYKU, TEXHOJIOTUH,
MEAMIIMHBI U 00pa30BaHus

CBOOOAHBIN TOCTYTI

4. | www.consultant.ru

Poccuiickasi KOMIbIOTEpHAs CIIPABOY-
HO-TIPaBOBasi CHCTEMa

CBOOOAHBIN TOCTYII

VII. JUHEH3UMOHHOE U CBOBOJHO PACITIPOCTPAHAEMOE

ITPOTPAMMHOE OBECIIEYEHHE

HpI/I pealin3alinun y‘le6H0ﬁ JAUCHUIITIMHBI TPUMCEHSCTCA CIICAYIOLICC JIMIICH3NOHHOC U CBO60)IHO pacipo-
CTpaHsACMOC IIPOrpaMMHOC obecrieyeHue:

- Microsoft Windows;
- Microsoft Office;
- Libre Office u np.

VIII. ObOPYJAOBAHUE U TEXHUYECKHUE CPEACTBA OBYUYEHUA,
HEOBXO/JUMBIE JJIs1 OCYINECTBJIEHUA OBPA3OBATEJBHOI'O
IMMPOLECCA 11O JMCHUIIJIMHE

VYueOHble 3aHATHS MPOBOAATCS B AyJUTOPUAX, YKOMIUIEKTOBAHHBIX CHEIMAIU3UPOBAHHOM
Me0enblo, B TOM YHCIE CTAlMOHAPHBIMHM HJIM NEPEHOCHBIMU TEXHUYECKUMHU CPEICTBAMHU OOyUEHUS
(mpoekTop, 3KpaH, KOMIBIOTEP/HOYTOYK).

JlaGopaTopHble 3aHATHUS, IPYMIOBbIE U UHIUBHyalbHble KOHCYJIbTAIUH, TEKYIIAsi U MPOMeE-
KYTOYHAs aTTECTalluU MPOBOJAATCS B CIELUAIN3UPOBAHHBIX KOMIIBIOTEPHBIX Kilaccax. [lepedens oc-
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http://www.biblioclub.ru/
http://www.garant.ru/
http://www.elibrary.ru/
http://www.consultant.ru/

HOBHOT'O 00OpPYZOBaHHS: aBTOMATH3MPOBaHHbIE pabouuMe MecTa ¢ KOMIIBIOTEpAaMH, MPOrpaMMHOE
obecniedenure o0Imero u npodeccnoHaIbHOTO Ha3HAYCHUSL.

CamocrosTenbHas paboTa MPOBOJUTCSA B KAOMHETAaX, OCHAIIEHHBIX KOMITBIOTEPHOM TEXHHKON
C BO3MOXKHOCTBIO TIOJKIIIOUCHHS K ceTH «MHTepHEeT» M 00CeCIeYeHnEM JIOCTya B 3JICKTPOHHYIO HH-
(hopMaImoOHHO-00Pa30BATEIHHYIO CPEAYy YHHBEPCUTETA.
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