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I. OPTAHU3AIIMOHHO-METOJUYECKUM PA3IEJ

Heab udyyeHus JTUCHUIIMHBI:
dbopmupoBaHue y oOy4arolmuxcs 3HAaHUW M YMEHHM MO 3al[UTe KOMIIBIOTEPHBIX CETEH C
NPUMEHEHUEM COBPEMEHHBIX IPOTPAMMHO-ANIIAPATHBIX CPEJICTB.
3amauu udyyeHusi AMCHUIJIUHBI:

- (opMupoBaHue y oOOydYalolUXCAd 3HAHUU O METOJIaX M CPEJCTBaX 3allUThI
nH(pOpMaIK B KOMITBIOTEPHBIX CETSX;
- O3HAKOMJICHHE 00YYaIOIIUXCS C TEXHOJIOTUSAMH MEXCETEBOr0 SKPaHUPOBAHUS,

- oOydyeHue O0ydJaromuMxcsi BOIPOCAM YPOBHS 3alIUIIIEHHOCTH WH(GOPMAIUOHHBIX

CHUCTCM.

Mecto mucuumiimnabl B ctpykrype OIIOII: peanusyercs B yactu, popMupyemon
ydacTHHKaMu o0pa3oBaTeIbHBIX OTHOIIEHHH O10ka b1. ucuuminnasi(Moayn).

Ilnanupyembie pe3yabTaThl 00y4eHHs 110 TUCHHUILINHE:

HNHaukaTopbl 10CTHKEHUS

Ilnanupyemsble pe3yabTaThl

Kon
KOMIIETCHI[M U 00y4eHus1
KOMMeETEeHIIHH
MO TUCIHUTLIHHE
NKC-1 3HaTh: 3naer:
- CYIIHOCTh " TTOHSTHE - METOIBI 3alIUTHl KOMITBIOTEPHBIX
nH(pOpMaLMOHHONW  0E30MacHOCTH, ceTe;
XapaKTEPUCTUKY €€ COCTABIISIONINX, - KIaccuUKaIIio u o011yI0
WCTOYHUKHU YTPO3 U MEphl MO HX XapaKTEPUCTHUKY CETEBBIX
MIPEeIOTBPALLEHUIO; POrpaMMHO-AINAPaTHBIX  CPEICTB
- METOABl U CpeACTBAa YIPaBJICHUS | 3alIUTHI HHOOPMAIINH;
nH(OpMalIMOHHONW 0€30MacHOCThIO, a | - OCHOBHBIC IIPUHIUIIBI

TaKXe OCHOBHBIE OJIXOJbI K AIMUHUCTPUPOBAHMS  3AIIUILEHHBIX
paspaboTke, peanuzanuu, KOMIIBIOTEPHBIX CUCTEM;
3KCIUTyaTaliy, JUarHOCTUKE, aHAIIN3Y, - OCOOCHHOCTH pealn3alliid METOOB
COIPOBOXKJIECHHIO u 3aIUTHl HOOPMAITMH COBPEMEHHBIMH
COBEPIICHCTBOBAHUIO CUCTEM 3aIIUTHI MPOTrPaMMHO-aNapaTHbIMU
nHpopmanuu. CpEeICTBAMU;

YMerTh: YMmeer:

- OLICHUBATh 3aIUIIEHHOCTh, | - IPUMEHATh MEXaHU3Mbl  3aIlUTHI,
KJIaCCU(HUIIMPOBATH OCHOBHBIC YTPO3bI, | PEaTU30BaHHbIE B  MPOTrPAMMHO-
o0ecreunBaTh MH(OPMALIMOHHYIO | almapaTHBIX KOMILIEKCAX, C IIEJbIO

0€e301aCHOCTh KOMIIBXOTCPHBIX CUCTCM,
IIPUMCHA HCO6XOI[I/IMBIC IIporpaMMHO-

afnmapaTHble CpEeACTBA U CHUCTEMBI
3alIUThl MH(OpMAIIHH;
- IpUHUMAaTh  yINpaBlIeHYEeCKUEe U

a/IMUHUCTpaTUBHbIE pelieHus B chepe
3alIUTHI MH()OPMAIIHH.

IMOCTPOCHUA
KOMIIBIOTCPHBIX ceTeﬁ;
- OPraHU30BbIBATH 3alIIUTY CETMCHTOB

3aIUIIEHHBIX

KOMIIBIOTEPHOU ceTH c
UCIIOJIb30BAHUEM MEKCETEBBIX
JKPaHOB.




Baaners: Baapgeer:

- KaTCropruaJbHbIM armnapaTom B | - CPCACTBAMHU U CUCTCMAMH ayauTa
obmacTu oOecrieyeHus KOMIUIEKca Mep | HH(OpMAIMOHHON 0€30MacHOCTH;

10 A AMUHUCTPHUPOBAHUIO U ATUATHOCTUKE | - MeTOI[I/IKOf/'I IMPOBCACHUA ayauTra

CHCTEM 3aIUThl HHPOPMALIUH; UH(POPMALIMOHHOM 0€301acHOCTH;
- [IpaBuJiaMH, MCTOAaMH, CPCACTBAMM, - Cp€aACTBaMM aAMUHUCTPHUPOBAHUSA
npoueaypamu YIpaBJICHUS U | CHCTEM OPraHWU3alHNu BUPTYaITbHBIX

aJIMUHUCTPUPOBAHHS WH(POPMAIIMOHHON | YAaCTHBIX CETEH.
0€30I1aCHOCTBIO OOBEKTA.

II. COAEP’) KAHUE N OBBEM JUCHUIIJINHBI
€ YKa3aHHEM KOJMYeCTBA YaCOB, BbIICJCHHBIX HA KOHTAKTHYIO padoTy 00y4aromuxcs
¢ mpemnoaasareseM (110 BUAAM Y4eOHBIX 3aHATHIT) 1 HA CAMOCTOATEJIbHYIO padoTy

Ounas popma 00yueHus

Ne HaumeHoBaHue pa3iejioB U TeM Bcero Ayautopubie | Cam.
4acoB 3aHATHSA Pa6.
JK | 113 | B
8 cemecmp
Pasznen 1. «O0HapykeHHe KOMIILIOTEPHBIX aTAK» 21 5 5 |5 6
1 Tema 1. Ilonsarue wu kjnaccudukanuss aTak Ha |5 1 1 1 2

KOMITbIOTEpHBIE CceTH. (OCHOBHBIE THUIIBI CETEBBIX
atak. CpenctBa peanuzanuv atak. MeXaHU3MBbl
TUTIOBBIX  aTaK, OCHOBAaHHBIX Ha  YA3BUMOCTSIX
CETEBBIX TPOTOKOJOB. ATAaKHM Ha CETEBBIC CITY>KOBI.
ATaKku ¢ UCIOJIb30BAaHUEM TIPOMEKYTOUHBIX Y3JI0B U
TEPPUTOPUI

2 Tema 2. TexHosorun OOHAPYKEHUS KOMITBIOTEPHBIX | 8 2 2 2 2
aTak M UX BO3MOXHOCTU. [IpsiMble M KOCBEHHbBIE
MpU3HAaKU aTak. MeTroapl OOHApYy>KEHHUs aTak.
CurHatypHbld aHAJIU3 W OOHApPYXEHUE aHOMAJIHi.
Knaccudukanus cucrem obHapyxkenus atak (COA).
CereBbie u  y3moBele  COA. TpeboBanusl,
npeabsBiasiemble K COA. Crangaptu3anus B 00J1acTu
oOHapyKEHHsI aTak.

3 Tema 3. Apxurekrypa COA. TunoBas apxutekrypa | 8 2 2 2 2
COA B cocraBe CceHCOpa, MOAYJA YIIpPaBICHUS,
aHaJIM3aTopa, Habopa MPOTOKOJIOB B3aUMOJECHCTBUS U
cpeactBa pearupoBaHus. Okcruryatauus — COA.
Bapuantsr  pasmemenus  COA.  PasmemieHue
ceHcopoB COA. PearupoBaHne Ha WHIMAEHTHI.
[Tpo6aemsl, csizanHble ¢ COA.

(=)

Pasnea 2. «TexHOJ0rHsS MEKCETEBOI0 IKPAHUPOBAHUS» 21

4 Tema 1. Crparermm u cpeacTBa MEXCETEBOIO | 5 1 1 1 2
sKkpaHupoBaHus. Co3JaHHe 3alIUIEHHBIX CETMEHTOB
npu pabote B ceTu VIHTEpHET C MCIOJIb30BaHUEM
MEXCETEBBIX JKpaHOB. TpeOoBaHUS PYKOBOASAIIMX
nokymeHtoB OCTOK Poccum K  MeEXKCETEBBIM
JKpaHaM. 00630p JIOKYMEHTOB RFC,
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pPErNIAMEHTUPYIOIHUX HCIIOJIB30BAHUE MEKCETEBBIX
9KpaHOB. THIBI MeEXCEeTeBbIX 3KpaHOB. (CXeMbl
MEKCETEBOI0 3KPAHUPOBAHMSL.

Tema 5. @unberpanus mnakeroB. Kpurepun u
npaBuiga QUIbTpanuu. Peanu3amus HaKeTHBIX
¢wibTpoB. [loHsATHE NEMUIMTAPH30BAHHOW 3OHBHI.
VYKpEIIeHHbI1 KOMIIbIOTEp OaCTUOHHOIO THIIA.
Opranuzanys y3j10B A OTBJIEYEHUS BHUMaHUS
3noyMbIuieHHHKa.  OcoOeHHOCTH — (MIIBTpaLuu
pa3nuuHbIX TUNOB Tpaduka. [lakeTHblil GuabTp Ha
6aze OC Windows. Cmyx6a RRAS. IIporpamma
YIpaBJIEHUS CIy)O0M

RRAS.

Tema 3. Ilmro3er mpukinagHoro ypoBHsA. Cepsep
SQUID, IIPUHLUIIBI paboThl, BAPUAHTHI
koH¢uryparuu.  Kontpons  HTTP-tpaduka u
AIEKTPOHHOMN IIOYTHI. Hammcanne MIpaBUII
¢bunbTpanumy, BO3MOXKHOCTH 1o aHaIm3y
COJIEP’KUMOTO.

Paszngen

3. «Opranusanusi BAUPTYaJbHbIX YaCTHBIX CeTei»

13

w

w

w

N

7

Tema 1. 3agaun, pemaemsle VPN. TyHHenupoBaHue
B VPN. VpoBHM 3allMIIEHHBIX KaHAJOB. 3aluTa
JAHHBIX Ha KaHaJIbHOM ypoBHe. Opranmsamus VPN
cpeactBamu  npotokosa PPTP.  VYcranoBka wu
HaCcTpoMKa VPN. Ananns 3alUIIEHHOCTH
nepegaBaeMoil mH(popmarnuu. 3ammTa JaHHBIX Ha
cereBoMm ypoBHe. IIpotokon SKIP. IIporokon IPSec.
Opraam3anuss VPN cpenctBamu C3U  «VipNety.
Hcnonb3zoBanuenportokona [PSec ajis 3a1uThl ceTen.

Tema 2. Opranmzauust VPN cpeacrBamu C3U
«StrongNet». Onucanue cuctembl. ['eHepanus u
pacrpocTpaHeHue KIIFOUEBOU uH(popMaIuu.
Hactpoiika  C3M  «StrongNet». VYcranoBka
3alluIIeHHOro coenuuenus. Opranuzamus VPN
MPUKIAJHOTO YPOBHS CpPEICTBAMHM  IPOTOKOJA
S/MIME u CK3U Kpunrollpo CSP. 3antumnieHHbIi
0OMEH AJICKTPOHHOM MOYTOH.

Pasznen

4. «TexHoJ0TUM 3alIIMILIEHHO 00pa0dOTKHU

nuHpopMmanum)

9

Tema 1. IIpumenenne TEXHOJIOTUA
TepMUHaJIbHOrO joctyna. OOmue CcBeJeHUus O
TEXHOJIOT MU TEPMHUHAIIBHOTO JOCTyIIa.
Obecnieuenne  Oe3zomacHoctu  cepsepa  OC.
Hactpoiika cepsepa MSTS.Hactpolika nmporokosa
RDP. Cnyx0pl katanoros. OOmue cBeneHHs O
ciyk6ax katanoros. CtpykTypa karajgora LDAP.
Cucrema eguHOro BXOJa B CETh Ha OCHOBE
npotokona  Kerberos.  Co3ganue  e€QMHOTO
npocTpaHcTBa Oe3omacHocTH Ha ©0aze  Active
Directory.

Pazgen

5. «Aynut naGpopManuOHHON 0€30MaCHOCTH B

10

4




KOMIBIOTEPHBIX CETAX»
10 Tema 1. Llenu u 3amauu npoBeneHust ayaura 6e3 | 10 2 2 |2 4
OMACHOCTH. JTambl M METOJbl IPOBEIEHUS,
pe3ynbTatel  paboT. HopmaTuBHO-TIpaBOBBIE U
OpraHM3al[MOHHBIE OCHOBBI IIPOBEJEHUS ayJauTa
0e301acHOCTH KOMIIBIOTEPHBIX CHUCTEM.
Me:x1yHapoiHbI€, roCcy/apCTBEHHbIE u
BEJIOMCTBEHHbIE CTAHJIAPThl M PEKOMEHAALUU B
obnactu UH(GOPMAITMOHHON 0€301aCHOCTH.
Onpenenenve  CTPYKTyphl  MH(OPMaLMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ceTed. lIporpammubie
CpEICTBa aHalu3a TOMOJOTUH BBIYMCIUTEIBHON
cetu. OmpeneneHue MapuUIPyTOB MPOXOKIECHUS
ceTeBbIX MakeToB. OOHapyxeHHe OOBEKTOB CETH.
[Toctpoenue CXEMBbI CETH. BrisiBnenue
TEJIEKOMMYHUKaLHOHHOTO 00opy10BaHusl.
BrisiBiieHME W TIOCTpOEHUE

cXxeMbl WH(GOPMAIIMOHHBIX TMOTOKOB 3alllUIIAeMOM

nH}OpMaLIHH.
Dopma omyemnocmu 3auem
Konmponw
Hmozo 3a 8 cemecmp 72 16 |16 |16 | 24
B 1.4 npakTruyeckasi HOArOTOBKa 6
UTOIro 72

OuHo-3204Hasi GpopmMa 00yUeHHsI He peau3yeTcsi
3aounas popma 00yueHUN He peain3yeTcs

III. OHEHOYHBIE MATEPHAJIbI /151 TPOBEJIEHUA TEKYIIEA U
ITPOMEXYTOYHOU ATTECTAIIUM OBYYAIOIHIUXCA 11O JUCINUIIJIMHE

Tekymas arrectamus TpoBOAUTCS B (hOpME KOHTPOIBHOM pabOTHI.

TunoBoii BApUAHT KOHTPOJILHOM padoThI

1. Cozmanue 3alMINEHHBIX CETMEHTOB Tipu pabore B cetu HWHTEpHET C
MCIIOJIb30BAaHUEM MEKCETEBBIX SKpaHOB. [IpuMeHeHHe (UIBTPYIOMIET0 MapHIpyTH3aTOpa
WinRoute.

2. 3ammTa ceTeBOoro Tpaduka ¢ Hcmoiab3oBaHWeM mnpotokona [PSec B Windows.
Opranuzanus VPN cpencrBamu npotokona PPTP.

3. IlpumeHeHne cnenuainu3upOBAHHBIX CPEACTB opraHu3anuu VPN Ha npumepe
«VipNet» u «StrongNET».

4. Tlpumenenue COA Snort s oOHApyKEHUSI CKPBITOTO CKAHUPOBAHUS, aTak,
HCMOJIB3YIOIIMX MPEIHAMEPEHHOE HAPYIIEHHE CTPYKTYPbl CETEBBIX MAKETOB, aTaK BHUIA
«OTKa3 B 00CITY>KUBAHUI.

5. IlpumeHeHnEe TEXHOJIOTUM TEPMUHAIBHOIO JOCTYIA.

6. [IpumeHeHne NporpaMMHBIX CPEICTB ayAuTa WH()OPMAIIMOHHOW 0€30MacHOCTH ¢
LEJIbI0  TECTHUPOBAHUSI COCTOSIHHSI  3AIIMIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM  OT
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HCCAHKIMUOHUPOBAHHOTO AOCTYIIA U BBIpa6OTKI/I MCP 3aIlIUThI OT BBIABJICHHBIX YI'pO3.

IIpomexyTrouHass arrecranusi OOYy4alOIIMXCS OCYIIECTBISETCS B (opMme 3adera ¢
UCIIOJIb30BAaHUEM CIIEAYIOIUX OLICHOYHBIX MATEPUAIIOB: NEepeueHb 6ONPOCO8 K 3auem).

Bonpocsl k
(8 cemecTp, ounast popma 00yueHuUs)

TeopeTnueckre BOIPOCHI

1. ATaku Ha MPOTOKOJBI U Ciry k06l UHTEpHET. METoAbI U CpeicTBA 3aIIUTHI.

2. [TonsiTue mexcereBbIx FKpaHoB. KoMmoHEHTHI MexceTeBoro skpana. [lonuruka
CETEeBOI 0€30MacHOCTH.

3. Kpurepun ¢unbrpanuu naketoB. OCHOBHBIE CXEMbl CETEBOM 3alIUTHl Ha Oasze
MEXCETEBBIX IKPAHOB.

4. Co3nanue 3alMIIEHHBIX CETMEHTOB CETEH C MCHOJIb30BAHHEM MEKCETEBBIX
SKPaHOB.

5. KoudurypupoBanue cereBbix (GUIBTPOB Ha 0a3e HacTpoek O€30MacHOCTU
npotokonaTCP/IP B OC.

6. 3amura pabo4nx CTAaHIUHN C UCTIOIB30BAHUEM MEPCOHAIBHBIX CETEBBIX (PUIBTPOB.

7. Opranmzanust VPN-cereit. 3agaun, pemaemble VPN. TynnenupoBanne B VPN.

8. OnexTpoHHbIE cepTuuKaThl. [loHsATHE HHOPACTPYKTYPBI OTKPBITHIX KIIFOUEH.

9. IlpoTokosbl U cpencrBa opranuzauun VPN Ha cereBoM ypoBHe. HasznaueHwe,
o0JiacTh MpUMEHEHHUs, ayTeHTUUKaIUs U mru(poBaHue qaHHBIX B IpoTokojiax SKIP u [PSec.

10. Ilporokonsr PPTP, SSL. Ha3znauenue, obnactb nmpuMeHEHHUs, ayTeHTUDUKALIMS U
mu(ppOBaHNUE TAHHBIX.

11. TlpeumymiecTBa  TEXHOJIOTMM  TepMHUHaIbHOro  gocryma.  ObecrneudeHue
0€30MacHOCTH.

12. Ha3nauenue cucrem oOHapykeHHs aTak. Kmaccudukanus cucteM oOHapyKEHUS
aTax.

13. Ciy>x0nb1 kaTanoroB. OO1ue cBefieHus o ciyk0ax katanoro. CTpyKTypa KaTauora

LDAP.

14. Cucrema eTHOTO BX0/1a B CETh Ha OCHOBE mpoTokoina Kerberos. Coznanue enuHoro
nmpocTpaHcTBa 6e3onacHocTH Ha 0asze Active Directory.

15. Aynut 6e30nmacHOCTH KOMITBIOTEPHBIX cUCTeM. Llenn, cTanaapThl, MOAXOIBI.

16. UHCTpyMEHTAIbHBIE CpPEACTBA ayAuTa OE€30MACHOCTH KOMITBIOTEPHBIX CHUCTEM, UX
BO3MOXKHOCTH W HenocTtatku. [IpuMeHeHue HMHCTpyMEHTAlIbHBIX CpPEACTB  ayJuTa
0€30MacHOCTH KOMITHIOTEPHBIX CUCTEM.

17. TectupoBaHHE€  COCTOAHUS  3AIIMIIEHHOCTH  KOMIIBIOTEPHBIX  CHCTEM  OT
HECAHKIIMOHUPOBAHHOTO JIOCTya C MCMOJIb30BAHHEM CKaHEpOB Oe3omacHoCcTH. MeTonuka
MPOBEACHUS UHCTPYMEHTAJIbHBIX TPOBEPOK.

18. Kmaccudukanus cpencts u HWHOOPMAITMOHHBIX PECYpCOB B COOTBETCTBHH CO
cranaaptom [SO-17799.

19. Haznauenne © OCHOBHBIE (DYHKIMU MTPOTPAMMHBIX KOMILIEKCOB «['pud-
cienamuct» U «Kongop-cneumanuct». llocTpoenne Moaenu 3amuThl KOMITBIOTEPHOMN

CHUCTEMBI CHCTIOJIb30BAHNEM KOMIUIEKCHOM 3KCIIEPTHOU cucTeMbl «ABaHl apm».
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20. Bunbr tpeboBanuii 6e3onacHoctu corinacio 'OCT P UICO/MOK 15408-1-2002.

«MHdpopManonHas TexHonorus. MeTtoael U cpeicTBa oOecreyeHus: 0€30MacCHOCTH.
Kputepuu orieHku 6€30macHOCTH HH(POPMAITMOHHBIX TEXHOIOTHUI.

21. Ha3znauenue cuctem oOHapyxeHus atak. Knaccudukauus cucreM oOHAapyKEHHs
atak. Micnosib30BaHue cUCTEMbl OOHAPYKEHUS aTak «Snorty.

IIpakTrueckre BOIpoCsI

1. Pa3zpabotaiite monuTHKy I NaKeTHOTO (UIBTpa, pa3peliaroliero TOJIbKO
nonyuenue wuHdpopmanuu ¢ FTP-cepBepoB. PeanusylitTe MNOMUTUKY CpEICTBAMH CETEBBIX
(GuIbTPOB.

2. Pa3zpaboTaiite monuTHKy JJIs TAKETHOTO (QUIbTPA, Pa3peliarolIero TOJIbKO
IIOJIy4YCHUE U OTIIPABKY JJIEKTPOHHOM IOYTHI. PeasiM3ylTe MOJMUTUKY CPEACTBAMU CETEBBIX
(GuIbTPOB.

3. Pa3zpabotaiite U peanusyiTe MOIUTHKY Il MAKETHOTO (UIBTPA, 3alpelarouiero
CKaHMPOBAaHUE BHYTPEHHEN CTPYKTYpbl CeTU. Peann3yiTe NOJMTUKY CPEACTBAMHU CETEBBIX
(GunbTPOB.

4. Pa3paboTaiite n peanuszyite MOJIUTUKY JJIS TAKETHOTO (PUIIBTPA, 3aMPEIIAIOIIETO
IIOJIy4CHUE M3BHE JIOCTyNAa K pecypcaM KOMIIBIOTEpa 3a HCKIIOUYEHUEM JBYX JIOBEPEHHBIX
y3JI0B.

Peanu3zyiiTe NOMUTUKY CPEICTBAMH CETEBBIX (DUIIBTPOB.

5. Pa3paboTaiite u peaiu3yiTe MOJIUTUKY JUIsl TAKETHOTO (PUIIBTPA, 3aMpPElatoniero
nojsydeHue jgocryna k Web-pecypcam orpeneneHHOro y3ia. PeanusyiTe NOIUTHKY
CpElICTBAMH CETEBBIX (DUIBTPOB.

6. Pa3pabotaiite u peanusyiiTe MOJUTHKY IJIS MaKETHOTO (UIbTPA, pa3peliaroliero
TOJILKO TMoy4deHue aoctyna Kk Web-pecypcaM nByX oOIpeneleHHbIX y370B. Peanusyiite
MOJIUTUKY CPEICTBAMH CETEBBIX (DUIBLTPOB.

7. PazpabotaiiTe u pearn3yiTe MOJHUTHKY IS MAKETHOro (UIbTpa, pa3periaroiiero
TOJIBKO TipocMoTp Web-pecypcoB. PeanusyiiTe MOJUTHKY CPEICTBAMH CETEBBIX (DUIBTPOB.

8. Pa3zpaboTaiite monuTHKYy [Js TAKETHOTO (UIBTpa, pa3periaroiero TOJIbKO
nosrydenue uHpopmaruu ¢ FTP-cepBepoB. PeanmsyiiTe monuTuky cpencTBaMy MPOTOKOJIA
IPSec.

0. Pa3zpaboTaiite monmuTHKY [JI TAKETHOTO (GWIBTPA, Pa3pEIIAOIIETO TOJBKO
MOJIy4YE€HUE U OTHPABKY 3JIEKTPOHHOM MOYTHL. Peann3yite MOJuTUKY CpeACTBAMU IIPOTOKOIA
IPSec.

10. Pa3pabotaiite u peanu3yite MOTUTHKY JUIsl TAKETHOTO (PUIIBTPA, Pa3pelIaroiiero
ToJbKo TIpocMoTp Web-pecypcoB. Peanusyiite monmutuky cpeactamu nportokoina [PSec.

11. C ucnonp3oBanuem mnporpammbl «bpanamaysp Windows» (Windows Firewall)
BBITIOJIHUTh HACTPOWKH, 3aMPEIIAIOIINAE UCITOIb30BAHUE BCEX MOPTOB 3aIIMINAEMOro y3ja 3a
uckmouenuem TCP-mmopta 3389.

12. PazpabotaiiTe u peanusyiTe MOMUTHKY IS MAKETHOTO (UIBTPA, 3aNpeniatonero
CKaHMPOBAHUE BHYTPECHHEN CTPYKTYpPHI CETU. PeanusyiTe NoJIMTUKY CPEeICTBAMU MPOTOKOIA
IPSec.

13. CrenepupyiiTe u noinyuute B Buae (aiina cepTuduKaT OTKPHITOrO KiIOuYa C
ncnoJib3oBaHueM obpaza OS.



14. Hactpoiite Web-cepBep 1151 OpraHu3aiiiy 3aiuieHHoro 1octyna k Web-ctpanuie
C ucnoyib30BaHueM nporokosia SSL. Bemonuuts ¢ ucnonb3zoBanrem odpaza OC. dDaitn-cep-
TU(UKAT OTKPBITOrO KJIFOYA MPUIIATaeTCs.

15. Hactpoute Bxomsamee noakimoueHue VPN ¢ ucnonb3oBannem nportokona PPTP.
HactpouTph ¥ yCTaHOBUTH NOAKIIOUEHHUE KIMEHTCKOTO y351da. BRINOIHUTE C UCIIOJIB30BAHUEM

obpaza OS.

16. OcymiectBute KpunTorpa@uueckyo 3allUuTy CeTeBOro Tpaduka CcpeacTBaMu
MIPOTOKOIA

[PSec B OC. IlepexBaTtuTe B JIOKaJIbHOM CETH MAaKEThl, yOEAUTECh B IIM(PPOBAHUU
Tpaduka.

17. OcymecTBUTE KpUNITOrpaduUECcKyIo 3aiuTy cereBoro Tpaduka cpencreamu CK3U
StrongNet. IlepexBaTture B JOKaIbHOW CETH MaKeThl, yOeAUTECh B MIM(PPOBAHUM Tpaduka.

18. Opranu3zoBaTh 3alUIICHHBII OOMEH NOYTOBOM HWHGpOpMaIMEld MeXay IBYyMs
nosb3oBarensiMu. [ludpoBanre moYTOBBIX COOOIIEHUH BBIOJHUTH C MOMOIIBIO AJITOPUTMA
I'oCT 28147-89, peanuzyemoro cpeacrsamu CK3UW Kpuntollpo CSP. Beimonuuts ¢
ucIosb30BanremM oopazon OC.

19. Pazpaboraiite ¢aiin xonpuryparuu u Hactpoiite COA Snort Ha oOHapyxeHUE
TECTUPOBAHUS BHYTpeHHEN cTpyKTyphl cet ICMP-3anpocamu.

20. Paspaboraiite daiin koHduryparuu u Hactporte COA Snort Ha oOHapykeHHE
ICMP-11akeToB OOJIBIION JJINHBI.

21. Pazpaboratite ¢aitn koHpurypanuu u Hactpoiite COA Snort Ha oOHapyxeHHE
yCTaHaBIMBaeMbIX 13 BHelIHeN cetu TCP-coennHenuil.

22. YCcTaHOBUTH CIY>KO0y TEPMUHAIBLHOTO JOCTyNa. BBIMOIHUTH HACTPOUKHU CITYKOBI
MSTS, paspematoniyue AOCTYN K pecypcam TEepPMHHAIBLHOTO CEPBEPA TOJBKO JJIsi YUETHBIX
3amucei, 3aperucTpUpPOBAHHBIX B CO3JIaHHOM MO yMmoidanuto rpymnmne «Remote Desktop
Users».

23. YcTaHOBUTH CITYKO0y TEPMUHAIBHOTO JIOCTYyTMA. BBIMOTHUTE HACTPOUKHU MPOTOKOIA
RDP, 3anpemiarorue UCIoab30BaHUE pecypcoB pabodeit cTtaniuu, BKIodas Oydep ooMeHa,
NPUHTEPHI U HAKOTIUTEIH.

24. BbIsIBUTE CETEBBIC Y3JIbI B JIOKAJIHHOM CETEBOM CETMEHTE C HCIOJb30BaHUEM:
yTIIUATHL fping; yTunuTel ping u mupokosemareabHoit ICMP-niocbuiky; yTunuTel icmpush
(tunm ICMP-naketoB13 u 17); yTUIHATH ping U MHOTOAAPECHON PACCHUIKU; YTHJIMTHI arping;
ytiiuthl hping3 u metonoB TCP- u UDP-pa3seaku; yrunutel Ethereal u metona mpociy-
IITUBAHUS CETH.

25. C moMoImp0 yTHJIMTHI NMap MPOBEAUTE CKAHHUPOBAHWE MOPTOB CETEBOTO Yy3Ia.
Cdopmupyiite criucku oTKpbIThix TCP- u UDP-nopToB, unentudunupyiite sepcun OC u
3amymnieHHBIX cepBUCOB. [lo pesymbTatam ciemaiiTe BBIBOJ O BO3MOXXHOCTH OOHAPYKECHUS
OTKPBITHIX TOPTOB U HeHTH(DrKanmy tumna u Bepcuu OC, a TakKe CETEBBIX CEPBUCOB.

IV. IEPEYEHDb JIUTEPATYPbI, HEOEXOJUMOM JJ151 OCBOEHUS
JANCHUIIJINHBI
4.1. OcHoBHas JUTEpaTypa
1. 3enkoB, A.B. Muadopmarimonnas 6e301macHOCTh M 3aliuTa WHPOPMALMU: YueOHOe
nocodbue aist By30B/ A. B. 3eHkoB. — 2-e u3n., nepepab. u gon.— Mocksa: M3narenscTBo
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Opaiit, 2024. — 107 ¢. — (Bricmiee obpazoBanue). — [SBN 978-5-534-16388-9. — Tekcr :

AIEKTPOHHBIN //

O6pa3zoBarenbHas

mwiargopma

Opaiirt [calT].

URL: https://urait.ru/bcode/544290 (nata obpamenus: 18.04.2025).

4.2. lonoJIHUTEJIbHAS JIUTEpaTypa
1. CyBopoga, I'. M. NudopmarmonHas 6e30macHOCTh : yueOHOe ocooue A1l By30B

/ T'. M. CyBopoBa. — 2-¢ uza., nepepad. u non. — Mocksa : M3gatensctBo KOpaiit, 2024, —

277 ¢. — (Bricuiee oopazoBanue). — ISBN 978-5-534-16450-3. — TeKcT : 2JIEKTPOHHBIH //
O6pa3zoBarenbHas mwiatdopma KOpaitt [caitt]. — URL: https://urait.ru/bcode/544029 (nata

obOpamenus: 18.04.2025).

V. NEPEYEHb PECYPCOB HHO®OPMALIMOHHO-TEJEKOMMYHUKAIIHN-

OHHOM CETHU «<MHTEPHET», HEOEXOJNUMBIX JIJISI OCBOEHUSI TUCIIU-

IIJIMHbI

CcblIKa Ha

HauMeHoBaHMe pa3padoTKHU B 3JIeKTPOHHOI

rm HH(OPMAIMOHHBII pecypc ¢opme AoctymHocts
1. http://edu.ru/ Poccuiickoe o0pa3zoBanue:
DenepabHbIH nopra. CBOOOIHEIN
Brirouaer JIOCTYII
CCBUIKM Ha  TMOPTaJIbI CaiThI
00pa3zoBaTebHBIX YUPEKIACHUH;
roCyJIapCTBEHHBIE oOpa3oBarenbHbIE

IPOTPAMM.

CTaH/IapThl; HOPMATHUBHBIE JOKYMEHTHI,
KaTajior »SKCKypcHMi H 00ydaromux

2. ontents.shtml

http://citforum.ru/database/osbd/c

MaTepuralibl

HNudopmalinoHHO-aHATUTUYECKHE

XV. COBPEMEHHBIE ITPO®ECCHUOHAJIBHBIE BA3bI
JAHHBIXY HTHO®OPMAIMOHHBIE CITPABOYHBIE
CUCTEMBI

1. | http://www.biblioclub.ru

DIIeKTPOHHO-0MOIMOTEYHAS
cuctema (9bC)

YHuBepcurerckas OMOINOTeKa OH-
JaiH

Peructparnus uepes noboit
YHUBEPCUTETCKUI
KOMIIbIOTEp. B nanbHeiiem
MPEA0CTABIIACTCS
HEOTPaHUYEHHBII
WHJIUBHUIyalbHBIN TOCTYII
U3 000U TOUKH, B KOTOPOI
UMeeTcs TOCTYII K

cetu MHTEpHET

WWwWw.garant.ru

NndpopmanoHHO-IpaBOBOM MopTa

CBo0oHBIH JOCTYI

3. | www.elibrary.ru

Poccuiickuit nHGOpMaIIMOHHBII
HopTaj B 00JacTH HAyKH,
TEXHOJIOTUH, METUIHBI U
o0Opa3oBaHUs

CBo0oHBIH JOCTYI



https://urait.ru/bcode/544290
http://www.biblioclub.ru/
http://www.garant.ru/
http://www.elibrary.ru/
http://edu.ru/
http://citforum.ru/database/osbd/c

4. | www.consultant.ru

Poccuiickas KOMIIBIOTEPHAS
CIIPaBOYHO-IIPABOBAsI CUCTEMA

CB0OOHBIN JOCTYN

VII. JUHEH3UMOHHOE U CBOBOAHO PACITPOCTPAHAEMOEIIPOI'PAMMHOE

[Ipu peanuzanmu y4eOHOW AMCUUILIMHBI IPUMEHSETCS CIAEAYIONIEe JTUIEH3MOHHOE U CBOOOIHO

OBECIHEYEHUE

pacmpocTpaHsieMoe porpaMMHOe o0ecieueHHe:

- Microsoft Windows;
- Microsoft Office;
- Libre Office u np.

VIIL. OBOPYJOBAHUE U TEXHUYECKHME CPEJCTBA OBYUYEHMSI,
HEOBXO/JUMBIE JJIS1 OCYIIECTBJEHMS OBPA3OBATEJILHOI'O MPOILIECCA
MO JUCLUMJIUHE

Y4yeOHble 3aHATHSI MMPOBOJATCA B ayAUTOPHUAX, YKOMIIJICKTOBAHHBIX CHGHHMHSHPOB&HHOﬁ
MC6GHBIO, B TOM YHUCJIC CTAHMOHAPHBIMH WM NEPCHOCHBIMHU TEXHUYCCKUMH CPEACTBAMU O6y‘—IeHI/I$I

(mpoexTop, 3KpaH, KOMIBIOTEP/HOYTOYK).

Ha6opaTopHLIe 3aHATUSA, TPYHIOBBIC W HWHAUBHAYAJIbHBIC KOHCYJbTAallMM, TCKYLIas U
MNPOMECXKYTOUYHAA aTTeCTAallMKd TPOBOJAATCA B CICHUATIU3HUPOBAHHBIX KOMIIBIOTCPHBIX KJIaCcCaXx.
[lepeyeHb OCHOBHOTO OOOPYIOBaHUS: aBTOMATH3MpPOBAHHBIE paboune MecTa C KOMIBIOTEpamH,

MporpaMMHOE00€ecTIeueHrne 00IIero U Mpo(ecCHOHATBFHOTO Ha3HAYCHUS.

CamocTosiTenbHas paboTa MPOBOAUTCS B KaOWHETaX, OCHAIIEHHBIX KOMIIBIOTEPHON TEXHUKOU
C BO3MOKHOCTBIO MOAKIIOUEHUs K cetu «lHTepHeT» M obOecriedyeHHeM JO0CTYyNa B AIIEKTPOHHYIO

nH(pOPMaIMOHHO-00Pa30BaTEILHYIO CPENY YHUBEPCHUTETA.
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